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Microsoft Azure

MNew

Dashboard >

Create a resource New 0 X
Home
[T o f Virtual network | i x
All services
EAVORITES Virtual network gateway
- Get started Windows server Ul VIVl
All resources Quickstart tutorial
Recently created
Resource groups
Create virtual network o X
* Name
| AzureMetworks \/|
* Address space @
[ 1010006 vl
10.1.0.0 - 10.1.255.255 (65536 addresses)
* Subscript = o = =< =
Mlcr:sr:ﬂI::ureEnter olE %EPTEO-" ié%-lil_l IP T_jl\_ _cT'>_7I_I-9—| olE
prise v
* Resource group =< A el 7|‘ AZU reo‘”A-I e e EOEIE XI_-I i-“ CI R -?—l o:l L’l EI- Ol 01| O-II
CX-SecurityTLs-ResourceGroup V T 41— O - A‘l [ 1 0 1 O 0/1 6 OI I-REI LI EI‘
Create new o H
* Location
C 1us
s 2l of |lustio 2 vMol HEEIE 7H UIESI LHollM A4
Subnet = 7 =
- = El 2 MEUo| o0&
default
* Address range @ A‘lElil jx—
T ITSET 74 HEa Lol AadEl Me
10.1.0.0 - 10.1.0.255 (256 addresses) p g I:I"I’l
DDoS protection @
-'\!,'- Basic :’_.__.': Standard
Service endpoints @
Disabled
Firewall
Disabled
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Dashboard > AzureNetworks - Subnets > Add subnet
Add subnet
¢.» AzureNetworks - Subnets feurehistuars
Wirtual network *
o . | @] * Address range (CIDR block) @
“ Overview
10.1.1.0/24
=] Activity log 10.1.1.0 - 10.1.1.255 (251 + 5 Azure reserved addresses)
ih Access control (IAM)
Route table
& Tags None
K Diagnose and solve problems
Settings Service endpoints
Services @
“ Address space 0 selected
* Connected devices
I <> Subnets I Subnet delegation
# DDoS protection Delegate subnet to a service @
MNone
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Create a resource NEW

Haome

Dashboard virtual network gat

. _ virtual network gat
All services

FAVORITES Virtual network gateway
Get started E
All resources




Virtual network gateway » Create virtual network gateway » Choose virtual network

Dashboard > New 2
X Choose virtual network O X

Create virtual network gateway

To associate a virtual network with a gateway, it

Azure has provided a planning and design guide to help you configure the various VPN gateway must contain a valid gateway subnet.

H agr are
options. Learn more. Learn more [4

VNGW1 v]
These are the virtual networks in
the selected subscription and
location ‘Central US'.
VBN type
‘e Rout ™ Policy-based <.,, AzureNetworks
\@) Raute \_) relicy-base CX-Security TLs-Resour...
* SKU @
VpnGw1

Enable activéjactive mode @

Virtual network & /
>

Choaose a virtual network

* Public IP a

(. Create new

PubliclPforVMGW1

¥ Configure public IP address

Configure BGP ASN @

* Autonomous system number (ASN) &

65515

* Subscription

Microsoft Azure Enterprise
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Create a resource NEW
f Home
local ne
I= Dashboard
local ne

All services

+ FAVORITES ocal network gateway




Create local network gate... [ X

ASA v
* IP address @
B.B.B.B v/
....... 55 space
192.168.100.0/30
o|& ASAQ| OI&
P =4 ASA 2|5 |E-|11-I|O|/\O| EXERS
SHA =1 H
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* BGP peer I address ASN O] ASN2 ASAMIAM L HEIL|CH
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* Subs
Microsoft Azure Enterprise '

* Resource group @
CX-SecurityTLs-ResourceGroup “

Create new

Location

Central US “
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Create a resource New
Home

Connec
Dashboara
. _ Connec
All services
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Dashboard > MNew * Connection * Create connection > Basics

Create connection X Basics

* Connection type @

Bas
1 asics > Site-to-site (IPsec)

Configure basic settings

* Subscription

Microsoft Azure Enterprise

Configure connection settings * Resource group @

CX-SecurityTLs-ResourceGroup

Create new

3 o >
* Location

Review and create
Central US

Dashboard * Mew » Connection * Create connection * Settings

Create connection X Settings
1 Basics v, * Virtual network gateway @
VNGW1

Configure basic settings

* Local network gateway @

2 Settings h ASA

Configure connection settings

* Connection name

VINGW1-ASA

3 ] N
Feview and create * Shared key (PSK) @

ChooseSomeSecretPassword

Enable BGP @

o To enable BGP, the SKU has to be
Standard or higher.
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Dashboard *» New * Connection * Create connection *> Summary

X

Create connection Summary

Basics

1 Basics

Configure basic settings Connection type

Subscription
Resource Group

Location
settings

Configure connection settings Settings

Virtual network gateway
Local network gateway
Connection name
Shared key (PSK)

Summary >

Review and create
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HX Q|5 CIE{H 0| A0 M IKEV2E & Ad5t5H 1T IKEV2

crypto ikev2 policy 10

encryption aes-gcm-256 aes-gcm-192 aes-gcm
integrity null

group 14 5 2

prf sha512 sha384 sha256 sha
Tifetime seconds 86400
crypto ikev2 policy 20

encryption aes-256 aes-192 aes
integrity sha512 sha384 sha256 sha
group 14 5 2

prf sha512 sha384 sha256 sha
Tifetime seconds 86400

crypto ikev2 enable outside

6. IPsec H48 &E Q! IPsec Z2EE FAAELICE.

crypto ipsec ikev2 ipsec-proposal AZURE-PROPOSAL
protocol esp encryption aes-256

protocol esp integrity sha-256

crypto ipsec profile AZURE-PROPOSAL

set ikev2 ipsec-proposal AZURE-PROPOSAL

Mg o

Site-to-site (IPsec)

Microsoft Azure Enterprise
CH-SecurityTLs-ResourceGroup
Central US

YRGW1T

ASA

WHGWT-ASA
ChooseSomeSecretPassword
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Dashboard > VNGW1

VNGW1
Virtual network gateway
J « => Move M Delete
) Resource group {change) SKU
LB CX-SecurityTLs-ResourceGroup VpnGwl
=] Activity log Location Gateway type
. Central US VPN
na Access control (AM) )
Subscription (change) VPN type
& Tags Microsoft Azure Enterprise Route-based
x Di d sol bl Subscription ID Virtual networ
1agnase and solve problems dead0d63-bede-4e95-bd95-badbiblebsfb AzureNetworks

. Public IP address
Sett
ettings ALA LA, ArublicPforvNcwi)

& Configuration

Tags (change)

Connections Click here to add tags
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group-policy AZURE internal

group-policy AZURE attributes
vpn-tunnel-protocol 1ikev2

tunnel-group A.A.A.A type ipsec-121

tunnel-group A.A.A.A general-attributes
default-group-policy AZURE

tunnel-group A.A.A.A ipsec-attributes
ikev2 remote-authentication pre-shared-key *
ikev2 Tocal-authentication pre-shared-key **

oEtA|. Bid Q/E{m|o|AE FEgfLICH
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interface Tunnell

nameif AZURE

ip address 192.168.100.1 255.255.255.252
tunnel source interface outside

tunnel destination A.A.A.A

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile AZURE-PROPOSAL
no shutdown
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BEAOIM BHE 7HY HIESRIZ HO|EQ0le] #EE EBiH Azure0ll A BGP 2tRE Q| IP FAE

&L|Ct. O] ofloflME 10.1.2.254 1L |C}.

= VGW - Configuration

Virtual network gateway

“

* SKU
Cverview o

VpnGwi
B Activity log

Active-active mode

L ]
am  Access control (JAM) DAl Disabled

L 4 Tags

7+ Diagnose and solve problems V| Configura BGP ASN

* Autonomous system number (ASN) @
65515

Settings

& Configuration

BGP peer IP address(es)
Connections 10.1.2.254

Point-to-site configuration

ASAM|M VTI EI'dE Blo{it 10.1.2.254 & 712|7|l= 1™ B2 E FHFLICE O] offof A

192.168.100.2= VTI2t SYUEF MEL! LHof| d&LICt siE IP FAE 7HE ClHO|A Tt QiTELE

ASAE= VTI QIEH0|AE 7tE2|7|2 B2 & HRIELICH

route AZURE 10.1.2.254 255.255.255.255 192.168.100.2 1

3 CF2 ASAOA BGPE FAI8LICH WIE L3 192.168.2.0/242 ASAS| LIE @IE{m| 0]A 0|

2L EE Mutkls ZEYLICH E8F Azuredl FHEE HESIT = ASAK| EnELI|CH

router bgp 65000

bgp Tlog-neighbor-changes

bgp graceful-restart

address-family ipv4 unicast
neighbor 10.1.2.254 remote-as 65515
neighbor 10.1.2.254 ebgp-multihop 255
neighbor 10.1.2.254 activate
network 192.168.2.0
network 192.168.100.0 mask 255.255.255.252
no auto-summary

A
=



no synchronization
exit-address-family

SM2 1HEIRE T -ASA L Azure ZF0M B2 E HMo 2 FHELICH VTI E{EE S5
Azure HEQT 2 ECHEIE TESIEE ASAE 7 HE L P

route AZURE 10.1.0.0 255.255.0.0 192.168.100.2 1
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1EtA|. show crypto ikev2 sa& AF&5t0{ IKEv2 MM 0| MHEII=X| & elghL|ct.

<#root>
ciscoasa# show crypto ikev2 sa
IKEv2 SAs:

Session-id:6, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
2006974029 B.B.B.B. /500 A.A.A.A/500
READY

INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/4640 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x74e90416/0xbal7723a

2EHA|. IPsec SAT show crypto ipsec sa S AF2 5104 A E[JA=X| & QIghL|ct

<tfroot>

ciscoasa# show crypto ipsec sa
interface: AZURE
Crypto map tag: __vti-crypto-map-3-0-1, seq num: 65280, local addr: B.B.B.B

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: A.A.A.A



#pkts encaps: 240,

#pkts encrypt: 240, #pkts digest: 240

#pkts decaps: 377

, #pkts decrypt: 377, #pkts verify: 377
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 240, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O
#send errors: 0, #recv errors: 0

Tocal crypto endpt.: B.B.B.B/500, remote crypto endpt.: A.A.A.A/500
path mtu 1500, ipsec overhead 78(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: BAl7723A

current inbound spi : 74E90416

inbound esp sas:

spi: 0x74E90416 (1961427990)
SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1
sa timing: remaining key lifetime (kB/sec): (3962863/24100)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:

spi: OxBA17723A (3122098746)
SA State: active

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={L2L, Tunnel, IKEv2, VTI, }

slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1
sa timing: remaining key lifetime (kB/sec): (4008947/24100)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

ciscoasa#
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<#root>
ciscoasa#
ping 10.1.2. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.2.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms
ciscoasa#

ping tcp 10.1.2.254 179

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.1.2.254 port 179
from 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/42/42 ms
ciscoasa#

4Et7. BGPE AM83tE B2 BGP &4, Azure2 4l U F1E A2 L ASAC| 2t E HOIES
QI

<#root>
ciscoasa#

show bgp sumary

BGP router identifier 192.168.100.1, local AS number 65000

BGP table version is 6, main routing table version 6

4 network entries using 800 bytes of memory

5 path entries using 400 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1640 total bytes of memory

BGP activity 14/10 prefixes, 17/12 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
10.1.2.254 4 65515 73 60 6 0 0

01:02:26 3

ciscoasa#

show bgp nei ghbors 10.1.2.254 routes

BGP table version is 6, local router ID is 192.168.100.1



*

Status codes: s suppressed, d damped, h history,
r RIB-failure, S Stale, m multipath
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.0.0/ 16 10. 1. 2. 254 0 65515 i
* 192.168.100.0/30 10.1.2.254 0 65515 i
r> 192.168.100.1/32 10.1.2.254 0 65515 i

Total number of prefixes 3
ciscoasa#

show bgp nei ghbors 10. 1. 2. 254 adverti sed-routes

BGP table version is 6, local router ID is 192.168.100.1

Status codes: s suppressed, d damped, h history, *
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.168.2.0 0.0.0.0 0 32768
*> 192.168.100.0/30 0.0.0.0 0 32768

Total number of prefixes 2
ciscoasa#
ciscoasa#

show rout e

valid, > best,

i - dinternal,

<<< This is the virtual network def

* valid, > best, i - internal,

<<< These are the routes being advert
<<<

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS dinter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.1.251.33 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via B.B.B.C, outside

B 10.1.0.0 255.255.0.0 [20/0] via 10.1.1.254, 01:03:33

roOorr OO0 wn

5EHA|. E{d S S5 C|HFO|AE pingEfLICE O ool A= Azuredll M

10.1.2.254 255.255.255.255 [1/0] via 192.168.100.2, AZURE
B.B.B.A 255.255.255.224 1is directly connected, outside
B.B.B.B 255.255.255.255 is directly connected, outside
192.168.2.0 255.255.255.0 1is directly connected, inside
192.168.2.2 255.255.255.255 is directly connected, inside
192.168.100.0 255.255.255.252 1is directly connected, AZURE
192.168.100.1 255.255.255.255 is directly connected, AZURE

Al E|= Ubuntu VMY LICEH



<#root>
ciscoasa# p

ing 10.1.0.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.0.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms

OlM A VMe| & Z=E &QIEfLICE olO|x|o ZA|E CHZ ASATH 2Bt L0l E2E 8
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Dashboard * Resource groups » CX-SecurityTLs-ResourceGroup * jyoungta-ubuntu-azure - Diagnose and solve problems > Effective routes

Effective routes

¥ Download Q) Refresh
o Showing only top 200 records, click Download above to see all.

Scope Virtual machine (jyoungta-ubuntu-azure)

Network interface Jjyoungta-ubuntu-azurdse ~

Effective routes

SOURCE STATE ADDRESS PREFIXES NEXT HOP TYPE MNEXT HOP TYPE IP ADDRESS
Default Active 10.1.00/16 Wirtual network -

Wirtual network gateway Active 192.168.100.0/30 Wirtual network gateway AAAA

Virtual network gateway Active 192.168.100.1/32 Virtual network gateway AAAA

Wirtual network gateway Active 192.168.2.0/24 Virtual network gateway AAAA

Default Active 0.00.0/0 Internet -

Default Active 10.0.0.0/8 Mone -

Default Active 100.64.0.0/10 None -

Default Active 172160012 Mone -

Default Active 192.168.0.0/16 None -
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