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CWS analyzes web request
and, if policy permits, forwards
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I ASA CW\8 HTTP Mat ch
access-list cws-www
access-list cws-www

extended deny ip any4 10.0.0.0 255.0.0.0
extended deny ip any4 172.16.0.0 255.240.0.0
access-list cws-www extended deny ip any4 192.168.0.0 255.255.0.0
access-list cws-www extended pernmt tcp any4 any4 eq www
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I ASA CW5 HTTPS Mat ch

access-1ist cws-https extended deny ip any4 10.0.0.0 255.0.0.0
access-list cws-https extended deny ip any4 172.16.0.0 255.240.0.0
access-1ist cws-https extended deny ip any4 192.168. 0.0 255.255.0.0
access-1ist cws-https extended pernmit tcp any4 any4 eq https
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I' ASA CX/ Fi rePower Match

access-1ist asa-ngfw extended permit tcp any4 10.0.0.0 255.0.0.0 eq 80
access-1ist asa-ngfw extended pernmit tcp any4 172.16.0.0 255.240.0.0 eq 80
access-1ist asa-ngfw extended permt tcp any4 192.168.0.0 255.255.0.0 eq 80
access-|ist asa-ngfw extended deny tcp any4 any4 eq ww

access-1ist asa-ngfw extended permt tcp any4 10.0.0.0 255.0.0.0 eq 443
access-1ist asa-ngfw extended permt tcp any4 172.16.0.0 255.240.0.0 eq 443
access-1ist asa-ngfw extended permit tcp any4 192.168.0.0 255.255.0.0 eq 443
access-1ist asa-ngfw extended deny tcp any4 any4 eq https

access-|ist asa-ngfw extended pernit ip any4 any4
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I Match HTTPS traffic for CWS

cl ass- nap cmap-https
mat ch access-1li st cws-https

I Match HTTP traffic for
cl ass- nap cmap-http
mat ch access-1list cws-www

s

I Match traffic for ASA CX/ FirePower
cl ass- nap cmap- ngfw
mat ch access-list asa-ngfw
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Il nspection policy map to configure essential paraneters for the rules and
optionally !identify the allowed list for HITP traffic

policy-map type inspect scansafe http-pmap

paraneters

default group cws_default

http

Il nspection policy map to configure essential paraneters for the rules and
optionally !identify the allowed list for HTTPS traffic

policy-map type inspect scansafe https-pmap

paraneters

default group cws_default

ht t ps

! Interface policy local to Inside Interface
policy-map cws_policy

cl ass cmap-http

i nspect scansafe http-pmap fail-open

cl ass cmap-https

i nspect scansafe https-pmap fail-open

! Gobal Policy with Inspection enabl ed using ASA CX
pol i cy-map global_policy

cl ass inspection_default

<SNI P>

cl ass cmap-ngfw

cxsc fail-open

class cl ass-default

user-statistics accounting

CIE{H 0| A 0| M CX/FirePower & CWSO]| CHSH Fjo = 2 gHAdst

servi ce-policy global_policy gl obal
servi ce-policy cws_policy inside
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scansaf e general -options

server primary ip 203.0.113.1 port 8080
server backup ip 203.0.113.2 port 8080
retry-count 5

license XXXXXXXXXXXXXXXXXXXXXXXXXXX
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csaxena- cws- asa# show scansafe statistics

Current HTTP sessions : O

Current HTTPS sessions : 0

Total HTTP Sessions : 1091

Total HTTPS Sessions : 5893

Total Fail HTTP sessions : O

Total Fail HTTPS sessions : O

Total Bytes In : 473598 Bytes

Total Bytes Qut : 1995470 Bytes

HTTP sessi on Connect Latency in ns(mn/max/avg) : 10/23/11
HTTPS sessi on Connect Latency in ns(mn/max/avg) : 10/190/11

HAAHE miZlo| ZE2E 2 24™ show service-policy B S /=248 L|C}

asa# show service-policy

Global policy:

Service-policy: global_policy

Cl ass-map: inspection_default

<SNI P>

<SNI P>

Cl ass- map: cmap-ngfw

CXSC: card status Up, mode fail-open, auth-proxy disabled

packet input 275786624, packet output 272207060, drop O, reset-drop 36, proxied O
Cl ass-map: cl ass-default

Def aul t Queuei ng Packet recieved 150146, sent 156937, attack 2031

Interface inside:

Service-policy: cws_policy

Cl ass-map: cmap-http

Inspect: scansafe http-pmap fail-open, packet 176, |lock fail 0, drop O,
reset-drop 0, v6-fail-close O

Cl ass- map: cmap-https

Inspect: scansafe https-pmap fail-open, packet 78, |lock fail 0, drop 13,
reset-drop 0, v6-fail-close O
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asa(confi g)# packet-tracer input inside tcp 10.0.0.1 80 192.0.2.105 80 det

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

<SNI P>

<Thi s phase will show up if you are capturing sane traffic as well>

Phase: 2

Type: ACCESS- LI ST
Subt ype:

Resul t: ALLOW
Confi g:



Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:
in <SN P>

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

in 0.0.0.0 0.0.0.0 via 198.51.100.1, outside

<Confirms egress interface selected. W need to ensure we have CW\S
connectivity via the same interface>

Phase: 4

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional Information:

in 10.0.0.0 255.255.254.0 via 10.0.0.0.1, inside

Phase: 5

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group inside_in in interface inside
access-list inside_in extended pernit ip any any
Addi tional |nfornation:

<SNI P>

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-inside_to_outside

nat (inside,outside) dynam c interface

Addi tional |nfornation:

Dynamic translate 10.0.0.1/80 to 198.51.100. 1/ 80
Forward Fl ow based | ookup yields rule:

in <SN P>
Phase: 7
Type: NAT

Subt ype: per-session

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:
in <SN P>

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Forward Fl ow based | ookup yields rule:
in <SN P>

Phase: 9



Type: INSPECT

Subt ype: np-inspect

Resul t: ALLOW

Confi g:

cl ass-map cmap-http

mat ch access-list cws-ww

policy-map inside_policy

class cmap-http

i nspect scansafe http-pmap fail-open

service-policy inside policy interface inside

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7fff2cd3fce0, priority=72, domain=inspect-scansafe, deny=false
hits=8, user_dat a=0x7fff2bb86ab0, cs_i d=0x0, use_real _addr, fl ags=0x0, pr ot ocol =6
src ip/id=10.0.0.11, nask=255. 255. 255. 255, port=0, tag=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=80, tag=0, dscp=0x0

i nput _i fc=i nsi de, output_ifc=any

<Verify the configuration, port, domain, deny fields>

Phase: 10

Type: cXxsc

Subt ype:

Resul t: ALLOW

Confi g:

cl ass-map ngf w cx

mat ch access-1list asa-cx

policy-map gl obal policy

cl ass ngfw

cxsc fail-open

service-policy global_policy global

Addi tional |Information:

Forward Fl ow based | ookup yields rule:

in id=0x7fff2c530970, priority=71, domain=cxsc, deny=true
hi t s=5868, user _dat a=0x7f f f 2c931380, cs_i d=0x0, use_r eal _addr, f| ags=0x0, pr ot ocol =6
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=0

dst ip/id=0.0.0.0, mask=0.0.0.0, port=80, tag=0, dscp=0x0
i nput _i f c=i nsi de, output_ifc=any

Phase: 11
Type:

Subt ype:

Resul t: ALLOW
Confi g:

Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:

out <SNI P>
Phase: 12
Type:

Subt ype:

Resul t: ALLOW
Confi g:

Addi tional Information:
Forward Fl ow based | ookup yields rule:
out <SNI P>

Phase: 13

Type: USER- STATI STI CS

Subt ype: user-statistics

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:
out <SNI P>



<In this exanple, IDFWis not configured>

Phase: 14

Type: NAT

Subt ype: per-session

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Reverse Fl ow based | ookup yields rule:
in <SN P>

Phase: 15

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Reverse Fl ow based | ookup yields rule:
in <SN P>

Phase: 16

Type: USER- STATI STI CS

Subt ype: user-statistics

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Reverse Fl ow based | ookup yields rule:
out <SNI P>

Phase: 17

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 3855350, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_tracer_drop

snp_fp_i nspect _i p_options
snp_fp_tcp_normalizer
snp_fp_inline_tcp_nod

snp_fp_translate

snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_fragment

snp_i fc_stat

Modul e information for reverse flow ...
snp_fp_tracer_drop

snp_fp_inspect _i p_options
snp_fp_tcp_normalizer

snp_fp_translate

snp_fp_inline_tcp_nod
snp_fp_tcp_normalizer

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up



out put-1line-status: up
Action: allow
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