ISEE Al 5= ASA HHE 9.2.1 VPN 4MEf Z41]
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HiE HE
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HES/ 3 Clojo{az) 2 EGHEI S E
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ASA

ISE

X-17| 7;|.|.|T.=|7|.

Ct=2 &olgL|Ct.
=Xl 1A

ISE|AM C|HZ
ASAMM C|HZA
OO|ME CHEt ClHH
NAC Agent 4fEH Almj
el He

vl

0| 2 M0 AM+= IPN(Inline Posture Node)O| &
VPN A& XHE 25 5t E 5 Cisco ASA(Adaptive Security Appliance) HHE 9.2.18 T4

CHofl A ErLICH.

AN T AN

2T Mg

CIS FAXof chst X|AlEg EgRstD e

0| Cisco ISE(ldentity Services Engine)

6
.|

. ASA CLI ZAx|2py|o|M ! SSL(Secure Socket Layer) VPN Z1I|124|0| Mo CHEH 7|2 X[ A

. ASAQ| HZd HM|A VPN T AJof CHEH 7|2 K|A
. ISE & &E} MH|A0f CHEF 7|2 K[A



Ol EMo HEE= Ot AT EQ o TS 7(|E 22 FhLCt.

. Cisco ASA AZE Qo {7 9.2.1 0|4
- Microsoft Windows E{™ 7(Cisco AnyConnect Secure Mobility Client EHM 3.1 Z &)
. Cisco ISE H{7 1.2(Ti x| 5 0| &})

HiE EE

Cisco ASA %1 9.2, 1° RADIUS CoA(Change of Authorization)& X|#&LICHRFC 5176). O|Z A
St IPN2 AIE6HR| S E CISCO ISEOH| CHSH VPN AL Ato| AEHE meteh o= QU&LICE VPN At
X7 230151H ASAE 2 EBfEE ISER ZIC|FMELICH 047| M AFS P— NAC(Network
Admission Control) 01|0|7‘._‘|E EEE H oo|MER Z2H|XMIEILICH Mo|ME= OS(2Y A|A),
I x|, @tE|HIO|2HA, MH|A, OHEE|91|0|M = HXAER #EIER -_r“HEI ZANM E HE
of CHet ™ &8 &elst7| fIcH AR HAFE{ol CHoH S HALE s->FLICH

O ChE oEf 45 27t ISER S ELICH AlAR 0| ERtol2t ZHF £ ISEE RADIUS

CoAE M HEt '='04 YA e 2UA ASAo] &Y + AUELICH B AE I CoAdl 38 =
AMERtE LI ElAaa0f HHAE £~ &Lt

748

HES3A Clojojay 2l Egjz =8

—_— VPN Access (Ikev2 or 55L)

—_— Radius

— Hitp traffic to internal server
150 2 test-Cisco. Com

Internet

P S VPN Pool IP: 10.10.10.10

4 Bk
N L L G0/0: 172.16.0.1
\“h ~a i loutside)
1
GOf1: 192.168.111.10 (________._.-—-f""'“ .
{inside) fiia

Anyconnect
ASAl Maobile

— —_— Security

Internal
resources



CHS

1.

e YE9I3 colojaol Lhet Qs =BT s EeLIcH

474 AL XK= ASAO]| CHEH VPN M| A 01 Cisco AnyconnectE AE EHLICH.

2. ASA= 3T AFS RFofl CHEF RADIUS HMA 232 ISEN &L

3. 0| L2 ISENIA O|F 0| ASA92- pos’[ureo._I Mol ZEELICH Za o2 ASA92-posture

Het 2o T2 utalo| gtet=lL|Ct. ISEE 5 7HQ| Cisco E44-2f 4o 2 RADIUS Access-
AcceptE M&ELICH

url-redirect-acl=redirect - ASA0| 2ZZ & 9| El ACL(Access Control List) 0§22, 2|C|2M
siof & ElTle ZAxdst o),

url-redirect=https://ise2.test-cisco.com:8443/guestportal/gateway?sessionld=xx&action=cpp -
274 ALZRHE 2IC|2Msof sHe URLYILICHE: VPN 22toli= 0l 82 E DNS(Domain
Name System) M= ZIC|2M URLO] BHetE|= FQDN(FuIIy Qualified Domain Name)2 =
QI8 4 Qlofok BLICH B 18 +Z0llM UMAS FIBtst7| lsH VPN TE7H AT B
Z0|E E0| 2 8E ZE(O] of o M= TCP 8443)01IA-I ISE MEHO|| AMAE = A=K =
olstL|c}.

CHet 2 AT HEE ISEM 27| 2I5H 2 eIt o248t AlF HE o= session_id, VPN
Zol0|HELS| 28 IP FA L ASAS| IP FAVF ZEELICH ISEE SHiE MME A5 ¢
ol session_idE AFSELICH ASAE 8 7|0l 7t A" HEE ™SEELICH 07|M 7t
2 523 EM2 ASANIM ZEto|Eof T3t IP7F 28 El Framed-IP-Address 2IL|CHO]
0i 04 M= 10.10.10.10).

. ASAE RADIUS Accounting-Request A|Zf THZIE T&5tD 8HE = AELICH Ol MlMof
X

. VPN AL %}te| EEfZlo| 2Z Mol ACL(ZIC|E M) Lx|5HH https://ise2.test-

cisco.com:84432 £ g|C|BMEL|Ct. Zix|Ta| oMo 2t ISEE= NAC Agent EE= 2 of O™
EE Z2H|MIgLct

.OJO|MEE ZCI0|ME AAHIN Mx|E £ AIS522 EXH HALE =&ELICt o] doMHE
HL|C}. ISEO]

c:Mest.txt & ZHAMBrL|CH 8 ISEO MEH EOME 2HLICH ISEX| HM 57| s &
A ZZEZ U ZE TCP/UDP 89058 AM83ste CHE u#tg Xae &+ UA&LICH

ISEE OO|MEZRE ZAX EOME gto™ Het 2o 722 CHA| 8t 1 & 2|gL|ct. o]
ol ZTAX E=' g o1 CHE #E|0| =Lt RADIUS CoA TZlE E%E*I—IEL

AER7E #HE E45te E ©A HMHMAE 5{835H= DACL(Downloadable ACL) 0|E 0|
MEELICHAUhZ & ASA92 E=).

ANEX7 HHE EF5tX| oM MEHEl HMAE 518 ﬁE DACL O|& 0| & ELICHAuthz
& ASA92-noncompliant). .’EI'_L RADIUS CoAE &4 &QIELICH &, ASA7I Eels 2|8l
ISE0| SEE 2-HLICH

.ASAO| M 2IC|2ME N HEFLICt FHAIE DACLO| Qi AR ISEMA CIREE5t2{H

Access-RequestE ELHOF g LICH £7% DACL2 VPN A|Mof A& Lt

9. Ct=2 0l VPN AFEXRH71 & | O] X|of| K M|ASHE{ T SHH ASAO| AX|E DACLM|IM 3838t 2



B|AA0| HMAE 5= Q&LICH
PQ-XUP ?P‘ 2 =55HK| ot 2 B2 AMEHE HMAR S{EE LT
EIgnk o| E % RADIUS CoAE AtE35t= R E Q| AlLtE|22t CHELICH |/ 4
802.1x 215 9| 42 RADIUS CoAE OffH EHT Z&35IX| L&LICH DACLY Z2 ZE 7
o| 44 |— WH Q150 EZ|HELICH ASA VPN AEHO| AR F Hm Q152 giaLich

= E A

—
o

MA{S Hy{Z

kS

ASA ! ISEE F/d5tedH o] MM E AL ELICH

& 4= gligLct.

ASA

CHZ2 Cisco AnyConnect M AE 9|8t 7|2 ASA 7|80 LC.

ip local pool POOL 10.10.10.10-10.10.10.100 mask 255.255.255.0

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address xxxx 255.255.255.0

!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.111.10 255.255.255.0

aaa-server ISE protocol radius
aaa-server ISE (inside) host 10.48.66.74
key cisco

webvpn
enable outside
anyconnect-essentials
anyconnect image disk0:/anyconnect-win-3.1.02040-k9.pkg 1
anyconnect enable
tunnel-group-list enable

group-policy GP-SSL internal
group-policy GP-SSL attributes
vpn-tunnel-protocol ikevl ikev2 ssl-client ssl-clientless

tunnel-group RA type remote-access
tunnel-group RA general-attributes
address-pool POOL
authentication-server-group ISE
default-group-policy GP-SSL
tunnel-group RA webvpn-attributes
group-alias RA enable

ASA%} ISE PostureE S&tste{dd CHS S = QlghL|Ct.

I

- CoAE =8 37| flsH = Hgt
ghct.

0401 CHEt AAA (215, HEt Fo & A

A2 RADIUS CoAO| A BHEHEIL|CE VPN M|A40| &4 AEHO|H CHE £ 2| VPN AFE X}
=|

o #e) MHE 74
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- ISEOf| CHEH VPN MM MFALE S ELHZ

- AEXoH ZZE IP FAE ST ISEVM MM JEIE F71MHez AO|o|EstE &2F o
2

teie 74

Lk

- DNS 2/ ISE EEiE 0| HEl=X| R E ZHst= 2lC|=MH ACLE & LICH CHE
HTTP EE{E2 JEIE o ISEZ 2|CIZMELICt,
M o= k3 24Ut

access-1list redirect extended deny udp any any eq domain
access-list redirect extended deny ip any host 10.48.66.74
access-list redirect extended deny icmp any any
access-list redirect extended permit tcp any any eq www

aaa-server ISE protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE (inside) host 10.48.66.74
key cisco

tunnel-group RA general-attributes
address-pool POOL
authentication-server-group ISE
accounting-server-group ISE
default-group-policy GP-SSL

ISE

ISEE T gstcdH ChE B AHIE 225t MAI2.

1. Administration(Z 2]) > Network Resources(L| E {3 2|4 A) > Network Devices(H|E9| 2 C|

HFOIA)Z 0|53t ASAE HERT CIHIO|AZ F7}EHL|C



«» Home Operations|»  Policy| v Administration | v

‘.\'T Systam JE- I1dantity Managamant B Network Resourcas |48 Wab Portal Managameant |z Feed Sanvica
Metwork Davices Metwork Device Groups Exdgrnal RADILS Servers RADIUS Server Sequences S0AARA Seners MAC Managers

Hetwork Devicet Litt > New Networlk Device

Metwork Devices

MNetwork Devices

| il L I * Name[ AsA |
@ - Descrip1ian| ]
| Wetwork Devices 3

i Defeuit Device - *IPAddress: | 192.168.111.10 |/ 32 |

Maodal Mame | =
Software Version -
* Metwork Device Group

anahnn[;m Locations () ] [ set To Default J
Device Trnalm Device Types Q] [ Set To Default |

- Authentication Settings

Enable Authenfication Sefings
Frotocol  RADIUS
* Shared Secret [ seees ] (" Show

2. Policy(&*) > Results(Z1}) > Authorization(T 8t 5 04) > Downloadable ACL(CI22E 75
gt ACL)Z 0|53t DACLO| A HMAE 5{& =S DACLS &g LICt 7|&# ACL x|
Jo0|M2 ISEQ| 2E IP EEfE g 518 LCt.

Engine /> Home Operations|v  Policy| v Administration | v

|2 Authentication |, Authorization |+ Profiling |7 Posture |& Clignt Provisioning |z Security Group Access
Dictionaries Conditions Resulls

Downloadakle ACL List > PERMIT ALL TRAFFIC
Downloadable ACL

*Name | PERMIT_ALL TRAFFIC

Results
[ L |
";:: o’ E-: o 'I;',E'}'r

Description i
[ Authentication P Allow all Traffic

* [ Asthorization

» 5 Authorization Profiles
[ Downloadable ACLs
¥ Inine Posture Node Profiles

*DACL Content |

L perslt 1p any any

» B Profiling
» [ Posture
» [ Client Provizioning
¥ [ Securily Group Access
*k Check DACL Syntax
3. (FEE E+35tX| o= AEXtof CHH) MEHEl HMAE MBste |FAEH ACLE 7 AELICH

4. Policy(’3l)) > Results(Z1t) > Authorization(#8t 5 04) > Authorization Profiles(#4 8t 504
En) 2 0|55t ASA92-postureEt= et Fo{ Z2HtAUg FMHELICH J2{H ZAXE
2l AF2 XHE ZIC|2 M B LICH Web Redirection(® 2IC|2M) &tolgtg MEiSt 1 EECHR
= Z0{ A Client Provisioning(22I0|HE Z 2 H|X{'d)& MEHSt Chf ACL Z=oi ZIC|&Mo]



LEEHLF=X| 2 RIEFLICHACL2 ASAOIM 2ZHE HOlF).

N e
4> Home Operations|v  Policy| v  Administration | v

|&) Authentication |®) Authorization |4} Profiling |7 Posture |es, Client Provisioning |z} Security Group Access
Dictionaries  Conditions = Resulis
=T Authorization Profiles = ASADY . pasture

Authorization Profile
| = - I *Name | I EFETEERE |
ax e Liv

v [ Authentication
v [ Authorization
v [ Authorization Profies
v [ Downloadable ACLs
[ Inine Posture Node Profies
3 g Profiling
v [ Posture
v [ Client Provisioning
v [ Securiy Group Access

Description [

"Access Type | ACCESS ACCEPT

| =]

Sendce Template []

¥ Common Tasks

O wice Domain Permission

Web Redirection (CWA, DRW, MDM, NSP, CPP)

Clignt Provisioning (Posture) = ACL | redirect |
L] static IPHost name
o E ASKH ™A A

5. ASA92-compliantzt= T8t £0{ T2 UL FHELICt Ol=
MAE M3 35t= PERMIT_ALL_TRAFFICO|2t= DACLEt EHetshok g LICt.

e
¢ Home Operations|v  Policy| v  Administration | v

|._;,.' Authenfication |!" Authorization Iﬁn Profiling ]@‘ Postura ]2‘ Client Frovisioning ]; Security Group Accass
Dictionaries Conditions Rasults
Results Authorization Profiles = ASAD2-compliant
| | Authorization Profile

B *Name | psag2-compliant |
@~ - & et
» 5] Authentication Description |
v [ Authorization “Access Type [ACCESS ACCEPT | -]

v Authorization Profiles

v [ Downleadable ACLS
[ Inbine Posiure Node Profiles
5 Profiling

£S5 Posture

5 Chient Provisioning

[ Secwrily Group Access

Senvice Template [J

v Common Tasks

DACL Mame

| PERMIT_ALL TRAFFIC

6. ASA92-noncompliant2t= FAHSH HEt 2o{ ZE20QE FAEMH, ol MEHE AMAHITH
A2Xto| HR)E E5i DACLE BHetsfjok gfLiCt.
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EAX ATt AHE E55te B TR Al
i P

EAN A7 AEHE E46K| ok ER MEHE HMAE 5185t F2IE MMELICH O
ZAnt Mk 2o 2= ASA92-noncompliantZ} FLICH.

Aol F & & o= FEoE HEEIX| o= B 7|2 #EI2 ASA92-posture® BFHEHSHH,
O|l= ASAO|A 2lC|ElME ZA|EHLCt.

ASAGY complaint SessionPosturaSiatus EQUALS Compliant ASAS2-compliant
ASAS2 non complaint SessloncPostureSiaius EQUALS NenCompliant ASAS2-noncompliant
B ASALD redireel Radiws NAS-IP-Address EQUALS 192.168.111.10 ASAD2-posiure

L7182 QB #E2 LR ID MY A ALEX} Ol 2 2l #LICH 0|& HAEsl ok st= A(o:
AD(Active Directory)0i| A 41E4) Policy(&l) > Authentication(21&)2 £ 0|S35t0{ CtS 2 H
Sgfuct.

RO ERILLYSacvices Engine 4 Home Operations|v Policy| v  Administration | v

[ﬂ Authentication [._5_‘ Authorization l,_.,; Prodiling = Posture |ed Client Provisioning [—‘ Security Group Access & Pal

Authentication Policy

Dafine the Authentication Policy by selacting the protocols that 1ISE should use 10 communicals with the natwork devices, and tha identity Souwrces that it sh
Policy Type ) Simple () Rule-Based

MAB I Wirad_MaB OR Allow Protocols | Defaull Network Accass
Wirgless_MAE
S Default use Internal Endpoints
Dokl Il Wired_802.1% OR Allow Protocals | Defauld Network Access
Wireless_802.1%
k= Deafault use Imtarnal Users
Dafault Bule (If no match) Allow Protocols - Defaull Metwork Access and use  nternal Users

. Policy(&*)) > Client Provisioning(22I0|¢E ZZH|XJ)2 2 0|55t ZZH|X #=Ig
TAELICH ZEH|X{'E5H ok t= 0|HE S| REE AYste HEIQULICEH o] oo M= ZtE
8t =0 3tLtEE IS M, ISEE 2 & Microsoft Windows A|AEI0]| CH5H NAC AgentE AMEAE
LIct



3 Home Operations |+ Pobity | »

|2, Authantication

|, Authorization

Client Provisioning Policy

L) Profiling

Administiaion | =

Dafing the Gliamt Provisioning Palicy 1o detarmin g what usars will racetva upan legin and wsar sassion iniation
Faor Agent Configuration: wersian of agand, agenl profile, agent campkance medule, andiar agerd cuslomizabian package
For Hawve Supplicant Configuralion: wizard prafile andtar wizard. Deag and drop rules 1o changs e aoder

[ Posture | i, CoenlProwisioning | |o) Security Group Access

&, Poley Elemeants

Fuls Hama Ideniity Groups Cparating Systems dnar Condfions Rasults
AEAS 2 posture Windows Al Condition[s) MaCAgent 49,0101 3
O O|MEJ} ISEON @i B2 OIS mUES TREEE = JU&LIC
MACAgant 4.9.. = ] Done
Agent Configuration

Agent: [MACAgent 4.9.0.10132 (o [ Iz Upgrade Mandatory

Profile: Ichuose a Profile Agents

Compliance Module: [Ehoose a Compliance Module I D l

;g:;;g?mtomxzatwn |Choose a Customization Package av =~ &

Cle: ; Download Resource
Native Supplicant Configuration NAC %+ Upload Resource
Config Wizard:| Choose a Config Wizard Q| NACAgent 49.0.52
Wizard Profile:| Choose a Wizard Profile O |

HNACAgent 4.9.0, 1009
HACAgent 4.9.0.1013
WebaAgent 49.0.24
WebAgent 49028
WebAgent 49031
WebAgent 4.9.0, 1005
WebAgent 490 1007

10. R Z< Administration(Z 2l) > System(A|AH) > Settings(4d’8) > Proxy(Z & Al)Z O

11.

Soto] ISEO CiE ZRAIE 7Y & JUSLICHAES | HMAE = JUTSF).

AE
ZCI0|ME Hu|ago|ME &Qlste EAX FEI2 R HELICE CI2 S &lste #EIS
THE % Lict.

mel - EXY, HA, I

gIXIAER| - 7|, &, EXY

application - Z2 M A 0|8, AY &, A = ot

service - A{H|A O|F, A~ &, 4™ 0| ot



10| AH|0|E Al

StE|HIO[2HA - 1007H Ol4f o S S YA X2, HA

otE|A Tt o|fo] - Hol7t YO|o|EE [ 1007H Of4 2| S=A X|¢, HT

Bt =™ ELICH cMest.txt T A0| 22tO[AE A|AE0] R
LICt. Policy(=#) > Conditions(Z=7d) > File

S HEf-ZE
MNEX XH MEH ZH-CHE 22| ISE A ALE
ige]
7} 5

o Policy Elements

EE

12. O] oflof M= ZhEtet mhd EXH
EHE|0d ™A HAMA
Conditions(It & Z7)Z 0|Sst1 W =S FHELICH
Policy | »  Adminisiration | =
|5} Secunity Group Accass

— o =
= g-r =2
|i|ltl|l| L B
cisco  Identity Services Engine £ Home Operations | v
| Authentication |8, Authorzation |4 Profiling E Posture |‘_"r Client Provisioning
Dictonaries Conditions Fagultz
Posture Fils Corciti List = Ble_condibion
[ S ] File Condition
— * Hame | file_condition |
';;-l v w _ L
Description
= Fille Conditien P |
= Registry Condilion * File Path | ABSOLUTE _PATH '| | Civtest.txt '
Application Condition vl Type Fil=Existence 'l
Se Cond :
e i * Fils Cperater | Extsts -|
12 Compound Condetion
= AV Compound Condition * Operating System vs A
1= AS Compound Condition
1= Dictlenary Simpls Condition Save Reset
Dictisnary Compound Condition
. - . = o
13. Policy(&*l)) > Results(Z1}) > Posture(ZA*|) > Requirements(271) £ 0|S5t1 2742 A
AS =] == == S = ofe 740 X4 XFO
defLich ol 272 ol =7do| 352 M SFE[ofof ok O K| o2 B9 ™ 0|
AlSHE =2 =3 oS x4 XFoA ol A O] = Xt =
ARMEILICE A8 7tSE ode] el ™ 20| JUE = AUX[E o] ool M= 7t ZHEFSE
= —
A &3 HAIX|I7F EAIELICH
il — o
& (Rl LRl -
gises  Identity Servicas Engine 0+ Home Operafions|w®  Poley| v Adminisration| = i
|5 Aulhesticalion E Autharzakan I Profling E Poshrs |H' Chenl Pravissaning b Sy Grup Aooess | o Polgy Ermenls
Diclicnanes Condfons Resulls
Resnlis
F | ame Operaling Systems i s Femedalion Acions
Al -
v [ Awhaicaion Hle_raquisameanl windows Al file_canddion Messags Ted Dnly
¥ = Auvhaniraton = e -. ¢ i o
v [ Pty Arig 8¢ _leesballation Wi Weindows &l ARl _av_win_irst Megepgs Taat Onk
= [ Postime Any_&¢_Datnitan_win windows All ARG _an_win_dt A DaRamadationa
¥ | Remsdenizo Achms n
iz Begaemenis Mg A3 _Installation_Win weindows All AME _as_win_inst Message Taxt Only
B[] Chent Provisinsicg
b B Secunity Groug Asoess Ay A5 _Detnitan_\Win windews Al AN _as_win_de BB 0etSem ed atinniAn
n
Ay S_ierstaltation_Mac Hae 05X ANY_av_imac_insl Messags Ted Dnky
Arg & Defniton_Wac [FETR ] ARfe_av_mac_dst FendDeFemadatipniia
A A5 _Installation_Mac Wac 05K BN _as_ro_irgt Masgags Teat Onk
Mac O5x AMY_as_miac_ded Message Teat Only
[} k=2 St A OlA (=)
& |=-|I = AI'o OEI- T AAI = L—l EI’('SEO'"A-l I:I'T'_‘

Ary_A3_Defnilicn_Mac
|

23 UeA Q1 AILH2[20l M E File Remediation
ECE 7tsE ot MSH).
14. Policy(Z%) > Posture(ZAR)E 0|S5t1 EZAX{ &0 0| EtH|(file_requirement=



O|& RIHE)IM Hd8t S A EELICH S Eé'-l 22 B2 E Microsoft Windows
Al £R0] file_requirementS Fo| SE 5|0 AE|0|ME XS

A = (o)
Eaotl, SEEX| oW A EotX| et&LICh
atfuai]ne e - =
A LBl e LS ¢/ Bome  Operatons| e Policy|w  Adminisration | v
n Authanlicaban |= Aulhofzaban = Prafling [____FTU:;._:_ | |_.| Cliant ProsEsaning |_.| Satufity Group Atcess 8, Palicy Elemeants
Posture Policy
Dafing s Pasture Palcy by configueing rules based on aparating system andiar sfher conditons
Stalus  Rule Name danlity Graups Ciparaling Syslems Oier Candilions Reguamants
ﬁ poslurs Any Windaws Al Tile_raquirgment

71 M8t

7|2Mo 2 Posture= L3[4 O|HEQILICH J2{Lt F7|Mo 2 ALE XS] HEE0|d
7 jl_|.o.|| II|' |'E| o.|| |_-_|.|o|- OHA-”éE xX-IoHol: =14 _u.I07|.oI'— 74o 7|.o| |
SWISS T2 EZ(NAC Agent)2 &3l FA|Z|7Lt o Z2[AH 0| (& 01|OIEE)01IH e,

MNEX HE &+E Hlstt{H OhS HHE 225t AAIR

1. Administration(£2[) > Settings(4&d&) > Posture(ZA %) > Reassessments(A|H7})£ 0|&S 5t
T Moz MLIHE EM5HELICHID 28 HulasolMY).

o) & hkbpes: e adming#pageld =com_cisco_emp_web_page_administration_globaloptions - |_. -

Cases* O Porlormancos oDoee DR EoTeeh Toalss S0WT O Liconses= [OWIC= @02 Ix= OTruslsses FACS= FOISC= OWPN= O ASR»

=l | wimn | Lep
eilliaill

willi
Sisec Tdantite Jews Zale l’l:'\- ks Upsalame w "aliy w Semilstradne -

——— —
v Bpslem H Hentts Maragsment i vatwork Saacunes [ W Fanal Waragame [:4 Famd 3endce
T TN caraing  Sad fealas agilrg Yaitlenanes  Badhuz & Sesmre ddwindiass | Satings
S 1 3
5‘_“1:_'93 Tiamnserorant Zorkyandiorr Li Kvw Daaprsrrmsnt Configurntin
= ChT TrovkdT g Reassessment Configuralion
=il H- ol s3an Serace
e ez e | reassassnert |
= 25 Hads
= & Sl g sarlgdEn Cassplan | |
| FrenTe Lon Memses e wnn, ctiees e, ¢ [
= Gz Sl g EnfzrezmettTope [Contnue =
- Maascarrrsnir. | .
Ilesal | 220 L LT
= Uil
=~ Azaplnzie bue Frlics Gz Time | 5 L LTI
= Foiing
b Protzzoin 1. Zo- co-hgueabizn mus: a9 autigae grous o aungoes sebieaios of srouss,
2. o ten confZuRADTS may haes any Jrus i Zurmos.
A lazzalgaAks =l mil oz guoug A e sw cliesn coc D can b crss sl unisess -
i Sy Grouz Reziex Apaup Sakielian R as ! ¥ ¥ 3 .
s | thzed s ot Ay 1 usdaned 12 ot 2 geoup dor Sraussl sthcrfan Sew or
= SHITF Server e .
i the asisi nly A s Biip g d=lsrad
is Hala e & Tazmnlgwiha grous reafed de el ell ohe camips S
|2 ooy S

* Selazt Usar declty Grolps Ay

2. 2 MBIt ARIstE 2K S HEELICH



7 Home Opersfons|v  Policy| v Adminisiration | v

|+ Aumentication  |s) Authorization |5 Prafiing |7 Posture o Client Provisioning |=) Security Group Access &, Policy Elements

Dictionarias Condiions Rasults

Dictispery Condilsers List = New Dictionary Condition

Posture
Dictionary Simple Condition
I g | *Mams| reassesment
| E - Description
£ File Conditien
£ Bayistry Cendition
2 application Cendition * bl *Qpearator *Valug
2 Carvlon Conditsn [Session:-Agent-RequestType ) | [ Eguals « | [ Periodic Reassessment -

it

compnd Conditer [ JEETEN

AV Compound Cenditlon

AS Compound Condition
Dictionary Simple Condition
Dictionary Compoand Conditicn

ini

3. 27| B7tet dxlst= RAFE Zdg WEELICH

4> Home Operations|w  Policy| v Administiation | v
la, Authentication  [s) Auhorizaion | Profiing  |@ Posture |5 Glient Provisioning =) Secuiity Group Atcess | gt Folicy Elements

Dictionaries Conditions Results

Disbonary Conditions Lat = New Dictienary Condition

Posture
Dictionary Simple Condition

| A ] * Mame| initial |

arE- = Diescription

i= File Conditien

1= Registry Condition

iz Application Condition = Allribute * Dparaton =l

> Sapvics Condition [sessionAgent-Request Type 0 || Equals «| [ muteal -
Compaund Condition Subrnit | Cancel

A Compound Condition
= A% Compound Condition

= Dﬂ:ummﬁ.lphﬂonﬂtwn
= Dictienary Compound Condition
ol & 7H<I ZUHZF HEf FEROM A & = UELICH & H 732 Z7| B7tofgt Yx|stn
T fE2 BE 45 Gkt YR[ELICH

e
i Home Opesations|¥  Policy|~  Administation| =

[] Prefiling [ Poslie | [g ClientProsioning [ SecurityGroup Atcess g% Pelicy Elements

|y Authertication  [a, Aulhorzation

Fosture Policy
[Dafing the Poshirs P\Cl'lf,.'r "."l'f Cl:ll'ﬂl]l,.l'll'lg nilas basad an :parannq s!.*ﬂ::m andiar ofnar conditinns

L

Hatus  RuleMame Identty Groups Oparating Systams Othar Condflans Requiremants
B8 posturs_infial ANy nd Windows &ll iniial e fike_requiremant
n posturs_resesassmant ¢ Any and Windows Al TEagRasEmant thsn filz_requiramant

CtSS & elgLct.

11| 1ei|0| 0| MCHZ =fSst=X| & Qlste{™ ChS ErAlol B E CHz BHE 2t=sfok gLt



2. ASA= RADIUS 238 M4 5t url-redirect ! url-redirect-acl 40| L el SES £ AIE

LICE.

codld RRXe e TF2EEN A AN @SS

I'Ihl:[ JE:lplruhn_. Chiwir Apply  Save
Ho. |Source [ Destination | Protocol| Length| infa
1197, 168, 111, 10 19.48.66.74 WADIUS 317 Access-Request (1] (1d=16, Ls270)

192, 168, 111, 18 HADTLAS 11 Recensis A O ichmdly, 1a268)

Frame 2: 311 bytes on wire (2488 bits), 311 byles captured (24838 bits)
¢ Ethermet T1, Sro: Vewars c8:80:83 (08:58:56:c0:00:03), ODst: Vewars e8:ef:2% (88:8c:20:e8:00:25)
¢ Intermet Protocol Yersion 4, Src: 10,48.66.74 (10.48.66.74), Dst: 192.168.111.10 (192.163,111.18)
* User Datagros Protecel, Src Port: sightlime (16450, Dst Porb: S4450 (54459)
* Radius Protecel

Code: Access:Recepl (2)
Packel identifier; dude (46)
Lemgth: 269
Buthenticator: belZXBAT0410¢ 1eldea oo I TRE a0
IThis ix a response to o reqguest in (rowe 11
ITine from requestz 9.05%93950088 seconds)
= hthribute Yalue Pairs
FAVP: Im7 Iwier-Rame(1): ¢isco
FOAVP: Isdd  teStateddd): SP6561T5T46853657 11096100 lab 13061381730 0613030. .
b AVP: 1a%8  teClass{2%); 4BIL431533a533061 181730306 1 030 30 061 030 0151267, , ,
= AVP: Ladl  teVender-Specilic (26) vee fscaSysteas(D)
b ¥SAY L=2T t=Cisco-AWPair(1): url-redirect-acl=redirect
= A¥F: Imll% te¥endor-Spec iffic (M6} wet iscoSystiems(9)
F VA =113 t=Cisco-AWPalri{ll: wrl-redirect=hiips://ised. tesh-¢ isco, coni B3/ gues ipor tal fga teway Toess Donld=c Dol 10000000000 5 20 L 1ha Lo | lon=cpp

JISE 2= HE R0o{7t ZAM Tzt UX[EE LIEHHLICHEH BHm 23 g 5).

3 ﬂ a #ACSACL-IPF ARESE Camplant ise?
B - a 152.168.10.67 ASAS-F ASASZ-camplant Comphant Isad
] a 0 chca 192.162.10.57 Comaliant a2
. B a Gisgd 142, 168,10:67 ASASHE ASASZ-posture User Identky Gro... Fending Ised

. ASAE VPN A|Mof 2lC|=IMbME FIHEFLICEH

aaa_url_redirect: Added url redirect:https://ise2.test-cisco.com:8443/
guestportal/gateway?sessionId=c0a8700a0000900052b840e6&action=cpp
acl:redirect for 10.10.10.10

. ASAS| VPN MM A EHE MEN7I E4-UE HoiF 1 HTTP EBfEE SIC|=MHEFLc.

ASA# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : cisco Index : 9

Assigned IP : 10.10.10.10 Public IP : 10.147.24.61

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 16077 Bytes Rx : 19497

Pkts Tx : 43 Pkts Rx : 225

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GP-SSL Tunnel Group : RA

Login Time : 14:55:50 CET Mon Dec 23 2013

Duration : 0Oh:01m:34s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a8700a0000900052b840e6
Security Grp : 0

AnyConnect-Parent Tunnels: 1



SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption
TCP Src Port
Auth Mode
Idle Time Out:
Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Encapsulation:
TCP Dst Port
Idle Time Out:
Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx
Pkts Tx Drop

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Encapsulation:
UDP Dst Port
Idle Time Out:
Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx
Pkts Tx Drop

ISE Posture:
Redirect URL :

Redirect ACL :

6. 2|C|2M ACLT}

aaa_url_redirect
aaa_url_redirect

9.1

10.147.24.61

none Hashing
50025 TCP Dst Port
userPassword

30 Minutes Idle TO Left

none
443

28 Minutes

779
1
0

10.147.24.61
SHAL
50044

wlin

AnyConnect

Cisco AnyConnect VPN Agent for Windows 3.1.02040
5204 Bytes Rx

4 Pkts Rx

0 Pkts Rx Drop
9.2

10.10.10.10 Public IP

RC4 Hashing
TLSv1.0 TCP Src Port
443 Auth Mode

30 Minutes Idle TO Left
Windows

SSL VPN Client

userPassword
28 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5204 Bytes Rx

4 Pkts Rx

0 Pkts Rx Drop
9.3

10.10.10.10 Public IP
AES128 Hashing
DTLSv1.0 UDP Src Port
443 Auth Mode

30 Minutes Idle TO Left
Windows

DTLS VPN Client

172
2
0

10.147.24.61
SHA1

63296
userPassword
29 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5669 Bytes Rx
35 Pkts Rx
0 Pkts Rx Drop

18546
222
0

https://ise2.test-cisco.com:8443/guestportal/gateway?
sessionId=c0a8700a0000900052b840eb6&action=cpp

redirect

Ux|sts HTTP E2f &t

>~

i
S

[e]l]
rr

= Al

P

: Created proxy for 10.10.10.10
: Sending url redirect:https://ise2

Zt0|HE= ISER 2[C|=ME LT

.test-cisco.com:8443/

guestportal/gateway?sessionId=c0a8700a0000900052b840e6&action=cpp

for 10.10.10.10
7. 2CIO|MEE

[

Ct2 AENE 2|5l ISER 2|C|2MEL]Ct.



+ B btazize? mert-cizen comi 0983 auth A0 pp Senaa.ection Teassion = cOpd TO 0200060 5 2b0 386 cdta s =Windaw T (4 & '- AVET Smcure Smarch 2 8 &% B-

I
CIsco Client Frovisioning Portal

Cisco Id Entlt‘f Services " & Dizbermining prior Cisce Agenit instaleton oncevice.. 26 seoond(s),
. oy aaidns

Eng_lne Network Sesu Fx=

NDthE Do you want to Contlnue?

The carnection to this websits is unirusted.

{! 5 Websibes ottt cim comi 443

Mobe:  The cebfizate s not wabd 2nd carro: be used oo ver Fe Bye identity of Ehis websbe.

This apol cator wil b= biocked in 2 fubare Joes secwky updste becauss the 262 fls marfes: doss rot
corkan bhe Permiss o stinbuts, Prass contack the Pubisher For moce nfemston, Move Ffanaticn

. NAC Agent7} Ax||of & LICH NAC AgentE M| &t 5 AQA ZZEZS SHHE 7
CIREC ST A8 &8 2Y ot7| Il &felg =& gLt JH Os &

ISEEZ & EL|CH

F Cisco NAC Agent @ﬁg

e
cisco Cisco NAC Agent

Full Network Access

Your device conforms with all the security policies for this protected network

E OK j

9.ISEE ¢El ETME &1, Het F0{ 73S MBIt
1 CoAE & ELICL O|= ise-psc.logii M &Qlg = Ql&LCH.

a5t

cisco.cpm.posture.runtime.PostureHandlerImpl -:cisco:c0a8700a0000900052b840e6
: - Decrypting report

cisco.cpm.posture.runtime.PostureManager -:cisco:c0a8700a0000900052b840e6

User cisco belongs to groups NAC Group:NAC:IdentityGroups:User Identity

Groups Employee, NAC Group:NAC:IdentityGroups:An
cpm.posture.runtime.PostureManager -:cisco:c0a8700a0000900052b840e6

Posture report token for endpoint mac 08-00-27-CD-E8-A2 is Healthy
cpm.posture.runtime.PostureManager -:cisco:c0a8700a0000900052b840e6

Posture state is compliant for endpoint with mac 08-00-27-CD-E8-A2
cpm.posture.runtime.PostureCoA -:cisco:c0a8700a0000900052b840e6

:::- Posture CoA is triggered for endpoint [null] with session

[c0a8700a0000900052b840e6]

ISEE T&| HMAE 518 5HE session_id X! DACL O|§& Z & 5t= RADIUS CoAE TS

cisco.

cisco.

cisco.

10.
gfLch.



11.

Ho. | Source Destination Protocol | Length| Info
716,48, 66,74 192, 168,.111.10 RADIUS 231 CoA-Request(43) (id=11, 1=189)

& 192.168.111.10 16.48.66.74 RADIUS 62 CoA-ACK(44) (id=11, 1=20)
|

* Frame 7: 231 bytes on wire (1848 bits), 231 bytes captured (1848 hits)
¢ Ethernet II, Src: ¥Ymware c@:08:83 (00:50:56:c0:00:03), Dst: Ymware eBiefi!25 (00:0c:29:e8:ef:25)
¢ Internet Protocol Wersion 4, Src: 10.48.66.74 (10.48.66.74), Dst: 192.168.111.18 (192.168.111.10)
¥ User Datagram Protocol, Src Port: 44354 (44354), Dst Port: mps-raft (1780)
= Radius Protocol
Code! CoA-Request (43)
Packet identifier: @xb (11)
Length: 189
Authenticator: d20817c6cag28ceTdbdeesdf15177hed
= Attribute Value Pairs
b OAVP: 1=6  t=NAS-IP-Address(4): 10.147.24.61
FOAVP: 1=15 t=Calling-Station-Td(31): 192, 168.18,67
b AVP: 1=6 t=Event-Timestamp(55): Dec 18, 2013 15:32:10.000000000 CET
PAVP: 1=18 t=Message-Authenticator(88): lee29fld83e5fIaad934dbbaatlTebeb
= AVP: 1=75 t=Vendor-Specific(26) v=ciscoSystems(9)
P ¥SAT 1=69 t=Cisco-AVPair(l): ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PERMIT ALL_TRAFFIC-5lef7dbl
= AVP: 1=49 t=Vendor-Specific(26) v=ciscoSystems(9)
P ¥SA: L=43 t=Cisco-AVPair(l): audit-session-id=c@a87o0a0000d00052b61blbe

Ol= ISE 2104 gt EE L|C}.

2

W 20 S22 MEf Z2ES U (2] ClHM 23 27| QIF S QI3 HeLich

MU 20 HES AH E4 A4 BOAI £4IE = QR

n

M i 23 852 CoA7l MEE M & 2l(Dynamic Authorization Succeeded)z}t &7 & 2

2|&Z 23 52 ASA7I DACLE CRECE M M- ELict

; o #ACSACLZ AP F ASHEE Camphant Ised
. a 152 162.10.6 ASAG.T ASAGZcamphant Comphant Ised
Y a 0 cieco 192.168.10.67 Compliart g2
. B a 1621 68,10,67 ASAGE ASAG2-posture User Identey Gro... Fending Ised

ASAO|M C|HOE =&t CoA7t =4IE|1 E[C[HMO| MHE S & &= UELICH ASAE
2ot Z2 DACLE CH2Z2=8fL o

ASA# Received RAD_COA_REQUEST

RADIUS packet decode (CoA-Request)

Radius: Value (String) =

41 43 53 3a 43 69 73 63 6f 53 65 63 75 72 65 2d | ACS:CiscoSecure-
44 65 66 69 6e 65 64 2d 41 43 4c 3d 23 41 43 53 | Defined-ACL=#ACS
41 43 4c 23 2d 49 50 2d 50 45 52 4d 49 54 5f 41 | ACL#-IP-PERMIT A
4dc 4c 5f 54 52 41 46 46 49 43 2d 35 31 65 66 37 | LL_TRAFFIC-51ef?7
64 62 31 | dab1

Got AV-Pair with value audit-session-id=c0a8700a0000900052b840e6
Got AV-Pair with value ACS:CiscoSecure-Defined-ACL=

#ACSACL#-IP-PERMIT_ ALL_TRAFFIC-51lef7dbl

aaa_url_redirect: Deleted url redirect for 10.10.10.10

12. VPN M| Z Cisco= AFE X0 CHEH DACLE M (™A HMA)RH&LICEH



ASA# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop
Group Policy
Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

Index
Public IP

cisco
10.10.10.10

9
10.147.24.61

AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

AnyConnect Essentials

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption
TCP Src Port
Auth Mode

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

TCP Dst Port

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop
Filter Name

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

UDP Dst Port

Idle Time Out:

Client 0OS

AnyConnect-Parent: (1l)none SSL-Tunnel:
AnyConnect-Parent: (1l)none SSL-Tunnel:
94042 Bytes Rx

169 Pkts Rx

0 Pkts Rx Drop
GP-SSL Tunnel Group
14:55:50 CET Mon Dec 23 2013

Oh:05m:30s

O0h:00m:00s
N/A VLAN
c0a8700a0000900052b840e6

0

9.1

10.147.24.61

none Hashing

50025 TCP Dst Port
userPassword

30 Minutes Idle TO Left
win

AnyConnect

(1)RC4
(1) SHAL
37079

382

0

RA

none

none
443

24 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5204 Bytes Rx

4 Pkts Rx

0 Pkts Rx Drop
9.2

10.10.10.10 Public IP
RC4 Hashing
TLSv1.0 TCP Src Port
443 Auth Mode

30 Minutes Idle TO Left
Windows

SSL, VPN Client

779
1
0

10.147.24.61
SHA1

50044
userPassword
24 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5204 Bytes Rx
4 Pkts Rx
0 Pkts Rx Drop

172
2
0

#ACSACL#-IP-PERMIT_ ALL_TRAFFIC-5l1lef7dbl

9.3

10.10.10.10 Public IP
AES128 Hashing
DTLSv1.0 UDP Src Port
443 Auth Mode

30 Minutes Idle TO Left
Windows

10.147.24.61
SHA1

63296
userPassword
29 Minutes

DTLS-Tunnel:
DTLS-Tunnel:



Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.02040
Bytes Tx : 83634 Bytes Rx : 36128
Pkts Tx : 161 Pkts Rx : 379
Pkts Tx Drop : O Pkts Rx Drop : 0
Filter Name : #ACSACL#-IP-PERMIT_ALL_TRAFFIC-5l1lef7dbl
& 1: CoA0|| 4Z2E DACLO| gie B0 ASAE 4 2IC|HM 132 MR LIC

22X &

ol dMoiM= Hu|aelolMd BXE siidste ol MEE + = HEE MSELICHL

ISEO|A C|HZ

CIHE &+4d8H5t2{™ Administration > Logging > Debug Log Configuration2 £ 0|&

Cisco0l| M= CtZoi CHall IA| CIHOE &835tste JAe HEELICH

. /\0|/\0|
. NSF(R &L+ Mg
. NSF Ml*d
. I 2 H|A
AFEH
CItH1E E{™ CLIM CIE HEE =4 Lct.

ise2/admin# show logging application ise-psc.log tail count 100

gfLCH.

AEf 21 MHE E2{ Operations(2 ) > Reports(:2 1LAl) > ISE Reports(ISE 2. 1L.A) > Endpoints

and Users(RIEZQIE 3 AL&X}) > Posture Details Assessment(& Ef ME Z7HZ2

w7 g e | Lo

L s Grylns o Homs M« Poey®  Rimwadneos ®

B "itaricaion e i Cridpoind Pl m Gamdie %, ok oo

;
esesmpmE f

Posture More Detail Assessment(ZAX{ F7+ MR AL H7t) H o|X|ol= 274 O|&
O|Eo0| ZAnte} &M EA|IELICE

O|S&LIct

Famtharia

S-ilap B



Pasture More Detail Assessment

Trme Fange Fromn LAZ32013 12200000 AM to Lar23r2013 03721 Pr

Garserated AL 2013-12-23 155731 248

Clignt Detalls
Username:

Mac Address:

IP addrass:

Sassion ID:

Client Operating Systam
Client NAC Agent

PR& Enforcemeant:

Co:

PRA Grace Time:

PHA Intensal:

PRA Action:

User Agreement Status:
System Name:

System Domain:

System User

User Domain:

A Installed:

A5 Installed:

Pastura Report
Posture Status

Logged At:

Posture Policy Detalls
Paolicy

postura_initial

ASANIM C|HZA

Mame

file_require... Mandatory

clsco
08:00:27: CO:ER:AZ

10.147.24.92
c0ag8700al000b00052bad6e0

windows 7 Enterprise 64-bit

Cisco MAC Agent for Windows 4.9.0.1013
1

Received a posture report from an endpaoint

240

continue
NetEnabled
MGARL ARTWS01
CISCaCom

m ;J.:| cars

CISCO

Medfes VirusScan Enterprises 880,97 5: 72271071 37201 3; Mohfead, Cisco Security Agent; &, 0, 2.130;;; Ciscolly

wWindows Defender;5.1.7600.16385;1.95.191.0:11/1 9/201 0; Microsoft &5

Compliant

2013-12-23 15:21:34.5902

Enforcement Statu  Passed Falled Skipped Conditions

file_condition

ASAOIM CtS CIHO & g 85te = AU&LCH

debug aaa url-redirect

. aaa HEt HoiC|Ha

radius S &t #o{ C|H

. C|EH2 radius C|2E

radius AFE X} cisco C|H{1

olo|MEo CHEt ClH

NAC Agent2| B2, GUIMIM EE
PackagerZ C|HH1

1A

IF = CLI(CCAAgentLogPackager.app)E &3l A|Z&|= Cisco Log
E s3%E = JUauct



ailvane,
cisco. Cisco Log Packager

Cisco Log Packager collects information for product support requests. The
information & stored in a ZIP archive that can be protected by a password.

Click the <Collect Data> button to start the information collection.

o)
-
o

&l: TAC(Technical Assistance Center) 22 At&35t0{ 2ot E C|ZEE &= U&LICH.

Yolo|MEN gt 28 AMEIE{H OIS QX2 0|5 sHAAIR
. C: > Document and Settings > <user>> Local Settings > Temp > webagent.log(TAC E£ C|

AYE)
. C:> BM U MY > <AFSX> > 27 M > | Al > webagentsetup.log

1. 237t o248t fIx[ol| eiE B TEMP &3 H+8 =QIghLct

NAC Agent 4 E{f Almj

EZAR7E AlufstH ALS Aol A CHE 2t 22 AbR7F ZAIELICH



cisco Client Provisioning Portal

£ Cisco NAC Agent = & |-

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:30 left

Scan Result Requirement Name
(%] Mandatory  file_requirement

Hide Details

System Check Complate

Isco NAC Agent

@ Temporary Network Access 00:03:58 left

There ks atleast one mandatory requirement failing. You are reguired to update your system
before you can access the network.

| Repair | | Show Details |

System Check Complele
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. 2ot o{Eeto|PiA AHEXL FE Ho{E I8t E M 7
. Cisco ASA Series VPN CLI #11|220|M 7}0|E, 9.1

- Cisco Identity Services Engine At MM, BIE|A 1.2

. Z|& X|¥ X M - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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