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. Cisco Adaptive Security Appliance CLI(command-line interface) Z1I|184|0|M 2! SSL(Secure
Socket Layer) VPN Z1I| 18| 0|M
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- Microsoft Windows A{t{

- Linux/OpenSSL
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. Cisco Adaptive Security Appliance 22X E2||0{, 71 8.4 0|4

- Microsoft Windows 7 2! Cisco AnyConnect Secure Mobility Client, 2 2[4 3.1
- Microsoft Server 2012 R2

- Linux(OpenSSL 1.0.0j O 4})
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crypto ca trustpoint WIN2012
revocation-check ocsp
enrollment url http://10.147.25.80:80/certsrv/mscep/mscep.dll

crypto ca certificate map MAP 10

subject-name co administrator
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webvpn
enable outside
anyconnect image disk0:/anyconnect-win-3.1.02040-k9.pkg 1
anyconnect enable
tunnel-group-list enable
certificate-group-map MAP 10 RA
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username cisco password XXXXXXX
ip local pool POOL 192.168.11.100-192.168.11.105 mask 255.255.255.0

aaa authentication LOCAL
aaa authorization LOCAL



group-policy MY internal
group-policy MY attributes
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless

tunnel-group RA type remote-access
tunnel-group RA general-attributes
address-pool POOL
default-group-policy MY
authorization-required
tunnel-group RA webvpn-attributes
authentication aaa certificate
group-alias RA enable
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B1: CLIE S8 ASA Zix|a2lo|Mof cHEt RFAM|IEH LH& 2 CLI, 8.4 2! 8.6: Configuring an
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) DESTINATION SERVER
Role Services WIN-35QVHO3PQE3 lab.com

Credentials Select Role Services to configure

Setup Type Certification Autharity

CAType [+ Ceﬂuﬁcabnn Authority Web Enrallment
[v] Online Responder

Private Key [ Network Device Enroliment Service
Cryptography [[] Certificate Enrollment Web Service

CA Name [V] Certificate Enroliment Policy Web Service
validity Period

Certificate Database

Aythentication Type for C...

Confirmation

Maore about AD CS Server Roles




B Add Roles and Features Wizard |- e[
DESTINATION SERVER
Select features WIN-350VHD3S0%3 o com
Bafara Bagin Select one or more features to install on the selected server.
nsiallation Type Features Description
Server delection - : " A Online Responder Tools includes the
carver Bolas 4 |H| Fole Administration Tools (12 of 28 installed) Online Responder Management
n [B] AD DS and AD LDS Tools (4 of § installed) snap-in.
=
. b [] Hyper-V Management Tools
nE s b [@] Remote Desktop Services Tooks (1 of 3 inst:
Role Services B[] Windews Server Update Services Tools
Confinmation 4 [w] Active Directory Certificate Services Tools
[l Certification Autharity Management Tod _
[F2fOnine Responder Tools i
7 Act 7 Y
w
W
[[] Fax Server Tools
[] File Services Tools
W Jet K T 5
€ 1] »
[ < Previous . Mext = t Cancel
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File Action View Help
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Certificate Templates Console

3 Cestificate Templates (DC test-c

Template Display Marfe

5 administrator

| Authenticated Session

3 Biasie EFS

3 CA Bxchange

= CEP Encrypion

Z Code Signing

H cornputer

e | Capy of OCSP Response Signing
& Cross Certification Autharity

m Directory Email Replication

m Darmain Condroller

3 Darmasin Controller Authentication
3 EFS Recovery Agant

3 Envoliment Agent

] Enralirmant Agent (Corputer)

Z Exchange Enrgllenent Agent (Cffline

Z Exchange Signature Only
= Exchamge Uiser

HIPsec

Z IPSec (Offline request)
5 Kerberos Authertication
2 Key Recovery Agent

3 OC3P Response Sgning
3 Ras and 15 Server

3 Reot Cestification Authority
Z Foutar (Offline reguest)
Z Senateard Logon

1 Srnatcard User

Subgect Name

m|w|mw[gﬂg@g—|

Superseded Tempintes Edensions

Eoup or Lser names:

82, Domain Admins (TEST-CISCO" Doman Admins)
82, Evverprise Admine (TEST-CIS00NEnbarprss Admins)

Far speacial pamissions or advanced ssifings, dick
Advanced.

3 subordinate Certification Autharity

& Trust List Signing
| [ :- a " | >
ZE2lof CHEl CHE 2E H™E 7|22 d™E = /&Lt

2. E-IIE %EE

Ct.

= o

A3}&FLICH CA > Certificate Template(21&Z A HES!) > New(AHE gHE 7)) >
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) certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Certificate Templates) | = |9 X |
File Action View Help
e 7|6

L7 Certification Authority (L
4 g test-cisco-DC-CA

1 Revoked Centifical]  Select one Certficate Template to enable on this Certiication Authorty.

“ lesued Certificated | Mote: I a cedtificate template that was necently created does not appear on this list, you may need to wai until
e ; information about this template has been replicated to all domain controllers.

| Pending Requests|  aj of the cedficate templates in the organization may not be avaiable to your CA.

] Failed Requests For more information, see Cetificate Template Concepts.

| Certificate Temp

Hame intended Purpose
B Authenticated Session Chert Authentication
T CA Exchange Private Key Archival
5] Code Signing Cade Signing

2 Copy 2 of OCSP Response Signing OCSP Signing

5 Copy of OCSP Response Signing  OCSP Sigring

B Cross Catfication Authorty <Al

5 Ervoliment Agent Certficate Request Agent
5 Envoliment Agent (Computer) Certficate Request Agent
5 Exchange Signature Oy Secure Emai

B Exchange User Secure Emal

Tl IPSar IP s ity [KF intmrmadisie

OCSP AH|A @I& A
Ol Mxlol A= OCSPE Fd5t7| 2l5 22tel 74 HElE ArE5t= dol| chal g LIct.
1. Server Manager > Tools£ O|S & L|C}.

2. M Z4m|agfo|ME F 713524 Revocation Configuration(3i X| Z4I|234|0]4d) > Add
Revocation Configuration(SHX| Z4x| 2 2|0|M F7H 22 o|s gLt



b= ocsp - [Online Responder: DC.test-cisco.com\Revocation Configuration]
File Action View Help
o 2 [z
€4 Online Responder: DC.test-cisco.cd| Name Signing Certificate Selec...  Enrollment Tem
i Revocation Configuration
4 B Array Configuration
7 DCtest-cisco.com

There are no items to show in this view.

Add Revocation Configuration 2] x |
Choose CA Certificate
Getting started with addi... In order to check the status of a certificate, a revecation cenfiguration for the Online
. Responder must identify the CA that issued the certificate.
Name the Revocation Co... You can identify this CA by selecting a CA cartificate published in Active Directory or
Select CA Certificate Loca... by locating a CA computer.
Choose CA Certificate
Select Signing Certificate @ Browse CA certificates published in Active Directory

Revocation Provider

Select a certification authority (CA) you want to use.

CA Computer
P test-gisco-DC-CA DC. test-cison. com

OCSP= St AE{ZEI0|= CAE AMEE & U&LICH OCSP AfH|20] CiEt Q1S ML Y
MEL|CH.
o H

. MEASt Enterprise CAE At&36t1 0|70l Mdet HER S MEAEILICE QIBAMII AIS2E &
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File Action Wiew Help
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ocsp - [Online Responder; DC.test-cisco.com]

€29 Online Responder: DC test-cisco.ce

rﬁ Revocation Configuration
[ f?‘ Array Configuration

-*-~ Online Responder Configuration

u

. _ﬂ Use this smap-in to configure and manage one or more certificate revocation responders.

Add Revocation Configuration |L-

.-’ﬁ

Select Signing

Getting starbed with addi...
Marne the Revocation Co..

Select CA Certificate Loca...

Select Signing Certificate

Revocation information is signed before it is sent to a client. The Online Responder can
select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

® Automatically select a signing certificate

Choose CA Certificate [ Auto-Enrcll for an OCSP signing certificate

Hencate Certification awthority: lDC.DEt- cisco.comibest-cisco-DC-CA

Revocation Prowvider ‘

Certificate Template: | Copy 2 of OCSP Response Signing v

() Manually select a signing certificate
Mote: You will need to specify a signing certificate for each member in the
(inline Responder Array.

() Use the CA certificate for the revocation configuration

[:E | < Previous | | [ Finish Cancel

ABM7t SFEIU2

on

H A EN7F Working/OK QI x| & Q18FL|C},

Mote: You may need

Revocation Configuration Status

The 5Status pane identifies Online Respender configurations that are working properly or that may
need administrator attention. To get more information, select the Array members,

to click Refresh if recent configuration changes or other administrative actions

are not represented here,
For mare information, see Verifying that a revocation configuration is functioning properly,

@ RevocationConfiguration Working




Revocation Configuration Status

& Signing Cerfficate: Ok

Wiew Signing Cerificate
Revocation Provider Status:

Type: Microsoft CRL-based revocation status provider ~
The revocation provider is successfully using the cument configuration

b
K =] sSto S =] 7<
5. Q185 MIEAIE S 215t 7| 2I5ll CA > Issued Certificates(2t 2 & 215 M)Z 0|5 &fLC}.
] certsrv - [Certification Authority (Local\test-cisco-DC-CAYIssued Certificates]
File Action View Help
EIEEEN - Centficate [xT
L] Cetfication Autharity (Lecal) T T lake  Serial Mumber  Certificate Effective Datd
- : General | D&tals | Cortification Path
4 gl test-cisco-DC-CA - ! - | er (.. 240000000206¢... 10/10/2013 7:25 AM
! Revoked Certificates sow [res v] rent..,  2400000003d86.. 10/10/2013 7:33 AM
JL e e e CEP... 2400000004071, 10/10/2013 T:33 AM
Pending Requests Fiekd value " hues..  24000000057d2... 10/10/2003 11:54 AM
i Failed Requesis [ vad to Thursday, Cetober 24, 013 6... Gues...  240000000535b...  10/10/2013 11:47 PM
i Catitncabe; Fampteles [ Jsubject DX test-<isco. com ues...  240000000708b... 10/11/2013 12:05 AM
| Ipubic key RSA (2043 Bils) hues..  24000000082d2.. 10/11/2013 1212 AM

{5 | Certificate Template Inform,..  Template=1.2.6.1.4.1.311.21...
OC Signing (1. 3.6.1.5.5. 7. 3.

24000000008d... 1071072003 12T PM
240000000099...  10/1072013 1:27 PM

celPe [1]8pphization Certificate Poe...
J51|0CSP Mo Revcation Checking 05 00 2400000006048...  10/10/2013 1:28 PM
[ | Bstharity Mey Tdentifier KeylD=9f 63 Fb2 BB 615900... | v 240000000cblc... 1011073013 1:30 PM
i ) 24000000042 e, 10102013 1:31 P
OCSF Signing (1,36, 1.5.5.7.3.9) bues.. 240000000e80d.. 1041072013 2:06 P

A6 2400000002210 10/10/2013 651 PM

OCSP MH|A H&

OCSP2| Microsoft 7t¥42 RFC 5019 The Lightweight Online Certificate Status Protocol(OCSP)
Profile for High-Volume Environments, is simplified version of RFC 2560 X.509 Internet Public Key

Infrastructure Online Certificate Status Protocol - OCSPE &£ 8tL|Ct.

ASAE OCSPOi RFC 25602 At2%fLICH & RFCL| X10|& & 5tL= RFC 50197t ASAMIA K&

B MBE @8e stk oferks WL

Microsoft OCSP AMH|A7I MHE @EE 251 SHIE MEE SH2E 3N E ZHE =
A& LICH Revocation Configuration(3i X| Z1I| 22} 0] ) > RevocationConfiguration1(ai x| Z41I|1
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glo]M1) > Edit Properties(&4d TZl)Z 0|5 6t 11 Enable NONCE extension support(NONCE &%
X M3t gMs Mgt

File Action View Help
o = H

€4 Online Responder: DC test-cisco.ce|| Name Signing Certificate Selec...  Enrcliment Template

iy Revocation Configuration & RevocationConfiguration Automatically enrolled Copy 2 of OCSP Response S
2 BP Array Configuration : - - -
3 DCrest-ciseocom Properties for Revocation Configuration: Revocatmnﬂ-.-

[ Local CAL | Revocation Provider | Signing |

The salacted hash algothm (2 uzad by tha Online Raapondans o sign
responses serd o chents

Haszi algonthm |SHA1

[+ D not peoenpd for credentials for cryplographic operations
Fatomatically use renewed signing cedificates

[v] Enable NONCE exf ansion support

L] Upe army vabd OCSP signing cedificate

Orline Responder idertifiers
All rasponzes will include the followang Online Responder idertfier

(#) Key hash of the signing certficate
() Subgsct of tha signing cartficals

OK || Cancel || Hep
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BSNS-ASA5510-3 (config-ca-trustpoint)# ocsp disable-nonce
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BM7t 252 [ OCSP Ab{ol| @445t 7| 2|8 ASAMIM AFSELICH.
1. CAO| M MEH 2| Properties(%4d) CHSt & AHE 3L|Ct.
2. Extensions(2F &) Bl€ 22/8fLICt OCSP MH|AE 7t2]7]&= AlA(Authority Information

) ®IS
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A C test-cisco-DC-CA Properties _

File  Acti Vi Hel
e on i b Enrolment Agents I Auditing I Recovery Agents I Security
s A E 4= Genesl | PolicyModue | Exit Module
= . X Extensi :
L Certification Authority (Local) =nsiens | ST I i T -
4 g test-cisco-DC-CA Select extension:
| Revoked Certificates |;'-‘«.|_rth|:||'i’r:.r Information Access (ALA) (¥

| Issued Certificates

__|

| Pending Requests Specify locations fram which users can obtain the cedificate for this CA.

Failed Requests

Certificate Ternplates C:Windows system 32 Cert Sne\Cert Ennollh < ServerDNSMName=_<CaMName
|dap ./ CN==CATruncated Mame= CH=AlA.CN=Public Key Services,CN=5
http://<ServerDMNSMName/Cert Enroll/<ServerDMSMName:_<CaMame»<Ce
file://<ServerDN SName =/Cert Enroll / <ServerDNSMame> <CaMame»<Ced

Hp /10,61 208 243/0csp

DE < ]

__|

¥

| Add.. || Remove |

Include in the AlA extension of issued cerfficates
Include in the online cefficate status protocol (OCSP) extension

O|Z A stH UZE ZE 2B M0l OCSP AMH|AE 7IEI7|= SHHE FEHo| X|EELICH

&1: CLIE S8 ASA Zix|2fo|Mof cHEt RFAM|IEH LI CLI, 8.4 2! 8.6: Configuring an
External Server for Security Appliance User Authorizationg AF& 5= Cisco ASA 5500
Series Z1I|12{|0|M 7I0|EE & XSIAAIL.

0| odlof e OpenSSL AME{7} o|O| FA4E|of QIChm 7H&gtLICt. o] Mol HE OCSP 74T 18 o]
M 3 CA Am|adio|Mof 2t 473 ALetoE MEstL|Ct.

o Mzl AE OCSP QIBEME MAIsH= ol Chal| A stLICH

1. OCSP SE7|of CtZ of7iiH7} HeefL|ch

[ OCSPresponder ]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = OCSPSigning

2. AHERt 215 Mol = Ch& oi7iHs7 EefLich

[ UserCerts ]
authorityInfoAccess = OCSP;URI:http://10.61.208.243


//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html

3. 215 M= CAMIAM MASHT MESHoF & LICH

4. OCSP MH{E A|EFErLICE.

openssl ocsp -index ourCAwebPage/index.txt -port 80 -rsigner
ocspresponder.crt -rkey ocspresponder.key -CA cacert.crt -text -out
log. txt

5. X Q1B ME BHIAEEFLICH

openssl ocsp -CAfile cacert.crt -issuer cacert.crt -cert example-cert.crt
-url http://10.61.208.243 -resp_text

OpenSSL & AMO|EO0|M H B2 0l E = = U&Lct
OpenSSL2 ASA2} OFEH7EX|2 OCSP =4 & K| ELICH =A & -nonce & -no_nonce 22| X|E
Ar&5tod Mo = U&LICH

ASA with Multiple OCSP Sources(0i2{ OCSP & A7} Q&= ASA)
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ASAE= OCSP URLZ A olgf = &LICH Ecto|UE 1S A0l OCSP URLO| £
ASAQ| Zi1|1ej|o|/oi M O| & FHo{&sLCt

crypto ca trustpoint WIN2012

revocation-check ocsp

enrollment url http://10.61.209.83:80/certsrv/mscep/mscep.dll
ocsp url http://10.10.10.10/ocsp

OCSP Mt FA = HAIMoZE Holg £ l&LIct o] BH ooz = ololl ZHEIXt7E e
DE QIBEME LXIAIZ|Z, OCSP MBEE HE35t7| 2I3H OPENSSL &2 X|HE M 83tH, 2F S
S LH7| {5l http:/11.11.11.11/ocspll URLE AFEEHLICH.

crypto ca trustpoint WIN2012

revocation-check ocsp

enrollment url http://10.61.209.83:80/certsrv/mscep/mscep.dll
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subject-name co administrator

OCSP URLZ #&= Ol A&l =M= ChSo Z4&LCt.
1. match certificate W&o 2 A% 8t OCSP AH

2. ocsp url BHEo Z MXE OCSP At
3. 22}0|ME 2IBZ MO AIA ZEof 9= OCSP MH]

CHE CA0M MEHEH ASA with OCSP

OCSP &2 CIE CAUM HHEE = &LICt. 0|28t B OCSP 215 A ZHAES S 25 ASAOA
CE AlE| X2 A2 56HE4™ match certificate H22 AF2 3l oF &FL|Ct.
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crypto ca trustpoint WIN2012

revocation-check ocsp

enrollment url http://10.61.209.83:80/certsrv/mscep/mscep.dll
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0ocsp

crypto ca certificate map MAP 10
subject-name co administrator

crypto ca trustpoint OPENSSL
enrollment terminal
revocation-check none

O| ofoflA ASAE ZEIA7L & El =& 0|§ 2| 2 E 2B Mol CH3H OCSP URL ME M S AFSEL
Ct. ASA= CHE AZ| X|Z QI OPENSSLO| CH3H OCSP responder 21EAQ| R 242 Al oF &

LICt AFE XL Q1B M= WIN2012 12| X|Hof| M A& HEELICt

OCSP responder 218 A= 'OCSP no revocation checking' & & 0| Q22 2 OCSP7+ OPENSSL
ME| X|Hol sl ZHM 2 Bkl Rz e1EM7 4B X et&Lct

7|2Mo 2 HE AME X|HE2 ASANM ALE AL QIS ME 2felstedn & m HAE L|CH OCSP
responder 215 Moi| CHEF AS 0| CHELICH ASAE AFEXF QIS Aof CHEH o|O| e zdEl A= x|™pt
Z4 A3 L|CHO| ofl ofl M= WIN2012).

ofr
-

[t 2k A ASAZF OCSP 215 M S (0] ofloll A= OPENSSL)0I CHE AlZ| X|ME A2 TS ZA
2424 match certificate &2 ALE35HOF & LICEH

AR IBEME AME| X|H(O] oo M= WIN2012)0d| CH3H AB &, of AlZ| XM
OCSP responder .=.50+I Chet 712 AZ X|HE a-elct

u
; ulo

match certificate 201 £ AZ| X|[HO| MSE[X| &2 AR, OCSP QB ME AFE A IS Mot
St Al Z| x|&of chsf ASELICHol oflof HE WIN2012).

crypto ca trustpoint WIN2012

revocation-check ocsp

enrollment url http://10.61.209.83:80/certsrv/mscep/mscep.dll
match certificate MAP override ocsp 10 url http://11.11.11.11/ocsp

ClS2 &olgruct.

ME0| ut2 7| S SHER| HQlstE{H 0| MME HEEHAAIR.

#F11: Output Interpreter TooI(%%E._'

HEHO| EAME HedH ot 2% 2IH

ASA - SCEPE S3ll 218 M 71K 7]
O| MR M= SCEPE AF3510{ QIS ME 7HK{ Q= dhedol| cHal AL ct.

CA RBAME 7tX27| fiEh M= x| 215 Z= MA Lot

alo
rlo

1. C}


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

debug crypto ca
debug crypto ca messages
debug crypto ca transaction

BSNS-ASA5510-3 (config-ca-crl)# crypto ca authenticate WIN2012
Crypto CA thread wakes up!

CRYPTO_PKI: Sending CA Certificate Request:

GET /certsrv/mscep/mscep.dll/pkiclient.exe?operation=GetCACert&message=
WIN2012 HTTP/1.0

Host: 10.61.209.83

CRYPTO_PKI: http connection opened

INFO: Certificate has the following attributes:
Fingerprint: 27ddal0e5 eled3fdc e3a2c3da 6d1689c2
Do you accept this certificate? [yes/no]:

% Please answer 'yes' or 'no'.
Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
. CIBEME 2%524M ASAO] & 2| & (http://IP/certsrv/mscep_admin)HlA &2 £ e U3
£ SCEP H|Y&#HZ 7} QloqoF gFL|Ct.

&« ¥ [ 192.16B.10.100/cemsnymscep_admin

Memverk Device Enrgliment Senace allows wou to obtain cerificates for routers or other naswork devices using the Simple Cerificate Enrglment Protacal (SCER)

To complata carificats anrallmeant Tor o network devica youwill need the fallesing infarmaton

The thumoprint (hash valug) for the CA cedificate is: 2TDDAQJES E1ED3FAC E3AZCIDA GD16B9C2

The snrgliment challenge password is

This password can be uwsed only once and will expire wethin 80 mirules.

Each enrallment requires & new challzngs password, You can refresh this web page to obtain @ new challenge password

For more infarmation see Lsing Metwork Device Enroliment Sendce
oll

. O| HIHHZE AE5l0{ ASAO| QIS MHE 2FELICH

BSNS-ASA5510-3 (config)# crypto ca enroll WIN2012

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the

P o0 o°

configuration.
Please make a note of it.
Password: ER IR SR S I S R I b Sk I

Re_enter password: R R b I R

% The fully-qualified domain name in the certificate will be:
BSNS-ASA5510-3.test-cisco.com
Include the device serial number in the subject name? [yes/nol: yes

% The serial number in the certificate will be: IMX1014K16Y



[yes/no]: yes

Request certificate from CA?
Certificate request sent to Certificate Authority

%
BSNS-ASA5510-3 (config) #

CRYPTO_PKI:

Sending CA Certificate Request:
GET /certsrv/mscep/mscep.dll/pkiclient.exe?operation=GetCACert&message=
WIN2012 HTTP/1.0
Found a subject match - inserting the following cert record

Host: 10.61.209.83
CRYPTO_PKI: http connection opened
MEFE|IELICEH

CRYPTO_PKI:
into certList

H = o
e e
4. CA

BSNS-ASA5510-3 (config)# show crypto ca certificates

240000001cbf2fc89f44fe819700000000001¢c

Certificate
Status: Available
Certificate Serial Number:
Certificate Usage: General Purpose

Public Key Type: RSA (1024 bits)
Signature Algorithm: SHAl with RSA Encryption

Issuer Name:
cn=test-cisco-DC-CA
dc=test-cisco

Subject Name:

dc=com
hostname=BSNS-ASA5510-3.test-cisco.com
serialNumber=JMX1014K16Y
CRL Distribution Points:
ldap:///CN=test-cisco-DC-CA,CN=DC, CN=CDP,
CN=Public%20Key%20Services, CN=Services,CN=Configuration,
DC=test-cisco,DC=com?certificateRevocationList?base?objectClass=

[1]

cRLDistributionPoint
11:02:36 CEST Oct 13 2013
11:02:36 CEST Oct 13 2015

Validity Date:
start date:
end date:
Associated Trustpoints: WIN2012
3d4c0881b04c799£483f4bbe91dc98ae

CA Certificate
Status: Available
Certificate Serial Number:
Signature
(2048 bits)

Certificate Usage:
Public Key Type: RSA
Signature Algorithm: SHAl with RSA Encryption
Issuer Name:
cn=test-cisco-DC-CA
2ol

dc=test-cisco

dc=com

Subject Name:
cn=test-cisco-DC-CA

LICt. ASA 21& Aof 'AIAS| OCSP URL'

dc=test-cisco
07:23:03 CEST Oct 10 2013

dc=com
Validity Date:
start date:
07:33:03 CEST Oct 10 2018
WIN2012
of&

end date:
Associated Trustpoints:
ASAE CHEE 2| QIB M 2t &2 EAlISHX]



ZEE|o] AJAEHEIE ASA CLI= O|E MSB36HK| e&LICt Cisco Bug ID CSCui44335, "ASA
ENH Certificate x509 extensions displayed"0{|A{ O] 7iME Q™ grLICt

AnyConnect - & HO|X|& &3l QI& A 7t 27|

O| ArtoM= 2Eto|UENM & EEtRXE ALE5t0o] AIBME
Ch

d

M= Yol Cholf dHEE L

|

0

1. ¢} HO|X|Z S35l AnyConnect AL Xl QIZMHE & £ l&LICH E210|2E PCOIAM
HElRK{E AF235H0d CA(http://IP/certsrv) 2 O|S & LICH

I

€« C' | [3 192.168.10.100/certsrv/

Microsoit Active Dwrectory Certificate Seraces — test-cisco-DC-CA

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a certificate, you cal
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authonty (CA) cerfificate, certificate chain, or certificate revocation i

For more information about Active Directory Cerlificate Senvices, see Active Directory Cerdificate Senices Documentation.
Select a task.
Request a cerificate
View the status of a pending cerificate request
nl ifi in,_Qr

2. Ar 8% QIBME & EEI M ME A0 ME e CHE AnyConnect0l| A ZH 245t = Microsoft X4
A2 LR = gLt £AE QIZEME &0l5t24M certmgr.mscE AFS & LICH.

'ﬁ certmgr - [Certificates - Current User\Personal\Certificates)
File Action View Help F
_ - Certificate E
e[ § XD 2| e pere——— :
T General | Detads | Certification Path
Gl Certificates - Current User lesusd To
+ 4 P_"sgm:‘f_ T Administrater Show: :d\l} “.
& Tn =: anté e i Cpltest-cisco-DC-CA : .
4 Eruste ’ l:::t ertification Field Value -
nt 5t
T tﬂpn:;g mc rification A ] R Distribution Ponts [1]CRL Distribution Point: Distr....
< ‘_"“E_’ e Ta c':"_‘ 1] &y Authority Information Access  [1]Authority Info Access: Act...
- ctive lter:tf:ry User Object hj-tebﬁute Tamelate ! Usar
| Trusted Publishers li1 | Enhanced Key Usage Encrypting File System (1.3.6....
o Untrusted Cetificates liy|subject Alternative Name  Other Name:Principal Name mA... |E
| Third-Pary Root Centification 1] SMIME Capabilites [1]SMIME Capabiity: Object I...
] Trusted People li| ey usage Digital Signature, Key Encipher...
_| Other People 7] T i allvmeitern ot i
| Certificate Enroliment Reque: T
o2 URL =idap: stest-gsco-DC-CA, CN=ATA, CH=Pubbic3s -
 Smart Card Trusted Roots 20Key e 205ervices, ClmServices, ON wConfiguration, DC mtest
isco, DC =comTcACertificate hase TobjectClass scertificationAuthority
[2) Authority Info Access
Access Method=0n4ne Certificate Status Protocol -
(1.3.6.1.5.5.7.48.1) 3
Alternative Name:
URL shttp:(/10.61.208. 243 focsp

ot
1
1
30
>
C
ful

ZHFE AnyConnect Z2It20| Q= B AnyConnectoi M QIS ME 27F



A2 MEE [ ASA= 215 M7H OCSPoi CHal HA SE EngLICE 047|4 OCSP M
= YHE 7tX|IH OCSPE S8l AALEIX| efk&LICt

debug crypto ca
debug crypto ca messages
debug crypto ca transaction

$ASA-6-725001: Starting SSL handshake with client outside:
10.61.209.83/51262 for TLSvl session.

$ASA-7-717025: Validating certificate chain containing 1 certificate(s).
SASA-7-717029: Identified client certificate within certificate chain.
serial number: 240000001B2AD208B12811687400000000001B, subject name:
cn=Administrator, cn=Users,dc=test-cisco,dc=com.

Found a suitable trustpoint WIN201l2 to validate certificate.
$ASA-7-717035: OCSP status is being checked for certificate. serial
number: 240000001B2AD208B12811687400000000001B, subject name:
cn=Administrator, cn=Users,dc=test-cisco,dc=com.

$ASA-6-302013: Built outbound TCP connection 1283 for outside:
10.61.209.83/80 (10.61.209.83/80) to identity:10.48.67.229/35751
(10.48.67.229/35751)

%$ASA-6-717033: CSP response received.

%ASA-7-717034: No-check extension found in certificate. OCSP check
bypassed.

%$ASA-6-717028: Certificate chain was successfully validated with
revocation status check.

U Fa2 WS Qs A EYSLICH

N

|5 AL AtE AL X A1 5B E MSELICH



'Y Cisco AnyConnect | 10.48.67.229

Lsername: cisco

Password:

[ QK. ] | Cancel

@' Cisco AnyConnect Secure Mobility Client

Contacting 10.43.67. 229,
10.498.67. 229 Connect

3. VPN M|Mo| 2Hl 27 2 IR &LICH.

$ASA-7-717036: Looking for a tunnel group match based on certificate maps
for peer certificate with serial number:
240000001B2AD208B12811687400000000001B, subject name: cn=Administrator,
cn=Users,dc=test-cisco,dc=com, issuer_name: cn=test-cisco-DC-CA,
dc=test-cisco,dc=com.

$ASA-7-717038: Tunnel group match found. Tunnel Group: RA, Peer
certificate: serial number: 240000001B2AD208B12811687400000000001B,
subject name: cn=Administrator,cn=Users,dc=test-cisco,dc=com,
issuer_name: cn=test-cisco-DC-CA,dc=test-cisco,dc=com.

%ASA-6-113012: AAA user authentication Successful : local database :

user = cisco

$ASA-6-113009: AAA retrieved default group policy (MY) for user = cisco
$ASA-6-113039: Group <MY> User <cisco> IP <10.61.209.83> AnyConnect parent
session started.

. MMdo| ddELct.

BSNS-ASA5510-3 (config)# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : cisco Index : 4

Assigned IP : 192.168.11.100 Public IP : 10.61.209.83
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4

DTLS-Tunnel: (1)AES128



Hashing
DTLS-Tunnel:
Bytes Tx
Pkts Tx

Pkts Tx Drop
Group Policy
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

AnyConnect-Parent Tunnels: 1

SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption
TCP Src Port
Auth Mode

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

TCP Dst Port
userPassword

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

UDP Dst Port
userPassword

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

. OCSP AS0i RtA[Et CIHIE AHS

CRYPTO_PKI: Starting OCSP revocation

Certificate and userPassword

30 Minutes
Windows
AnyConnect

Idle TO Left

AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHAl
(1)sHAL
10540 Bytes Rx 32236
8 Pkts Rx : 209
0 Pkts Rx Drop : O
MY Tunnel Group : RA
11:30:31 CEST Sun Oct 13 2013
0h:01m:05s
0h:00m:00s
Unknown
N/A VLAN none
4.1
10.61.209.83
none Hashing none
51401 TCP Dst Port 443

29 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5270
4
0

4.2
192.168.11.100
RC4

TLSv1.0

443

30 Minutes
Windows
SSL VPN Client

Bytes Rx
Pkts Rx
Pkts Rx Drop

Public IP
Hashing

TCP Src Port
Auth Mode H

Idle TO Left

788
1
0

10.61.209.83
SHA1

51406
Certificate and

29 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

5270
4
0

4.3
192.168.11.100
AES128
DTLSv1.0

443

30 Minutes
Windows

DTLS VPN Client

Bytes Rx
Pkts Rx
Pkts Rx Drop

Public IP
Hashing

UDP Src Port
Auth Mode H

Idle TO Left

1995
10
0

10.61.209.83
SHA1

58053
Certificate and

29 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.02040

0
0
0

Bytes Rx
Pkts Rx
Pkts Rx Drop

g & A&LCh

29664
201
0



CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial number:

2400000019F341BA75BD25E91A000000000019,

cn=Users,dc=test-cisco,dc=com, issuer_name:

dc=test-cisco,dc=com.

subject name:

cn=Administrator,

cn=test-cisco-DC-CA,

CRYPTO_PKI: No OCSP overrides found. <-- no OCSP url in the ASA config

CRYPTO_PKI: http connection opened
CRYPTO_PKI: OCSP response received succe
CRYPTO_PKI: OCSP found in-band certifica
240000001221CFA239477CE1C0000000000012,

ssfully.

te: serial number:

subject name:

cn=DC.test-cisco.com, issuer_name: cn=test-cisco-DC-CA,dc=test-cisco,

dc=com
CRYPTO_PKI: OCSP responderID byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData

sequence.

Found response for request certificate!

CRYPTO_PKI: Verifying OCSP response with 1 certs in the responder chain

CRYPTO_PKI: Validating OCSP response using trusted CA cert: serial number:

3D4C0881B04C799F483F4BBE91DCI98AE, subjec

t name: cn=test-cisco-DC-CA,

dc=test-cisco,dc=com, issuer_name: cn=test-cisco-DC-CA,dc=test-cisco,

dc=com
CERT-C: W ocsputil.c(538) : Error #708h
CERT-C: W ocsputil.c(538) : Error #708h

CRYPTO_PKI: Validating OCSP responder ce
240000001221CFA239477CE1C0000000000012,

rtificate: serial number:

subject name:

cn=DC.test-cisco.com, issuer_name: cn=test-cisco-DC-CA,dc=test-cisco,

dc=com, signature alg: SHA1l/RSA

CRYPTO_PKI: verifyResponseSig:3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKI: Responder cert status is not revoked <-- do not verify

responder cert
CRYPTO_PKI: response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI: transaction GetOCSP completed

CRYPTO_PKI: Process next cert, valid cer
validated correctly

t. <-- client

6. IfZ! ZHX| B0 O|= OCSP 2% 2! 2HIE OCSP
ol Z&ELICH

(Microsoft OCSPO| M & ‘d3+El nonce &

certificate

SELICH SEHol= 2t

i

0%



No. | Source | Destination | F'rntucull Length | Info

24 10.48.67.229 10.61.208.243 0CSP 545 Request
31 10.61.208.243 10.48.67.229 0CSP 700 Response

d|

> Hypertext Transfer Protocol
v Online Certificate Status Protocol
< responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
~ BasicOCSPResponse
= tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-12 14:48:27 (UTC)
b responses: 1 item
= responseExtensions: 1 item
v Extension
Id: 1.3.6.1.5.5.7.48.1.2 (id-pkix.48.1.2)
» BER: Dissector for 0ID:1.3.6.1.5.5.7.48.1.2 not implemented.
b signatureAlgorithm (shaWithRSAEncryption)
Padding: ©
signature: 353fc461732dc47bld167ebace677a087765b48edb3b284c. . .
P certs: 1 item

042 OCSP 248 AI835t= ASA VPN #H4 HAMA

ASA with Multiple OCSP Sources0llAM M8t CHZ LUx| QISM7F FHE B, UX| QISM7E 2
Moz MEL|Ct

CRYPTO_PKI: Processing map MAP sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field: =
cn=Administrator,cn=Users,dc=test-cisco,dc=com, map rule: subject-name

co administrator.
CRYPTO_PKI: Peer cert has been authorized by map: MAP sequence: 10.
CRYPTO_PKI: Found OCSP override match. Override URL: http://11.11.11.11/ocsp,
Override trustpoint: OPENSSL

OCSP URL AiHo|7} AP E|= A2 CIHZ2 ChS1t Z&LCt.

CRYPTO_PKI: No OCSP override via cert maps found. Override was found in
trustpoint: WIN2012, URL found: http://10.10.10.10/ocsp.

OCSP X m|7|&l elZSMHE AH&3tE ASA VPN #Z A&

Ol ArtoM= QUBAME m7IstT w7 |8 HEfE & elsts Yol Chall AP erLict



File Action View Help
e 7 d= H
L5 Certification Authority (Local) RequestID  Requester Mame  Binary Certificate  Certif
4 g test-cisco-DC-CA 6 TEST-CISCO\Ad...  ----- BEGIN CERTl... IPSeq
| Revoked Certificates &7 TEST-CISCOMVAd...  ----- BEGIN CERTI... IPSeq
| lssued Certificates EA TEST-CISCO\A...  ----- BEGIN CERTI... IPSed
| Pending Requests 59 TEST-CISCONA..,  ----- BEGIN CERTI... User
"1 Failed Requests =110 TEST-CISCO\Ad...  ----- BEGIN CERTI.. User
" Certificate Templates || =), TEST-CISCOVAd... - BEGIN CERTI... User
12 TEST-CISCOMAd...  ----- BEGIN CERTI... User
13 TEST-CISCOMAd...  ----- BEGIN CERTL... User
14 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
18 TEST-CISCONDCS  —---- BEGIN CERTL... Copy
119 TEST-CISCOMAd...  ----- BEGIN CERTL... IPSeq
520 TEST-CISCOMAd..,  ----- BEGIN CERTl... IPSeq
21 TEST-CISCOMAd...  ----- BEGIN CERTL... User
5 Ad... - BEGIN CERTL... User
= Open T REGIN CERTL...  Llser
&l All Tasks 2 View Attributes/Extensions...
% ] Refresh Export Binary Data...
?‘ Help Revoke Certificate
28 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
< m
Contains actions that can be performed on the item.

2. 40t g A

File Action View Help

e 2 Dc=z H

i Certification Authority (Local) RequestID  Revocation Date  Effective Revocation Date  Revocation Reason  Regquester

4 g test-cisco-DC-CA . bwl2? 10/13/2013 12:21...  10/13/2013 12:21 PM Unspecified TEST-CISC]
t;] Revoked Certificates E )
] lssued Cer||  All Tasks ’ Publish
[ Pending R View i
[ Failed Req
[l Certificate Refresh
Export List...
Properties
Help

3. [AEH AFEH 1EHAH|2F 2EHH| = Power Shell2] certutil CLI R EEZIEIR 3 =X A&LICH



c:\certutil -crl
CertUtil: -CRL command completed succesfully.

4. ZEIO|METI AAE A M AIBM REE HAF Q7 7F LA gL

Cisco AnyConnect

. l; Certificate Validation Failure

OK

@ Cisco AnyConnect Secure Mobility Client

Mo valid certificates available for authentication.

10.498.67.229 Connect

5. EE8t AnyConnect 2= Q15 S 27 E LIEFHLICE

[2013-10-13 12:49:53] Contacting 10.48.67.229.
[2013-10-13 12:49:54] No valid certificates available for authentication.
[2013-10-13 12:49:55] Certificate Validation Failure

6. ASAOIA QI A &EN7I sX|EIR{SE E gL

CRYPTO_PKI: Starting OCSP revocation

CRYPTO_PKI: OCSP response received successfully.

CRYPTO_PKI: OCSP found in-band certificate: serial number:
240000001221CFA239477CE1C0000000000012, subject name:
cn=DC.test-cisco.com, issuer_name: cn=test-cisco-DC-CA,dc=test-cisco,
dc=com

CRYPTO_PKI: OCSP responderID byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificate!

CRYPTO_PKI: Verifying OCSP response with 1 certs in the responder chain
CRYPTO_PKI: Validating OCSP response using trusted CA cert: serial number:
3D4C0881B04C799F483F4BBEY91DC98AE, subject name: cn=test-cisco-DC-CA,
dc=test-cisco,dc=com, issuer_name: cn=test-cisco-DC-CA,dc=test-cisco,
dc=com



CRYPTO_PKI: verifyResponseSig:3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKI: Responder cert status is not revoked
CRYPTO_PKI: response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI: transaction GetOCSP completed

CRYPTO_PKI: Received OCSP response:Oct 13 2013 12:48:03: %$ASA-3-717027:
Certificate chain failed validation. Generic error occurred, serial
number: 240000001B2AD208B12811687400000000001B, subject name:
cn=Administrator, cn=Users,dc=test-cisco,dc=com.

CRYPTO_PKI: Blocking chain callback called for OCSP response (trustpoint:
WIN2012, status: 1)

CRYPTO_PKI: Destroying OCSP data handle 0xae255ac0

CRYPTO_PKI: OCSP polling for trustpoint WIN2012 succeeded. Certificate
status is REVOKED.

CRYPTO_PKI: Process next cert in chain entered with status: 13.
CRYPTO_PKI: Process next cert, Cert revoked: 13

7. ! AKX = LEM ZENTI revoked! HSX2I OCSP 8EHE EAIELICE.

No. |Source Destination Protocol| Length| Info
24 10.48.67.229 10.61.209.83 0CsP 544 Request
31 10.61.209.83 10.48.67.229 0CSP 721 Response
<
> Hypertext Transfer Protocol
< Online Certificate Status Protocol
responseStatus: successful (0)
~ responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
v Bas1cOCSPResponse
v thsResponseData
b responderID: byKey (2)
producedAt: 2013-10-13 10:47:02 (UTC)
= responses: 1 item
= SingleResponse
b certlD
thisUpdate: 2013-10-13 10:17:51 (UTC)
nextUpdate: 2013-10-14 22:37:51 (UTC)
b singleExtensions: 1 item
P responseExtensions: 1 item
b signatureAlgorithm (shaWithRSAEncryption)

24| st

o MMolMde A 2X siiZol A8 + U= HEE MSELic




OCSP AH 38 &X|

ASAE OCSP MH7I CI2EIRS I E gLt

CRYPTO_PKI: unable to find a valid OCSP server.
CRYPTO PKI: OCSP revocation check has failed. Status: 1800.

7! A= ERHEw S0l ==F0| ELch

AlZro| S718tElx| b5

OCSP AHO| #4xH AlZFO| ASAS| #4RY AlIZHECH 2EHEl B(fZHo| AO|E 38 7H5), OCSP A
B 20 252 Mastn ASAS 0|2 2Lt

CRYPTO_PKI: OCSP response status - unauthorized
ASA7I & & A Z2E{ OCSP SEH & gfom Al AlmiEhL|Ct.

MEE =2E XIEX] 5

MH{2| nonce7t X EIX| of= A2 (Microsoft Windows 2012 R22| 7|£2f) FE SE o] gt
Ct.

HEIL

[

No. |Source Destination Protocol | Length| Info

56 10.48.67.229 16.61.208,.243 0CSP 545 Request
59 10.61.208.243 10.48.67.229 0C5P 337 Response

* Frame 59: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)

v Ethernet II, Src: Cisco 2a:c4:a3 (00:06:f6:2a:c4:a3), Dst: Cisco_b8:6b:25 (00:17:5
b Internet Protocol Yersion 4, Src: 10.61.208.243 (10.61.208.243), Dst: 10.48.67.229
¢ Transmission Control Protocol, Src Port: http (88), Dst Port: 14489 (14489), Seq:
» Hypertext Transfer Protocol

-~ Online Certificate Status Protocol

responseStatus: unauthorized (6)

IS7 M 21&

SCEP/OCSP 23 2X|£ 11S7(Internet Information Services 7)2| 22 El QIZ o Z Ql5} g A5}
A7t BaLich oE HMATE FHEIR=KX] 2 IFLICH

rr



@ ) [ 0c » Stes » DefauWebSite » ocsp »

File View Help

CHEIET)
§j Start Page
493 DC (TEST-CISCO\Administrat

9 Authentication

Group by: No Grouping z

.} Application Pools Name E Status Response Type
4-[@] Sites Anonymous Authentication Enabled

4 Q) Default Web Site ASP.NET Impersonation Disabled
b ¥ ADPolicyProvider_ Basic Authentication Dizabled HTTP 401 Challenge
-1 aspnet_client Digest Authentication Disabled HTTP 401 Challenge
b . CertEnroll Forms Authentication Disabled HTTP 302 Login/Redirect
p ¥ CertSrv Windows Authentication Disabled HTTP 401 Challenge
[ ,?‘ DomainHRA
b - HCAP
b ¥ NonDomainHRA

(¥ ocsp
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http://technet.microsoft.com/en-us/library/cc732526.aspx
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//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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