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Q& SGT ! SGACL M=o CH$t ISE Zdm| 2 2{|0|M

ASA 2! 3750X2| CTS Z1u|1dy|o|M
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274
0| 2 M0 M= Cisco ASA(Secure Adaptive Securlty Appliance) 2! Cisco Catalyst 3750X Series &
?Ix1(3750X)H| M Cisco TrustSec(CTS)2 T'd5t= HrEdodl CHaH A=EELIC.

SGT(Security Group Tag)2t IP F4 7+o| 1 E & &5t7| 2|5 ASA= SXP(SGT Exchange
Protocol)& AFSELICt 27 CHS SGT 7[8H9| ACL(Access Control List)2 At&3t0o{ ECfZg
E{R2I8L|C} 3750XE Cisco ISE(Identity Services Engine)olA{ RBACL (Role-Based Access
Control List) M2 S CIR2ZE5t1 0| 7|Hte 2 ECi=g ZE{ZEfLICE o] EMuME S4 &5
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. ASA 2! Cisco 10S2| CLI TA4®

A8ElE 18 24
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. Cisco ASA A Z EQ|o{ H{Z1 9.1 0|4

- Microsoft(MS) Windows 7 & MS Windows XP

. Cisco 3750X AT EQ|0{, B{™ 15.0 0|4

. Cisco ISE AZ EQ|04, HX 1.1.4 O| 4
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ASA1
Dutside Go/o 3 GO/1 [ rsiche
192.168.1.1 192.168.2.1
E1/0/8 G1/0/
Vianlo Viano
G108
G1/0/2 3750X%-5 GLl/0/1
ISE Viani0 Vlan20
{10.48.66.129) Tag: 2 Tag: 3

Tag name: VLANI1D Tag name: VLAM2D

Windows7 WindowsXP
192.168.1.200 192.168.2.200

. 3750XE ZE 2152 2?8 G1/0/1 & G1/0/204 & EiLct

- ISE&= AAA(Authentication, Authorization, and Accounting) MEHZ AFE & LIC}.

- MAB(MAC Address Bypass)= MS Windows 72| 21504 AFE ELICT.

- [EEE 802.1x= O{H 215 HHE AIESIE S 2US S LSESH7] 218 MS Windows XPoi| AHE

= |c}.

RIE0 d3stH ISEx SGT% gtetstod 3750X = s EH & @1E Mol "relEghct, Edh A
-r|7<|._ ip device tracking W& 2 AtE35t04 & *E1|0|*=|°| IPF4AE & %*L—lEP JH s A9
= SXPE At&35tod SGTSZP IP =4 zho| OfE El|l0|&& ASA0 & ELICH 5 MS Windows PCO|
= B5 ASAE 7I2[7|= 7|2 2t Eo| [ &LC.
ASAE SGTOH| DHEE IP FL0M EBEIE =A%t %, SGTE 7|82 ACLE M8SE = U&L
Ct. EE3t 3750XE E2HRE(F MS Windows AE|0|442] 7|2 HO|EQO))E AH8E B2 ISENM Tt
fRCH ¥Mg J|oR EaiTlg TEYE & s
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. 3750X01 M ip device tracking BE2 A8t ZE Q&

. 215, SGT & SGACL(Security Group Access Control List) 320 CH$t ISE Zdm|2 2 0|M
- ASA 2! 3750X2| CTS Zdx|18o]

. 3750X(Xt &) & ASA(=8)H A PAC(Protected Access Credential) Z 2 H|X{'d

- ASA 2! 3750X0{ M &3 Ao E

. 3750X0IM ZE QI &0l 2 M8

- 3750X0IM X M2 1 E

- SXP L EH(B|ALHZ2 M2 ASA & AXL|FHZ 2| 3750X)

. SGT ACLE At83t= ASAS| ECi= TEE

. ISEOIA CtREE 8t MAMS ALE5104 3750X0I M ERHT TEZ

kS

3750XM| M ip device tracking BH& AI8t ZE 9I&

o
e
Pql
L
o
N
El

0= 802.1x T = MABOI| CH3H UK I:LEHOIHC.’:. LIC}. RADIUS CoA(Change of
Authorization)= ISEQ| &4 L 22 A5t 0Bt HgfLct.

aaa new node

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius

I Radi us COA

aaa server radius dynam c-aut hor
client 10.48.66.129 server-key cisco
server-key cisco

p device tracking

nterface G gabitEthernet1/0/1
description wi ndowsxp

swi tchport npde access

aut hentication order mab dot 1x
aut hentication port-control auto
mab

dot 1x pae aut henti cator

spanni ng-tree portfast

nterface G gabitEthernet1/0/2
description w ndows7

swi tchport npde access

aut hentication order mab dot 1x
aut hentication port-control auto
mab

dot 1x pae aut henti cator

spanni ng-tree portfast

radi us-server host 10.48.66.129 pac key cisco
radi us-server host 10.48.66.129 auth-port 1812
radi us-server vsa send accounting



radi us-server vsa send authentication

QIE, SGT X! SGACL Ao cligt ISE x|z |ofM
ISEO| = Administration(Z 2l) > Network Devices(WE /2 C|HIO|A)MM F HIERT ClHIO|A T}
25 FHE|0] Qlofof FFLICH

stlranles
CISCO  [dentity Services Engine

ﬁ Home  Oparalions = Policy ®  Administration =

== Gystem 5% |dentity Management [ [ Metwork Resources | &, Web Partal Management

Fetwork Devices |  Metwork Device Groups Extzrnal RADILIS Semvers RADIUS Semer Sequences S04 ABA Sarvers MAC Managers
P .
Nebwork Der Metwork Devices
[* ;1 JEdr eadd [yDuplicate | guimport @pExport » @ Generats PAC | 3¢ Delete » |
o Mame « [FfMask Location Type
[ Wetwark Devices ' = - - -
O 37s0x 10.48.66.10... All Locations All Device Types
O asa 10.48.67.15... All Locations All Device Types

| i Default Devics

MAB 21& 2 A& 35t= MS Windows 72| Z< Administration(2 2l) > Identity Management(ID Zt 2|
) > Identities(ID) > Endpoints(QI=Z 2IE) ool A= EQIE IDMAC F4)E BHS0{0f BHLC}.

N
CISCO Identity Services Engine

I'i'l Home  Operations Falicy Administration

=%= System gt Identity Management | g Metwork Resources |2£ Web Portal Management

ldentities Groups External ldentity Sources ldentity Source Sequences Settings
’ Endpoints
Identities P
L~ L) =
o - J Edit =pAdd M Delete » @almport »
= Endpoint Profile a MAC Address
— | Users
— 2 [] Cisco-IP-Phone 00:07:50:32:69:41
~— Endpoints
L F X [] windows7 Workstation 00:50:56:99:4E:E2
[ | Latest Metwork Scan BEesults »

802.1x QI& 2 AFE35t= MS Windows XP2| 732 Administration(® 2[) > Identity Management(ID
# 2l) > Identities(ID) > Users(At&X}t) of 2ol A AL E XL ID(ALE X} O| &) & BFSo04of &fLCt.



st uan]s
CISCO Identity Services Engine

{4 Home Operations Palicy Administration

=%= Systern | Jeb |dentity Management = g Metwork Resources |28 Weh Portal Management

[dentities Groups External ldentity Sources ldentity Source Sequences Settings
f . Network Access Users
Identities
[ " P] J Edit <pAdd (i) Change Status »  @almport
o~ & -
N Status Name « Description

| Users ¥

. O] Enabled ¢ cisco
— Endpoints
— ’ ] Enabled € guest
[ Latest Metwork Scan Results »

A& X} O|& cisco7t AFSEILICE 0] A}Z4 SH 2 Z EAP-PEAP(Extensible Authentication Protocol-
Protected EAP)O1| CH3H MS Windows XPE& T4 gfL|Ct.

ISE0M= 7|2 218 HAo| AFEELICHOo| #44 ¢F 7). X Hmi= MAB 2l
= 802.1x I LIC}.

ol
fjo
ok

P X4&o| S

2
T o

stfuenlns
CISCO Identity Services Engine

& Home Oparations - Palicy = Administrafon w

| L) Authenbcalion | E‘ﬁ.ulhnrizaliun lﬁ. Profiling L"PiF"nﬂurE

|2 Chent Pravisicning Faclrity Group Ascass £, Palicy Elements

=
Authentication Policy

Diefine tha Authenticaton Policy by selecting the protocols that ISE should use b0 communicats with the network devicas, and fe idanily sources that it should usa Tor authentication.
Palicy Type ') Simple (= Rule-Based

* || MAB I | wired_Mam P | allow protocols | Allowed Protocal : Default NeZ) | and.. )
(B - ||Dotlx it [ wired_g02.1 3 | atlow protocols [Allowed Protocol ; Defaukt WD | and.. )
= || Wireless MAR |t | Wingliess_MAR i | alow protocols | Allowed Protecal : Default NeD | and..

* | [ Custem wireless | it | RagiusNas-Par - | allow protecals [allowed Protecal : Default NeD) | and..

B8 Default Rule (If no match) allow protocols | Allowed Protocol : Default Mel) | and usa identity source . | Imfernal Users

TEt 20 S F 524 Policy(H3) > Results(Z2) > Authorization( T8t 5 04) >
Authorization Profiles(# 8t §0{ ZE2 U)ol HEt Fof ZE2M S Ho|aljof FLICH ZE Eef
IZ|2 518 35l= DACL(Downloadable ACL)O| = VLAN10-Profile2 MS Windows 7 Z2E0f AtS
Euct



atfuanfus
CI5C0  [dentity Services Engine

4 Home Operalions v Falicy »  Adminisiration w

| &) Authentication [s) Authorization [4 Profiing  |@ Posture [t ClientProvisioning [z Security Group Access &, Folicy b

Dictionarias  Conditfons @sul
P = is Authorization Profiles = VLAN1O0-Frofile
esu B
Authorization Profile
L L)
= = & Mame  [\LaN10-Profile |
* i Avthenticaiion Description |
= L Authorization
= (0] Autharization Profiles “Arcess Type | ACCESS ACCEPT -]
i Blacihele \Wireless_Access
@ WA I' Common Tasks
@ Cisco_IP_Phones =] DACL Name [PERMIT ALL TRAFFIC - |
i3 Denyhccess ]
5@ Permeaccess VLAN TagD 1 | Edit Tag |iDiame| 10
@ . 4 O Wolce Domaln Permission
g VLAMIOD-VoiceProfits A
(@ VLANZO-Profie [ Web Authentication
5@ ianz
» (5 Downicadable ACLs [ Auto Smart Port
B T indine Prichors Mordes Profileo

S ALt 4T84 0|44 VLAN20-Profile O] MS Windows XPOil A A& Z|X|2H VLAN $1%(20)E 042
Lct
=

ISEOIAM SGT I & (Ei1)E F445t24T Policy(Z*) > Results(Z3}) > Security Group Access(= o
I8 HKA|A) > Security Groups(2.2F 1®)2 O|S#LCH.

of

or
rot
T
fo

AT EjT HE = MEHE £ i&LICH EfT HE = 12 XQIEH & B AL 7}
Ols AHE o2 MEHE!L|C}H SGT 0|20 LAJE 4= Q& L}

|I|I|III|
CISCo  Identity Services Engine

£ Home Operations Palicy w Administration =

|2, Authentication |, Authorization |4} Profiling |7, Posture &5, Client Provisioning |z, Security Group Access

Dictionaries Conditions Resulls

( Faa=Tie Security Groups
£ ,D_] f Edit Add I t Export Delete Push
- == 5. JEdt o @oImport Gl Export v M De * | @Pus
——— Mame « SGT (Dec/ Hex)  Description
: ‘: ::::::ﬁ [:l Unknown 0 f 0000 Unknown Security Group
i : Profiling [0 viamio 20002 SGA For VLANM1O PC
£ E P O VLAN1OO 470004 Wlans For Phone
[0 wvLAM2ZO0 3 /0003 SGA For VLAN20 PC

¥ | Clignt Provisioning
¥ ] Secunly Group Access
¥ | Security Group ACLs
* | Securfty Groups
* | Security Group Mappings

* & m @



ICMP(Internet Control Message Protocol) EEHElE 518 5t= SGACLS ‘44d52{™ Policy(El) >
Results(Z1t) > Security Group Access(&2.2F 18 4 A|A) > Security Group ACLs(E ot 18
ACL)E O|S & LCt.

sifuan]ue
CISCC Identity Services Engine

£ Home Operations v Policy v Administration

|2, Authentication [8, Authorization [4) Profiling |@ Posture cs, Client Provisioning |=) Security

Dictionaries Condifions Results

Security Groups ACLs

Results

[ E— ,..D] .-¢ Edit :}Jhdd u:'_ Cuplicate 3 Delste « G Push
Q_:I' - :_= — Name . Description IF Version

4 fﬂmem”m” O I1cMP Permit All Icmp Traffic  IPv4

| Awthorization

* L Profifing

k[l Posture

b B Clhient Provisioning

* | Securily Group AcCess
* | Security Group ACLs
b | Security Groups
k| Securily Group Mappings *

Hag MA5ted™ Policy(Z%H) > Security Group Access(E2.0F 18 HA|A) > Egress Policy(011
oA HH)2 o|SELICH VLAN10T & 4= @i= VLAN EE= VLAN10 = VLAN20 Z+Ho| Eef=iof|
= |CMP ACLO| AFZEILICHEIS icmp).

alnalln
CIFC0 [desty Sarve sy | sgpss

__.l..mqln whin LR LS O ¥ Fufing e Fealis o L1 P i = B4 F 8 AL s A Foloy Doy
e Fooey imtan i "
. s |
i Piolbcy | Matrin Wiow)
Ak o Chear Mappany L e A bl s
w - VLB A Ly
L ] I F g
fribe
A
s - J T |- [ B s
il A n i AT Ly W > W Dene §
]
LR
WA
1

T 2o 722 M E2{H Policy > Authorization2 £ O|S & LICt. MS Windows 7(5& MAC &
2)9| 4 VLAN10-ProfileO| At =04, VLAN10 2! DACLS g+gtst T SGT7F VLAN10Q! 2ot =
ZE VLAN102 gHeHgrLICE MS Windows XP(E ™ A& X} 0|8)2] B VLAN20-ProfileO| At S &
H VLAN 20 2! DACLS ©tetst 1 SGT7F VLAN20Q! o = 2 Zl VL AN200] BHeHELCt



sllnen]ne
CISCOo  Identity Services Engine

ﬁ Home  Oparatons - Folicy = Administration

|_-; Aushentication - |_u..‘ Authanzation = Profiing I_'?._ Postura = Clignt Provisioning |__—_ll Sacurity Group Access o Podicy Elemanis

Authorization L’uiic:.'

Dedine the Authorization Folicy fguring rulas based on ident oups andior ofher conditions. Drag and deop rulas i changa tha order
| First Matched Rule Applies -
Status  Ruls Mame Conditions (identty groups and othar conditions) Parmissions
MAB-WinT-CTS Radws Calling:Sla%or:D EQUALS 00: 505649 d¢:0 2 WILAKT D:Profila WLAMTD
= MAB-WGNXP.CTS RadwisUser-Mame EQUALS dsco VILARZD-Profile WLAMZD
ol = 1o =E Mo AZFSH
£ 9Q|x| L ASA ZiT|aefo|ME @230 SGT RADIUS S48 2Lt

ASA % 3750X2| CTs Zm|ad|olM

712 CTS M™Hg Fd56HoF fL|Ct 3750X0| A o M MM E CIR2Z =6l oF 3t=X|E LIEFLHOF
gruct

aaa aut horization network ise group radius
cts authorization list ise

ASAO|M = ST MEHHE 7HEIZ7|= CTS2E &7H AAA MEHEF EFrLCt

aaa-server | SE protocol radius
aaa-server | SE (ngnt) host 10.48.66.129
key * %k k k%

cts server-group | SE

&1 3750X0| M= group radius BEE A& 3604 ISE HHE BA|H2 =2 7t2[74of &LCt
O|= 3750X0 M RHS PAC Z2H|X IS A& 57| [EH-E-‘.’:!I—IEP.

3750X(XH8) X ASA(S)2 PAC Z2H|Md

CTS 2ct* =2l Zf ClHto|AE CHE ClHIO|A MM AlZ[stT| 2|8l ISE(2/E AE)oil 2l&stok &L
Ct. O|& <|5H EAP-FAST(Extensible Authentication Protocol-Flexible Authentication via Secure
Protocol) Y'¥(RFC 4851)2 ALSELIC Ol &HE ALEste{™ PACE CHY 2|2 X3 afof &L|ct
. O| Z2 M|A £ phase00|2t 1 = 3HH, 0{FH RFCHIE Ho|x|of QUX| et &LICH EAP-FASTS
PACE EAP-TLS(Extensible Authentication Protocol-Transport Layer Security)& 215 A2} | AFSt
o182 BHL|C PACE 2EHHI0IM Q1B 0fl T8 2ot Efid(phasel) S A557| /s ALSEILICH

3750X0{| A PAC Z2H|X{'S

3750XE= AHS PAC Z2H|X'JI2 XY LICH SR HIEHZ = AR L ISEOM PACE CI2E
=5t7| /sl ArEELICH aliE Hl':'a":'d_?_Ql' IDE ISE9_I Administration(Z 2l) > Network
Resources(L|E Q|3 2|4 2A) > Network Devices(H|E /3 C|HIO|A) of2{oflAM 143 5Hof ﬂL—lEl'.
A Qx| MEHSI T Advanced TrustSec Settings(ZL2 TrustSec &) MME &&E3lo{ LSS 714
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Use Device ID for SGA
Identification

Device Id | z750%

* Password |.......... | [ Show

Lr
("]
[¥5]
]
o]
(i}
L

* Download environment data every | 1 | | Days - |
* Download peer authorization policy every | 1 | |Dav5 - |
* Reauthentication every | 1 | | Days - |
* Download SGACL lists every | 1 | | Days - |
Other SGA devices to trust this device
Motify this device about SGA configuration changes

PACOIM Ol2{8r A} BB E AI8StL 5 sicdd Ch S BES U=ELICH

bsns- 3750- 5#cts credentials id 3750X password ciscocisco
bsns- 3750- 5#show cts pacs
Al D: C40A15A339286CEAC28A50DBBAC59784
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D: C40A15A339286CEAC28A50DBBAC59784
I-1D 3750X
A-1D-Info: Identity Services Engine
Credential Lifetime: 08:04:40 UTC Sep 25 2013
PAC- Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC59784000600940003
010094F559DAE0C837D7847F2454CAD7E80B0000001351C8235900093A803D7D427BFB5C6F0FBBDF
7EDF0818C58FECF97F8BDECF1B115FB0240260ADA8CO6A46 AA2A64COEA2DB51E0E886768CA2D133D
2468D9D33339204BAA7E4CA2DESE37FF1EB5BCB343408E9847998E301C26DDC6F91711F631A5B4CY
C2CB09EAB028630A3B22901FE3EF44F66FD019D09D2C46D92283
Refresh timer is set for 2y24w

ASAS| PAC X2 H|XY

ASAE &5 PAC ZZH|X{J0t X[ HELICH & ISENM(LUIERZ CIHFO|A/ASANIM) 822
AsHoF grLct.

AH
S



Generate PAC

The Identity field specifies the Device ID of an SGA network device and is provided an initiator 1d by the EAP-FAST protocol.
If the Identity string entered here does not match that Device ID, authentication will fail.

* [dentity

* Encryption Key | see 00 ]
* PAC Time to Live | 1

|'1’ear5 v

Expiration Date 04 Jul 2014 13:31:35 GMT

Generate PAC Cancal

O ChE I 2 MAx[aok = LICHO: FTP).

bsns- asa5510-17(config)# cts import-pac ftp://ftp:ftp@10.147.25.80/ASA.pac
password ciscocisco
1 PAC I nported Successfully

bsns- asa5510-17(confi g)# show cts pac

PAC- | nf o:
Valid until: Jul 04 2014 13:33:02
Al D c40al5a339286ceac28a50dbbac59784
I-1D: ASA
A-1D I nfo: ldentity Services Engine
PAC-t ype: Cisco Trustsec
PAC- Opaque:

000200a80003000100040010c40al15a339286ceac28a50dbbac597840006008c000301
0003d64668f 2badc76e251683394b3d5690000001351d15dd900093a8044df 74b2b71f
€667d7b908db7aeea3229e61462bdb70f 46580bef 9425011126bbf 6¢c2f 4212ccdacf 08
c01ddbc7608c3alddeb996ba9bf bd1b207281e3edc9f f 61b9e800f 225dc 3f 82bd5f 794
7e0a86beeB8a3d437af 93f 54e61858bac877c58d3f e0ec6be54b4c75f ad23elfd

ASA % 3750x2| £Z Io|E

O| BtAHof M 5 C|H}O|A 25 PACTI SHIZ A Mx|Z|o{ QT A= 2 ISE 4 H|0|E{ CI_EE
7F AIEHEILICE O] CIOIEE 7|2XMo 2 Ej1 8152l O|E LICH ASAMIM B3 MEZ1 RIS EC
745te{®™ CHs HHE S =g

bsns-asa5510- 17# cts refresh environment-data

ASAO| A O|E EQIStZ{H(LEH HE £ SGT E1/0|&§E & =+ 9iXKIE LISol| &elF) e ¥
FE UHELICH

bsns-asa5510-17(confi g)# show cts environment-data
CTS Environment Data

St at us: Active

Last downl oad attenpt: Successful

Environnent Data Lifetime: 86400 secs

Last update tine: 05:05: 16 UTC Apr 14 2007
Env-data expires in: 0: 23: 56: 15 (dd: hr: mm sec)
Env-data refreshes in: 0: 23: 46: 15 (dd: hr: mm sec)

3750X0{ A & QlstE{H Chs BHez &3 MZIHE E[HELICH



bsns- 3750- 5#cts refresh environment-data

ZAntE #olsted™ Chg HES U™

bsns- 3750- 5#show cts environment-data
CTS Environnent Data

Current state = COVPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01: Unknown
Server List Info:
Installed |ist: CTSServerlList1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-|1D C40A15A339286CEAC28A50DBBACS59784
Status = ALIVE flag(0x11)
auto-test = TRUE, keyw ap-enabl e = FALSE,

deadtine = 20 secs
Security Group Nane Tabl e:
0001- 60 :

0-47 :Unknown

2-47 :VLAN10

3-47:VLAN20

4-47:VLAN100O
Transport type = CTS_TRANSPORT_I P_UDP
Envi ronnent Data Lifetinme = 86400 secs
Last update tine = 05:33:49 UTC Thu Apr 7 2011
Env-data expires in 0: 16: 46: 50 (dd: hr: mm sec)
Env-data refreshes in 0:16:46:50 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

Ol ZE B8t sliE Ol&

idle-time = 60 m ns,

& 2oiELCh

O| 2HIZ A CIRZE LU

3750X0l|A ZE 21F &l U X
3750x01 £E Cllo|E{7t 2T sGT7t Q& E MM HEEI{=X| = laliofF &f LIt

MS Windows 70| 2HI2H| QI EIRA=X] FQletedH O TS LU LICH

bsns- 3750- 5#show authentication sessions interface gl/0/2

Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699. 4eb2
| P Address: 192.168.1.200
User-Name: 00-50-56-99-4E-B2
Status: Authz Success
Donmai n: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e-host
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 10
ACS ACL: XACSACLx- IP-PERMIT_ALL_TRAFFIC-51134bb2
SGT: 0002-0
Session tinmeout: NA
Idle tineout: NA
Common Session | D COA80001000001002B67334C
Acct Session ID: 0x00000179
Handl e:  0x94000101



Runnabl e nmet hods i st:
Met hod State

mab Authc Success
dot 1x Not run
0| £232 VLAN100| 2 & ECi= 2 518 3t= SGT 0002 ! DACLY} & 74 AFEEE Eo{&ELICt

MS Windows XP7t S2Ht2H| QS EIRAE=X] & letedH CHS TP LT LICH

bsns- 3750- 5#sh aut henti cation sessions interface g1/0/1
Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699. 4eal
| P Address: 192.168.2.200
User - Nane: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host npbde: nulti-auth
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 20
ACS ACL: XxACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2
SGT: 0003-0
Session timeout: NA
Idle tineout: NA
Common Session | D: COA80001000000FE2B67334C
Acct Session ID: 0x00000177
Handl e:  0x540000FF

Runnabl e nmet hods i st:
Met hod State

dotlx Authc Success
mab Not run
290{ VLAN 200| 2 & EBiH S 5{&5t= SGT 0003 Z! DACLZ &7H AF8 El= [ 2 EAIEL

T1 iy

IP F4E IP CIHHO|A 3 7|52 2 B X|ELICH DHCP &% EE 2|all DHCP A9{X|E T3l of
*.=|'L_IE|' OHCE ASZIDHCP 28 & Z210|91EQ| IP TAE &48HLICt 0] o2t ZHo| Ko

2 THEIPFL9 7='T arp 2% % 7|50| AEEIH, PCE ARAXI7HIP FAE BHXE = JUALE
2E WS HEsHof HLCh
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bsns- 3750- 5#ip device tracking interface gl1/0/1
bsns- 3750- 5#ip device tracking interface gl/0/2
bsns- 3750- 5#show ip device tracking all

I P Device Tracking = Enabl ed

| P Device Tracking Probe Count = 3

| P Device Tracking Probe Interval = 30

| P Device Tracking Probe Delay Interval =0

| P Addr ess MAC Addr ess Vlan Interface STATE
192. 168. 1. 200 0050. 5699. 4eb2 10 G gabi t Et hernet 1/ 0/ 2 ACTI VE
192. 168. 2. 200 0050. 5699. 4eal 20 G gabi tEthernet1/0/ 1 ACTI VE

Total nunber interfaces enabled: 2



Enabl ed i nterfaces:
G1/0/1, G1/0/2
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3750X(ASA%t Ct&)= ISEOM HAE CIREE
of CtE BYEoE gAstsloF &LCt.

bsns- 3750- 5(confi g) #cts role-based enforcement

bsns- 3750- 5(confi g) #cts role-based enforcement vlan-list 1-1005,1007-4094
S E Ed5tetR| fo™ M2 Ot 22 = 5| X|BF DXIZ|XK| o] Aol AFSEIX| SE&LICH
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bsns- 3750- 5#cts refresh policy
Policy refresh in progress

HAO| ISEV|M CIRZEXIREX| &Ql5te{H CHS WA =48t |ct

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based pernissions default:
Permt |P-00

I Pv4 Rol e-based permnissions fromgroup 2: VLANLO to group Unknown:
| CWP- 20

| Pv4 Rol e-based permissions fromgroup 2: VLANIO to group 2: VLAN1O:
| CWP- 20

| Pv4 Rol e-based permissions fromgroup 2: VLANLIO to group 3: VLAN20:
| CWP- 20
Deny | P-00

CTS 22t E0lM W2 LA SAEO|SGTE £ st CHY C|HHO| A A AMELICE =, 1
Aol AA0M EMK| EAE HY AFE EIMI‘%* EIHPOIAE MEELCH o] ClHtolAE &Y
HZE B AEOSGTE YT, A4 SGT/F Yl 44l ZI0] S CH4F SGTOH CHaf 518 EI7ALE
= E[0{of St 27| HE0] Al%t xIReILIC)

Ol ZH2 ISEVM CIRZESH Haig 7|8t 2 §hc}

O] AlLtE|20i M= 2E 0| Ef—% ZlLICH 22{Lt MS Windows XP 215 Al

(SGT= VLAN20)° X|2H AL2|x[of AAE SGTO|A O 0|4 ClHFO[ATE g17] I 0f A 2| X|0fA
VLAN200] siigst= ER()E EP—EEE%E* 7t gLt

THE D27+ 8) MM ME 3750X0 A THZ! il HAret BH7A ofiH YMS Ch22EEX| ZYst
= Yo Cio B LICH

SXP Exchange(ASAE Z|AL{E, 3750XE ALIFHE)

ASAE SGTE X|&tX| et&LICH SGT7H & El B E mp2 ASAIM AFX|EILICE mElM

3750XE ASAO] SGT Ef27} XIHE =B E% £ A&LICH CHAI SXP7F AP EIL|CE O] =
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3750XE 2 1|7z FdstedH Chs BB S LT LICH

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.1 password default mode local

ASAE El&al{Z Fdstt{H CtS BF S UM LICH

cts sxp enable

cts sxp default password *****

cts sxp default source-ip 192.168.1.1

cts sxp connection peer 192.168.1.10 password default mode local listener

ASAOIM O EE =AM EX| & QlstedH ChE BWHFS LT LICH

bsns-asab5510- 17# show cts sxp sgt-map ipv4 detail
Total nunber of |P-SGI nmappings : 2
Total nunber of |P-SGI nmappi ngs shown: 2

SGT . 2: VLAN1O

| Pv4 : 192.168. 1. 200

Peer | P :192.168.1.10

I ns Num 1

St at us . Active

Seq Num . 49

SGT . 3: VLAN20

| Pv4 . 192.168. 2. 200

Peer | P :192.168.1.10

I ns Num 1

St at us . Active

Seq Num . 39

O[Xl| ASA7F &4 IP 4~ 192.168.1.2002| =&l WHZ!E = &l5tH SGT=20{M 2= ZWMEH M2
= A&LcH AA IP =4 192.168.200.22| AL SGT =30|M 2 RJxXH M2l& = UsLict cia

IPEAT nwﬂxl?:!l—ltr.

W
:I:

1. 3750X= HEE ZAEQ|IP FAE ook LTt Ol= IP ClHHO|A FHof| oJa 4

=L JIE SAEO MXOE TME P TAO AR AL Q5 & IE W3l —’F—*'

SHoF BfLICE Je{™ IP FAE A7 /sl IP L'—II:IPOI/\ Zx{0| EZ|7HE|H, ol SXP UCI0|E
£ EC|HELICH SGTEH & B2 SXPE S8l TS |X| ef&LCtH

SGT ACLZ AH835t= ASAS| EcfT| EHEZ

CHHS2 ASA Zdm|agfof4dofl CHEr HAILICH

interface Ethernet0/0
nanei f out si de
security-level 0O
i p address 192.168.1.1 255.255.255.0



interface Ethernet0/1

namei f inside

security-level 100

i p address 192.168.2.1 255.255.255.0
ACLO| H8E|o] LR QlE{H| o|A 0| B E|LICt SGT=30{M SGT=222| 2 & ICMP E2{H
(VLAN10)2 &{&&fLict,

access-list inside extended permt icnp security-group tag 3 any security-group
name VLAN1O any
access-group inside in interface inside

B EfT HE = B O|F 2 AL E = A&LUICH

AA P FATF192.168.2.200(SGT=3)2! MS Windows XPOlA IP =47}
192.168.1.200(SGT=2)9! MS Windows 72 pingst= Z< ASAE e T=3fLict,

Y%ASA- 6- 302020: Built outbound | CVWP connection for faddr 192.168.1.200/0
(2: VLAN10O) gaddr 192.168.2.200/512 | addr 192.168. 2. 200/ 512( 3: VLAN20)

Yo SYUB XUS AT E2fTo| AEHELICH

Deny tcp src inside:192.168. 2. 200/ 2478( 3: VLAN20) dst outside: 192. 168. 1. 200/ 23

(2: VLAN10) by access-group "inside"

ASAO= o B2 I o] SM0| U&LICH 24 Oy RF0f| EoFEfTIS IP FAE 2F
A £ QJé‘LlEP Ol &2 SGTEf =3 2 IP 4 192.168.2.20001 A VLAN100|2t= SGT
EfT 2 CHe SAE T4 192.168.1.2002 2 ICMP |2 EciElg {3 & Lct

access-list inside extended permt icnp security-group tag 3 host 192.168. 2. 200
security-group name VLANL1O host 192.168.1.200 echo

A 2E0MT o] ZrdE e + A&LICH

obj ect-group security SGT-VLAN 10
security-group name VLANLO

obj ect-group security SGT-VLAN 20
security-group tag 3

obj ect-group network host1l

net wor k- obj ect host 192.168. 1. 200
obj ect - group network host2

net wor k- obj ect host 192.168. 2. 200
obj ect-group service my-icnp-echo
servi ce-object icnmp echo

access-1ist inside extended pernmt object-group ny-icnp-echo
obj ect-group-security SGT-VLAN 20 obj ect-group host2 object-group-security
SGT- VLAN- 10 obj ect-group host1

ISE(RBACL)0IA CI22EE HHE AFE 3104 3750X0| A EfZ EHEE

Qx| 24 Mg Molgh £ l&LICt gLt o] oof e ISEXAM CIREES HAg
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MS Windows XP2F MS Windows 7 Zt2| ICMP EZHZIS E|AESFLICE 0|2 95 ASAM|A MS
Windows 2| 3750X£ 7|2 H|O|ER0|E HHadHofF & L|Ct. 3750X0= Bt E QIEH O|A T U2
H IZle etREE = USLICH

interface VI anl0

i p address 192.168. 1. 10 255. 255. 255.0
!
interface VI an20

i p address 192.168. 2. 10 255. 255. 255.0

HHo| ISE0| M o|0| Ct2 2 EE|RI&LICH Ol #elsied™ o BB S U=

bsns- 3750- 5#show cts role-based permissions
I Pv4 Rol e-based pernissions default:
Permt |P-00
I Pv4 Rol e-based permnissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20
| Pv4 Rol e-based permissions fromgroup 2: VLANLIO to group 2: VLAN1O:
| CVP- 20
| Pv4 Rol e-based permissions fromgroup 2: VLANLIO to group 3: VLAN20:
| CVP- 20
Deny | P-00
VLAN10(MS Windows 7)0{l A VLAN20(MS WindowsXP)2 2 2| EZ{Z/2 ICMP-20 ACLM| MK
H, O|= ISENAM Clte 2= ElL|CH

bsns- 3750- 5#show ip access-lists ICMP-20

Rol e- based I P access |ist | CwP-20 (downl oaded)
10 permt icnp

ACLZ =¢lstc{H CtE HES =TI

bsns- 3750- 5#show cts rbacl
CTS RBACL Policy

RBACL | P Version Supported: |Pv4d

name = Deny | P-00
| P protocol version = | PV4
refecnt = 2
flag = 0x41000000
stale = FALSE
RBACL ACEs:
deny ip
name = ICMP-20
| P protocol version = | PV4
refcnt = 6
flag = 0x41000000
stale = FALSE
RBACL ACEs:

permit icmp

name = Permit |IP-00
| P protocol version = | PV4
refecnt = 2

flag = 0x41000000



stale = FALSE
RBACL ACEs:
pernmit ip

= s AE0| E3fTo| SH2 A EY2EIR= X 2Ql5t| I3 SGT OfZ
(o]

21248t LICt.

bsns- 3750- 5#show cts role-based sgt-map all
Active | P-SGT Bindings Information

| P Addr ess SGT Sour ce
192. 168. 1. 200 2 LOCAL
192. 168. 2. 200 3 LOCAL

| P-SGT Active Bindings Sunmary

1
\V]

Total number of LOCAL bi ndi ngs
Total nunmber of active bi ndi ngs

1
\V]

jo
L
o
ol
w

MS Windows 7(SGT=2)0{lA MS Windows XP(SGT=3)& 2| ICMP= ACL ICMP-200{ A &t S 8L
Ct. o= 20l M 3(&1&E W= 157H) 77k X|2] EciZloi| CHEt FH2EE &el5to] & elgfLCt.

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical

policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted

2 0 0 0 1695 224

2 2 0 - 0 -

* * 0 0 133258 132921

2 3 0 0 0 15

Telnet 7} 2E{Z2 AFZ 524D 5t3H HEE miZl0| E7+EFLICHICMP-20 ACLOIME S EIX| o).

bsns- 3750- 5#show cts role-based counters

Rol e- based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical

policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted

2 0 0 0 1695 224

2 2 0 - 0 -

* * 0 0 133281 132969

2 3 0 2 0 15
I 230 EAE H) EAte BT XIEEX| o2 ZE ESf T gredo| /J/&LIChol &
It #2 ISEQ| Matrix0| A unknown2 £ £ 2| Eff 1 H3 02 AFSELLCH

ISEO]| 2O log 7|ME2t EH ACL & =0| /= B2 e A MEALE & =38 21 40] log

7|2|=2t &7 ACLO| 7|=EE/L|C},



CtSS &l
shol Aol CHSHAIS 70 ZAm|22 014 MM S BESHAIAIL

= e A

PAC Z2H|XY

s PAC Z2H|X'FS AEE W EX7H LIEHE &= J}&LICH RADIUS MO CHSH pac 7|HEE
A& 3ok gLICt 3750X 2| A& PAC “EHR‘I'—'O Microsofte| EAP-MSCHAPv2(Challenge
Handshake Authentication Protocol) Q15 & AF&3tE LHE E'JH"J_'—F dHEY s s ZEEZD
7 EAP-FAST 2 S ALSEILICH CIHZE M 2o E'dE #+535H7| -|-|3H A& E|= EAP-FAST
40| UE 2l 042 RADIUS HIAIX|7F EAIE|H, Ol 2150 ?HEI ID 2! H|ZEH S 9t &7 EAP-
MSCHAPV2E ArS&fLCt.

O R{0

|2 o
T'om=

A #Hmi RADIUS
provisioning=

YE ISE0| PAC 2 2tE| 7| 2|5H AAA service-type=cts-pac-

e
A& gLt

bsns- 3750- 5#debug cts provisioning events
bsns- 3750- 5#debug cts provisioning packets

*Mar 1 09:55:11.997: CTS-provisioning: New session socket: src=

10. 48. 66. 109: 57516 dst=10.48.66. 129: 1645

*Mar 1 09:55:11.997: CTS-provisioning: Sending EAP Response/ldentity to

10. 48. 66. 129

*Mar 1 09:55:11.997: CTS-provisioning: OUTGA NG RADI US nsg to 10.48. 66. 129:
*Mar 1 09:55:11.997: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:11.997: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.006: CTS-provisioning: Received TX PKT from EAP net hod

*Mar 1 09:55:12.006: CTS-provisioning: Sending EAPFAST response to

10. 48. 66. 129

*Mar 1 09:55:12.006: CTS-provisioning: OUTGA NG RADI US nsg to 10.48. 66. 129:
*Mar 1 09:55:12.106: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.115: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.744: CTS-provisioning: Received TX PKT from EAP net hod

*Mar 1 09:55:12.744: CTS-provisioning: Sending EAPFAST response to

10. 48. 66. 129

*Mar 1 09:55:12.744: CTS-provisioning: OUTGA NG RADI US nsg to 10.48. 66. 129:
*Mar 1 09:55:12.844: CTS-provisioning: |NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.844: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.853: CTS-provisioning: Received TX PKT from EAP net hod

*Mar 1 09:55:12.853: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.853: CTS-provisioning: OUTGA NG RADI US nsg to 10.48. 66. 129:
*Mar 1 09:55:12.853: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.861: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.861: CTS-provisioning: Received TX PKT from EAP net hod

*Mar 1 09:55:12.861: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.861: CTS-provisioning: OUTGA NG RADI US nsg to 10.48. 66. 129:
*Mar 1 09:55:12.878: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:



*Mar 1 09:55:12.878: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.886: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.886: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129

*Mar 1 09:55:12.886: CTS-provisioning: OUTGO NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.895: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:

*Mar 1 09:55:12.895: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.895: CTS-provisioning: Received TX _PKT from EAP net hod

*Mar 1 09:55:12.895: CTS-provisioning: Sending EAPFAST response to 10.48. 66. 129

*Mar 1 09:55:12.903: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.912: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:

*Mar 1 09:55:12.912: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.920: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.920: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129

*Mar 1 09:55:12.920: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.928: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:

*Mar 1 09:55:12.928: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*NMar 1 09:55:12.970: CTS-pac-refresh: PAC C40A15A339286CEAC28A50DBBAC59784

refresh timer has been set for 20y30w

*Mar 1 09:55:12.970: CTS-provisioning: Ignoring key data.

*Mar 1 09:55:12.979: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.979: CTS-provisioning: Sending EAPFAST response to 10.48. 66. 129

*Mar 1 09:55:12.979: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.995: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:

*Mar 1 09:55:12.995: CTS-provisioning: Received RADIUS reject from 10.48.66.129

*Mar 1 09:55:12.995: CTS-provisioning: Successfully obtained PAC for A-ID
c40al5a339286ceac28a50dbbac59784

*Mar 1 09:55:12.995: CTS-provisioning: cts_provi_server_cl eanup: 10.48.66.129

*Mar 1 09:55:12.995: CTS-provisioning: work conplete, process terninating.

PACE 0l0| 2gtom %7} 015 T2NAE IF2X| oD 53 Toj RADIUS HE 7t HeE
LICE.

ISEQto| CHE 2 E Stlof= PACTE HRHLICH JBiLE AQ{RIT gle B2 &8 = B M=
TR2 7 Al AHlE AZELCH 2™ CHS RADIUS 2 2 0i| A cts-opaqueue(PAC)E 4Z45HK]| of
ooz QFI elgLCH

PAC 7|7} % El B< 0| 27 HIAIX|7} ISE0| EA|E LICE.

The Message- Authenticator RADIUS attribute is invalid

PAC 7|7} &R E 32 A2 %0l M C|t{Z(debug cts provisioning + debug radius)2| 0| £ &

AlELICH

Apr 20 10:07:11.768: CTS-provisioning: Sending EAP Response/ldentity t

Apr 20 10:07:15.325: RADIUS(0000024B): Request timed out!

Apr 20 10:07:15.325: RADIUS: No response from (10.62. 84.224: 1645, 1646) for
id 1645/ 37

%|41 RADIUS M #2I8

radi us server

address ipv4 10.62.84.224 auth-port 1645 acct-port

KRK- | SE

pac key CISCO

.’§I'_L Device Authentication Settings(C|HFO|A
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PAC Z2H|XE0| HM25tH ISE0]| Ct=21F ZH0| E A|IE/LICE.

Authentication Summary

Logged At: June 26 2013 1:36:32.676 PM
RADIUS Status: FAC provisioned

MAS Failure:

sername: 3750

MAC/IP Address: BC:16:65:25:A5:00

Metwork Device: 3750K : 10.48.66.109 -
Allowed Frotocol: MDAC SGT _Semnice

ldentity Store: Internal CTS Devices

Authorization Profiles:
SGA Security Group:
Authentication Protocol : EAP-FAST(EAP-MSCHAPWZ)

3 doo|lE

B2 M2 DEI2 ISENA 7|2 HI0O|IEHE 47| 25l A}Q-EIEH 017|0l= SGT 1% 2! 0|E0| £ &
ZElL|ct i3 e EM0| e Ml 7HX| RADIUS 2% gl &0 E A|gfL|Ct.

| @O AR ALR|%|0lA CTSServerlist O|& 8 = AIELICH & HM SGTE= Y S =01 CH
St MEAIE S #4415t OFX|2 SGTE E|12F O|&0| Y= ZE SGTE FAIELICH



No. |Source Destination | Prutocall Length | Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request(1l) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=389)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
410.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.66.109 RADIUS 396 Access-Accept(2) (1d=168, 1=368)

RUthenticator: DIb/ZC4290e05934 170643 15eeubaduc
[This i i ! = i 5]
[Time from request: 0.008000000 seconds]
= Attribute Value Pairs
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
AVP: 1=50 t=Class(25): 434143533a30613330343238313030303031343033353143, ..
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
AVP: 1=18 t=Message-Authenticator(80): ac8e7b6f0d59da776fodbflffaddbafl
AVP: 1=39 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=33 t=Cisco-AVPair(l): cts:security-group-table=0001-5
= AVP: 1=46 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=40 t=Cisco-AVPair(l): cts:security-group-info=0-0-00-Unknown
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=ffff-0-00-ANY
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=2-0-00-VLAN1®
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=3-0-00-VLAN20

jq = w v w

017|M 7|2 SGT 0, ffff L 27H2| A Xt A o| Ef 27} EAIEILICH SGT Ef1 22| 0|2 VLAN100|
1 SGT Ef{1 39| 0|2 VLAN20Q]LIC}.

21 2 E RADIUS 2%ol= PAC Z2H|X{'H2| Z1} 2 cts-pac-opaque?} & ELIC}.



No. |Source Destination Protocol| Length| Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request (1) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=309)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
4106.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.606.109 RADIUS 396 Access-Accept(2) (id=168, 1=368)

¢ Raw packet data
b Internet Protocol Yersion 4, Src: 10.48.66.109 (160.48.66.109), Dst: 10.48.66.129
v User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
« Radius Protocol
Code: Access-Request (1)
Packet identifier: 0xa6 (166)
Length: 319
Authenticator: 60a2c@dbab563d6adfdb44910f646d%e
[The response to this request is in frame 2]
= Attribute Value Pairs
= AVP: 1=203 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=197 t=Cisco-AVPair(l): cts-pac-opaque=\000\002\000\2604000%003\000%\0
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=28 t=Cisco-AVPair(l): cts-environment-data=3750X
AVP: 1=18 t=User-Password(2): Encrypted
AVP: 1=6 t=Service-Type(6): Dialout-Framed-User(5)
AVP: 1=6 t=NAS-IP-Address(4): 10.48.66.109
AVP: 1=18 t=Message-Authenticator(80): al6f5aea9aflcb47abb8do6d229eecec?

4

L A - 4

3750X0 M= M| 7HX| RADIUS S& 250l CHet CIH 2t Y S5, S5 MEAIE, 5 SGT-
inside S5 & & Qlslof &L|Ct.

bsns- 3750- 5#debug cts environment-data all

*Mar 1 10: 05:07.454: CTS env-dataé&col on; cl eanup ntast SGT table

*Mar 1 10: 05:18.057: CTS env-data&col on; Force environnent-data refresh
*Mar 1 10: 05:18.057: CTS env-data&col on; downl oad transport-type =
CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18. 057: cts_env_data START: during state env_data_conpl ete,
got event O(env_data_request)

*Mar 1 10:05:18.057: @@ cts_env_data START:. env_data_conplete ->
env_data_waiting_rsp

*Mar 1 10:05:18.057: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE
*Mar 1 10: 05:18.057: env_data_request_action: state = WAl TI NG_RESPONSE

*Mar 1 10:05:18.057: cts_env_data_is_conplete: FALSE, req(x0), rec(x0),
expect (x81), conpl etel(x85), conplete2(xB5), conplete3(x28B5)

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)Private group appears DEAD,
attenpt public group

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)AAA req(x7C3DF10)

*Mar 1 10: 05:18.057: cts_aaa_attr_add: AAA req(0x7C3DF10)

*Mar 1 10:05:18.057: user nane = #CTSREQUEST#

*Mar 1 10: 05:18. 057: cts-environnent-data = 3750X

*Mar 1 10: 05:18.057: cts_aaa_req_send: AAA req(0x7C3DF10) successfully sent to AAA

*Mar 1 10: 05:18.083: cts_aaa_call back: (CTS env-data)AAA req(0x7C3DF10)
response success



*Mar 1 10: 05:18.083: AAA attr: Unknown type (447).

*Mar 1 10: 05:18.083: AAA attr: Unknown type (220).

*Mar 1 10: 05:18.083: AAA attr: Unknown type (275).

*Mar 1 10:05:18. 083: AAA attr: server-list = CTSServerList1-0001.
*Mar 1 10:05:18. 083: AAA attr: security-group-tag = 0000- 00.

*Mar 1 10: 05:18.083: AAA attr: environment-data-expiry = 86400.
*Mar 1 10: 05:18.083: AAA attr: security-group-table = 0001-5.

*Mar 1 10: 05:18.083: CTS env-data&col on; Receiving AAA attributes
CTS_AAA SLI ST
slist name(CTSServerListl) received in 1lst Access-Accept
slist name(CTSServerlListl) created
CTS_AAA SECURI TY_GROUP_TAG - SGTI = uni cast - unknown- 00
CTS_AAA_ENVI RONVENT_DATA_EXPI RY = 86400.
CTS_AAA_SGT_NAME LI ST
tabl e(0001) received in 1st Access-Accept
ol d name(), gen()
new nane(0001), gen(50)
CTS_AAA DATA_END
*Mar 1 10: 05:18.083: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.083: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.083: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.083: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.083: cts_env_data_is_conplete: FALSE, req(x1089), rec(xC83),
expect (x28B5), conpl et el(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10: 05:18.083: cts_env_data ASSESSI NG during state env_data_assessing,
got event 3(env_data_i nconplete)
*Mar 1 10: 05:18.083: @@ cts_env_data ASSESSI NG env_data_assessing ->
env_dat a_wai ting_rsp
*Mar 1 10:05:18.083: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE
*Mar 1 10: 05:18.083: env_data_request_action: state = WAl TI NG_RESPONSE
*Mar 1 10:05:18.083: cts_env_data_is_conplete: FALSE, req(x1089), rec(xC83),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10: 05:18.083: cts_aaa_req_setup: (CTS env-data)Private group appears DEAD,
attenpt public group

*Mar 1 10:05:18.083: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.083: cts_aaa_req_setup: (CTS env-data)AAA req(x792FFDO)

*Mar 1 10:05:18.083: cts_aaa_attr_add: AAA req(0x792FFDO)

*Mar 1 10:05:18.091: user nane = #CTSREQUEST#

*Mar 1 10:05:18.091: cts-server-list = CTSServerlListl

*Mar 1 10:05:18.091: cts_aaa_req_send: AAA req(0x792FFD0) successfully sent to AAA

*Mar 1 10: 05:18.099: cts_aaa_cal |l back: (CTS env-data) AAA req(0x792FFDO)
response success
*Mar 1 10: 05:18.099: AAA attr: Unknown type (447).
*Mar 1 10: 05:18.099: AAA attr: Unknown type (220).
*Mar 1 10: 05:18.099: AAA attr: Unknown type (275).
*Mar 1 10:05:18.099: AAA attr: server-list = CTSServerList1-0001.
*Mar 1 10:05:18.099: AAA attr: server = c40al5a339286ceac28a50dbbac59784:
10. 48. 66. 129: 1812.
*Mar 1 10: 05:18.099: CTS env-data&col on; Receiving AAA attributes

CTS_AAA SLI ST

2nd Access-Accept slist name (CTSServerListl), gen(0001)
CTS_AAA_SERVERS
server (c40al5a339286ceac28a50dbbac59784: 10. 48. 66. 129: 1812) added

CTS_AAA DATA _END
*Mar 1 10: 05:18.099: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.099: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.099: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.099: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.099: cts_env_data_is_conplete: FALSE, req(x108D), rec(xC87),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)



*Mar 1 10: 05:18.099: cts_env_data ASSESSI NG during state env_data_assessing,
got event 3(env_data_i nconplete)

*Mar 1 10:05:18.099: @@ cts_env_data ASSESSI NG env_data_assessing ->
env_data_wai ting_rsp

*Mar 1 10:05:18.099: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE

*Mar 1 10: 05:18.099: env_data_request_action: state = WAl TI NG_RESPONSE

*Mar 1 10:05:18.099: cts_env_data_is_conplete: FALSE, req(x108D), rec(xC87),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)

*Mar 1 10:05:18.099: cts_aaa_req_setup: (CTS env-data)Using private server group

*Mar 1 10:05:18.099: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.099: cts_aaa_req_setup: (CTS env-data)AAA req(x7A6C4AAC)

*Mar 1 10:05:18.099: cts_aaa_attr_add: AAA req(0x7A6CAAC)

*Mar 1 10:05:18. 099: user nane = #CTSREQUEST#

*Mar 1 10: 05:18.099: cts-security-group-table = 0001

*Mar 1 10: 05:18.099: cts_aaa_req_send: AAA req(O0x7A6C4AAC) successfully sent to AAA

*Mar 1 10: 05:18.108: cts_aaa_cal |l back: (CTS env-data) AAA req(0x7A6CAAC)
response success
*Mar 1 10: 05:18.108: AAA attr: Unknown type (447).

*Mar 1 10: 05:18.108: AAA attr: Unknown type (220).

*Mar 1 10: 05:18.108: AAA attr: Unknown type (275).

*Mar 1 10: 05:18.108: AAA attr: security-group-table = 0001-5.

*Mar 1 10: 05:18.108: AAA attr: security-group-info = 0-0-00-Unknown.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = ffff-0-00-ANY.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = 2-0-00-VLANLO.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = 3-0-00- VLAN20.

*Mar 1 10: 05:18.108: CTS env-data&col on; Receiving AAA attributes
CTS_AAA_SGT_NAME_LI ST
tabl e(0001) received in 2nd Access- Accept
ol d name(0001), gen(50)
new nane(0001), gen(50)
CTS_AAA SGT_ NAME_INBOUND - SGT = unicast-unknown-00
flag (128) server name (Unknown) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT NAME INBOUND - SGT = unicast-default-00
flag (128) server name (ANY) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT NAME_INBOUND - SGT = 2-00
flag (128) server name (VLAN10) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT_NAME_INBOUND - SGT = 3-00
flag (128) server name (VLAN20) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME_ENTRY on
CTS_AAA_DATA_END
*Mar 1 10: 05:18.108: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.108: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.108: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.108: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.116: cts_env_data_is_conplete: TRUE, req(x2085), rec(x2C87),
expect (x81), conpl etel(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10:05:18. 116: cts_env_data ASSESSI NG during state env_data_assessing,
got event 4(env_data_conpl ete)
*Mar 1 10:05:18.116: @@@cts_env_data ASSESSI NG env_data_assessing ->
env_data_conpl ete
*Mar 1 10:05:18.116: env_data_conplete_enter: state = COWLETE
*Mar 1 10:05:18.116: env_data_install _action: state = COWLETE

M NME 1



MM ME DES AR BE X|HELICH Ol &d Yaelo|=eF HIxELICt ol BEr&3l
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AQAXIM 712 S5 Lol ZE ACLE HEELICH O™ ChS #[4A AER7F oL HLE EXHEHK] &
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CHE2 ICMP-20 ACLE ¥ mie| S oLt
No. ISnurce |Destinatinn |Pmtc:-cnl|Lengl:h|lnfn
310.48.66.109 10.48.66.129 RADIUS 375 Access-Request (1) (id=31, 1=347)

4 10, 48.66.129 10.48.66.109 RADIUS 235 Access-Accept(2) (id=31, 1=207)

510.48.66.109 10.48.66.129 RADIUS 390 Access-Request(1l) (id=32, 1=362)
1]
b Frame 4: 235 bytes on wire (1880 bits), 235 bytes captured (1880 bits)
* Raw packet data
¢ Internet Protocol VYersion 4, Src: 10.48.66.129 (10.48.66.129), Dst: 10.48.66.109
b User Datagram Protocol, Src Port: radius (1812), Dst Port: sightline (1645)
= Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x1f (31)
Length: 2087
Authenticator: 75c¢1a287476bb50b917480b9%41eeldll
[Time from request: 0.008000000 seconds]
= Attribute VYalue Pairs
P AVP: 1=14 t=User-Name(l): #CTSREQUEST#
FOAVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
FAYP: 1=50 t=Class(25): 434143533a30613330343238313030303031343042353143. ..
P AVP: 1=6 t=Termination-Action(29): RADIUS-Request(l)
b AVP: 1=18 t=Message-Authenticator(80): ebacc40303fc804ee71b587818c2f330
= AVP: 1=24 t=Vendor-Specific(26) v=Cisco(9)
» ¥SA: 1=18 t=Cisco-AVPair(l): cts:rbacl=ICHNP-2
= AVP: 1=35 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=29 t=Cisco-AVPair(l): cts:rbacl-ace#l=permit icmp

e ACLE M E35l2{™ cts A& 7|HF A|&S T2 d5HoF B LICH.
CIHZ 2 HE AL 0| U=X| 042 E LIEFHALICHAMICH ID 7|E). 0] B9 ERE B2 o/ WM
M7AHstD M g X" = 2 eutr o{7|oE ASIC ZZ2 121 (3+ fllo{ x|#)ol Z&ELct

bsns- 3750- 5#debug cts all

Mar 30 02:39:37.151: CTS authz entry: peer(Unknown-2) Receiving AAA attributes

rcv rbacl list: flags: req(81)rcv(0)wait (80)prev(0)install (880)
- SGT = 2-01:VLAN10
- SGT = 2-01:VLAN10

current arg_cnt=8, expected_num args=11

3rd Access-Accept rbacl received name(l CMP), gen(20)

recei ved_pol i cyp- >sgt (2- 01: VLAN10)

exi sting sgt_policy(73FFDB4) sgt(2-01: VLANLO)

RBACL name (ICMP-20)f| ag(40000000) already exists

acl _|istp(740266C) ol d_acl _i nfop(0), exist_rbacl _type(0)
CTS_AAA_AUTHORI ZATI ON_EXPI RY = 86400.



CTS_AAA DATA_END

Mar 30 02:39:37.176: cts_authz_entry_conpl ete_action: Policy download complete -
peer (Unknown-2) SGT(2-01:VLAN10) status(RBACL-POLICY SUCCEEDED)

Mar 30 02:39:37.176: cts_authz_rbacl _uninstall _cb:

Mar 30 02:39:37.176: uninstall cb_ctx:

Mar 30 02:39:37.176: sessi on_hdl = F1000003

Mar 30 02:39:37.176: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39:37.176: i p_version = 1PV6

Mar 30 02: 39:37.176: src-or-dst = BOTH

Mar 30 02:39:37.176: wait_rbminstall _ip_ver(0)

Mar 30 02:39:37.176: wai t _rbm uninstall _i p_ver (C0000000)

Mar 30 02:39:37.176: cts_authz_rbacl _uninstall _cb:

Mar 30 02:39:37.176: uninstall cb_ctx:

Mar 30 02:39:37.176: sessi on_hdl = F1000003

Mar 30 02:39:37.176: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39:37.176: i p_version = 1PV4

Mar 30 02: 39:37.176: src-or-dst = BOTH

Mar 30 02:39: 37.176: wait_rbminstall _ip_ver(0)

Mar 30 02:39:37.176: wai t _rbm uninstall _i p_ver (40000000)

Mar 30 02:39:37.210: install cb_ctx:

Mar 30 02:39: 37.210: sessi on_hdl F1000003

Mar 30 02:39: 37.210: sgt_policyp = 73FFDB4, sgt=(2-01: VLAN1O), magi c( BABECABB)
Mar 30 02:39: 37.210: i p_version = 1PV6

Mar 30 02: 39: 37. 210: src-or-dst = SRC

Mar 30 02:39: 37.210: wait _rbm.install _ip_ver(C0000000)

Mar 30 02:39: 37.210: wai t _rbmuninstall _ip_ver(0)

Mar 30 02:39:37.210: cts_authz_rbacl _install _cb: Waiting for nore RBM cal | back
for remaining I P version(40000000) RBACL policy(73FFDB4) for SGI(2-01: VLAN1O)
flag(41400001)

Mar 30 02:39:37.210: cts_authz_rbacl _install _cb:

Mar 30 02:39:37.210: install cb_ctx:

Mar 30 02:39: 37.210: sessi on_hdl F1000003

Mar 30 02:39: 37.210: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39: 37.210: i p_version = 1PV4

Mar 30 02: 39:37. 210: src-or-dst = SRC

Mar 30 02:39: 37.210: wait _rbm.install _ip_ver(40000000)

Mar 30 02:39: 37.210: wai t _rbmuninstall _ip_ver(0)

Mar 30 02: 39: 37.210: cts_authz_rbacl_install cb: Program RBACL policy(73FFDB4)
for SGT(2-01:VLAN10) flag(41400001) success

SXP Exchange

SXP YO|0|E= C[HIO|AQ| IP =4 E 3= IP CIHO|A =X I =0f of3H EE|7-|5'L—|EF JH o
S AO|Io|EE T& 57| 28 SMPP(Short Message Peer-to-Peer) Z2EZ2 S AFSEFLICH
BGP(Border Gateway Protocol)2t & &t 2150{ TCP &4 198 AS&LIC. SMPP H 0|2

2 5 3t | K| E’I%L—IEP Wireshark= SMPP HO|2=0i Mgt C|ZHE #4F 1T UX| £X[EH O °F
oA OIO|EE &lH &2 = U&LICH



Ho. | Source Destination Protocol| Length| Infe

J99% = SB15 y Ackml4753081901 Winm327638 Le

192 16E.7.18 182.144.1. TCR T4 50154 = H4899 [ACK]| Seq=14T5381981 Ack=2R02T375980 Win=4128 1 on=0

1.1
A L4E, LGS, 1.1 182, 163.1,1 SAPP 9d SMIM Bind_receiver[Malforned 'acket]
5 19%, 168,1.1 162,164,108 TCP T4 64990 = BR154 [ACK] Seqe2E92737598 Acks1475381917 Wine32768 Lansd
G192, 16E. 1.1 192.168.1. 18 SHFPP i SHPP Eind Cranamilter[Hal forned Packel |
CABE. L. 19 1. sAPP 143 SHI'T Query_sm
1

8192, 168.1.1 192.168, 1. 08 TCP T4 64990 = 58154 [ACK] Seq=269273706014 Acks147538199]1 Win=22768 Lensd

=

FAntemet Protocol Yersion 4, Smod 192, 168, 1.10 (192, 168,.1.148], Dst: 1%, 168.1.1 (1%2,168.1.1)

b Transmission Control Protocol, Src Pert: 58154 (58154, Dst Port: 64999 (64999), Seq: 1475381917, Ack: 2692737614, Len: 74
- Shart Message Peor bo Pesr, Command: Query sm, Soq

Length: 74

Operabion: Query sm (BxAOOBEART)

S s e 14
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bsns- 3750- 5#debug cts sxp message
bsns- 3750- 5#debug cts sxp internal
bsns- 3750- 5#debug cts sxp conn
bsns- 3750- 5#debug cts sxp mdb
bsns- 3750- 5#debug cts sxp error

Apr 7 00:39:06.874: CTS- SXP- CONN: sxp_process_nessage_event = CTS_SXPMSG_REQUEST
Apr 7 00:39:06. 874: CTS- SXP- CONN: sxp_process_request CTS_SXPMSG_REQ CONN_NVGEN
Apr 7 00:39:06.874: CTS- SXP- CONN: cts_get _next_sxpconn_cli

Apr 7 00:39:06.874: CTS- SXP- CONN: cts_get _next_sxpconn_cli

Apr 7 00:39:06.874: CTS-SXP-1NTNL: sxp_process_request bool ean set

Apr 7 00:39:06.874: CTS-SXP-1 NTNL: sxp_send_request set bool ean after

Apr 7 00:40:05.418: CTS-SXP-CONN:is_cts_sxp_rf_active

Apr 7 00:40:05.418: CTS- SXP- MDB: sxp_export _i psgt_change 192.168.1.200/32 add 1
ASA0] siiEst= ClHZ 2 Ch33t Z &Lt

bsns-asa5510- 17# debug cts sxp all

Y%ASA- 7- 776018: CTS SXP. Binding 192.168.1.200->2:VLAN10 from peer 192.168.1.10
(instance 1) added in SXP database.

%ASA- 7- 776019: CTS SXP: Binding 192. 168. 1. 200- >2: VLAN10 added. Update bi ndi ng
manager .

YASA- 6- 776251: CTS SGT- MAP: Bi ndi ng 192. 168. 1. 200- >2: VLAN10O from SXP added to
bi ndi ng manager.

%ASA- 7- 776014: CTS SXP: SXP received binding forwardi ng request (add) binding
192. 168. 1. 200- >2: VLAN1O.
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bsns-asab5510- 17# debug cts condition level detail
debug cts condition level detail is enable
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bsns-asa5510-l7# debug cts sgt-map
HOt JE9|ACL2 IP A EE= AFEXF DS HE S| SUsHA 25 ELIcH 20 8
1T MEE ACLL g=st &F0| EAIELICH
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bsns- asab510- 17# packet-tracer input inside icmp 192.168.2.200 8 0 192.168.1.200
detailed
<out put onmitted>

Phase: 2
Type: ACCESS-LIST
Subt ype: | og
Result: ALLOW
Config:
access-group inside in interface inside
access-list inside extended permit icmp security-group tag 3 any security-group
name VLAN10 any
Addi tional Information:
Forward Fl ow based | ookup yields rule:
in id=0Oxaaf2ae80, priority=13, domai n=pernmit, deny=false
hi t s=185, user_dat a=Oxaa2f 5040, cs_i d=0x0, use_real _addr, flags=0x0
protocol =
src ip/id=0.0.0.0, mask=0.0.0.0, icnmp-type=0, tag=3:VLAN20
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=2:VLAN10, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

<out put onmitted>
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