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@ Add Identity Certificate | .

Trustpoint Mame: ASDM_TrustPoint2

Decryption Passphrase:

File to Impart From:

I Add a new identity certificate:

Key Pair: zDefault-R54+Key = Shaw...

i

Certificate Subject DM:  |CH=A5A Select. ..
Generate self-signed certificate

&ct as local certificate authority and issue dynamic certificates to TLSProxy

Advanced

Enable CA flag in basic constraints extension

[ Add Certificate ][ Cancel ][ Help

@ Import the identity certificate from a file (PKCS512 format with Certificate(s) +Private Key):

| | LSt & BRI

b

CLI:

ASA(config)# crypto ca import TrustPoint-name pkcsl2 "password"

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

M 1 JUQ BAz CCCRc GCSqGSI h3DQEHAaCCCQgEggk EM | JADCCBf 8GCSqGSI b3DQEH
BgCCBf AwggXsAgEAM | F5QYJKoZIl hve NAQe BMBWGC qGSI b3DQEMAQYWDgQ 8F3N
+vkvj UgCAggAg! | FuHFr VeenVf | Nv3sBByB/ yZswhELY5KpeALbXhf r FDpLNncAB
z3xM g6JkLYR6Fag1lKj Shg+o4gkDh8r 9y9GQpaBt 8x30z00JJx SAaf mI'wDOECS/
7mHsaKMbao+pv2LgKTWh0O7No4Yex 75Y5s ChyuQGPhLJIRdi onbi 1s1i oe4Dpl x1b

--- output omited ---

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

M 1 JUQ BAz CCCRc GCSqGSI h3DQEHAaCCCQgEggk EM | JADCCBf 8GCSqGSI b3DQEH
BgCCBf AwggXsAgEAM | F5QYJKoZIl hve NAQe BMBWGC qGSI b3DQEMAQYWDgQ 8F3N
+vkvj UgCAggAgl | FuHFr VeenVf | Nv3sBByB/ yZswhELY5KpeALbXhf r FDpLNnc AB
z3xM g6JkLYR6Fag1Kj Shg+o4gkDh8r 9y9GQpaBt 8x30z00JJx SAaf mI'wDOECS/
7mHsaKMbao+pv2LgKTWh0O7No4Yex 75Y5s ChyuQGPhLJIRdi onbi 1s1i oe4Dpl x1b

qui t



INFO I nport PKCS12 operation conpleted successfully

SM2- XA HE QB MHE M8 LIC} Configuration > Firewall > Advanced > Certificate

Management > Identity Certificates > Add& ME{EFLICt.Add a new identity certificate 2tC|2
HE & Z2I8LICH Generate self-signed certificate & Q18t& MEfEFLICI ASAL| =MHQI 0|2

1} 2 x|5HE CN(Common Name)2 MEHEHL|C}

Add Identity Certificate |

Trustpoint Mame: ASDM_TrustPointl
("1 Import the identity certificate from a file (PKIC512 format with Certificate(s) +Private Key):

Decryption Passphrase:

m
[}
Lo
(g

File to Import From:

@ Add a new identity certificate:

Key Pair: :*:DEfELJH:—F'.SA-KE}'} v[ Show... ] [ Mew. ..

Certificate Subject DN: | CN=ASA

Generate self-signed certificate

[ ] Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced..

Enable CA flag in basic constraints extension

’ Add Certificate H Cancel H Help ]
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.
[Ey Add Key Pair | = |

i — - -

Key Type: () RSA @ ECD5A

Mame: 1 Use default key pair name
@ Enter new key pair name: |ECDSA_KEYPAIR

Size: :354 -

Generate Mow | | Cancel | | Help

5 ACLI:

ASA(confi g)# crypto key generate ecdsa label ECDSA_KEYPAIR noconfirm

ASA(config)# crypto ca trustpoint TrustPointl
ASA(config-ca-trustpoint)# revocation-check none
ASA(config-ca-trustpoint)# id-usage ssl-ipsec
ASA(config-ca-trustpoint)# no fgdn
ASA(config-ca-trustpoi nt)# subject-name CN=ASA
ASA(config-ca-trustpoint)# enrollment self
ASA(config-ca-trustpoi nt)# keypair ECDSA_KEYPAIR
ASA(config-ca-trustpoint)# exit

ASA(config)# crypto ca enroll TrustPointl noconfirm

2. WebVPN Q124 & XN35t= Ol A8 E QB AME MEHELICH Configuration > Remote Access
VPN > Advanced > SSL Settings& M= &L|C} Certificates(21 5 M) M0l 2/F 2IE{H O]
A0f CHsl Hete B Mt IZAE AE X|He MEgLct 8 s S= gt

Select SSL Certificate e

Specify enrolled trustpoints to be used for S5L authentication and VPN load balancing on the outside
interface. To enroll a trustpaint, go to Device Management > Certificate Management = Identity

Certificates.

Interface: outside

Primary Enrolled Certificate: :ASDM_TFLIEﬂ:'DiI'ItE:D=CiEED, ou=TAC, cn=asa.csco.Ccom... w
Load Balancing Enrolled Certificate: :-- Mone -- -

(4 | | Cancel | | Help

L=
S8 CLI T4:
ASA(config)# ssl trust-point

3. (MEH4 ALE) DNS(Domain Name Server) Z 2|2 & 45} 8HLICH WebVPN MEH{E EE2I0|HE



HEE et ZEA| J 2 BLICLOl= ASAT7L 2EI0|HMEE CHAlstod 2[4 A0 CHE AES
G E o|0lELIct 20U ETH IRl 0|& 2 AL dtE ElaAol AZAsoF ot R

ASAE DNS = 3|8 &sloF & L|C} Configuration(Z1I| 2184 0|44) > Remote Access VPN(¥
74 A M|A VPN) > DNSE MEfgfL|ct stLt 0]AM o] DNS MHHE T 445t DNS MHE HstE
QIE{H| 0| A0{| A DNS = 3|2 &Ad5letL|ct

Configuration > Remote Access VPN > DNS

specify how to resolve DNS requests,

DN5S Setup
@ Configure one DNS server groug () Configure multiple DNS server groups
Primary DMS Server: 10,11,.12,101

Secondary Servers:

+

Domain Mame: CiSCo.Com
DMS Lookup
To configure DS, enable DMS lookup on at least ane interface.
Interface DMS Enabled
outside False
DMS Guard

This function enforces one DMS response per guery. If DMS inspection is configured, this option is ignored on that interface.

["] Enable DNS Guard on all interfaces.

CLI:

ASA(config)# dns domain-lookup inside
ASA(config)# dns server-group DefaultDNS
ASA( confi g-dns-server-group)# name-server 10.11.12.101

. (MEH AFE) WEBVPN @122 28t I8 EAME dMELICH Configuration(T4d) > Remote
Access VPN(#Z4 HA|A VPN) > Clientless SSL VPN Access(ZCHO|HEE|A SSL VPN Y
HMI2) > Group Policies(& &%) > Add Internal Group Policy(LH5¥ 18 H& &7h)E MEigt
LICH.General Options( gt & M)A Tuneling Protocols(E{2 & ZZE &) L2 "Clientless
SSL VPN"© 2 8448t



[53 Add Interal Group Policy
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CLI:

ASA(confi g)# group-policy WEBVPN_Group_Policy internal
ASA(confi g)# group-policy WEBVPN_Group_Policy attributes
ASA( confi g-group-policy)# vpn-tunnel-protocol ssl-clientless

L4 Z 20 g F B LICH ASDMO| A Configuration(74J) > Remote Access VPN(® 4 ¢
HM|A VPN) > Clientless SSL VPN Access(&2tO|HE2|A SSL VPN 24 A|A) > Connection
Profiles(91d T2} )& ME4FLICTH

o474 m=mlel 9l 7= K=o EH%F Hes=
94-HAA =W OF HM G AMSKE FZFAALIIEXHSE WebVPN

Cisco ASA Series VPN CLI Z11|2d8|0|M 710|E
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C.9.4 - 7fH AEXo] CHEt &4
&5t 1 Default Group Policy(7 &
Ct

(=)
2
=

788 x4 A2 .Default WEBVPNGroup
a& =) ofefoll A WEBVPN_Group_Policy &

:EJ Edit Clientless S5L VPN Connection Profile: DefaultWEBVPNGroup

[ Name: DefaultWEBVPNGroup
[} Advanced
Aliases:
duthentication
Method: @ AAA () Certificate
ABA Server Group: LoCAL

DMS
Server Group: DefaultDNS
" Servers:

Domain Mame: | cisco.com

Default Group Palicy

Group Policy: WEBVPN_Group _Polcy

") Both

Usze LOCAL if Server Group fals

{Following fields are atirbutes of the DS server group selected abave. )
10,21,22.101

" {Following field is an attnbute of the group policy selected above.) "
[#] Enable dientiess 551 VPN protocol

Fird: @ rext @ Previous

ok || cancel

| [ Hep

.

CLI:

ASA(confi g)# tunnel-group DefaultWEBVPNGroup general-attributes
ASA( confi g-tunnel -general )# default-group-policy WEBVPN_Group_Policy

6. 2|5 QIE{mH| 0| A0 A WebVPNE & J3}6t21H Configuration(T*4d) > Remote Access
VPN(¥E A& VPN) > Clientless SSL VPN Access(ZCHO|HEE|A SSL VPN HA|A) >

Connection Profiles(¢1d T2} )& ME{EfL|CH 2|5 QIE{HH O|A Fof

Access(AI2 518) 2ol M= ELICt

U= Allow
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Access Interfaces

Enable interfaces for dientless 551 WPN access,

Interface Allow Access

outside [ Device Certificate ... l
inside M

[ Port Setting ... l

Bypass interface access lists for inbound YPM sessions

Access lists from group policy and user policy always apply to the traffic.

CLI:
ASA(confi g)# webvpn
ASA(confi g-webvpn)# enable outside

7. (MEH ALE) 2EIX0f CHE MZ D& HELCHS 03 E AFSSHH URLE 746K 2t E LY
B EZ|AAE g7 HAE = J&LIThS0t3 E 445i24™ Configuration(T4d) > Remote
Access VPN(#Z HAM|A VPN) > Clientless SSL VPN Access(Z2H0|HE2|A SSL VPN
HMIA) > Portal(Z &) > Bookmarks(2Z II|) > Add(F7H)E MEIFLICH

i 4,
[y Add Bookmark List L =
Bookmark List Mame: MyBookmarks
Bookmark Title URL | Add |
Move Up
Find: (2) () [7]Match Case
| K | | Cancel | | Help




Sackmark Tike: |Examale bockmal

LRL: :hl‘t.l 1-::.l'|' LT - N ] J,.-l Assilan., |

“reload “age [pbonall
Fraloac URL: :hm -r: Hil

Vil Time: [s=comds)

Other Setiings (Optional)
Subtithe:

T TR T

|| Place iz bookrark on the VPN hame pace

| Enalle Smart Tunnel

Advarced Options

[ [[ con || e |

W
!
0

CLI:CLIE &3 =0t MYdte A XML U2 MYE|2 2 27tsE Lot

8. (MEH AL 5 & Yol MZ I|E &Y & LICt Configuration(7+4d) > Remote Access
VPN(¥ZA 2MA VPN) > Clientless SSL VPN Access(Z2H0IHE E|A SSL VPN AA) >
Group Policies(2& &) > Edit(FZ]) > Portal(Z &) > Bookmark List(HZ I| S8)8 M=E
L{ct

I
0>|



ﬁ Edit Intemal Group Policy: D#GrpPolicy I. g |
pend Soukmark List My _Buckmarks v | Manege..,
0 - More Dptions LRL Entry: @ Enable () Dizaie i
Fie Aroess Control
Fike S=rver Enbry: & Enable () Disable
Fibx S=rver Brovesing: @ Enable () Disable
vhdden Share Access: | Enaale @0 Desbis
Fort Fowarding Control
Part Forveanding List: —bonz - - Manage...
Aurte Applet Dosvnioad
Applet Mame: Application Acoesa
Emarl Turmel
Pbvearrks -
Semark Tunnel Palicy: Manage...
Tunnel Option: | Use tunred for &l metwork. raffic -
S Tunnel Applicalion:  —BNang -— - Manage.., |
:l Smeart Tunnel al Applicabions (This feabure orly works vith Windoves: platforms)
] st Stark
duito Sign-on Server: .—M:ne - - Manage.
vindaws Domain Mame {(opsonal):
furto sgreom works orly with Internes Explorer on Windows dient or in Frefox on any platform.
Actress Reday
fctivel Relay: il Ensble (7 Disable
IMors Options %
Eird: et P revas
[ ox || cocel || Hep

ASA(confi g)# group-policy DfltGrpPolicy attributes
ASA(confi g-group-policy)# webvpn
ASA(confi g- group-webvpn) # url-list value My Bookmarks

CtES &l

WebVPNO| A E|H 2 2L X0l A hitps://<ASAS] FQDN> FAE AL fLICH.



.
:Iy Login

Please enter your username and password.

USERNAME:
PASSWORD:

Login

__:If) nEp "'h"'l - Browse

'|\I Haoms -y | Wiel Dockimanks
s izt welesils

Q Web Applications =

l-::J Browse Metwarks

= e e
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ASDMOi| A Monitoring > Logging > Real-time Log Viewer > ViewE® ME{EL|CH E2I0|HE T}
ASAO| HAZAE|H TLS MM M, O& M e ALEXto| 83Xl 150 RolstAAIL.



Device completed S5L handshake with dient outside: 10,229, 20, 7751307 to 10.48.55, 179443 for TL5v 1.2 session

Device completed 551 handshake with dient outside: 10,229, 20, 7761306 to 10,483,566, 179/443 for TLSv 1.2 session

551 dient outside: 10, 229,20, 77/6 1307 to 10.45,66. 179443 request to resume previous session

Startimg 551 handshake with dient outside: 10,229, 20, 77751307 to 10, 498.66. 179/443 for TLS session

551 dient oukside: 10, 229,20, 77/8 1306 to 10,45,66. 179/443 request to resums previous session

Startmg 551 handshake with cient outside: 10, 229,20, 77761306 to 10.48.66. 179443 for TLS seszion

Built inbound TCP connection 107 for outside: 10,229, 20, 7761307 (10,229, 20, 77/6 1307) to identity: 10, 48,66, 179443 {10.48.55, 179/443)
Built inbound TCP connection 106 for outside: 10,229, 20, 77/6 1306 (10,229, 20, 77/61306) to identity: 10,48.66, 1729/443 (10,448,585, 179/443)
Group <WEBVPN_Group_Policy = User <admin= [P <10.229,20, 77> Authentication: successful, Session Type: WebWPN,

Device selects trust-point ASA-self-sioned for dient outside: 10,229, 20.77/53047 to 10.43.66, 179/443

Group <WEBVPM_Group_Policy = Liser <admin > 1P <10.229, 20, 77 = WebVPN session started.

DaP: User admin, Addr 10,229, 20. 77, Connection Clientless: The folowing DAR records were selected for ths connecton: DfitAccessPoboy
Al fransaction status ACCEPT @ user = admin

AAA retrieved default group policy (WEBVPM_Group Palicy) for user = admin

AAA user authentication Successful ; local database ; user = admin

Device completed S5L handshake with clisnt outside: 10,229, 20, 77061304 1o 10.43.66, 179)443 for TLSv 1. 2 ses50n

Device completed S5L handshake with dient eutside: 10, 229, 20. 776 1303 o 10.48.66. 173/443 for TL5v 1, 2 session

CLI:

ASA(confi g)# logging buffered debugging
ASA(confi g)# show logging

ASDMO| A Monitoring > VPN > VPN Statistics > Sessions > Filter by:(ZE{™ 7|&:22l0|HEE|&
SSL VPN.M WebVPN M442 3t&LICHWebVPN ZEIE MEYS T Filter(ZE)E E&|ELICH 2R
7t M5t ZEI0|IE T fiste UIEQIT 2|AA0 BMAE 4= QIEE ASA CIHIO|AE UA|X
O 23|gLct. ol EMof LIYE 7 EHAHE HEF L

Fiter By: | Clientiess 551 VPN ~ |~ Al Sessons . | Filter
Usemame Group Policy Profoool Login Time Bytes Tx -
TP Address Cannsction Prafie Encryplion Curalion Eyhes Bx CerAuthInt  Cer AuthLeft
admin WEEVPH_Group_Policy  Qlisnbess 10:40:04 UTC Tue May 26 2015 B3991
10,225.20.77 DefaultWEBWPHGoup  Jientess: (1JAES12E CFvi02m: 50 166375

CLI:

ASA(confi g)# show vpn-sessiondb webvpn
Session Type: WebVPN

Usernane : admin Index : 3

Public 1P : 10.229.20.77

Protocol : dientless

Li cense : AnyConnect Prem um

Encryption : dientless: (1)AES128 Hashing : Cientless: (1)SHA256
Bytes Tx : 72214 Bytes Rx : 270241

G oup Policy : VWEBVPN Group_Policy Tunnel G oup : Defaul t WEBVPNG oup
Login Tine : 10:40: 04 UTC Tue May 26 2015

Duration : Oh: 05m 21s

Inactivity : Oh:00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess ID: 0al516010000300055644d84

Security Gp : none

2A #HEo MSEl= B

Output Interpreter = Z(SE E T ZHBF SHE)(OIT)E £ show BHE K| HELICHOITE A2 5104



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

& :debug BHE ALE5t7| Hof CIHT BZHof| CHet B2 HEE H XA,

. show webvpn - WebVPNI} 224 El show 0| BE & LICHshow B0l AL 2 XHAIS]
E 2{™ Cisco Security Appliancel| & & X MME2 FZSMAIL.
A o4

. debug webvpn - debug HHEZ ALESHH ASA| EHEMOI B2 0|1& = UELIC
.debug BHO| AL 2 XAIM|S| £24H Cisco Security Appliancel| 23 £ x MME &

ZSHEAIR.

el 2 A

ALERI7F 23018 4 Qg

2x

"ZEIO|HEZ|A(HEIRK]) SSL VPN HMAE HARE|X| t&LICH" HAIX| 7l 20 AT £ &
2t X0 LEEFE LICH AnyConnect Premium 2HO|MIA = ASAO A X|E[X| & % 74Lt "Premium

AnyConnect 2tO|MA 7L ASAN| M & A8t E|X| 2f S 1 20| AFS E|X| ef&LCH.

M

(M

>
u

n

il

P

H S AL 5104 Premium AnyConnect 2HO|MA S &A1& LIC}.

ASA(confi g)# webvpn
ASA(confi g-webvpn)# no anyconnect-essentials

S|

230! Auf & et X{0] "Login failed(2 12! AmH)" H|A|X|7} LEEFE LICHAnyConnect 2FO|4MIA
Mgte =asigL ot

&5

Z20{M ctE HAXIE Z&LCH

%ASA- 4- 716023: Group <Dflt G pPolicy> User <cisco> |P <192.168.1.100>
Session could not be established: session limt of 2 reached.

EEet EloldiA XMietE FHIgLICH

ASA(confi g)# show version | include Premium
AnyConnect Premi um Peers : 2 perpetual

=S|

23921 Alnll & E212X{0d "AnyConnect is not enabled on the VPN server(VPN AE{01| M
AnyConnect7} E’é>§|-E|I| o) HIAIX|7} LIEFL LICHZ22I0IIEEIA VPN Z2EE2 OE M
Mo M g5t x| et &L Ct


/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s7_72.html#wp1117240
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/d1_72.html#wp1762001

&5

ZI0|M & HAIXIE H&LTH

%ASA- 6- 716002: Group <Dflt G pPolicy> User <cisco> | P <192.168.1.100>
WebVPN session term nated: Client type not supported.

ZCIo|MER|A VPN Z2E Z0| Hst= 15 EHo s & &3t =[A=X] & elgfch

ASA(config)# show run all group-policy | include vpn-tunnel-protocol
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-clientless

3 0|4 WebVPN A2 XAHE ASAO 48 £ gl
25

37H2| WebVPN Z2t0|HE D ASAO]| @A &= Q&LICH U BHmi Ecto|AHEof Cist 30| Ay

oL
Cii 20l 72 Ol BAIE I8 A Lol S Al 2191 YD BHO| UALICHLASHE SAl 219
A8 S ud el o deig NS ELIL Ol ololal Siste 22 20011t

ASA(confi g)# group-policy Cisco attributes
ASA( confi g-group-policy)# vpn-simultaneous-logins 20

WebVPN EZI0|HE7 MZI|E +8 = ¢ 3[Mo = FEA|IFLCEH

A

AEX7F 20| EE|A VPNO| 2015 =S Sol3 & AR KT & SHH| M "Web
|.

Applications(® OHZ 2|7 0|4)" 7| /Mo Z E ALl A, AHEXI7} i S013 2 22/5t0{ EX
URLE O|SE == UES OlZ4&t HTTP 23 & oA EMsHE LI

&5M
TX{ ASA7} DNSE &35l &l AtO|EE &l &= U=X| & lsHof &L r O|lESZ ¢ AIO|E0]
ping2 AZ&LICHASAONIM O|§ 2 &QlE = gl 42 d3a7t 3|Mo MAIE'LIEP DNS M7}

[=]
HELI 2| Lol /= B2 DNS =HIQl =3 74l QIE{H|o|AE F T LICE.

WebVPNE &%t Citrix 44
=

F HIAIX| "ica 2ctO|HE T £4 E ica I 2 & A&GLICE" WebVPN2 &3l Citrix0ll CH3H 224



WebVPNZ2 35l Citrix 2120 Z9oF HO|EQJO|REE A5t B2 ICA IO &4 = £ 9l
LICLASAE O| 2t REot 58t E|Xx| gfoo 2 XY T E(H|E 9 Z =)0 A A ICA I} '% A
L|C}.

MBXHE 2 5 B 15 0| BRsx| A ot Uy
24
Zct0|HEE[A WebVPN ZE0| A CIFS 23.0f AMAstH MULIE 228 &= AHH 52 U™

=
stek= MIAIX|7F E AlE LICHLDAP(Lightweight Directory Access ProtocoI)E 2lAA ALK
VPN AlMofl 232151 7| 2|3l 0|0| LDAP Xt SHE QU=st AIEXRIE ZF E

ct.
g

Ol B2 XS A1 TS5 8 A E 4 UBLICLAS B0l S I8 M L WebVPN 54 ot 2o
Mohag AL

ASA(confi g)# group-policy WEBVPN Group_Policy attributes
ASA(confi g-group-policy)# webvpn
ASA(confi g- group-webvpn) # auto-signon allow uri cifs://X.X.X.X/* auth-type all

07| M x x x x=clFs MH{2| 1p &l += EANQ 2 IU/ZEHo| TEHE £ U&LCt

CtS2 dojaefolM =z o| of Lct.

ASA(confi g)# group-policy ExamplePolicy attributes
ASA( confi g- group-policy)# webvpn

ASA( confi g- gr oup- webvpn) # auto-signon allow uri
https://*.exanpl e.com * auth-type all

olof CHEr AtMIEF LI 2 HTTP Z|& &= NTLM /5 S AtE35101 SSO S HASHAMAIL.

ol

i e

. ASA:ASDM #HI|ag0|MHE AIRStE AOLE EH'E of
. 7|& K| 3 £ XM - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/webvpn.html#wp1021966
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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