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0| 2 Mo = Cisco ASA(Adaptive Security Appliance) 2! Cisco ACS(Secure Access Control
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. Cisco ASA CLI Zdx|azjo|M
. Cisco ACS Z1x|z]lo|M

MEElE FE 24
Ol EMo| HEE CHE 2 ZEQ|0f HTE 7[Et2 2 Ff L

. Cisco ASA A Z E |04, {71 8.4 O|4t
. Cisco Secure ACS, HH7Z 5.3 0|4t
O| EMo| HEE EX 3 8+Zo| C|HIO|AE ECHZE XM E|URESLICEH O] EMo AL E E% C|Ht
olAE ’<7|2P5|(7|%) An|apio|Me 2 AZTEIRE&LICHSHER HEKI &S 521 4 =
Moo FAYAQI F& S O|2| SK|SHA|Z| HFEHLICE.

rl

O|&

RADIUS E= M8 RSAZE2ZEEE AP 5104 RSA Aol HM[AE &~ Ql&L|CH SDI ASA2}
ACSE ZF RSAO| HMASHY| @Il & Z2EZ(RADIUS, SD)E 25 AFSE £ Ql&aLch

LT EQo] EES AEE I RSAE Cisco AnyConnect Secure Mobility Clientet S& & += U&L

Ct.o| EM0M= ASA 2 ACS S&0iBt =X E SrELICH AnyConnectOd| CHEF AFMIEF LIS 2
Cisco AnyConnect Secure Mobility Client Zt2|Xt A M, 2IZ|A 3.12/ SDI 215 AIE MM 2 X
SHAA|L.

RADIUSE &% RSA

RADIUS= SDIof| H|5 & 7tX| & ™2 7tX|2 U&LICLRSAMM=E §E Z20A(ACSe| O &
olzt &2 AFSKHolH EEE = M'a IEP Oolgfet =2 ol EH RADIUS E /o] Holx|of
A& LICtelE o 43 3HH RSAMM EHeHEl RADIUS-Accept I:HIAIXIOH g §40| =& ELICtol
o8t EMof 2t ACSE F 7+ AX S &Lt 7P‘* QHIEQl A|LIZ2|2 = RSAS| =2 Ii1} ZtEAE
EX RADIUS EME ACS°| EH g0l oiEst7| {5 ACS 18 DH**'° A5t ALt ol

EEIE A5t RSANIM ACSE M| 015 Z2EMAE 0|55t RSAUIMS ZH0| MESHE =2

g ®/XIg + A&LICH

SDIE && RSA

SDI= RADIUSOI| Hlsll & 7HX| F2 FHE 7HX|1 QJ&LICHA e MA| M4o] &= stElChE
RJeL|ch = B S M2 SDI oo|MEo|M MSetE SOI22 SMULICEH g
DAL AFSKHE HE o Q10| 277 HEEUEX| &l & AU&LTH

ok

O| HE = ACS7I IDE I5H Zredoil AFE &L
"authentication failed"0l| CHS M= HEE =

F.0d & £0q "user not found"ol| CHH 7| EIgH St x|t
& L|Ct.

on
n

>

RADIUS®} SDIS| R0|™0| 5t} O AELICHASASH Z2 HIEST HAM A C|HHO|AT} SDIE AHE

st= 3 ACS= 2180 - FLICHRADIUSE ME83Hs 2 -rACSt 215, Heh F0d, HE 2E|

(AAAE S HELICH SHAIEF 2 AOIE OFLICHRIZ S 9134 SDIE 7a5tm SeU#t Mol Hl of
o
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7288 RADIUSE 78E £ A&LICH


//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect31/administration/guide/anyconnectadmin31.html
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SDI Z=E &

7|2% 2 Z SDIE= UDP(User Datagram Protocol) 55002 A2 &FLICHSDIE MME 5386 7| <
Sl RADIUS 7|2t R AISH CHE 2535t 7|& AFSELICHO| 7| =& HIY o KMEEH 2

SDI Ect0|Eoo] CHEH CHHELICHO| U2 =8 = AIS2E FFELICH

rln N

2 I:ACS/ASAE =5 A& E X|H5HX| ok&LCt.

NS HE L= FZ? MMM 215 89F = H|E IUO| AISLE CI2R2EELICLEE R 5= A
EXtol 25 AU J|e HEM IHEE 7|2 &S SHELICH O A S B JHX| 2ot EX7 &

£ olooz A i Q150| 2o £3z|o{of 5t Y S5 E T2 E (Y0 of
SSH[Secure Shell)& At&3t01 SAXI7L alig TS 7H2A 1 SHSE + ¢S SoF & LCh.

A1

7

g LR

O| MMof| A+ E! BP0 CHEt RHMIEH LHE 2 2248 Command Lookup Tool(SSE 1248t
S L|

debug BEES ALESt7| Mol C|HT BEJoi CHet S 2 HEE HZsHAAL.

ACS2| SDI

Users and Identity Stores(AFF& X %! ID X{& 4) > External Identity Store(2]% ID & 4) > RSA
Secure ID Token Servers(RSA E.¢F ID EZ AH)HM - ELICtH

RSA0|= ACS& EX Mot &2 ofg] SXE M7 /& LICHRSA #E[XH7F M S §t sdeonf.rec
oot Qo BE FAE 0=|7|01| g Zo 7 giaLch ol moE 7|12 RSA M| IP A7
EZEEUCHAN ] 43 Mol els LE £ H|2 02 2 E RSA SAE2] IP F4 &7 CH2

2E =L|C}


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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"user not found(AH&XHE &2 = @12)"2 "authentication failure(
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.::Ilislélﬁh Cisco Secure

» = My Workspace
» 040 Metwork Resources

Users and lkdentily Stores » External ldentity Stores = RSA SecwlD Tohen Servers = Create

Raﬁ.ﬁiim || ACS Instance Setings | Advanced:

Identity Groups This |dentity Store does not diferantiate between ‘authentication failed' and 'user not found'w
= Internal Identity Stores interpretad by ACS for Identity Policy processing and reporting .
Users . N .
Hosts (=) Treat Rejects as ‘authentication failed’
» External Identity Stores D Treat Rejects as wser not found'
LDAP
Acfive Directory Identity caching is used o allow processing of requests that do not perform authentication ay
RSA SecurlD Token Servers Enable identity caching
RADIUS |dentity Servers )
Cariilicate Authoritias Agimg TIma.I‘IZIJ minutes
Cerificate Authentication Profile % - Required fields
|dentity Store Sequences =req

02 RSA MH(7|2 XU =X[&2) Z+e| 7|2 EP B(RE WHA) HAHUES HEE =T U&LC.
RSA Z2|At7t |3 & sdopts.rec THUZE PZEELICHACSO| A= Users and Identity Stores(At& Xt
2 |D X% 4 ) > External Identity Store(2|5 ID A& 4) > RSA Secure ID Token Servers(RSA =2t
ID E& AH{) > ACS Instance Settings(ACS QIAEHA HE)of| Y2 =FLCH.

SAE 50 A2 Au|adolMdes %xﬂoHOF ELICHA Bl 83XQI 08 £ ZHACS EE
7|2 RSA A-II:I-|01IA-I |:++§53+ A LE &S E A2ELICHEHAES EE ACS =0 CHaH
RSAE FAsloF gfLCt.

ASAZS| SDI

ASAE= sdconf.rec It UO| YEEE &5 K| k& LICHEEH ACSSt OHEH7HX|E RIS /B 7ts
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aaa-server SDI protocol sdi

aaa-server SDI (backbone) host 1.1.1.1

debug sdi 255

test aaa auth SDI host 1.1.1.1 user test pass 321321321

215 0| §S5tH show aaa-server protocol sdi == show aaa-server <aaa-server-group> ZE2
2 E RSA MH(Z 0|4 /U= ER)E EAIStD show run B2 7|2 IP FAP EAIELICE

bsns-asab5510- 17# show aaa-server RSA
Server G oup: RSA

Server Protocol: sdi

Server Address: 10.0.0.101

Server port: 5500

Server status: ACTIVE (admin initiated), Last transaction at
10: 13: 55 UTC Sat Jul 27 2013
Nurmber of pending requests
Average round trip time

Nurmber of authentication requests
Nurmber of authorization requests
Nurmber of accounting requests
Nurmber of retransm ssions

Nurmber of accepts

Nurmber of rejects

Nurmber of chal | enges

Nurmber of nal formed responses
Nurmber of bad authenticators
Nurmber of tineouts

Nurmber of unrecogni zed responses

~N O
o
(@]
G

OO0 OO0 WERrOOoOOo M

SDI Server List:
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: 0
Proximty: 2

Status: OK

Nunber of accepts
Nunber of rejects
Nunber of bad next token codes
Nunber of bad new pins sent
Nunber of retries
Nunber of timeouts

O OO OoOOoOo

Active Address: 10.0.0.102
Server Address: 10. 0. 0. 102
Server port: 5500
Priority: 8
Proximty: 2

Status: OK

Nunber of accepts

Nunber of rejects

Nunber of bad next token codes
Nunber of bad new pins sent

Nunber of retries

Nunber of timeouts

= e e
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RSA0] o o|ME Hm|agjolM gis

M ASAE MX|57HLE ASA IP FAE AT & RSAMM S HA AP%*% M85tle BRI H
*I—IELRSAOH MM ASHE ZE Z 20| E0 CHH RSAS| of| 0| o sliof 3|
ChaOH S M E 257} ggal_u:r.Acsoﬂ_'.:_ SYUSHAH M ELCt %%I EX LCE M2
EIP FAE 7IX|1 /1 RSAE O|E2 AlZE[SHoF 5H7| MELICEH

tdE gz

ASA E= RSAQ| HIE £ E Tt elo| £4 &l FIt A&LC. 27 ChS RSAOM o 0HME x|

|
:LE1|O|*4° M74st 2 CHA| F7tst=

70| E&LICHESH ASA/ACSOIM S -\LEMI*Z %ﬂ%H
OF gFL|Ch #4& M74stm ChA| ksl of B LICHES CHS IS0 M sdi TH 0| MR|=|E
ECHA0M sdi U E MAMFLICHLAS E &5 52 0| o] 2FR LM -l o °*I—IEP

UA BE BEQ| L

L C F5tL7E LA SE Z=0of = 27 A=, ol siE MHZFE 50| 17| W= L
Ct.

asa# show aaa-server RSA
..... out put omm ted"
SDI Server List:
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: O
Proximty: 2
Status: SUSPENDED
LAl B ZEO|ME ASATL siE =0 HZIE H&siedD A5 b & I Ch & EH7F OK &FEH
040k BfL|Ch & ol7t st M7t O|= ElO|H Fof CHA| & REE MEHELICHAIME LHE 2

Cisco ASA Series 2323 2= 9.1 7}0|E 2| reactivation-mode 23 ':'434 MME ’é SHAAL.

Ole48t AlLtZI20IME BT MHE CHAl 24 ZE2 E2|s2{™ sl 2 S0l chEt AAA-server
Hu|agolMde AMHE D F7H6HE 2ol E&LICH

i

AHHE &4

QL—lE—l'ASA/ACSO M E AﬁO-”'— "A|_u_H%I_ olz ot

30

&LICHRSAOIM HTAME 217 2olgt 4 9
JNESIH=Y

FH

MTU(Maximum Transition Unit) 2&| %! EHH3}

SDIE MTU Z= 40| o}l HS0.2 UDPE MERLILIE# UDP Edf=lols ylgxoR
DF(Don't Fragment) HIE 7} A& E|o{ QK| ei&LIChCH A2 THZ!o| B CEHHE E2X7L US = (U
&LICI RSAUIA EClEE AL|ESHY| .=|AL.|EI-(O-IEEI-OIC.’_‘|é9|' 7H4 EI-|A|[VM] 25 Windows&
A3 WiresharkE AFSELICH. ASA/ACSOHIM SYUSH Z2MAE 262350 H| W& L|ChH St
RSAO| A RADIUS EE= WebAuthentication2 E|AESH0{ EME &5(7| €5l SDISF H|w & L|Ct.


//www.cisco.com/en/US/docs/security/asa/command-reference/cmdref.html
//www.cisco.com/en/US/docs/security/asa/command-reference/qr1.html#wp1834955
//www.cisco.com/en/US/docs/security/asa/command-reference/qr1.html#wp1834955

ACS8 M ¥ ClHa

SDI HO|ZEE L3 3E|D 2 Wi BME Hdste RYUS YH2 8Hol 378 Hlude RY
LICH200HtO|EECE o BA|7) dhaisr 4= Ql&L|Ch QBt=Ql SpI metoll= 4742 miZlo| =&
T|H, Z 3! 550HF0|E 0| X|Bt RSA M HE o Z HZAE £ QlaLch,

1 M89-25-27 18:05: 57, 1768063
2 M0B9-05-27 10:05:57, 176537
3 Map9-a5-27 18:85:57. 195835
4 Jap9-a%-27 18:8%:59, 217717

64, 18,216, upe 558 Source port: 26966 Destination port: fop-addr-srvrl
216. 1p.68, upe 550 Source port: fcp-addr-sryrl Destinabion port: 26966
(8 18 216. L1]E 3 558 Source port: 26866 Destination port: fop-addr-srerl
F1E un#

18,
10,
16,
18, 558 Source port: fop-addr-srvrl Destination port: M606

Frame 4: 550 bytes on wire (4400 bits), 550 bytes captured (4400 bits)
¢ Ethermet IL, Srci Hewlebt-_6liSbo6d (00:14:c2:61:580:6d), Dst: CheckPoi 9T:65:c3 (00;ab:Be:9Mi65:c3)
¢ Intermet Protocol Version 4, Src: 16,206, 49.12 (18, 216.49.13), Dst: 18.68.3218,17 (16.68,¥18.1T)
¢ User Datsgram Protocol. Sre Port: fop-sddr-srerl (5588), Dst Port: 26966 (26066 )
" Data (308 bytes)
Data: GeO53T5edI0600000200000000000 Ldab e 157 396de 6e 5d. . .

[Length: Sed]

BN gdE F A

rc
il
|0
HU
El
i

gHEl IiZ!0| 471 o|& ol 3 7|7} A &LICEH

1 2009-05-27 10:13:47, TEZ5T4 14, 68. 14,216, upe 550 Source port: 58555 Destimation port: fop-sddr-sevel
& MaB9-85-27 10:1%:47 . TOMGR4 18,216, 1a.68. une 550 Source port: fop-addr-srerl Destination port: 58555
3 J889-85-37 18:13:47. TOM118 18,68, 18,218, 13 S48 Source port: 58355 Destination port: fopeaddr-srerl
A POR9-05-27 10:13:47 826608 18,216, 18, 68, (1112} 550 Source port: fop-addre-srerl Destination port: SAB555
5 M0B9-05-27 10:13:47 835542 1. 68. 18,216, une 166 Source port: 58555 Destination porl: fop-addr-sevrel

b FaB9-85-37 16:13:49 223080 18,716, 16, 6. uue 166 Source port: fopraddr-srvrl Destination port: SH35%
|

Frame 6: 166 bytes on wire (1328 bitsh, 166 bytes captured {1338 bits)
b Ethermet TI, Src: Bewlett-_6l:Shabd (8@8:1d:c2:6L1:5b:bd), Dst: CheckPoi 9Fi65:c3 (00:00:8e:9F65:c3]
b Internet Protocol Yersion 4, Src: 18.216.4%9,12 (16,216,.49.12), Dst: 1B.68,218.17 (16.48.218.17)
b User Datagram Protocol, Src Port: fop-addr-srerl (558a), Dst Port: 58555 (58555)
Data (124 bytes)
Data: bHoEdOH 1HEH B EsH Bt B8 BEHOH 1 HBH B BB BE HEHOHOHBHBHE . . .

[Lemgth: 124]

EStACS 2= O HEELICHCIS 2 ACSQ| Etxel spl 22 lLCt

Event Handl er, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3050957712, St ack: 0xa3de560
Calling backRSAIDStore: Method Met hodCal | er <RSAI DSt or e, RSAAgent Event> in
t hr ead: 3050957712, Event St ack. cpp: 242

Aut henSessi onSt at e, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3050957712, cnt x=0000146144,
sesn=acs-01/ 150591921/ 1587, user=mickey.mouse, [ RSACheckPasscodeState
::onEnter St at e] , RSACheckPasscodeSt at e. cpp: 23

Event Handl er, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3002137488, St ack: 0xa3de560
Calling RSAAgent: Met hod Met hodCal | er <RSAAgent, RSAAgent Event > in thread:
3002137488, Event St ack. cpp: 204

RSAAgent , 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3002137488, cnt x=0000146144, sesn=
acs-01/ 150591921/ 1587, user=mickey.mouse, [ RSAAgent : : handl eCheckPasscode],
RSAAgent . cpp: 319

RSASessi onHandl er, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3002137488, [ RSASessi onHandl er: :
checkPasscode| call AceCheck, RSASessi onHandl er. cpp: 251

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 2965347216, St ack: 0xcl4bbaO
Create newstack, Event Stack.cpp: 27

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3002137488, St ack: 0Oxcl4bba0 Calling
RSAAgent : Met hod Met hodCal | er <RSAAgent, RSAServerResponseEvent> in
t hr ead: 3002137488, Event St ack. cpp: 204

RSAAgent, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3002137488, cnt x=0000146144, sesn=acs-01



/ 150591921/ 1587, user=mickey.mouse, [ RSAAgent : : handl eResponse] operation completed
with ACM_OKstatus, RSAAgent . cpp: 237

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3002137488, St ack: 0xcl4bbaO
Event St ack. cpp: 37

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3049905040, St ack: 0xa3de560 Cal |l i ng
back RSAI DStore: Method MethodCal | er <RSAI DSt or e, RSAAgent Event> in thread:
3049905040, Event St ack. cpp: 242

Aut henSessi onSt at e, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3049905040, cnt x=0000146144, sesn=
acs- 01/ 150591921/ 1587, user=mickey.mouse, [ RSACheckPasscodeSt at e: : onRSAAgent Response]
Checkpasscode succeeded, Authentication passed, RSACheckPasscodeSt at e. cpp: 55

el HE

- RSA Authentication Manager 2|42

. CLI, 8.4 5! 8.68 AI3tE Cisco ASA 5500 Series 711|22[0|44 7}0|=2| RSA/SDI MH X|
b R

. Cisco Secure Access Control System 5.4 AL AEH A 2| RSA SecurlD Server 4|

. 7|& X[ % £ M - Cisco Systems
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//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1053346
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1053346
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/acsuserguide.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/users_id_stores.html#wp1134728
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