ctRE L ALX[0JAH SSH A7

SSH v2 H|E2{3 C}tolo{7 24
Q= EHAE

SSHE AM3HX| i QIS HAE

SSHE AI23 QIZ EAE
MEHRS MZ M E

H| SSH 9474 &%

10S Bt E = AQX|E SSH SEI0|MEE M™

RSA 7[Ht AF2AF O1E S L85t = SSH MHE 10S 2HSE{ A%
SSH E{O|'d-2t ol HMA F7}

MEUo= SSH AUMA RIst

SSH EHFM 2 A%

banner 2323 =240] CHdt B4

Banner 2 S M

Telnet

SSH v2
230 HIL{E EAE & g2
debug 2! show HZH
C H:lj- =29 AHZ
2IRE{ ClHT
M ClHa
X2 E| A XA
SSH Z2t0|1E 9| SSH7t DES(Data Encryption Standard) 2 HIt QE|X| ot =
AZE of s
2IRE{ CIHT
SSH Zeto|AE 7t XPIE|X| of= (Blowfish) &5 F&
StRE{CIHT
"%SSH-3-PRIVATEKEY: Unable to Retrieve RSA Private Key for" 2 &
=
i3 Eq e

|

0| £ M0 M= Cisco I0S ® SoftwareE A&5t= Cisco 2R E| EE= £ 2| X|0| A SSH(Secure



Shell)& A& 2 C|H2st= Wiedol s AEErLICEH

oo

A T A

LT A

SSHE X|&ted™H A2 E Cisco 10S 00| X|7} k9( 3}) o|O|X|o4oF & L|C} 0| 04 c3750e-
universalk9-tar.122-35.SE5.tar2 k9(crypto) O|O|X|7} Q& LIC}.

AMNEEE FE A

o o| ME = Cisco I0S 3600 Software(C3640-1IK9S-M), ZZ|A 12.2(2)T12 7|E2 2 gL|C.

MO
x

SSHE= CHE Cisco 10S £3H&E 4! o|0|X[o EUE|A&LICE

« SSH E{OL-21 2 HMA (L E TelnetO|2t LT &)= Cisco I0S AZEQ|o] EE[A

10 O

12.2.2.TOM Al 3H= Cisco 10S E234E L o|0| X[l = EIQA&LICH.
« SSH I:I-Ix 2.0(SSH v2) X| &2 Cisco I0S AZ EQ|0] EE2[A 12.1(19)E0| A A[Z5t= Cisco

10S E2E L o|0|X[ol M EI =& LICE.
Ol ZMe| HEE= S & 2t E9| C|HIO|AE ECHE EHMEIIELICEH O] EA{0 AAEl 2E Cldt
OlAE Z7I8HEl(Z]2) ZHI|adio|Me 2 Al&*EI?iﬁLIEP EM UERZIL &S 521 E* 2E
PP o| Rl B Ol2| SKISHA|Z| BFEFLICE.
E7| 5
KtMIEH LI 2 Cisco 7|= Bl E7| #E|S FASHYAIR.

SSH v2 W ER3 Clojo{1 3y
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Solaris S5H Client PC SSH Client
17218124 114 172.18.124.99
Reed
105 SSH Client
10.13.1.88

{also acting as
comm-server)

Carter {36/10 router)
I0S S5H Server
10.13.1.99

Octopus cable

Philly {Line 2}

OIE ElAE

—
SSHE AI835HX| f2 25 HAE

SSHE F7}5t7| Moi| 2t E Carterol| M 215 0| 2 S35t=X| & 2l5t7| 2|5 HX{ SSHE Ar& 5t K|
ot 2B E EIAERLICH 152 2Z AMEXL 0|F % HIYHSE EE= TACACS+LE RADIUSE &
#35t= AAA(Authentication, Authorization, and Accounting) AMEHE AI&35t04 +&8E 5+ U &LICt.
(SSHE M85t B 2t HIHHS E S8t 2152 A8 E = ei&Lict) o] ool M= AFE R} O]
& ciscolt H|2H S ciscoE A& 3504 Telnet2 S3ll 2t E0 1285t 24 2152 Eo{FLICH

)

LHEFHLHE o A EILICH

o

N 27 ol 2M HAOIAM vy 7H EiOd S8

I--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model

username cisco password 0 cisco
Tine vty 0 4

transport input telnet



l--- Instead of aaa new-model, you can use the login local command.

Carter0f| A SSHE & 43t5t 1 PC & UNIX AE|O[Mof M
o Z=7}siok grLct.

ip domain-name rtp.cisco.com
!--- Generate an SSH key to be used with SSH.

crypto key generate rsa
ip ssh time-out 60
ip ssh authentication-retries 2

Moi M show crypto key mypubkey rsa BHE2 dHE 7|& EAISHoF & LICH SSH Z4x|T8(0|
ZF7t8t & PC & UNIX 2H|O|Mo| M 2t RE{0| HAM|ASHE 7|5E BEIAERLICH

MEHZd M7 ME

H| SSH 214 & X|

Hl SSH 244 & x|sted™ 2+l of2od| transport input ssh WS £ 71504 2HRE{E SSH ¢4
Mo 2 ANEterLct E(H| SSH) Telnet2 7{5 ELICH.

Tine vty 0 4
l-—-— Prevent non-SSH Telnets.

transport input ssh

HI SSH AF& A7t 2R E] Carter0| Telnet2 S35 012 E = Qi=X| HHAEFLICE
I0S 2t B EEE AQ|{X|E SSH 2Et0|MERZ HH

Cisco |0S BFRE{0|M SSH X & &3l 5t2{™ Ot S 4B H E =&t ok &Lict.
1. hostname BHE S /g LICH.

2.DNS =H[2IE FggLch.

3.SSH 7|E MMELICE



4. vtyoll CHell SSH ™& XIS & d3tefLch

CIHFO|A StLE7t CHE CIHIO|A S| SSH 22I0|MER X ST 5§ dl2ie 4 ReedEts 5 WM
C|HtO|AO SSHE FIHE &= &LIC a22{™ ol2{§t C|uto|A T} MHH-2EH0|HE Hi¥o| £|1
Carter= AMHE, Reed= Z20|AEE S gLICt Reed 2| Cisco I0S SSH Z2t0|AHE Zm| T
0|2 Cartere| SSH M Zix|T2|o[Mot S gLt

l--- Step 1: Configure the hostname if you have not previously done so.
hostname carter
I--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model
username cisco password 0 cisco

l--- Step 2: Configure the DNS domain of the router.
ip domain-name rtp.cisco.com

l--- Step 3: Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60

ip ssh authentication-retries 2

l-—-- Step 4: By default the vty transport is Telnet. In this case, Telnet 1is disabled and only SSH is s

Tine vty 0 4
transport input ssh

l--- Instead of aaa new-model, you can use the login local command.

0|2 E|AESI7] -rléH Cisco 10S SSH Z2t0|21E(Reed)0 M Cisco I0S SSH A{tH(Carter) £
SSHoi| CEt CHE ¥ S A FfLICH

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 cisco 10.31.1.99

RSA 7I8H AHRRH Q15 S $#8t SSH MHE 108 2HPE| M7
RSA 7|8 Q15 & ™SS SSH AMHE HHsIcAH CHE HHE sdtMAR

Router(config)#hostname



2. 7|2 =Hel ol

Router(config)#ip domain-name

3.RSA 7| &4 MdefLct
Router(config)#crypto key generate rsa

&2 2|5l SSH-RSA 7|2 T AstL|C},

2 i 9

Router(config)#ip ssh pubkey-chain

5. SSH At&X}t O|§ 2 T+ & LICH

Router(conf-ssh-pubkey)#username

2 Xto| RSA 374 7|& K| EHLICt

6. &4 A
Router(conf-ssh-pubkey-user)#key-string
2 HA S K[-eL|ct. (O] EHAIE MEH AP ILICE)

7.SSH 7| 8%

Router(conf-ssh-pubkey-data)#key-hash ssh-rsa



8. X BEE FSF25l1 HEt EXEC REZ ZotZfLct.

Router(conf-ssh-pubkey-data)#end

SSH E{0/'4-2+2l AM|A F=7}

OtZHI2Z= SSH E{O|d-2te! 2150| He B F2, Phillyol CHer S&l M S E ot= CarterE &
off Ol RHI2E AU E Telnetol| CHEF SSHE 74 X EHIAEE = JU&LICH

ip ssh port 2001 rotary 1
Tine 1 16

no exec

rotary 1

transport input ssh

exec-timeout 0 0

modem InOut

stopbits 1

Philly7} Carter ZE 20{| AZEl < CIS WP E ALE 510 Reed0l| A Carter& S3H Phillyod| CHEt
SSHE MHEE == JU&Lch.

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -p 2002 10.31.1.99
Cl2 B L SolarisOil M At2E 4= l&LICt

ssh -c 3des -p 2002 -x -v 10.13.1.99

MEUIoZ SSH MM A A8t

SSH HZLNE S 59 HIEIZ MBtsHoF FLICH 0] B2, T 519 LIESIZE Loiut IPof
Mol CHE 2= SSH Alz & &HEHELIT



2. access-class= AF& 3504 VTY 2tQl QIE{H|O|A R HMAE X|SHEFL|C}.

CE2 AnlasolMg 2odF & ol Lict o] o AlollAE= 10.10.10.0 255.255.255.0 A= Ll0f CH
8t SSH AA|ARH 515N, CHE B E HMAE HRFLICH

Router(config)#access-1ist 23 permit 10.10.10.0 0.0.0.255

Router(config)#1ine vty 5 15

Router(config-line)#transport input ssh
Router(config-line)#access-class 23 in

Router(config-line)#exit

N A7 SSH HMAE B EQ

A4 XA
=o

SSH ™ 2

carter(config)#ip ssh version 2

MR7F AL

o
M

&0 AFSELICH

banner @& £&40f CHEH B4
banner W& =242 Telnetd} 042 {12 SSH @420 et &2t & LICH CFS EoAMe 04
banner & SMO| CIYst &0l AN 2S5 WAlS EoiELICH
Banner 33 M Telnet SSH v2

C|HFO|AO 915 o & |C|Hfo|Ao 9015 Mo E
L 22 |HFO| A0 2 ot 7| Zof |[HFO| A0 2 ot 7| 7o

AlELICH

AlELICH

banner motd

C|HIO|AO| 21517 Mof| &
AlEL|CE.

ClHO|AO| 2018t & EA|
LIC}.

i

banner exec

C|HFO|A 0| 22 Q16H
LICt.

i

% EA

C|HFO|A 0| 2QI8H
LIC}.

i

F EAN

N 27 SSH BE 12 of olAF BEEIX| ofaLiCH

L

CRLEEE-WEES:

>

Ojo




SSH A 2= 2390l HiL{E X|&ErL|C}. Cisco EFREIE AI23510{ SSH A|[MH S A|ZHEH I SSH 2
CIO|QIETL ALKl O|B 2 T™Este 42 212l HiL{7F EAIEILICE o € 01, Secure Shell ssh
ZCI0|HEE M85t A 22! HiLd7F EAIEILICH PuTTY ssh ECI0|M1EE A3 42

— oT
232 L7} EAIE|X| et&LICH Ol SSH7I 7|E2XMo 2 AIEX| O|E 8 ™M&5t1 PUTTYE 7|8
Mo Z ALEXl O|E S MESHKR| &t 7| HEYLICH.

— =

SSH X|& C|HtO|A0f CHE @142 Al%FSHE{™H SSH ECH0|HEN|= AFEXF O|§ 0| ERELICH &
AE O|EI} AHEXF Ol € =d5HK| 28274 Connect(1Z4) HHEO| &3t E|X| 2f&LICt. Of

3t
O|0|X|= SSH7} 2t E-Ioil HAZE W 2 b7t ZEAIEE 20o4FLICH 2™ HiL{of HIZEH S
g d™stete HAXIZF ZAIELICH
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21 ik Comect ) Frofis
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Bezpage from the mereer E

PuTTY 2EI0[UEE ALE Xt 0|F0] glo{x s 2 E{of CHEr SSH

g AIETE £ U&LICH
O| 3t O|O|X|= PuTTY 2CI0|UET} 2t RE0| KIZAZITD AFHEXI 0|1 S E =52 HIA|
X7t EAIE2 Eo{&EL|Ct 229l HiL{= EA|Z|X| et& Lt
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debug 2! show B
047|M MYSHE debug B S Al&l5H7| Toll Debug B0 CHEt S8 MEE 2 ZXsHAAIR. &
£ show HH2 £21 siA7| EM X|HE[=0(SEE 2o, ol E2 AHE5HH show BHE &3
ol BM ANME = = UsLICH
« debug ip sshe= SSH2| C|HH HIAIX|E E A& LICY.
 show sshi= SSH MH{ @1Z29| & EfE E AIRfLICE
carter#show ssh
Connection Version Encryption State Username
0 2.0 DES Session started cisco
- show ip sshi= SSHO1| CHEF 7™ 2! M H|O|EHHE E AR LICH

carter#show ip ssh
SSH Enabled - version 2.0

Authentication timeout: 120 secs; Authentication retries: 3

Cl 52 ME

2} RE{ C|H{2

00:23:20: SSHO: starting SSH control process

00:23:20: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:23:20: SSHO: protocol version id is - SSH-2.0-1.2.26
00:23:20: SSHO: SSH_SMSG_PUBLIC_KEY msg


https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

00:23:21: SSHO:

00:23:21: SSH:
00:23:21: SSH:
00:23:21: SSH:
00:23:21: SSH:

00:23:21: SSHO:
00:23:21: SSHO:
00:23:21: SSHO:
00:23:21: SSHO:
00:23:21: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:

SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
RSA decrypt started
RSA decrypt finished
RSA decrypt started
RSA decrypt finished

sending encryption confirmation

keys exchanged and encryption on

SSH_CMSG_USER message received

authentication request for userid cisco
SSH_SMSG_FAILURE message sent
SSH_CMSG_AUTH_PASSWORD message received
authentication successful for cisco

requesting TTY

setting TTY - requested: length 24, width 80; set:

Tength 24, width 80

00:23:23: SSHO:
00:23:23: SSHO:
00:23:23: SSHO:

ME C|H{

invalid request - 0x22
SSH_CMSG_EXEC_SHELL message received
starting shell for vty

N &7 CF2 2 Solaris AIAE 24910},

rtp-evergreen.rtp.cisco.com#ssh -c 3des -1 cisco -v 10.31.1.99
rtp-evergreen#/opt/CISssh/bin/ssh -c 3des -1 cisco -v 10.13.1.99
SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5.
Compiled with RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Reading configuration data /opt/CISssh/etc/ssh_config
ssh_connect: getuid 0 geteuid 0 anon O

Allocated local port 1023.

Connecting to 10.13.1.99 port 22.

Connection established.

Remote protocol version 2.0,

remote software version Cisco-1.25

rtp-evergreen:
rtp-evergreen:

Waiting for server public key.
Received server public key (768 bits)

and host key (512 bits).

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Host '10.13.1.99' is known and matches the host key.
Initializing random; seed file //.ssh/random_seed
Encryption type: 3des

Sent encrypted session key.

Installing crc compensation attack detector.
Received encrypted confirmation.

Doing password authentication.

Cisco0@10.13.1.99's password:

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Requesting pty.
Failed to get local xauth data.
Requesting X11 forwarding with authentication spoofing.

Warning: Remote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.



CHE MMol= of] 7tx| X & Zu|agfolMel ClH £3 ME0| Lt /&L

SSH Z2+0|HE 2| SSH7| DES(Data Encryption Standard)2 ZHItUE|X| &t S

2FRE ClH{

00:26:51: SSHO: starting SSH control process

00:26:51: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:26:52: SSHO: protocol version id is - SSH-2.0-1.2.26
00:26:52: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:26:52: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSHO: sending encryption confirmation

00:26:52: SSHO: keys exchanged and encryption on

00:26:52: SSHO: SSH_CMSG_USER message received

00:26:52: SSHO: authentication request for userid cisco
00:26:52: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: SSH_CMSG_AUTH_PASSWORD message received
00:26:54: SSHO: password authentication failed for cisco
00:26:54: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: authentication failed for cisco (code=7)
00:26:54: SSHO: Session disconnected - error 0x07

SSH Z&t0|AHE 7} X[ E|X| &f = (Blowfish) & Z &

2tRE ClHa

00:39:26: SSHO: starting SSH control process

00:39:26: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:39:26: SSHO: protocol version id is - SSH-2.0-W1.0

00:39:26: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:39:26: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:39:26: SSHO: Session disconnected - error 0x20

"%SSH-3-PRIVATEKEY: Unable to Retrieve RSA Private Key for" 25

THQ 0|8 FE SAE 0|80 HAL|M 0| 2F HAIX|7F EB|HE £ &LICt CFS s gk
2 A3HAIAIL.



« RSA 7|E 022 OtE1 CHA| M-dELict.

0

crypto key zeroize rsa Tabel key_name
crypto key generate rsa label key_name modulus key_size

- O|M 2 Ho 2 BEX|7I sHAZIX| o CHS EHAHE AlTdl EAAL.
1. 2E RSA 7|E 02 2 BtELICI.
2. C|H}O|AZ CIA| 2= 8FLC}.

3.SSHE2o 2 d|o|E0| R|HE=EI M 7|5 MAISHL|CY.
El
=
oS E{of CHEt RSA 7| WS MAd5}

LICt 2% CFZ crypto key generate
Mg Ct

« SSH ZI|ag|o|M Ho| A2 E He a4
X| 2gLICH SAE Ol =HIQIE X|IHME=K| &l
rsa W2 AI2510{ RSA 7| 42 M5t SSH E

o o=

- RSA 7| 4 Mg mf o248t 2F HIAIX|7I EAIE = AU&LICH

1.

AE O|FO| XIYEIX| ekt &LICt.

o

hostname X123 M HAPAS AIE504 EIRE{Q| ZAE 0| & M5l of &L|Ct.

—_ 1 =
2. THQlo| XIMEIX| etet&LIct.

ip domain-name 23 M HY S ALE5104 2t RE{Q ZAE THIQIE HHaHofF gL
Ct.

. 52 7+=*+ SSH 13 =& 2t E{ol CHal A E =|CH vy =2 MIBHEILICH 2F SSH @401
Me B|AAE wy AL 8L LY

« SSHE AL8X}F 2152 2lal Bt E0llM AAAE Soll dHE 2
AEELICH AAAE HEE e 2£0| AAAGIA A-AE(X] efo

AAA & &l OF &L|C}H Fed M3 2o
M Z|1EE 223501 240 AAAE H|E A58t

- =

* No SSH server connections running:

carter#show ssh

%No SSHv2 server connections running.

Ol £342 SSH M7t HIZ G2t EIA7HLE SH =2 H| 232 X| ek 5& LIEFLICH o|0] SSHE

-



T o= ClHto[A0lA SSH MHHE M -5t W0 E&LICH C|HO[A0| A SSH MHHE
MEYstodH ohE EHHE st AL

1.RSA 7| 42 AANELICH RSA 7| 40| AX|ZE|HH SSH M7 RIS 22 H|gdsHElL|Ct.

o — =

carter(config)#crypto key zeroize rsa

N 27 SSHV2E BAIS St 742 HIE 377} 768 O|AFQI 7| 42 AAdalof BFLIC}

/N =o| Mxe &3t Soll= o] HAS £ A% £ QIALICH RSA 7|7} AR Soil= RSA 7|
Z KHAIAI5H0{ CA A3 284S KHAMS T, CA QB ME 7HxdQ T, XAl QIEME CHAl @
Hetx| ot= B Q1B M EE= CASE ME3H7L CHE 1P E9H(IPSec) T[0412+2| @15 A mEtHof
Zoist £ giaLict

2. C|HO|AO| ZAE O|2TH THQ! O|ES ChA| RAIBHLICH

carter(config)#hostname hostname

carter(config)#ip domain-name domainname
3. CFE{0f| CHEt RSA 7| 42 MMEFLICH Ol A 5t SSH7F AHS2 2 &dstE LICH

carter(config)#crypto key generate rsa

~ 1. 0| Ho| AL 8ol CHEF RFMIEH LHE 2 crypto key generate rsa - Cisco I0S Security
Had I E 2EE|A 12.38 SRS AIL.

% &1 2tE7L OlsHE &= @i =0 = 4&IE|0q ssH2 o: Unexpected mesg type received T
P &

HIAIRIZF EAIE &= U&L 125240 sshof| CHBH rsa 7|2 AMAMSH= S0 7|

= OO - o
Z0|E sElAAIR.

4. SSH MHE dEgLCt.

L

5. SSH MEHOI CH3H Cisco EHRENAIXIE BAISH U ABI5HAT SSH OH7HEH 48 ABIsHOF BL
C}. SSH OH7H W48 T 435tx| f 2B 7|2 2ko] AHSELICH


https://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_c2g.html#wp1104892
https://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_c2g.html#wp1104892

ip ssh {[timeout seconds] | [authentication-retries integer]}

carter(config)# ip ssh

|

E=C

r

« SSH M& X|# H[0|X]
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