O] 2 MoM= SSH ClHHO el 21 El AFEXt 215 Alufel /A 2FE ol CHEt SSH(Secure Shell) 7}
AlmstE B2 Cisco 10S® EP—?—E-IOI ZME dFEELIcHo| 2x= =gt ArS At XtE ZH0| St
2 2ol s SYUst At3 3HO| SHEA 2 S5t= d<olz 2MELIct

2t 1:Cisco 1 ID CSCum195027}F SSHet Eliull 7to| Sxt2 o te|AH| 57| s ME =R
&LICH

=4

Ol C|HI | M= "debug aaa authentication"O| &3t E[0{ U X|BH AAATL AMNE S EE|0| LR E
HhEHS = & Q4 E|l= AAA(Authentication, Authorization, and Accounting) CIHH27} @i&LICEH

Rout er #show debug

General OCS:

AAA Aut henti cation debugging is on

SSH:

I ncom ng SSH debugging is on

ssh detail messages debugging is on

Rout er #

*Sep 30 20:28:57.172: SSH2 2: MAC conpared for #8 :ok

*Sep 30 20:28:57.172: SSH2 2: input: padl ength 15 bytes
*Sep 30 20:28:57.172: SSH2 2: Using method =
keyboard-interactive

*Sep 30 20:28:57.172: SSH2: password authentication failed
for cisco

*Sep 30 20:28:59.172: SSH2 2: send: packet of |ength 64
(length al so includes padl en of 14)

*Sep 30 20:28:59.172: SSH2 2: conputed MAC for sequence

no. #8 type 51

*Sep 30 20:29:01.751: SSH2 2: ssh_receive: 144 bytes received
*Sep 30 20:29:01.751: SSH2 2: input: total packet |ength of
128 bytes

*Sep 30 20:29:01.751: SSH2 2: partial packet |ength(block size)
16 bytes, needed 112 bytes,

037[0f EA|El sysloge SSHE Al g T A E[X|EH L&t UA UMEIX]|E k&L

*Sep 30 20:23:27.598: %AAA-3- ACCT_LOW MEM U D _FAIL: AAA unable to create U D for inconing
calls due to insufficient processor nenory

Ao 22 Mel2 et HZE| #F SEfLICEAAATL =41 SSH M|Mof CHEt R


https://tools.cisco.com/bugsearch/bug/CSCum19502

ID(UID)E 23517 TloH HIZZ|E &Y 5tX| ZotH AAAE A|T5HX| SEHET AAA 2IF Almlet
St AE EngfLct ol dEfE T2 MM AME 7hs HIZ2[7F AAA "Authentication low-
memory threshold"(7|2Mo 2 & HIZ 2|2 3% 2 AL show aaa memory BES A& 504 &f
Qe 4 QAS)HE} 2 mff grghL|ct ol 2X= ASR(Aggregation Services Router) 1001 Z3H &
0l 5F LIEFLICE o] E28HE 0| HE T X BGP(Border Gateway Protocol) Ef|O|€ 1 ZH2 X0
gH APROE 2TE = U= MEtE HIZ2 2|7t 2hRE o] /&LICHASR 10010= 4GB2| DRAMO|
MX|[o] UX|BH CHE 2 E CPULt Linux Z2AM|M7F &L Cisco IOSE 1.1GBE H74 EL|C}.
AAAZLUIDO HIZEIE O Old EEE &= gl &K HZEE7t 25 A2 E|H SSHIt 2S5 35tHK|
ei& Lt

CtS 5 ASRC| H|Z 2| HIO|E{E 1 E{st A2,

SSH Not Wor ki ng:

ASRl#show memory summary

Head Total (b) Used(b) Free(b) Lowest(b) Largest(b)

Processor 7FE150387010 1160982064 1146067400 14914664 14225352 13918620
| smpi _i 0o 7FE14FB7E1A8 6295128 6294304 824 824 412

SSH Wor ki ng:

ASR2#show memory summary

Head Total (b) Used(b) Free(b) Lowest(b) Largest(b)

Processor 7FFB6ACB0010 1160982064 1120122056 40860008 29163912 24132068
| smpi _i 0o 7TFFB6A4A71A8 6295128 6294304 824 824 412

ZFEFEE A(tO M HIEZ S ASRUIM AHE 7H58H & HIEEIC| HIE2 1.28%(14914664 / 1160982064
*100)ILICH2S &2l ASRO|A = 3.51%(4086008/1160982064 * 100)£, O|= 215 HEE| &

UAIZLS 2 ZorErLich

HZZ| £F 4E|Z QI5 0| 277t &gt i} %AAA-3-ACCT_LOW_MEM_UID_FAIL HIA|X|7} Q!
MEX| = BRI HoEE Ol ZXME AlHst7| o{-&LICh £ AAACIAM HIZ 2| AZLS 7o
§t= W2 RP(Route Processor)0lM A E = = Z2MAM HEZ 22| RA| 2o e EElX|=
Zdo| ot ™A M2 2ol e g mat St R uichidetM E 1 E malloc LF7H s AR
show memory summary B £2J0|M Al 7ts3t R 2 EOol= Z2 MM IIHIEE|7P 017‘4 0| L0

A = A&LICH

’él'_L Cisco B2 ID CSCuj503680]| ¢!/& Almjo| AlX| o[k 0 CHEH SSH 2F HIAIXIE - &
&5HA 57| IS MEEIE LI

M
J|0I'
9'|_l
rr
o
I°
T
o

O|Zio| Xz EMRK| &elst= & 7HK| W2 AAA HIZE| SH|

Rout er #show aaa memory

Al |l ocat or-Name | n-use/All ocated Count

AAA AttrL Hdr : 0/65888 ( 0% [ O] Chunk

AAA AttrL Sub : 0/65888 ( 0% [ O] Chunk

AAA DB Elt Chun : 544/65888 ( 0% [ 4] Chunk
AAA Uni que |d Hash Table : 8196/8288 ( 98% [ 1]
AAA chunk : 0/16936 ( 0% [ 0] Chunk

AAA chunk : 0/16936 ( 0% [ 0] Chunk

AAA Interface Struct : 1600/1968 ( 81% [ 4]

Total allocated: 0.230 My, 236 Kb, 241792 bytes


https://tools.cisco.com/bugsearch/bug/CSCuj50368

AAA Low Menmory Statistics:

Aut hentication | ownenory threshold : 3%
Accounting | ownenory threshold : 2%

AAA Unique ID Failure : 96
Local server Packet dropped : O
CoA Packet dropped : O

PoD Packet dropped :

AlTHst 2t SSH A 0| A "AAA Unique ID Failure" 7}2E 7} £7+5tH O| HIZ2 2| £F HEHZ QIF
= Al 7t g gLt

Ol ZXM & slidsted{™ E& ASR 1000 HIZE| =X & ':F74IE % *4 % uf ot atioF g LICH
ASROUIM HIZE| EXME sHZsts & b.'=*.01| CHEr ZhMIEE LHE2 HIZE| METF MR E HESHAAIL

v

O| EXM|E sl Zsted™ & EtE HZE| EX siZ8 EAHE sl ot E* | Cto| EtAlol M= &2
Z/HZE 0|28 E5E + A= &l APQ =0 2EXM7H Y dst=X| IR E HelE
ChOHZE| F7F 2dlE = 2 %L—IEP 7<P/\1|°F &2 HZE| £ EX[7] EL' 3 HEE[ EX

JlEe AESAUNL.

g
3z

Cisco {1 ID CSCum195022| =% o
24 HMYAE BHRE{0o]| EAd5tst= 2Lt

.E=l aaa memory threshold B S A 1 UAHZ S ZAM%E EY = J&Lch.asd{Lt o]
= 2HRE{o CiEt SSHE °'AIE HI:'-%PE 20| K| B EE|At L&l HH

ZE A EO| iR H2 = Ut 2 e dEg2 Zele &= U&LICHO|2 2I5H CH
ZFo| HZ2|E AME5t= BGPL & 8 o %REF T2 MATH o4 2 S6HK| et2 = A&
ChI}ELA O] 2 Fo|ai A AL& 3t of L|Ct.

N rir
) N0
LTl

Fol M dEe WM 2t RE7F HEElE st x| fn &dstEl 7|S0 Chsl =0t MEAIEIM
B AL = UA&LICHo| B2 ESHE/HZE °*:LE1|0| tEeY =+ et


//www.cisco.com/en/US/products/ps9343/products_tech_note09186a0080af252a.shtml#mem_usg_oview
//www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_mem-leak-detect_ps6441_TSD_Products_Configuration_Guide_Chapter.html
/content/en/us/support/docs/ios-nx-os-software/ios-151m-t/116467-technote-ios-00.html
/content/en/us/support/docs/ios-nx-os-software/ios-151m-t/116467-technote-ios-00.html
https://tools.cisco.com/bugsearch/bug/CSCum19502
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