Livingston A 218 & A&35t0{ RADIUS 78}
HE +4

A0

&t

k>

274

M QT AR

ST ME

MEEIEFTE 24

E7| 1A

-

=N

Mu{o| E2t0[E el

MEO| ArE At Tl

A2 R 3|4 1 2l 20] CHEF Microsoft Windows MX|
MEXl 2|4 38 Microsoft Windows A %]
Ct22 =elgfL|ct.

=Xl 1A

2t 2E =X sHE BHHE

e

el He

[
S

o

r2rr
> M om [

Livingston RADIUS ME{0]| CHE QIZ S 2 CHo|dQ! RADIUS #+d2 M™stn C|HZ st
2 RADIUS A X0 A EFLICH Cisco I0S® A Z E Q|0 RADIUS 7|s01 CHst g
12 PL"L—IEP Livingston &A= Lucent Technologies & AFO|E0|M 7 & £ /& LICH 0
ArEStE BHRE ZH|ado|lM2 SYFLICH

ot x

M oF mo rir

o |
jind

r

Cisco= Cisco Secure ACS for Windows, Cisco Secure UNIX EE = Cisco Access Registrar0i| A
RADIUS ZE & NS ELICHO| EMQ| 2t H ZI|aeold2 Cisco 10S AZE Hof ElE|A
11.3.32 A&dst= 2HREIM THEL E|RIELICE Cisco 10S AZ E o ZZ|A 12.0.5.T O|&oM=
radius CHAl 18 BFAS A2 &FLICH [ 2F M aaa authentication login default radius enablez}t ZH2
HE 2 aaa authentication login default group radius enableZ EA|EILIC} RADIUS 2 E ':c'i'%'
off CHEH REAIBH LHE 2 Cisco 10S B A 2| RADIUS HEE HEsHMAIR.

NS T AHE

2T M

Ol EAMof CiEr &7 2710| ei&Lch



Ol EMe| HE= Chg 2ZE9 o A stESo{ HHE 7[8te = FLct

. Cisco 10S Software Z/2|A 11.3.3
. 2| AE RADIUS

Ol EMe| HE= 54 & g Z2| CIHIO|AE EOIZ A EE[R&LICHO| EMo ALEE E% C|H}
OlAE ZF_7|2P5._|(7I%) Au|aefoldez AI’S.*EI%QI—IEL?_"IH HESF7 55 2 82, 2E

BEo{o| MM S 2 O|2] SKIstAlZ| HFEfLICH

E7| 73

jo
ook
|__|
9'|_|
>
>
X0

2 M TElofl CHE Ak MIEH LIS 2 Cisco 7|% &l E 7| FA

T8

B TS T(SSE DA SHE)E ALESH04 O] EMO| AFEEl o CHE REMIEH LIS S
StAAIL.

Job ok
o I:l

‘-IJ
0%

ol EMoM=E Chg 7 HE AFSELICH

2t E Hi|ael ol

|
aaa new node
aaa authentication |ogin default radius enable
aaa aut hentication ppp default if-needed radius
aaa aut horization network default radius
enabl e password cisco
|
chat-script default "" at&fls0=1&h1&r 2&c1&d2&b1e0g2 K
|
interface EthernetO

i p address 10.29.1.3 255.255.255.0
|

!--- CHAP/PPP authentication user: interface Asyncl ip
unnunber ed Et hernet0 encapsul ati on ppp async node
dedi cated peer default ip address pool async no cdp
enabl e ppp authentication chap ! !--- pPap/pPPP
authentication user: interface Async2 ip unnunbered
Et hernet 0 encapsul ati on ppp async node dedi cated peer
default ip address pool async no cdp enable ppp
aut hentication pap ! !--- Login authentication user with
autocommand PPP: interface Async3 ip unnunbered
Et hernet 0 encapsul ati on ppp async node interactive peer
default ip address pool async no cdp enable ! ip |oca
pool async 10.6.100.101 10.6.100. 103 radi us-server host
171.68.118. 101 radi us-server tineout 10 radi us-server
key cisco ! line 1 session-tineout 20 exec-timeout 120 0
script startup default script reset default nodemDialin
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transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! line 2 session-tinmeout 20
exec-timeout 120 O script startup default script reset
default nbdem Dialin transport input all stopbits 1
rxspeed 115200 txspeed 115200 fl owcontrol hardware

line 3 session-tineout 20 exec-tinmeout 120 0 autosel ect
during-1ogin autosel ect ppp script startup default
script reset default nodem Di alin autocomand ppp
transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! end
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# Handshake with router--router needs "radi us-server key cisco":
10.29.1.3 cisco

MEHO| A2 R} Tl

£ 1 Livingston RADIUSZ 7H&ghLCt.

# User who can telnet in to configure
adm n Password = "adm n"
User - Servi ce- Type = Logi n- User

# ppp/ chap authentication line 1 - password nust be cleartext per chap rfc 1994
# address assigned from pool on router

chapuser Password = "chapuser"

User - Servi ce- Type = Franed- User

Fr aned- Prot ocol = PPP

# ppp/ pap authentication line 2

# address assigned from pool on router

# Can al so have 'Password = "UNI X" which uses /etc/passwd
papuser Password = "papuser”

User - Servi ce- Type = Franed- User

Fr aned- Prot ocol = PPP

# ppp/ chap authentication line 1 - password nust be cleartext per chap rfc 1994
# address assigned by server

chapadd Password = "chapadd"

User - Servi ce- Type = Franed- User

Fr aned- Pr ot ocol = PPP,

Franed- Address = 10. 10. 10. 10

# ppp/ pap authentication line 2
# address assigned by server
papadd Password = "papadd"

User - Servi ce- Type = Franed- User
Fr aned- Pr ot ocol = PPP,

Franed- Address = 10.10. 10. 11

# authentication user line 3

# address assigned from pool on router

# Can al so have 'Password = "UNI X" which uses /etc/passwd
aut haut o = "aut haut o"

User - Servi ce- Type = Logi n- User
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