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radiusd -x -d (directory_containing 3_files)
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ps -aux | grep radiusd
(or ps -ef | grep radiusd)
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kill -9 highest_radiusd_pid
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!-—— Turn on RADIUS aaa new-model enable password whatever !--- These are lists of
authentication methods, !--- that is, "linmethod", "vtymethod", "conmethod" are !--- names
of lists, and the methods listed on the same !--- lines are the methods in the order to be
tried. As !--- used here, if authentication fails due to the radiusd !--- not being
started, the enable password will be !--- accepted because it is in each 1list. aaa

authentication login default radius enable aaa authentication login linmethod radius enable
aaa authentication login vtymethod radius enable aaa authentication login conmethod radius

enable !--- Point the router to the server, that is, !--- #.#.#.# is the server IP address.
radius-server host #.#.#.# !--- Enter a key for handshaking !--- with the RADIUS server:
radius-server key cisco line con 0 password whatever !--- No time-out to prevent being !---

locked out during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
password whatever flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being !--- locked out during debugging. exec-timeout 0 0 login authentication
vtymethod
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terminal monitor
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debug aaa authentication
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radiusd -x -d (directory_containing_3_files)
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Ps -aux | grep radiusd

(or Ps -ef | grep radiusd)
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ciscousr (username from users file)
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ciscopas (password from users file)
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!--- For enable mode, list "default" looks to RADIUS !--- then enable password if RADIUS
not running. aaa authentication enable default radius enable
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ciscousr (username from users file)

ciscopas (password from users file)
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ciscousr (username from users file)
ciscopas (password from users file)
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aaa accounting exec default start-stop radius

aaa accounting connection default start-stop radius
aaa accounting network default start-stop radius
aaa accounting system default start-stop radius
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Start RADIUS on the server with the accounting option:
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terminal monitor
debug aaa accounting
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ciscousr Password = "ciscopas"
User-Service-Type = Login-User,
Login-Host = 1.2.3.4,
Login-Service = Telnet
Senablel5$ Password = "shared"

User-Service-Type = Shell-User
Z2l0|¢E HAE meluct.
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# 1.2.3.4 is the ip address of the client router and cisco is the key

1.2.3.4 cisco
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