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2t 1: FMC2F Z2 NAD(Network Access Device)oll CHEH ISE Q1 3! 3 Hof HAMS M
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= Cisco ISE Administration - Network Resources Q @ 532
MNetwaork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences More

Network Devices
Defautt Device Network Devices

Device Security Settings

Selected 0 Totad 2
Name IPiMask Proflle Name Location Type Description

2EtA. LIE|3 C|HtOolA ZiX|of NameS X|Hst FMC IP FAE & UFHLICH
RADIUS #Qlgtg MElSt T SR 2= 5 Holghuct
FMCE TA5t24 LB ol St 718 ALgsfiok Bict
e EH XY S SEELIC

= Cisco IS Administration - Network Resources

Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADUS Server Sequences NAC Managers More

hetwerk Devicas
Mapwork D FMC

Newwork Devices

Name FME

P Asdress " 192.168.152.60 32
——

D ce Profile = w

Model Hame wFMC il

Software Version 7,25 -

Network Device Group

Location AN Locations [ ot To Defnilt
PSEC No W
Dewice Type ANl Dovice Typas w

RADIUS Authentication Semings

RADIUS UDP Settings
Protocol RADIUS
Shared Secret ssssssns

| Use Second Shared Secret

21EAH. S8t BAHE Bt=sto FTDE F7HefLich

HIE 2|3 C|HFO|A ZHA|0l NameS K|&5t T FTD IP TAE AtelstLct.
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= Cisco ISE

Network Devices Metwork Device Groups Network Device Profiles External RADIUS Servers

Wetwark Devices

Momwork Devices Lis FIDr

Ciofauli Device

Network Devices

Divicd Secuiity Seltiagi

Harme ﬂ
Description

A ki 19216819283 1 32
Dewice Profile 2= Cneo w
Model Mame wFTD W
Soltwade Version 725 w
Metwork Device Group
Lecation All Locaiions o
IPSEC Ko o
Device Type All Device Types £

RADIUS Authentication Setings

RADIUS UDP Settings
Protocol RADIUS
Shared Secrel FREREE

|_| Use Second Shared Secret

Second Shared
Secrat

2.3EtA|. & C|HtO|A T} 25 Network Devices(HIE

= Cisco ISE

Network Devicos Netwark Device Groups MNetwork Device Profiles Extarnal RADIUS Servers

Hatwork Daviced

Network Devices
Device Security Settings
Aisd
Name IPMask Profile Nama
FMEC 162,168, 192.60/32 2= Clsen ()
FTE 192.1668.192.83/32 &t Cisen (

3EHA.

Administration - Network Resources

Sat To Dafault

RADIUS Server Seguences MAC Managers

|3 ClHio|&)o EAIE[=X

Administration - Network Resources

Location

All Locations

All Lacations

S 7o

RADIUS Server Sequences

Typa
All Dovica Typas

All Device Typas

£ 7 oto|2

More

NAC Managers More

Selecied 0 Total 2

Description
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= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources ldentity Source Sequences Settings

Identity Groups
=0

User ldentity Groups

Name

Endpaoint ldentity Groups

1 User |dantity Groups Description

4EHA. L*:L—E-Oil O|FE X|¥stn
gt 2S0 7| M8 AERIE flgt 2
tOES D%Lh:}_

H O

_E_g
=H =

= Cisco ISE Administration « [dentity Management

ldentities Groups External Identity Sources Identity Source Sequences Settings

FMC and FTD admins

Isar ldentity Groups

Identity Groups
Eel ldentity Group

* Name FMC and FTD admins

Endpaint ldentity Groups

Description FMC and FTD admins 1SE local

Usar ldentity Groups

4 1EHH|. ReadOnly AFE Xtoi| CHEH & B4R

age U

= Cisco ISE Administration - Identity Management
Identities Groups External Identity Scurces Identity Source Sequences Settings
Usar kdantity Groups FMC and FTD ReadOnly
Identity Groups
Bl ldentity Group
* Mame FMC and FTD ReadOnly
Endpoint ldentity Groups
I ' FMC and FTD ReadOnly.
User Identity Groups Description
Save

4.2EHAH. & 38 25 User Identity Groups List(AFHEAHID & 55

At&stod A &g = U&LICH

-

il

Selaectad O Total 11

O =2 X{EErLIC} 0] od|oll A= Administrator AFS XIS 2
OrE 1 QI&LICH THX{ 2[RI HEto| U= AR Ktoil CH
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Reseat

) ot2ioll EAIELICH HEE



5t S Responder 2 &0 F7HEFLICEH Administration(ZHE]) s
> |dentity Management(ID & 2l) > Identities(ID) > + Add(F7HZ O|S & L|C}.
Administration - Identity Management Q @ L@ &

Cisco ISE

Identitias Groups

Identity Groups
=

5EHA. 27 AL RHE M A

External ldentity Sources

Endpoint Identity Groups

User Identity Groups

= Cisco ISE

Identities

Users

Groups

Latest Manual Network Scan Res...

Administration - ldentity Management

Identity Source Sequances

Sattings
User Identity Groups
Selected 0 Total 2
MName Description
Fmic

=2 OO

External Identity Sources

S FMG and FTD ReadOnly FMC and FTD ReadOnly
&t FMC and FTD adming FMC and FTD admins ISE local.

Identity Source Sequences Settings

Network Access Users

Selected 0 Totwl 0

Status

1EHA|. BHX{ #tE|xF HEro| =

AN -

Username Description First Name  Last Name

Email Address User Identity Groups  Adn

Mo data available

AEXE MEELICE O|§, HIYHS, & FMC 2 FTD 2Rt

—
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= Cisco ISE Administration - Identity Management Q @ @ &

Identities Groups External ldentity Sources Identity Source Sequences Settings

Users
Metwork Accoss Users List > New Network Access User

Latest Manual Metwork Scan Res...

~ Network Access User

* Usermame firewall_admin
Status B Enabled

Account Name Alias

Email

~ Passwords
Password Type;  Internal Users o
Password Lifetime:

"y With Expiraion

© Never Expires

Password Re-Enter Password
* Login Password  sesssssssss ssssssses Generate Password | )]
Enable Password Generate Password | o
= Cisco ISE Administration - Identity Management Q @ L8 @
Identities Groups External ldentity Sources Identity Source Sequences Settings
Uzers
Latest Manual Network Scan Res..
~ User Groups
= FMC and FTD admins v -"l .

Cance

FMC % FTD 2471 ™ &

Iju

5.2EH7A|. ¢47| M& Heto| A= AL8XHE FIHELICEH OF, HIZHE, 1O
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= Cisco ISE Administration - ldentity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
Lisers Nerwork Access Uszers List > Mew Metwork Access User

Latest Manual Network Scan Res...

~ Network Access User

* Username firgwall_readuser
———
Siatus B Enabled ~

Account Name Alias

Email

~ Passwords

Password Type:  Intemal Users ~

Password Lifetime:
) With Expiration
O Never Expiras [

Password Re-Enter Password

* Login Password e8e8sssss SREBEEES Generate Password [0
—— | =T
Enable Password Generate Password (0]

= Cisco ISE Administration - ldentity Management Q @& L@
ldentities Groups External ldentity Sources Identity Source Sequences Settings
Users

Latest Manual Network Scan Res..

~ User Groups

% FMC and FTD ReadOnly i

6EF7l. Admin AL Xtol| CHEF HEF Fof ZzutdS dEELIC
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Advanced Attributes Settings(Z.2 S
Class—[25]2 F7}5t 1 Submit(ME)2 E=l&FL|ct.

= CiscoISE
Dictionaries Conditions
Authentication b

Allowed Protocols

Authorization e
Aythorization Profiles

Downloadable ACLs

Profiling 3
Postura >
Pllant Besmdslaninm Y

A1 >015>08 T2

, Ac
M=Z
=0
=
=

Paolicy - Policy Elements

Results

Authorization Profiles > FMC and FTD Admins:

Authorization Profile

SIS FMC and FTD Admins

Dascription

* Access Type
AGCCESS_ACCEPT

Natwork Davice Profile &% Cisco @

Service Temolate n

ccess Type(HMA R&E)S
)0l A Administrator(Z 2| X} Z

Q,

ACCESS ACCEPTE &1
t 31t &7 Radius >

iy




= Cisco ISE

Dictionaries Conditions
Authentication ¥
Authorization L

Authorization Profiles

Downloadable ACLS

Profiling >
Posture >
Client Provisioning >

= Cisco ISE

Dictionaries Conditions

Policy « Policy Elements O & ta &
Y ¥ o

Results

—

~ Advanced Attributes Settings

Radius:Class v _Administeator w

~ Attributes Details

Access Type = ACCESS_ACCEPT
Clats = Adminstraton

Cancel
7EHA. O|™ EHAHIE =504 97| & ALE X0l CHEF Mt o 220U MdgrLct olHo=
Administrator CH4! ReadUser &t 7*° A&735104 Radius 24 E BHELICEH

Policy - Policy Elements Q @ @ &
Results

Authentication b

Allowed Protocols

Authorlzation -

Authorization Profiles

Downloadable ACLs

Profiling »

Posture >

Authorization Profile

" Nama FMC and FTD ReadUser

Dascription

i

* Access Type
ACCESS_ACCEPT b

Metwaork Davica Profile

Candra Tamniats m



= Cisco ISE

Dictionaries Conditions
Authentication »
Authorization ~

Authorization Profiles

Downloadable ACLs
Profiling b
Pasture ¥
Client Provisioning b

8CtAL FMC IP 42

A S Roists X

—-_—

Paolicy - Policy Elements Q & LA &

Results

~ Advanced Attributes Settings

* madus:Cless v " _ResdUser v

~ Attributes Details

Access Type = ACCESS_ACCEPT
Chass = ReadUser
p:
Ux|ste H2 Hgs d-deLct ol ChHE ClHHO[ A0 M AFS RHOIAH| A A|
£ YX[st7| e ALt

2% ME DM 2RIt
> Policy > Policy Sets >



OlO|22Z o|sEfLICt.
Policy - Policy Sets Q @& B &

= Cisco ISE
Rt Resat Policyset Hitcounts J m

Hits  Acti View

Policy Sets
Allowed Protocels | Server S

Status  Policy Set Name Conditions

() Search

Deseription

@& 45 {@} »

Default Metwork Access

] Datault Datault policy sat



8.1EHAH|. HX ME | B 2|0 M o] HfX|ELICH.

M H=o| O|§ & XI5t FMC IP A8t YX[SHE RADIUS NAS-IP-Address 5 -&0i| CHEH & 2

= A2 1IEFs 5 = o x5
FTDO| IP FAE XSS OR A &7H & Bl =S FIHELICH
St2 1|5 x E X235 2 =1k
HE A E FXlst HRTVIE S=ottiH AHES 2=FLICH
%)
Conditions Studio
Library Editor
Radius-NAS-IP-Address
omlojale|Rolrmleln|le|lt|e|u|r ®
L1 — — Equals 192.168.192.60 =
5G
Radius-NAS-IP - Address
Catalyst_Swiich_Local_Web_Authentication
OR Qe
_ i Equals 192.168.192.83 i H
Source FMC
Switch_Locel_Waob_Authaentication
NEW F
Swinch_Web_Authentication
: =1
Wined _B802.1X
Wired _MAR
Wireless_BOZ. 1X
Wireloss_Access
(= —|
8.2EA. 22 E|H K& E FELICL
= Cisco IS Policy - Policy Sets
Policy Sels Resat Resat Policyset Hitcounts m
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits  Actlons  View
e Radius NAS-IP-Address EQUALS 197.168.102.60
[-] EMC and FTD Access Management Access ok Default Metwork ACCEsS <X o g_‘g »
9 Radtiug - NAS-IP-Addrgss EQUALS 192.168,192.83
[ ] Datault Delaylt palisy 18 Darfault Motwork Accoss o 1] @ >
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O|F& CHEt

Attribute Name Equals User Identity Groups: FMC and FTD admins(4EtHl0 M BHE O & 0|8)%
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Conditions Studio
Library Editor
IdentityGroup-Mama

Equals - Usar identity Groups:FMC and FTD

[+ 5 -
- & admins ]

BYOD_is_Registerad Sot 10 I8 not o ain m

Catalyst_Switch_Local_Web_Authentication

Compiliance_Unknown_Devices o )
EAP-MECHARZ
EAP-TLS
FMC and FTD Admin
10EHA|. 47| ™ME HetE 7t ALS Aol A HMAE 5185t F HM| 72 E F7tstt{™ ofo|2

o



O|5& CHEt

Attribute Name Equals User Identity Groups: FMC and FTD ReadOnly(4EA|0f| A £

MMEHOE
£)2} &7 Dictionary Identity Group(At™ ID ZE0| AFEXHID 2 E SYUEHT}F LXIGE =
M50 Use(AHR)E E=IFLICH
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Conditions Studio

Library

o[s[o[=[¢]s[e[s[s[a[a[c[a[o]E]

5G

BYOD_is_Registered

Catalys:_Switch_Local_Wab_Authenticasion

Compliance_Unknoan,_ Dovices

1127 ZF &0 CH3H Authorization Profiles(T 8t 04 Z2 0t Q)& ZH2f 45t 1 Save(X

FELHAR.

= Cisco IS5l
Policy Sets— FMC and FTD Access

Status  Policy Sat Nama Dascription

] FMC gnd FTD Access Mansgement Access

» Authentication Palicy (1)

v Muthorization Policy - Local Exceptions

» Authorization Policy = Global Exceptions

« Authorization Policy (3]

Status  Rule Name Conditions.
&}
o FRIC and FTD read user
Beowia
o FREC and FTD & o g M ¥
sccans sdming
-] Diefa

FMC Zix| 18|04

Editor
IderitityGroup-MName

Equals w User kiontity Groups:FMC and FTD
= ReadOnly

Sat 1o s not”

Policy - Policy Sets

Conditions Allowad Protocals | Server Sequance Hils

9 Refiui NAS-P-Asareds EQUALS 102.188.192.80

O Dafault Network ACCess
9 Radiun NAS.R-Address DQUALS 19216019202
Rosults
Profiles Security Groups Hits

Iroup-Mame EQUALS User identity Groups:FMC and FTD

FMC and FTD ReadUser Select from Hat
—————

MNama EQUALS Uies identity Groupa FMC and FTD FMC and FTD Admins Select from Hat
——

DenyAccess Select from st

Actions

&

1EtA|. System(A|AE]) > Users(AH& A} > External Authentication(2/5 215) > + Add External

Authentication Object(2|§ 215

A F=7HolM 2F 215 JHAE BHELICh




Devices Objects Integration Deploy G & &+ @ adminv -l

Firewall Management Center ,
- Authanticst Ovendew Analysis Policies

Users User Roles External Authentication Single Sign-0n (S50)
——
[sove [ cocer |

| =+ Add External Authentication Object I

Defauli User Role: None Shell Authenbication ~ Disabled

Method Enabled

Marme

2CEH7A|. RADIUSE Authentication Method(2!5 &

External Authentication Object(2|F 21& 7HA[)ol A A 7HA|0l Name(O|&)E K|

EP%OE Primary Server A0 ISE IP A8} ISE ZAL|22{|0|M 9| 2B A0 MH AHE S Aot S

EF RADIUS Secret KeyE &M lgrLICt

FIF_EWE" MBI‘IEIgtj!I'I"IE-ﬂT C.erjte_r. ) Overview  Analysis  Policies Devices Objects  Integration Deploy O @ £33 @ adminw 00 o

Users User Roles Extermnal Authentication Single Sign-On (550)

External Authentication Object
Authentication Method ~ RADIUS

Mame * ISE_Radius

Description

Primary Server

Host NamefIP Address * 192.168.192.90

Port * 1812
RADIUS Secret Key * T
Backup Server (Optional)
Host Name/IP Address
Port 1812

RADIUS Secret Key

RADIUS-Specific Parameters

Timeout {(Seconds) | 30

3EHA| ISE ZAI|azio|Mo| 6EHAH|IQ 7EFAIO| A ZHZt firewall_admin 2! firewall_readuser0d| CHaH
£ 7t2 Atolst |C}.

Administrator 2! ReadUserZ 7+ E RADIUS 2ciA EM 72



RADIUS-Specific Parameters
Timeout {Seconds)
Retries

Access Admin

Security Analyst (Read Oniy)
Security Approver

Threat Intelligence Director (TID) User

To specify the default user role if wser is not found in any group:
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ATHA|. CLI M A ZIE| of2i el ZE|At CLI HMA AFE2AF SE S CLI HMA H
MEX 0|EoE AMSLICE

240l 22 L™ Save(ME)E S=IFLICH

A E 3ot 7|
3 = x| efotok gfLICt Alzk AM|BF
=2 4o =2 M5 2% Yo RADIUS Zix|1ei|o|Mo| &5t X| et &LIC.
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CLI Access Filter

n
Sdministrator CLI Aceess Liser List firewall_admi

* Define Custom RADIUS Attributes

Additional Test Parameters
User Name

Password

*Required Field

H43tetLICH FMCOHl CHEH 44 Q15 WHo 2 %5t Save and ApplyE 228

\OI'

S5EA. M 7HAIE
LICH.

FII‘EW&"M&I’IE{Q?I‘.H?I'?‘ CFEI‘.I[?[ Oveniew Analysis Polickes Devices Objects Integration Deploy Q @ 4+ @ adminr  -Jub cecups

Users User Roles External Authentication Single Sign-0n (S50)

Csve [ v | Come ooy

3
Dafault Lser Rola: Mong Shell Auvthentication | Enabled (ISE_Radius) ¥ { Add External Authentication Object

)

Hame Maethod Enabled

1. ISE_Radius RADIUS E e

1

FTD ZdI|z2 a8 o|M

1EtA|. FMC GUIOI M Devices(C|HFO|A) > Platform Settings(Z3HE M) Z O|SELICH HAM AT}
ZIQ$ FTDO| T E|X| of2 Z 3l HAME S-S HLE Af % &H% MABFLICH External
Authentication(2|5F 215)0{ A RADIUS MHE & 435t Save(XME)E S=IELICE.

Firewall Management Center

Crvervien Anatyia Polcing Davices Objects Integrason Depicy O, @ £ @ adminv Lk

FTD PO"C\!‘ Vo Paren ..H.\-m:cr.r\-:

Froer Deengticn

2EHA|. HM|ASHOF 5H= FTD7} Policy Assignments(Z324 & &) of 201l Selected Device(41E4$H C|
HFO|A)E LI E|0] U=X| = QlgtLct.



Palicy Assignments
Targated Dovices

Sedact dewvicas 1o which you want 1o apply this pokcy.
Avwailabla Devices Sedecied Devices

‘G, Search by name or valwe wFTD_192,168.192.83
——

vFTD_192.168.192.83

3EHAL HE ALY E FHELICL

licies Devices Objects Integration Deploy Q @ £+ @ adminv Iub cecuRe

Q, Advanced Deploy =N m

4+ vFTD_192.168.192.83 Ready for Deployment 2]

its (1)

CtE2 S lef Lt

« M BH{EZ7} M2 2 Sst=X| HIAERLICH

« FMC GUI0{| A RADIUS M MH o2 0|53t Additional Test Parameters(F 7t E|AE Of
) Mo 2 A E3HLICH

 ISE AFEX2| At& X} O|F 1t HIUHE E =510 Test(EIAE)E S 2IFLICH

* Define Custom RADIUS Attributes

Additional Test Parameters
Lser Name firawall_admin

Password T T

“Required Freld

Cancel I Test

« E|AEO] H35tH EEt A & AEHol| =M Success Test Complete M A|X|7} E AIELICEH



Firewall Management Center
Create External Authentication Object

Usars User Roles External Authentication Single Sign-0On (S50)

® Success
Test Complete.

External Authentication Object
Authentication Method RADILS -

Mame * | ISE_Radius

« AtME L8 S E{H HAE £3 of2foll M MF AL E HEE & &L

* Define Custom RADIUS Attributes

Additional Test Parameters

Liser Name firewall_admin

Password LLLLL LY ]

Test Output
Show Details  +

check_auth_radius; spUser: frewall_admin
RADIUS confg fila: fvar/tmp/4vQquehXof/radiesclient_0.conl
radiusauth - response: [User-MNarmie=firgwall_sdmin|
User Tesy "@diUsauth - responsa: |Class=Administrator]
radivsouth - msponse: |Class=CACS:c0aBe05a_CNaQKISZB2OTPFOShmiBVENT 27TES2627 ToUjzXUdA ISE-LVILLAFR/ 47901 1358/67 |
*firewall_admin® RADIUS Authentication OK
chock_is_radius_mamber aitrib match found; [Class=Administrator| - |Clags=Administralor] »=smesses
role_beeZebl@-e129-11df-adda-42c66f0a3b36:

*Raquired Field

Cancel

Test

Overview Analysis Policies Devicas Objects Integration Deploy © @ {+ @ adminvw

Save
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