Q5 3! 04728 E I8t RADIUS(Remote Authentication Dial In User Service) I Z! 2| B|O|0} R 2
RFC 2138 3! 21390 M E[0{ J&LICE O] EMoiMHE= RADIUS 22H0|1E 2 RADIUS ME{ 7t
Ol nEMM B2 A 1Rl EM 26 ME, 32U 2 E 9(Cisco) M& 52| X! 24 0l E M3
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. rtpkrb = access-requestE rtp-pineconedl| 2 HLICH.

. rtp-pinecone rtpkrb 01l access-acceptE = ' LICt.

. rtpkrb = accounting-request(start)E rtp-pinecone™| & gHL|Ct.
. rtp-pinecone rtpkrb0f| 047t 2% & & EHLICH.

. rtpkrb= accounting-request(stop) 2 rtp-pinecone0 & EHL|C}.
. rtp-pinecone rtpkrb0i| 047t 2% &2 EHLICH.

oo b WN -

Pkt D Ti nest anp Si ze Source Node Destination Node Status Protocol

1 18:14:20.355 0119 rtpkrb.rtp.cisco. rtp- pi necone. rtp. DoD UDP

Frame 1 Size 119 Absolute Tinme Sep 21 18: 14:20.355 ASCI| MODE

00000: 08 00 20 1a 5f 3d 00 00 Oc 5c 5b 38 08 00 45 00 =...\[8..E
00016: 00 65 04 e0 00 00 fd 11 8b da Oa 1f 01 05 ab 44 € D
00032: 76 65 06 6d 06 6d 00 51 af 1b 01 09 00 49 a4 74 vemmQ....l.t

00080: 01 06 62 69 6¢ 6¢ 1f Ob 31 30 2e 33 31 2e 31 2e ..bill..10.31.1.
00096: 35 02 12 fe 57 fc ec bl 88 el 91 50 c2 fd de 8f 5...W..... P
00112: 3f 69 20 cc 5¢c 19 97 2\

X-byte Val ue Meani ng

42 01 access request

43 09 identifier

44-45 0049 length (X49 = 73 = byte 42-114)

46- 61 Request Aut henti cat or

62 04 Attribute 4 = NAS-1P-Address

63 06 Il ength of attribute


http://www.ietf.org/rfc/rfc2138.txt?number=2138
http://www.ietf.org/rfc/rfc2139.txt?number=2139

64- 67
68

69
70-73
74

75
76-79
80

81
82-85
86

87
88-96
97

98
99-114

Oa 1f 01
05
06
12
3d
06
00 00 00
01
06
62 69 6¢C
1f
Ob
31 30 2e
02
12
fe 57 fc

HEHeE

- RADIUS Z|& X|#

05 10.31.1.5
Attribute 5 = NAS- Port
Il ength of attribute
X12 = 18 (i.e. tty 18)
Attribute 61 = NAS-Port- Type
Il ength of attribute
05 5 = virtual
Attribute 1 = User-Nane
Il ength of attribute
6¢C "bhill'

Attribute 31 = Calling-Station-1D

Il ength of attribute

33 31 2e 31 2e 35 = 10.31.1.5
Attribute 2 = User-Password
Il ength of attribute

ec bl 88 el 91 50 c2 fd de 8f 3f 69 20

. RFC(Request for Comments)
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encrypted password
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