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ResponseAuth = MD5(Code + ID + Length + RequestAuth + Attributes + Secret)
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def Encrypt_Pass (password, authenticator, secret):
m = md5 ()
m.update (secret+authenticator)

A

return "".join(chr (ord(x) ord(y)) for x, v in zip(password.ljust

(16,'\0"')[:16], m.digest()[:16]))
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RequestAuth = MD5(Code + ID + Length + 16 zero octets + Attributes + Secret)
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11038 RADIUS Accounting-Request header contains invalid Authenticator field
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Message-Authenticator = HMAC-MD5 (Type, Identifier, Length, Request Authenticator,
Attributes)
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11036 The Message-Authenticator Radius Attribute is invalid.
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Code: Access-Request (1)

Packet identifier: Oxlb (22)

Length: 359

Authenticator: bed95259578302c819184d fe2besadal
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FOAYP: 1=7  t=User-Name(l): cisco

AVP: 1=t t=Service-Typeit): Framed{2)

A¥P: 1=6 t=Framed-HTU{12}: 1508

AVP: 1=19 t=Called-Station-Id(38): AA-BE-CC-20-54-808

AVP: 1=19 t=Calling-S5tation-Id(31): O8-00-27-6E-C5-50

AVP: 1=2@2 t=EAP-Wessage(79) Last Seqment[1]

AYP: 1=18 L=Hessage - Au thenticator(80): 0141843b1865556918269d3c 17360800
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pluton # cat packet30-clear-msgauth.bin | openssl dgst -md5 -hmac 'cisco'
(stdin)= 01418d3b1865556918269d3c£f73608b0
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pluton # cat hmac.py
#!/usr/bin/env python

import base64
import hmac
import hashlib

f = open('packet30-clear-msgauth.bin', 'rb')
try:

body = f.read()
finally:

f.close()

digest = hmac.new('cisco', body, hashlib.md5)
d=digest.hexdigest ()
print d



pluton # python hmac.py
01418d3b1865556918269d3c£73608b0
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