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switch(config) #aaa authentication login default group radius local
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switch(config) #aaa authorization exec default group radius if-authenticated
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Switch(config) #username admin privilege 15 password 0 ciscol23!
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switch(config)# aaa new-model
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switch# configure terminal
switch(config) #radius-server host 172.16.71.146 auth-port 1645 acct-port 1646
switch(config) #radius-server key hellol23
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switch# test aaa server Radius 172.16.71.146 userl Ur2Gd2BH
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# cd /etc/freeradius

. clients.conf I} S HEIStE{H CI2 S =38L|Ct

# sudo nano clients.conf
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client 192.168.1.1 {
secret = secretkey
nastype = cisco
shortname = switch

}
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# sudo nano users
5. EIHFOI/\Oﬂ HMAE ZF7tgtLIct. o] ool M= "cisco" AFHE&AFQ| Cisco
I0S Het Bl g 152 A4 C

cisco Cleartext-Password := "password"
Service-Type = NAS-Prompt-User,
Cisco-AVPair = "shell:priv-1lvl=15"

6. FreeRADIUSE CtA| A% stedd ChtS 2 ™ &uich

# sudo /etc/init.d/freeradius restart
7. AL Rt T U0 M DEFAULT A&t 25 & A 5104 cisco-rwe| BRI 2 E ALEXtol| A TE
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DEFAULT Group == cisco-rw, Auth-Type = System
Service-Type = NAS-Prompt-User,
cisco-avpair :="shell:priv-1vl=15"
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sudo nano/etc/freeradius/users

life Cleartext-Password := "testing"
Service-Type = NAS-Prompt-User,
Cisco-AVPair = "shell:priv-1vl=3"

Restart the FreeRADIUS service:
sudo /etc/init.d/freeradius restart

23 0| EAMe| AHI|ad 0|2 Ubuntu 12.04 LTE 2! 13.040{ A A E|= FreeRADIUSE
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switch# show run | in radius (Show the radius configuration)
switch# show run | in aaa (Show the running AAA configuration)
switch# show startup-config Radius (Show the startup AAA configuration in
start-up configuration)
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http://freeradius.org/
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