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1. show running-config 212 | C|Ht 0| A0 M crypto BES AlZHELICEH
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crypto pki trustpoint TP-self-signed-XXXXXXXX
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-662415686

revocation-check none
rsakeypair TP-self-signed-662415686
|
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crypto pki certificate chain TP-self-signed-XXXXXXXX
certificate self-signed 01
3082032E 31840216 A0030201 02024101 300D0609 2A864886 F70D0101 05050030
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ip http secure-server
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ip http secure-trustpoint TP-self-signed-XXXXXXXX
Az X|Ho| HolE[1 XA ME 215 M 0|22 QIS ME 7I27|l= 3¢ d&S &X| b&Lct.

HTTPS AMHH2o| Z¢ BFRE elEA e I A MEE °._|§A-I% ojof dlzig

(=)
= X
£ oloo 2 AlA P ZJ0|H B2 E|X| gt 2 FA0z @1% *”*ég LICt M2 E CIEM7I Q™
HeEtR™MoM =415t 47 HEE &= A &LIct

. SIP over TLS2| AR O| HIAE = A mtofl E A|IE/L|Ct.

voice service voip

sip

session transport tcp tls

!
sip-ua
crypto signaling default trustpoint <self-signed-trustpoint-name>
! or

crypto signaling remote-addr a.b.c.d /nn trustpoint <self-signed-trustpoint-name>

- ESHE AE 2|7t #43HE Cisco Unified CMES| B2 O| HIAE = T4 mhlol| EAIEL
Ct.
telephony-service
secure-signaling trustpoint <self-signed-trustpoint-name>
tftp-server-credentials trustpoint <self-signed-trustpoint-name>
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trustpoint <self-signed-trustpoint-name>
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dspfarm profile 1 conference security

trustpoint <self-signed-trustpoint-name>
1



dspfarm profile 2 mtp security
trustpoint <self-signed-trustpoint-name>

1
dspfarm profile 3 transcode security

trustpoint <self-signed-trustpoint-name>
!
sccp cem 127.0.0.1 identifier 1 priority 1 version 7.0 trustpoint <self-signed-trustpoint-

name>
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stcapp security trustpoint <self-signed-trustpoint-name>
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| Cisco Unified Communications Gateway Services API2| < O|

Kot pE 9
mpdof E A|ELICE.
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ip http secure-server

ip http secure-trustpoint TP-self-signed-XXXXXXXX
SSLVPNO| 7=|C> Ol E-II/\E'— ?.}H _u_|.0|o-|| A|EI=’I|__||_‘_|._

webvpn gateway <gw name>
ssl trustpoint TP-self-signed-XXXXXXXX
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crypto ssl policy <policy-name>
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pki trustpoint <trustpoint-name> sign
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crypto isakmp policy <number>
authentication pre-share | rsa-encr < NOT either of these

ste x| 2olsty

1
crypto ikev2 profile <prof name>

authentication local rsa-sig
pki trustpoint TP-self-signed-xxxXXXxX
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1
crypto isakmp profile <prof name>
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ip ssh server certificate profile

! Certificate used by server
server
trustpoint sign TP-self-signed-xxxxxx
FE AIELICH

RESTCONF2| Z2 O| HIAE = F 4 ol &
restconf

! And one of the following ip http secure-trustpoint TP-self-signed-XXXXXXXXX ! OR ip http
client secure trustpoint TP-self-signed-XXXXXXXX
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1 & 1 - EFAF CA(Certificate Authority)HIM f &8 QIS MHE 7FX{SLICH.

RIE 7|#HM CIBME MXIFLICH 3& CAoll= ChS0| Z&ELICH Comodo, Let's Encrypt,
RapidSSL, Thawte, Sectigo, GeoTrust, Symantec %! 7|E} 0424 7} X|
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1. CSR(Certificate Signing Request)2 A& L|C}.
Router# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# crypto pki trustpoint TEST
Router (ca-trustpoint)# enrollment term pem
Router (ca-trustpoint) # subject-name CN=TEST
Router (ca-trustpoint) # revocation-check none
Router (ca-trustpoint)# rsakeypair TEST
Router (ca-trustpoint) # exit
Router (config)# crypto pki enroll TEST

Start certificate enrollment ..

oe

oe

The subject name in the certificate will include: CN=TEST

oe

The subject name in the certificate will include: Router.cisco.com
The serial number in the certificate will be: FTX1234ABCD
Include an IP address in the subject name? [no]: no

oe

oe

Display Certificate Request to terminal? [yes/no]l: yes
Certificate Request follows:

A Baseb4 Certificate is displayed here. Copy it, along with the ---BEGIN and ---END lines.

---End - This line not part of the certificate request---

2. CSRE MEIE| CA0| ME¢&LICHEDI: CSRE AMEIHE| CAM| XM ZE 6t
Mst= MrtE AE 2 CAoill et CHELICH O HFAIE +™stE YH
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Router# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# crypto pki auth TEST

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself



Certificate has the following attributes:
Fingerprint MD5: 79D15A9F C7EB4882 83AC50AC 7BOFC625
Fingerprint SHAl: 0A80CC2C 9C779D20 9071E790 B82421DE B47E9006

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

5. C|Hto|A0] ID Q1B ME MxIELICE.
Router (config)# crypto pki import TEST certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

% Router Certificate successfully imported

E L 2 - 10S CA AHHE AHE50{ M| IS AME &Lt
27 Cisco I0S Certificate Authority AMEHHE AL25t01 A QB ME AT MBEFLICH

B 2H CAMH 7|52 L7 MEAWM MAEE £ Sl&LICH

Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip http server

Router (config)# crypto pki server IOS-CA

Router (cs-server)# grant auto

Router (cs-server) # database level complete

Router (cs-server)# no shut

%Some server settings cannot be changed after CA certificate generation.
% Please enter a passphrase to protect the private key

% or type Return to exit

Password:

Router# show crypto pki server IOS-CA Certificates
Serial Issued date Expire date Subject Name
1 21:31:40 EST Jan 1 2020 21:31:40 EST Dec 31 2022 cn=I0S-CA

Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# crypto pki trustpoint TEST
Router (ca-trustpoint) # enrollment url http:// # Replace



Router (ca-trustpoint subject-name CN=TEST
revocation-check none

(
Router (ca-trustpoint
( rsakeypair TEST

Router (ca-trustpoint

H o

)
)
)
Router (ca-trustpoint)# exit

Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# crypto pki auth TEST

Certificate has the following attributes:

Fingerprint MD5: C281D9A0 337659CB D1B03AA6 11BD6E40
Fingerprint SHAl: 1779C425 3DCEE86D 2B11C880 D92361D6 8E2B71FF
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

Router (config)# crypto pki enroll TEST

oe

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

o= 4'H 3 - OpenSSLE AFE38t0d M AH&l| ME QIZSME HJ8LCH.

OpenSSLEZ Al&3610{ PKCS12 QI A HES st

T

£ Cisco IOSE 7}X{ZLICl.

LINUX, UNIX ZE= MAC(OSX) o

User@linux-box$ openssl req -newkey rsa:2048 -nodes -keyout tmp.key -x509 -days 4000 -out
tmp.cer -subj

"/CN=SelfSignedCert" &> /dev/null && openssl pkcsl2 -export -in tmp.cer -inkey tmp.key -out
tmp.bin

-passout pass:Ciscol23 && openssl pkcsl2 -export -out certificate.pfx -password pass:Ciscol23 -
inkey

tmp.key -in tmp.cer && rm tmp.bin tmp.key tmp.cer && openssl base64 -in certificate.pfx
MIII8QIBAzCCCLcGCSgGSIb3DQEHAACCCKgEggikMIIIoDCCAl1cGCSgGSIb3DQEH

BgCCAOgwggNEAGEAMI IDPQYJK0ZIhveNAQceBMBWGCigGSIb3DQEMAQYwDgQIGnxXm
t5r28FECAggAgIIDEKYyw1l0smucdQGt1lc0DAfYXwUo8BwaBnzQvNOClawXNQln2bT
vrhus6LfRVVxBNPeQz2ADgLikGxatwV5EDgooM+IEucKDURGLEotaRrVUSWk3EGM

mjC6Ko90aM3 0vhAGEEXrk26cg+OWsEuF3qudggRYv2gIBcrJ2iUQNFsBIrv1GHRO
FphOTghVaAPxZS7hOB30cK1tMKHOTa8EwygyBvQPf]jjBT79QFgeexIJFmUtgYX/P

Cisco I0S &£ 10S XE Router 6



Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# crypto pki trustpoint TEST

Router (ca-trustpoint)# enrollment terminal

Router (ca-trustpoint) # revocation-check none

Router (ca-trustpoint)# exit

Rl (config) #crypto pki import TEST pkcsl2 terminal password Ciscol23
Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
MIII8QIBAzCCCLcGCSgGSIb3DQEHAACCCKgEggikMIIIoDCCAlcGCSgGSIb3DQEH
BQCCAOgwggNEAGEAMI IDPQYJK0ZIhveNAQCcBMBWGC 1igGSIb3DQEMAQYWDgQItyCo
Vh05+0QCAggAgIIDENUWY+UeuY5sIRZuoBi2nEhdIPdlth/auBYtX79aXGiz/iEW

M RIB M7t DRI E[A= K] UL

Rl#show crypto pki certificates TEST
Load for five secs: 5%/1%; one minute: 2%; five minutes: 3%
Time source is SNTP, 15:04:37.593 UTC Mon Dec 16 2019
CA Certificate
Status: Available
Certificate Serial Number (hex): 00A16966E46A435A99
Certificate Usage: General Purpose
Issuer:
cn=SelfSignedCert
Subject:
cn=SelfSignedCert
Validity Date:
start date: 14:54:46 UTC Dec 16 2019
end date: 14:54:46 UTC Nov 28 2030
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Q: O] BX|e| J&E WX o{FH & = JUaL7}?
Field Notice(EE= &M= AtAl ME IS ME A8t AU

Mol ggs We=X| R E %.“?_"P" X|&g MSELCh Fie
|dentify Affected Products(J&t= MES AE5t= W) MME 3

Q: A7t Y@ WX SIS A5 MBE £+ Q= ATBETE ALIR?

0. Cisco CLI Analyzer& At&3t01 A|AH TITH MS MAELICE CIBEM7E AT ME B2 E2
Z1 7} E AIEILIC}. https://cway.cisco.com/cli/

Q. Cisco0l| A O] Exijol CHEt AT E o] =8 ALEE MBBELIT?

0i. Cisco= AZE?|0{ FB0|E7t Al 7Is35X| &2 A< o] EX|ol| CHEl AZEQ o = At
o s e Y EMESLICEH RIMIE 82 EE LIS AXSHAAIL.

Q: Ol EXMlE QB ME A8 3= Cisco ME0| F& OIEL7?

olL|2. o] EXle B HZT2| Cisco I0S EE Cisco IOS-XEO|A M8t x| HE QS AME ALS
st M Eolpt &2 O|XIH, o] 1B M= XﬂE-O—l MH|Ao0] 28 ELICE CA(Certificate
Authority) | A ‘8t QIZME ALESt= ME2 o] EX|e| &2 x| i&Lct.

Q: Cisco MZF2 A AHE ASAEH AHSELTH?

OtLI2. 1B M= 2|8 MELE| 2IE 7|20 ddE == 11, Cisco I0S EE&= Cisco I0S-XE &
x| RER[OIM AEA| ME QIS ME e = QUELICH EH 0 27 AIE *QE ol AFA| M @l
SME MEE == U&LICH CA(Certificate Authority) Ol A 4 *EF RIS ME o] BX|o| ¥&g erx|
er&LCt.

Q. 0| EXl= off YSB&ELI?

OHEIZ A, 7|2 32 A 2l | Mol 2ol EF5tT AZEQo] AE L 04X5| st o]
I Cisco 7|2 E H27} & 74E|H, Ciscoe EHHEE FXI5tD oA HELXIE ES5tE
ol Zest MEE AIst7| e =2 %P__'L U&LICE.

0| B2, Cisco 10S X! Cisco IOS-XEL| Y& gt= HTOo| &4 KA MHE QIS Aol otg UM E
01/01/2020 00:00:00 UTCZ MAsl= L7l Az E Qo] tH:LE Ol 2|71 whAigtLICt o] It
OlZ0le QIEAM7I BIERE|T Q56X o2 NE 7|50 ¥ege O/E £ aLct
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Q: 2020' 1 12 00:00:00 UTCL| B2 o] MEHEl O|RE FHALIM?
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UHIRO 2 QB A= BHE I E Z&LCt o ¢£E—AIO+ 19| F<2, 2020 1€
(o]

H1gE 142 104
of| Cisco 10S 2 Cisco IOS-XE AZE Q0] 7HE S0 AFS L[S AFENO| Al=lL |
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https://cway.cisco.com/cli/

Q: 0| EXle] E e wE MES FAULIM?

15.6(03)M07, 15.7(03)M05, 15.8(03)M03, 15.9(03)M ! 16.9.1 0| H{&12| Cisco IOS-XE ZE|A
E Al3lSlE= 2 E Cisco MZE

Q: 1242 F U sH{ok L2

Cisco= 0| A A SKIE HESt01 O EXHQI g LeEX oiFE Frtetn, 2= CHH i
YH/EFM XIES Wet o]l EXME 2ESE S - R LICH

otLl2. o= EoF Fofdo| oiLIH MEF 2| FZEdol CiEh ol ei&LIch

Q: SSH7I g &aLlt?

OlL|2. SSHE RSA 7| M2 A

AM83tx|g EE Hu|asolMe Melstn ABME AHESHR| ef&L
Ch I0SOIM Q1B ME ME3Heie

Ch= Zdm|aefolMo] R{o{oF ErLict.

ip ssh server certificate profile
server
trustpoint sign TP-self-signed-xxxxxx

Q: 7|& Catalyst 2K, 3K, 4K, 6K £ Z0| AISE + U= 1™ HE2 FALUN?

£ (3650/3850/Catalyst 9K A|2|X)2| B2 16.9.1 O|F =™ 7t5
? 15.2(7)E1aE H& AL = UE ||:+

rr

Polaris 7|g+ Z2H
CDB ZHE9o| A

M
0
o
]
0%
o
o
B
2
O
O
@)
L]
]
|>
M
X
Rl
olt
A
el
>0
>-|-
).
C
]
jul
0o
O
O
@)
U
E
|>
9_

T=E Mol A&

Q: WAAS7| gEs eaU7t?

WAASE HlEaM Hexo =z 2astn EEEHE |55}t X[BF, AppNav-XE & Central
Manager= 2t= &l AHA| ME QST = X2 2z 212l HEf7t ELICH &, AppNav-
Cluster§ ZLIE{&5t7{LI WAASO]| CHEt HAE #HEE = gi&LICh 29F6tH WAASE A& 81 M
HA™Mo Z 2 E5HK|E QIS EAM7E SHEE w7k x| 2] & 2LIE{=I0| YAl SEHELICH EA
E siZstedH 1I0SH M M QIS ME et ChE Y TEIRtE 7hx{tok gfLCh.
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