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Oi7iHs0f 718 =B E Ar8st= W0l E&LICH

Bl EQH A NMSEL Z2 2= PKIELO|H 7|8t O|HE &= HEt U= Al AAT Gl 8%
U&LICHIOEIAM PKIE ™85t 2 & 2HRE0|M NTP(Network Time

Cisco 10S CA A{H{ Zdx|13|o|M

O| Ml M0fA= Cisco I0S CA M2l ZAx|22]o]4d 0| & MBS EfLCH.

RootCA#show ip interface brief
Interface IP-Address OK? Method Status Protocol
Ethernet0/0 10.1.1.1 YES manual up up

crypto pki server ios-ca

issuer-name CN=Root-CA,OU=TAC,C=IN

grant auto

hash shab512

lifetime certificate 0 0 20

lifetime ca-certificate 0 0 30

cdp-url http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
auto-rollover 0 0 10

database url flash:

D RS BOH BUOE XIYE UL A CA QISMO BE ST I} B2 QIS M7} M
SEI7| o] Y AIZHE S LICHm R CA QB ATE 12:002E] 12:307H%| K23 B2 XS
E2H 00102 ERQH CA Q1B M7t &F 12:2001 S EES o|O(EfLICt.

Cisco I0S CA M0 ZAI|22l|o|M& = 2I5E{4 show crypto pki certificate EE 2 123§ LICt.

RootCA#show crypto pki certificate
CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: ios-ca
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RootCA#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:19:22.283 IST Sun Nov 25 2012
PKI Timers

| 12:50.930

| 12:50.930 SESSION CLEANUP

CS Timers

| 16:43.558

| 16:43.558 CS SHADOW CERT GENERATION

| 26:43.532 CS CERT EXPIRE

| 26:43.558 CS CRL UPDATE

O £330l [rt2} show crypto pki timer 0] 9.19 ISTHM A& |2 0{ shadow/rollover 215 A7t
16.43&% L{ol| M4E Ho =2 of & ELCH.

[09:19:22 + 00:16:43] = 09:36:05, & [end-date_of_current_CA_cert - auto_rollover_timer]; &,
[09:46:05 - 00:10:00] = 09:36:05.
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Client-l#show ip interface brief
Interface IP-Address OK? Method Status Protocol
Ethernet0/0 172.16.1.1 YES manual up up

crypto pki trustpoint clientl
enrollment url http://10.1.1.1:80
subject-name CN=Client-1,0U=TAC,c=IN
revocation-check crl

auto-enroll 70 regenerate

#1: auto-enroll BH2 2t REM AtS S5 7|52 & GstELICH BHE 722 auto-enroll
[val%] [regenerate] &/L/CF.

0
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Client-1(config) #crypto pki authenticate clientl
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Certificate has the following attributes:
Fingerprint MD5: 006B2E44 37FBC3F1 AA14F32B CDC4462E
Fingerprint SHAl: 2999CC53 8BF65247 COD704E9 FDC73002 A33910D4

% Do you accept this certificate? [yes/no]:
. 22I0|HE B} RE{0|M CA QIBME +2r52{H yesE =24EFLICt O3 CHZ RENEW ELO|
M7t 2HRE{ol M A|ZFELICH

Client-l#show crypto pki timer
PKI Timers

| 0.086

| 0.086 RENEW cvo-pki

| 9:51.366 SESSION CLEANUP
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Client-l#show crypto pki certificate
Certificate

Status: Available

Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:16:57 IST Nov 25 2012
end date: 09:36:57 IST Nov 25 2012
renew date: 09:30:08 IST Nov 25 2012
Associated Trustpoints: clientl

CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature

Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html
/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html

Associated Trustpoints: clientl

A& &M= 09:30:080|H CHS 1t 2 0] AlAELICEH

AIEF A2t + (%renewal of ID_cert_lifetime)

i
rr

09:16:57 + (70% * 20=) = 09:30:08

PKI E}O|HE CHS 2 BFEELICE

Client-1l#show crypto pki timer
Load for five secs: 0%/0%; one minute: 0%;

five minutes:

Time source is NTP, 09:19:01.714 IST Sun Nov 25 2012

PKI Timers
| 1:21.790
| 1:21.790 SESSION CLEANUP
| 11:06.894 RENEW clientl

. RENEW E}O|H7} B2 E|H 21 RE{= M ID QIZEMHE 7| s CAQF &7 CHA
= 2{4 show crypto pki cert ZHE2

QIZM B0l waE F A ID VB ME

Client-1l#show crypto pki cert
Load for five secs: 0%/0%; one minute: 0%;

five minutes:

Time source is NTP, 09:34:55.063 IST Sun Nov 25 2012

Certificate

Status: Available

Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:

http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL

Validity Date:

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

0%

0%



c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

o ol&f &4/ Im7t ei&LIct cH&l SHADOW EfO|mH7t A[ZFEILICH.

Client-1l#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:34:57.922IST Sun Nov 25 2012

PKI Timers

| 25.582

| 25.582 SESSION CLEANUP

| 6:20.618 SHADOW clientl

ZZNA ZA2CtS Z4auch
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O| E}O|H &= auto-enroll B0 HZE HEE S 7|82 Z HAHEILICH S £04, 0| oflof ZAIE
AAEID QB MO §& UXIE DB AAI2.

Validity Date of current ID cert:
start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012

ol 2IE ML +H2 16 E LICH.[2tA E2H EHO|H(F, SHADOW EfO|H)E= 16& 2| 70%0|H,
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Client-1l#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:34:57.922 IST Sun Nov 25 2012

PKI Timers

| 25.582

| 25.582 SESSION CLEANUP

| 6:20.618 SHADOW clientl
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RootCA#show crypto pki certificate
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:36:28.184 IST Sun Nov 25 2012
CA Certificate (Rollover)
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: Signature
Issuer:
cn=Root-CA
ou=TAC
c=IN
Subject:
Name: Root-CA
cn=Root-CA
ou=TAC
c=IN
Validity Date:
start date: 09:46:05 IST Nov 25 2012
end date: 10:16:05 IST Nov 25 2012
Associated Trustpoints: ios-ca
CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=Root-CA
ou=TAC
c=IN
Subject:
cn=Root-CA
ou=TAC
c=IN
Validity Date:
start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: ios-ca
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Client-1l#show crypto pki certificate

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:41:42.983 IST Sun Nov 25 2012
Router Certificate (Rollover)

Status: Available

Certificate Serial Number (hex): 05

Certificate Usage: General Purpose

Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN



CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:46:05 IST Nov 25 2012

end date: 09:50:09 IST Nov 25 2012

Associated Trustpoints: clientl

CA Certificate (Rollover)

Status: Available

Certificate Serial Number (hex): 04
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Root-CA

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:46:05 IST Nov 25 2012
end date: 10:16:05 IST Nov 25 2012
Associated Trustpoints: clientl

Certificate

Status: Available

Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

Z2H ID QIEMOl RENS HOIFLITH



Validity Date:
start date: 09:46:05 IST Nov 25 2012
end date: 09:50:09 IST Nov 25 2012
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start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012

(2t M current id_cert _lifetime2 162 &JL|C}.
.CIS2 E2H ID 2B M| f& 7(ZHL]CH,

start date: 09:46:05 IST Nov 25 2012
end date: 09:50:09 IST Nov 25 2012

et E2H id cert lifetime2 42 LICH.
. Cisco 10801 [+2} [current_id_cert_lifetime]Ol(7}) [rollover_id_cert_lifetime]0dl Z=7+2! [H
[total_id_cert_lifetime]2t(2t) ZoFoF & LICt 0|Zd2 0| B oil AtAOIC}.
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