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ethernetD
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username test password test
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line vty 0 4
login local
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username test autocommand access-enable host
timeout 10
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line vty 0 4
login local
autocommand access-enable host timeout 10
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access-list 120 dynamic testlist timeout 15 permit ip any any
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access-list 120 permit tcp any host 171.68.117.189 eq telnet
Tofl AR T & LICHOI7 0l Y25t R| o1 D).

AMEXI7t 2012 = QIEH[O|A0] O] HMA FFE HEFLICH

interface ethernetl
ip access-group 120 in

=t %0

2 2t E0M EEZE EAElE W82 Chent Z&Lch

Router#show access-lists
Extended IP access list 120
10 Dynamic testlist permit ip any any log
20 permit tcp any host 171.68.117.189 eqg telnet (68 matches)

L WIESIZ0) HHIASHE AL RHE BHPE{O] LB W] obR ZHE & 4 SaLich

1: 102 HMA S5 FF AlZE MEtALICH S5 HMA S50l M Hoi Alzh =32 "ol E
LICE.

%telnet 2514A

Trying 171.68.117.189 ...
Connected to 2514A.network.com.
Escape character is ']

User Access Verification

Username: test
Password: test

Connection closed by foreign host.

ZE{= oS 24U



Router#show access-lists
Extended IP access list 120
10 Dynamic testlist permit ip any any log
permit ip host 171.68.109.158 any log (time left 394)
20 permit tcp any host 171.68.117.189 eqg telnet (68 matches)

AL P FAE T[ES 2 B O] ALSAte| EEfo| FHO| UELICH CHE AFEfO| OIFH| otE F JH2/
T o/ 2Lt

Router#show ip access-1lists 120
Extended IP access list 120
10 Dynamic testlist permit ip any any log
permit ip host 171.68.109.64 any log
permit ip host 171.68.109.158 any log
20 permit tcp any host 171.68.117.189 eqg telnet (288 matches)
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aaa new-model

1

!

aaa authentication login default group tacacs+ local
aaa authorization exec default group tacacs+
tacacs-server host 10.48.66.53 key ciscol23
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- debug tacacs authentication—TACACS+ 215 T Z M|A0f CHEF HEE EAIFLICH 28 HH
Ol AZEQo{0 M AHE " = UELICE AL E = gl B9 I 1 tacacsEt AP%&*L—IEP.

. debug tacacs authorization—TACACS+ T8t 204 T2 M[A0] CHE HEE EAIFLICH &%
ol A Z EQ 00| HEF AL E = U&LICH AASE &= = B CIH 1 tacacsth AFSF L
Ct.

- debug tacacs events - TACACS+ EI{ ZZAM|A Q| HEE EAIELICH 28 HEHO AZEY
OO B AL & = UELICH AA8E & e 4 ClH{ tacacsth AFS FLICEH

AAA ZX| & slidste{H CHE BHES AL L C.

- debug aaa authentication—AAA/TACACS+ 21501 CHet HEE E A|ELICH.
- debug aaa authorization - AAA/TACACS+ Tt £04 £
MEZ C|Ha £242 ACS TACACS+ AMB{0i| A gl-g-x_*,O,_I OlE ol Het Ho{ ZZMAE EoiFLICH

Router#show debug

General 0S:
TACACS+ events debugging is on
TACACS+ authentication debugging is on
TACACS+ authorization debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on

Router#

AAA/BIND(00000009): Bind i/f

AAA/AUTHEN/LOGIN (00000009): Pick method 1list 'default'
TPLUS: Queuing AAA Authentication request 9 for processing
TPLUS: processing authentication start request id 9

TPLUS: Authentication start packet created for 9()

TPLUS: Using server 10.48.66.53

TPLUS (00000009) /0/NB_WAIT/82A2E088: Started 5 sec timeout
TPLUS(00000009) /0/NB_WAIT: socket event 2

TPLUS(00000009) /0/NB_WAIT: wrote entire 36 bytes request
TPLUS(00000009) /0/READ: socket event 1

TPLUS(00000009) /0/READ: Would block while reading
TPLUS(00000009) /0/READ: socket event 1

TPLUS(00000009) /0/READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009) /0/READ: socket event 1
TPLUS(00000009) /0/READ: read entire 28 bytes response
TPLUS(00000009) /0/82A2E088: Processing the reply packet
TPLUS: Received authen response status GET_USER (7)
TPLUS: Queuing AAA Authentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS (00000009) /0/WRITE/8347F3FC: Started 5 sec timeout
TPLUS (00000009) /0/WRITE: wrote entire 22 bytes request
TPLUS(00000009) /0/READ: socket event 1
TPLUS(00000009) /0/READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009) /0/READ: socket event 1
TPLUS(00000009) /0/READ: read entire 28 bytes response
TPLUS(00000009) /0/8347F3FC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queuing AAA Authentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS (00000009) /0/WRITE/8347EE4C: Started 5 sec timeout
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TPLUS(00000009) /0/WRITE: wrote entire 25 bytes request

TPLUS(00000009) /0/READ: socket event 1

TPLUS(00000009) /0/READ: read entire 12 header bytes
(expect 6 bytes data)

TPLUS(00000009) /0/READ: socket event 1

TPLUS (00000009) /0/READ: read entire 18 bytes response

TPLUS (00000009) /0/8347EEAC: Processing the reply packet

TPLUS: Received authen response status PASS (2)

AAA/AUTHOR (0x9): Pick method list 'default’

TPLUS: Queuling AAA Authorization request 9 for processing

TPLUS: processing authorization request id 9

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd

TPLUS: Authorization request created for 9(tne-1)

TPLUS: using previously set server 10.48.66.53
from group tacacs+

TPLUS (00000009) /0/NB_WAIT/8347F508: Started 5 sec timeout

TPLUS (00000009) /0/NB_WAIT: socket event 2

TPLUS (00000009) /0/NB_WAIT: wrote entire 60 bytes request

TPLUS(00000009) /0/READ: socket event 1

TPLUS(00000009) /0/READ: Would block while reading

TPLUS(00000009) /0/READ: socket event 1

TPLUS (00000009) /0/READ: read entire 12 header bytes
(expect 44 bytes data)

TPLUS(00000009) /0/READ: socket event 1

TPLUS (00000009) /0/READ: read entire 56 bytes response

TPLUS (00000009) /0/8347F508: Processing the reply packet

TPLUS: Processed AV autocmd=access-enable host timeout 10

TPLUS: received authorization response for 9: PASS

AAA/AUTHOR/EXEC (00000009) : processing AV cmd=

AAA/AUTHOR/EXEC (00000009) : processing AV
autocmd=access-enable host timeout 10

AAA/AUTHOR/EXEC (00000009) : Authorization successful

RADIUS AE

RADIUS T4

RADIUSE At&35t24™ RADIUS HtH% Tgstod HEH £04 Oi7 B4~ (autocommand)E AtE 5104
RADIUS MHOIM 2152 ZXNZE +™-stE S s5t1 Chg 2121 20| SSYAYE 4 260 M Ct2
T= 5 glch.

aaa new-model

!

!

aaa authentication login default group radius local

aaa authorization exec default group radius local

radius-server host 10.48.66.53 auth-port 1645
acct-port 1646 key ciscol23

Windows & Cisco Secure ACSO{|A RADIUSE 7 M5te{H CtS BHAHIE = &fLCt.
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Router#show debug

General 0S:
AAA Authentication debugging is on
AAA Authorization debugging is on

Radius protocol debugging is on
Radius packet protocol debugging is on

Router#
AAA/BIND(00000003): Bind i/f
AAA/AUTHEN/LOGIN (00000003): Pick method 1list 'default'
RADIUS/ENCODE (00000003): ask "Username: "
RADIUS/ENCODE (00000003) : send packet; GET_USER
RADIUS/ENCODE (00000003): ask "Password: "
RADIUS/ENCODE (00000003) : send packet; GET_PASSWORD
RADIUS: AAA Unsupported [152] 5
RADIUS: 74 74 79 [tty]
RADIUS(00000003): Storing nasport 66 in rad_db
RADIUS/ENCODE (00000003) : dropping service type,
"radius-server attribute 6 on-for-login-auth" is off
RADIUS(00000003): Config NAS IP: 0.0.0.0
RADIUS/ENCODE (00000003) : acct_session_id: 1
RADIUS(00000003) : sending
RADIUS/ENCODE: Best Local IP-Address 172.18.124.1
for Radius-Server 10.48.66.53
RADIUS(00000003): Send Access-Request to 10.48.66.53:1645
id 21645/1, len 77
RADIUS: authenticator 5A 95 1F EA A7 94 99 E5 -
BE B5 07 BD E9 05 5B 5D

RADIUS: User-Name [1] 7 "test"

RADIUS: User-Password [2] 18 *

RADIUS: NAS-Port [5] 6 66

RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: Calling-Station-Id [31] 14 "171.68.109.158"
RADIUS: NAS-IP-Address [4] 6 171.68.117.189

RADIUS: Received from id 21645/1 10.48.66.53:1645,
Access-Accept, len 93

RADIUS: authenticator 7C 14 7D CB 33 19 97 19 -
68 4B C3 FC 25 21 47 CD

RADIUS: Vendor, Cisco [26] 51

RADIUS: Cisco AVpair [1] 45
"shell:autocmd=access-enable host timeout 10"

RADIUS: Class [25] 22

RADIUS: 43 49 53 43 4F 41 43 53 3A 61 63 31 32 37 63 30
[CISCOACS:acl27c0]

RADIUS: 31 2F 36 36 [1/66]

RADIUS(00000003): Received from id 21645/1

AAA/AUTHOR/EXEC (00000003) : processing AV
autocmd=access-enable host timeout 10

AAA/AUTHOR/EXEC (00000003) : Authorization successful
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