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5. At&| ME QB ME IISE 7HX{2t HTTPS A QIS ME AFS ELCE
6. CFE ZFE{0oll Microsoft Windows72 A %[5t 22I0|HEZ AFEEHLICH
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Syttem Properties Ll e User Managemerd v  Buk Ajminaistor v Help v

Computer Name/Diomaan Changes E L]

You can change the name and the membenship of the lemputer .
:mpm_&a*:nﬂldluﬂmmnﬂﬁm [ = &
Oor 51

e sl

Security ¢ System - | 4y || Search Control Paned e
Computer namws n's |

JabbePL1 | ) w
pasic information about your computer

Full compter name |

JabbarFC | mangolab com & editian

Mors: o fows 7 Professional
I o ) - prigit & 2005 Microsoft Corporation. Al rights reserved.
@ Doman e Pack]l

mangolab oom pe ] prooe leaties with & new edinan of Windews 7

i'oricgroup: "
e Syutern rating i not avalable
Eion Irted(R) Keon(R) CPU E7- 2670 @ 2.480GHz 140 GHz

| Mled memery (RAME 200 GB o |
[ 0K Carncsl | ¢ b type G- nt Operating System

snd Touch: Mo Pen or Touch Input i availsble for this Depley

tout Ciscn Unified Comaman
Cormputer name, domam, snd workgroup sethings

il Support plesse visit our |

Computer name: labbarPC1 W Change settings
Full computer narme labberPCl mangolib. com
Computer description: JabberPC1
i Domas mangalab.com
Action Cernter Windows activation
Windows: Updalz Windows is sctvated
it b Product D 00371-221-8767124-86186  Change product key

Tools

-
1 marm manre Ainbine

ME AlAEOM 2 2Rtz 2005t ¥ ZFZES YLt I3 O S Oh3 Chs BBS

cd \windows\System32Klist E|3!!

C:slUserssAdministrator . WINZKB >cd “windows“System32
C:sWindowssESystenl2 *Klist tickets

Current Logonld is B:Bx3d6AV2

Cached Tickets: (1)

na Client: Administrator @ MANGOLAB.COHM
Berver: krbtgt /MANGOLAB.CON @ MANGOLAB.COM

Kerhlicket Encryption Type: AES—Z256—CIS-HMAC-SHA1-76

Ticket Flags Ax4B8e@B0PR -> forwardable renewable initial pre_authent
Start Time: 12/-10-2014 18:86:84 (locald

End Time: 1211728014 4:86:84 <local)

Renew Time: 121772014 18:06:84 (local)

Session Key Type: AES-256-CIS—-HMAC-SHAL-96




:SUserssrashaikhicd SwindowssSystend2
s\WindowssSystemd2»Klist tickets
furrent Logonld is B:Bx558ba

ached Tickets: <5

Client: rashaikh @ MANGOLAB.CON

Server: krbtgt-MANGOLAB.COM P MANGOLAB.COM

Kerblicket Encryption Type: AES-256-CTS-HMAC-SHA1-76

Ticket Flags BAx6RaBRAARAd -> forwardable forwarded renewable pre_authent
Start Time: 12102014 18:35:23 (local)

End Time: 121172814 4:34:59 (local)

Renew Time: 121772014 18:34:5% (local>

Session Key Type: AES-256-CTS-HMAC-SHAL-96

Client: rashaikh @ MANGOLAB.COM

Sepver: kebtgt -MANGOLAB.COM @ MANGOLAB_COM

KerhTicket Encryption Type: AES-256-CTS-HMHAC-SHA1-96

Ticket Flags Bx4B=00008 -> forwardable renewable initial pre_authent
Start Time: 1271028014 18:34:5% (local

End Time: 121172814 4:34:59 C(local)

Renew Time: 12-/17-2014 18:34:59 (local?

Session Key Type: AES-256-CTS—HMAC-SHAL1-96

Client: rashaikh @ HANGOLAB.COH
Sorver!: LDAPAwin2kd.mangolab.com/mangolab.com B MANMGOLAB.COM

Kerblicket Encryption Type: AES-256-CIS-HMAC-SHAL1-76
Ticket Flags BAx18a48088 -> forvardable reneswable pre_authent ok_as_de le

Stavt Time: 1271020014 19:85:215 (locald
End Time: 121172014 4:34:59? <local)
Renew Time: 12717728014 18:34:5% (locald
Session Key Type: AES-256-CTS—HHAC-SHAL-76

Client: rashaikh @ MANGOLAB.COM

Server: HITPAwin2kB .mango lab.com B MANGOLAR.COM

KerhTicket Encryption Type: AES-256-CTS—-HMAC-SHA1-96

Ticket Flags Bx4ddad48898@ -> forwardable renswable pre_authent ok_as_de le

Start Time: 12-.18-2014 18:35:23 (local>
End Time: 1271172014 4:34:59 {local)
Renew Time: 121772814 18:34:5% <{local?
Session Mey Type: AES-256-CTS—HMAC-SEHAL-96

Client: rashaikh @ MANGOLAB.COM
Server: LDAP/win2kB.mangolab.com B MANCOLABR.COM

KerbhTicket Enceyption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags Bx418a4B088 -> forwardable renewable pre_authent ok_as_delec

Start Time: 121872014 18:35:205 (local)
End Time: 1271172014 4:34:5% <{local?’
Renew Time: 121772814 18:34:59% (local)
Session Key Type: AES-256-CIS—HMAG-SHAL-?6

s\Windows \Systemd2 >

8. ADDSE Mx|8t Z4FE{0oll ADFS Kerberos IDE BH5 LCI.

Microsoft Windows T H|21(04: Microsoft Windows =M@l ZAE £2{)0fl 2 2218t Microsoft
Windows & 2|Xt= ADFS Kerberos IDE 243 gfLICt ADFS HTTP MH|A0|= CHg 49
SPN(AMH|A AF8 X} 0|&)0|2H=E Kerberos ID7} Q404oF g L|Ct
.HTTP/DNS_name_of_ADFS_server.

O| O|&2 ADFS HTTP At QIAEIAE LIEFLHE= Active Directory AFE XHof| A OH & Z|0{oF &
LICt.Microsoft Windows 2008 Server0ll A 7|2 XS 2 AFE &+ = Microsoft Windows




setspn f & 2[E|E AFEFLICY.

Mz} ADFS MH{e| SPN2 S & LIC} Active Directory =M@ ZAEE2{0{| M setspn BHES
H

0 & £0{ ADFS & AE 7} adfs01.us.renoverations.comO| 1L Active Directory T H|2!0]
US.REFRESH.COM?! Z< E™2 Ctsnt Z&LCt

setspn -a HTTP/adfs0l.us.renovations.com

SPNO| HTTP/S & & HTTPSQ! SSL(Secure Sockets Layer)0lAM LEtA O 2 ADFS AMH{0 H
M&stR|gt M EL|CH

setspn BHZ ALE35t04 ADFS M| SPNO| MCHZ BHEO{HREX| & Qlst 1 &34 SLICH

setspn -L

isWindows“Eys trﬂT?}'rt+pn L win2
eq istered ServicePrincipalNames fur CH=UIN2ZKS ., 0U=Domain Controllers,.DC=mangolab
scom:
HTTPAwin2k® .mango lah.com
ldapswinZkt .mango lab.comsForestDnzZones .mango labh.com
ldapswin2kil .mango lab.comsDomainDnsZones .mango lah.com
TERMSRUAAWIN2ZKS
TERMERU  win2Z kB .mango lab.com
Dfsr—12F?A27C—BF?7—4787-9364-D31 B6 C55 EBB4 win2 kB .mango lab.com
DHE  win2kB .mango lab.com
GCAwin2ki . nﬂnqn]ah.cnmf’nanqnlﬂh.rnm
RestrictedKrbHostwin2 kB .mango lab.com
RestrictedlrbHost WINZK3
HOST ~WINZK& - HANGOLAB
HOST Awin2kB . mango lab.con/MANGOLAB
HOST-WINZKS
HOET #winZ kB .mango lah.com
HOST #win2kB .mango lab.com/mangolah.com
E3514235-4886~-11 D1 -AB84-88CB4FCZDCD2 A hf 221 hB6 ~F be5-4dcI-b472-562F 923837
P/mangolab.com
ldapsWINZKE - MANGOLAB
ldap/bf 221 b6 —f he5-4deI-b472-562F92383747. _msdcs .mangolab.com
ldapswin2kd .mango lab.comsMANGOLABE
1dapsUINZKB
ldap-/win2k8 .mango labh.com
ldapswinZkd . mango lab.comsmango lab.com

sWindowssSystemd2 >

9. Microsoft Windows 22}0|Q1E Q| HEIR X MM S FAIEL|C}.



S8 Windows Q152 &4%}8l24™ Tools > InternetOptions > AdvancedZ O|S &fL|C}.

Enable Integrated Windows Authentication & @18t ME{EFL|CT.

Internet Options =
:Ganaal | Securiky | Privacy ]Cnntari: JEnnnan:tinns [Pm;re-‘ns: Advanced |
Settings

Allowe ackive conbent From C0s bo rum on My Computer® -
Allows ackive content bo nun in Fles on My Compukber®
Ao softweare ba run or install even iF the signature i im
Block unsecured images wikh other mized content

| Check for publisher's certificate revacation

| Check For server certificabe revocation™®

+ | Check For signatures on downloaded programs
Do niot 2ave encryptad pages bo disk
Empty Temporary Internet Files folder when browser is clc

reabile MErory” proDection b nelp mitgate onine atbacks®
<'| Emable nathve ¥MLHTTP support

Enable SmartScreen Fiber
Fi 1} F

*Takes effect after vou restart Inbermet Explorer

Festore advanced setkings |

Feset Internet Explorer setbings

Resets Internet Explorer's settings to their default | Easat. .. ]
conditian,

“iou should only wse thes iF wour browser &5 in anunuesable stake,

[T'I Cancel ] Apply

RIEEI HHol M XS =a2BHE MEISE{H 5 > QI M > Hot > 23 elEZ >
MEX X|HE +&E2Z O|SELICH



s - & B C X || & Cisco Unified Serviceavitity % | |

Irtermat Options:
Genaral | Securky | Privacy | Content | Connections | Programs | advanced|
Securty Settings - Local Intranet Zone ]
Selech a zone Lo view or chal security setlings.,
L Settngs
@ & v O o oo -
fnbermet  Local intranet  Trusted sites R.mmd @ Enabls
£ Enabis 155 Filter
[

This zore is for all websites that are
Found on your inbranet.,

Local imtraret
O Enatie
E | Sorpting of Java applets
o
Security level For this zone

Allowed levals For this zone: All

e diunn-low
= Bpprope |ste fior veshskes on your local nebweork

(intranst)
= Most conbent will be run sithout

prompting you
mmnmmmmhm
- Sameé as Medium level without prompls | . J
Ll e L]

[ Enable Probackad Mods (requires restarting Internst Explorsr L
' ) *Takes effect after you restart Inbernet Explorar

= )
Custom bevel.. . | Cref auk el

Rt cumtofm ssrtrgs

Raset sl pones bo defs® el P - [__ o -

J

[ ok J[ conce || aech

Tools(E) > Internet Options(2IE{! & M) > Security(:2.2t) > Local intranet(2Z CIEEIH) >
Sites(AFO|E) > Advanced(11=)2 0|& 3104 IDP(Intrusion Detection & Prevention) URLE 2
4 QIERtA AtO|E o FItHELICH

= grolEte M5t 13 ©e BARLICH

OII

Internet Options [Fll=
P ) - i@ 8cXx ”m Cisco Unified Serviceability = |

(General | Securky | Privacy | Content | Connections | Pregrams [ Advanced
Local intraret

Use the settings below to defime which webskes are included in
the local inkranst zones,

| Awkomatically debect intranet network,

Select & zone bo view or change security settings.

@ & v O

Inkarnet Local intranat Trusted cbec Restrictad
sites [#] tnchsde &l local (intranet) sites nos ksted i other zones
Local intranet r
Thae s For ol wekisbas are L T ] [¥] Irichadie &l sites that bypass the prosy server
[#] trichsde all retwork paths (LNCS)

Fewind o pour intranet,

Securky level for this zone what a1 intranet settings? | Advarced | | oK | | canes |
allowed levels for this zone: Al | [T — E'
e dium-low
= Appropriabe F yonr |
l {Irtrant) n for watsltes on focel ratwrork Wou can add and remove wabsites From this zone, Al webskes in
F - Magk contant wil ks rur without prompting you this zone wil use the rone's security settings.
—l_] = Wnsigned Acthesd contrals wil mat be downloade
= Samia &% Madium leval without prompts
|| Enable Protected Mudu-{ruql.irm rastarting Inbernst Explores) Add this wabsite ta the zone:
[ Custom mval.. | [ Dorase el [ e ] "
= Whebeites: =L
b ol zores to defeult level [
e hitpsiff <Hostname of IDP> [ Remave
Lok [ocancel ] [ apely
I Requirs ssrver verification (hkbps:) For sll sites in this zone

CUCM A E O|EE AEIE £ U= AOIEN F7}5H24H Tools(Z) > Security(2 o) >

Trusted sites(&Z/g = /= AFO|E) > Sites(AtO|E)E O|SFLILCH.



Internet Optians I—LI -2 KJ [e] 44 x | |
- sFQ-qs.com

Saeurty | Privacy | contert | Connections | Programs | Advanced |
Trusted sites
Salact a 2ome bo view or change secusty sebtings. E
Yau can sdd and ramove websites from this 2one, All wabskes in

0 & J @ this zone will use the zone's securky settings.

Internet Locel intranet  Trusbed sites  Russtricted
.41
Add this websiba bo the zone:

Mo [ stes ] |

This 2ore cantaing webaikes that you

Erust nok bo damage your Comguter oF
your files. Websbes|
ou have vebsites in this zone httpstif CUCKL. domalnname.com Refmere
Securiky leval for this zone https: il CUCKM2.domainname.com
Alenvad bevels For this pora: All
Medium
= Promplts before downloading potencaly unsafe
re content 7 :
—] e e = el ot be || Pequire servar warification (https:) Por all sites in this zane

|| Enable Protected Mode {requires restarting Inbernst Explorsr)
i N} |

[ Custom level.., :I Drefaul bevvel and [ocal country laws govarning import, as<port, transfer and uee. De

with U.5. and local country laws. By using this product you agree o oo

Rasst al zones to def sult kel ]
und at our Export Complance Product Reo

[ox [ conce ]| ncair

Cte& &QlgLic

o] MMoi|MHE o{H 215 (Kerberos B = NTLM(NT LAN Manager)
2ol CHal A ELct.

Eolste &

N

rr

A A3t

A F E{0dl Windows Media Player =& CH2 2E=35t04 AX|&LICtH

2. B E Internet Explorer & E&LICH

2GS = K] HIELICH

3. File Tool2 A&t File M0 A Capture Traffic 40| &

Fiddlers 22H0I1E AIARITH M 7h0l ST Z2A| A2 5tH BE EHTS S Al5HH,
MHS OHeT 2ol YAHoE MHELIC

0| ZZ2 Internet Explorer AH


http://www.fiddler2.com/fiddler2/version.asp

-
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Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

|| Automatically detect settings
" ] Use automatic configuration script

o m ‘l FiEs s

Froxy server

Usea;rnx?suwfur?mmfrhesesetthgsmﬂmtapﬁ?m
dial-up or VPN connections).

Proxy Settings — E

= —

Servers
B Type Proxy address to use Port
N =
HTTP: 127.0.0.1 - B8ass
T 127.0.0.1 : 8883
FTP: :
Socks: -

" |Use the same proxy server for all protocols

' Exceptions
._J Do not use proxy server for addresses beginning with:
=

<-oopbadck> -

Use semicolons ( ; ) to separate entries.

4. Internet Explorer& 11 CRM(Customer Relationship Management) A URLE &2 CI&
2lg= 32i35t0 EEIS AASHL|CH

5. Windows Media Player 7|& & & C}A|

)-

It

P25t 1 Frames(Z2|Ql) & StLHE MEHFILICHAE S



A Fufidler Wb Debugger =

Fite Edit Rules Tools Wiew Hep GET ook 3 GeoBdge

L) Sy Replay %= b G0 W Team B Decode | Keep Ml seiions = 68 Aoy Process $4Find B S BB %y 88 Browse -+ G Clew Cache ST TestWized | B Tearoff | M08 Search, s
¥ Rt Protaend Fosk LRL = | ) ststisties | B immactnes | £ auoRinssondes | o compaser | [T miters | ] 1og | = Tensine

a.| m HTTP eavn, chalfoust-nmars ... [Prid=dTidaid= | IEype=rloar= 1N Hasdary Tzt I el [ st iy Haw =i WL |

4¥2 i HTTR e, Ol it iaparc .. et Tecich | D0y 1 3072 Ho Froxy-authorization Header 18 present.

3 D HTTP Turnelio  vag-cmd5.se0-44. come4d

4¥a M OHTIPS oo sse-dboon |

[Ms M OHTTPS  woiecmS.assetdcon  jeemaminjstowone. do

691 M2 HTIPS PTG, 5504 0o R Sl i e e e IR T

— — —
tharizatlian weader ears To contaln 4 kerberos ©

EL

[kl m  HTIF Turreslin  wos-cmdd, no-24, comodd z
[%a S OHTIFS o, sasaioom Ml SANLR st =ivLUMELIN
o T HTTp e TRTee R Te JT T sk b ad i T

HTTPS FE-TAE 55044 oo

Y lurwl o vos-cm2h po-od comoodd S
[@lE  HZ  HTIPS  wodowiS.ssod4t.  feeospisanlfS507abenei-cads. ssotd o
[z @ WS vsowosmoddn, jsmepirelsy

4F14 I HT1PS wonemE. moedds . fecmardminfshovtone. do G t [T [ I - [T 1 " . [T | ah Caclws |
eas Ll HTTF Turrel oo wos CmiE L ens 49 Comi Bl

£ Le Iy HTIP Turreslio wos-cmEE sn0-44, comeB443 ) | Lo oy l e

SN i HTIP Turrslin  vos-cmaS, a0-44, comedddd Respionss Headers [Raw] [MHeader Debnibani]
™ is Ml HTIP Turwmlio  voecm3E poetd, cormded HTTPA 1 200 0%

M1e Iy HTIP Turresl i vos-0mDS sa0-44. come 443 Cacke -
=20 {1} HT1P Tl tn  ves-cmdS, sao-44. comeli#43 Caxhee-Condral: no-cache _-|
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