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Rout er _A#write terminal

Bui | di ng configuration...

Current configuration : 1638 bytes

|

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane Router_A

|

boot system flash:c2691-ik9%903s-mz.123-la.bin
|

i p subnet-zero

|

ip audit notify |og

ip audit po max-events 100

no ftp-server write-enable

|

crypto isakmp policy 1

hash md5

authentication pre-share
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crypto isakmp key ciscol23 address 95.95.95.2
1
crypto ipsec transform-set rtpset esp-des esp-md5-hmac
1
crypto map rtp 1 ipsec-isakmp

set peer 95.95.95.2

set transform-set rtpset

!--- Include the private network to private network
traffic !--- in the encryption process. match address
115

!

no voi ce hpi capture buffer

no voi ce hpi capture destination

1

interface FastEthernet0/0

ip address 99.99.99.2 255.255.255.0

ip nat outside

dupl ex auto

speed auto

crypto map rtp

1

interface FastEthernet0/1

ip address 10.50.50.50 255.255.255.0

ip nat inside

dupl ex auto

speed auto

!

!--- Except the private network traffic from the !---
Network Address Translation (NAT) process. ip nat inside
source route-map nonat interface FastEthernet0/0
overload

ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.1

!

! --- Except the private network traffic from the NAT
process. access-list 110 deny ip 10.50.50.0 0.0.0.255
10.103.1.0 0.0.0.255

access-list 110 permit ip 10.50.50.0 0.0.0.255 any

!--- Include the private network to private network
traffic !--- in the encryption process. access-list 115
permit ip 10.50.50.0 0.0.0.255 10.103.1.0 0.0.0.255

!

! --- Except the private network traffic from the NAT
process. route-map nonat permit 10

match ip address 110

1

di al - peer cor custom

1

line con O

exec-timeout 0 O

line aux O

line vty 0 4

| ogin

!

end

Rout er _A#
ctE B

Rout er _B#write terminal




Bui | di ng configuration..

Current configuration : 1394 bytes
1
version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

1
host nane Router_B

!

boot system flash:c2691-ik903s-mz.123-1la.bin

1

i p subnet-zero

!

ip audit notify |og

ip audit po nmax-events 100

no ftp-server wite-enable

1

crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.2

1

crypto ipsec transform-set rtpset esp-des esp-md5-hmac
1

crypto map rtp 1 ipsec-isakmp

set peer 99.99.99.2

set transform-set rtpset

!--- Include the private network to private network
traffic !--- in the encryption process. match address
115

!

no voi ce hpi capture buffer

no voi ce hpi capture destination

1

interface FastEthernet0/0

ip address 95.95.95.2 255.255.255.0

ip nat outside

dupl ex auto

speed auto

crypto map rtp

1

interface FastEthernet0/1

ip address 10.103.1.75 255.255.255.0

ip nat inside

dupl ex auto

speed auto

!

! --- Except the private network traffic from the NAT
process. ip nat inside source route-map nonat interface
FastEthernet0/0 overload

ip http server

no ip http secure-server

ip classless

iproute 0.0.0.0 0.0.0.0 95.95.95.1

1

!--- Except the private network traffic from the NAT
process. access-list 110 deny ip 10.103.1.0 0.0.0.255
10.50.50.0 0.0.0.255

access-list 110 permit ip 10.103.1.0 0.0.0.255 any
!--- Include the private network to private network
traffic !--- in the encryption process. access-list 115

permit ip 10.103.1.0 0.0.0.255 10.50.50.0 0.0.0.255
!




! --- Except the private network traffic from the NAT
process. route-map nonat permit 10

match ip address 110

!

di al - peer cor custom
|

line con O
exec-tinmeout 0 O
line aux O

line vty 0 4

| ogi n

!

end

Rout er _B#
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