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1. Start(A| %) > Programs(Z.212) > Cisco Systems Inc. VPN client(Cisco Systems Inc. VPN
Z 20| E) > Certificate Manager(21& A #EIXHE MEISt0{ VPN 22I0|HE QIS M 2|
RHE AlEFEfLICH

MCcessories

Skartup L4
Internet Explorer

Cutlook Express

Microsaft Outlaok

Boson Software L3
PGP

Microsoft Excel

Microsoft ‘Word

Mew Office Dacument

open Cffice Document

]

Internet Apps: 13

- Windows Update M3 Messenger Service:

windows Media Player
FrIGEomS ' Microsoft Techhet L4
Microsoft FrontPage
Fix-It Lkilities 3.0

Adrinistrative Toals

Dacuments k

Settings r
Search ) Je-nsc--Santware
Tools.

WMware

Windows Media
HyperTerminal Private Edition
WS_FTF Pro

Zisco TETP Server & Certificate Manager
Microsoft PowerPoint ﬁ Help
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Mapster L4 ﬁ Unimskall YPH Client
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&5 Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify you to people and hosts you communicate with and
are signed by a certificate autharity.

&, certificate authonty [CA) 12 an organization that izzues certificates.

Enrollment requestz are certificate requests that a CA haz vet to approve.

Ferzonal Certificates E&Eertificatesl Enraliment Fequests

Certificate

Stare

Stores: | £l j R [dpticre -

|rnpairt. . |

TS i AHBXIE QB sHE AAH QB ME IPsecol M =& E £ !
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Certificate Password Protection __ EI

Fazzword protecting vour certificate provides an
additional level of zecunty. Thiz pazsword iz optiohal.

Cisco SysTims

By choozing to protect pour certificate with a pagsward,
any operation that requires access to the certificate's
private key will require the specified pazaword to
continue,

Mote - File bazed enrollments require the pazeword
uzed here o be re-entered when the approved
certificate iz imported.

Paszword:

LConfirmation Pazsword:

|

4 Back Meut » I Cancel Help

ghoct
. Enroliment | O| X|0{| A PKCS #10 EAl2 AIE310{ QIS MHE 2H52{™ FileS MEHELICE.
O3 O Next(CHS)E =& LICtH




Enrollment - Network or File .

The efrollment wizard allows pou to request a personal
identity certificate from a Certificate Authariby [CA).

Gisco SvsTems

Metwark, based enrollment allows you to connect directly
tooa Ca over a network, connechion.

File bazed enrallment will produce a certificate request
file which wou need to subrmit to pour administrator.

Fleaze zelect the method you wish to proceed with:

— Enracllment type:

™ Metwork

X

< Back I Meut » I Cancel | Help

5. Browse(#027)& 225t Q15 2% mtdo| ot o|F2 XIEELIct ot
PEM Encoded Request File (*.req)& MEi5t 1 Save(MEE E2IFLIC

SaveAs 2( x|
Save in: Im Desktop ll e

My Documents @ client2.req
A My Computer a clients.reg
= My Metwork Places

| cases
B jazib
_ 1wpn

File name: clients.req Save I

Save az type: | PEM Encoded Request File [*.req) j Cancel

6. VPN Client Enrollment H| O|X|0{| A Next& Z=!&L|CH



Enrollment - File Location

Cisco SYSTEMS

x]|

To create an enrallment request fle, please select the
tupe aof file you wizh to generate.

Contact your network, administrator if you are not sure
which encoded file bype iz required.

When you select a file extenzion in the Browse dialog the
azzociated file tppe will be zelected on thiz page.

File narme: *

................................

LAy Docurmentshclienth.req Browse

— File type:
i* Bae 64 encoded [ req)
" Binary encoded [.p10)

* Required Field

< Back Meut » Cancel Help
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Gisco SvsTems

Enrollment - Form

E nter pour certificate enrollment infarmation in the fields
provided below.

Corrnon Mame [cn)* |Hser

Department [ou): IPSECCERT

Cornparwy [o]: Cizco Spatems

State [st]: MarthCarolina
Country [c]: U5
Email [e]: Uszerl @email. com
|P Address:
Cromair: CIZCO.COm
* Required Field
< Back I Meut » I Cancel | Help |

8. Finish& Z&!5to0

o 1=

EE2 & RSt

—_ O

Enrollment - Summary

Cisco SysTEMS

Thiz iz a surmmary of the information you have provided for

thiz certificate enrollment request.

Select Finizh to proceed with the enrollment or Back to

make modifications.

Certificate Store: Cisco
Common Mame: Uzerl
Department: IPSECCERT
Compary: Cizco Systemns
State: NorthCaralina
Country: LI5S

Email: zerl @email. com
P &ddress:

Diomain: cisco.com

x|

< Back

Firuzh I Cancel

Help
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9. Enrollment Requests(s
&5 Cisco Systems ¥PN Client Certificate Manag:

are zigned by a certificate autharity
&, certificate authonty [Cd) iz an organization that izsues certificates

E nrollment requests are certificate requestsz that a Ca haz vet to approve

Perzonal Eertificatesl CA Certificates  Enrollment Requests

Fersonal certificates identify vou to people and hosts you communicate with and

Certificate

Options
|rnpart... Closs
grolgtLct
10. 2 E M E35t24™ CA(Certification Authority) AHE 2/ VPN £2}0] EIO|AZ = A
8t CA Muoll A Next(CH2) & S2!gfLich

off Al=ErL(ct.
11. Request a certificate(21SAM RLH)E EH



T W et Lsld wale Spyewes

Mioraf e bk

TIE T

.'i_hl_'lln HE mt |'I.'|r|‘u.-\.

L

depanding upon the o of cohoale you neouest

Select 2 ask:
© Befrigres the OB Camifoats of ool g rewioaian |l
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ik on 8 pending osilicate
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Microsoft Canificate Senices & winZkserar

Choose Request Type

Flease select the hpe of request you waould like o meake

& Llser cefificate request

& Ackanced request

T
| ket

13. Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request
using a base64 encoded PKCS #7 file(base64 213 PKCS It A& AE5t= A&l ¥
Advanced Certificate Requests(ZL& 2I1E M 2&)0ll M MELE CFS Next(CH)E 2 2&L



ﬂ icrnenit Ceclilicsn Smvicar - Hmreenll inlaret Fapiam

Akt (] et 50 160 2 Sleastoroaisd sip

Microsoft Canificate Senices & winZkzerar

Advanced Certificate Requests

“foul can request a cemificats for yourssd, another user. or a computer using ons of the following methods . Rate that the policy of the cenification
athorty (2 AL will determrene the cemificates thal you can obiain

© Zubrmet & cerbficate request to this CA using a fom

& Subrmit @ cerbficate request using a baselid encoded PRCS 810 file or a renewal regquest using & basesd encoded PHICS #7 Rl

= Fequest a certficats for a smart card on behak of ancther user using the Smart Cand Erncliment Station
Youw musl have o evwolimend agand cenldioads o suhimidl & reques! far sooiber usar

Ivh:lh-l
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14. VPN Client 278 It U2 ZZ E A5l Saved Request(X & El 2 H)0|A CA HEol| 204
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Microsoft Carificate Senices - winldksersar

Submit A Saved Reguest

Faste a basefd encoded BRKCS 810 cenificats requast or FKCS #7 renewal request generated by an extemal application (such as a wsb
SEMVED) INTD e recuast feld i subrmit e reoguast to the cemicabon auhonty (CA)

Saved Reguest

-—-—-DEGIN WER CERTIFICATE BREQUEST--———— &
EITRGHCEXOIBADD I HRAWD TOVCODF Aok Y X LOZ 3D
Bazsfd Encoded |E0Ew 0y I o0EF Ao HRp I EXETAPEGHVBAC TCGE Y
Cercals Bequest |TTELMARGAL UEBEHCATHYED ANEgionic 69 e EAEF
(PKES 810 o 7). [ free sIXDET08 ISutOgyuEuSOS TS T Da 5 Ty uEGer
i3 hevar ReQlARAFHROOC Sl S T DOEERAULAOEL »
| | 3

Erowse for a file fo inserd
Balditional Atribuins:
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L of

‘Submit ¥
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[ Certification Authorty
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CertRcanon AUy [Locall
= [ Frabim-pe
= Revoled Cestificabes
{0 tssued Contficates
'y Peneding Requests
[ Failed Roguests

16. VPN 2E2}0|¢EN| R E & ID QUBEME Ct2EEFLICEH CA A0 A Check on a pending
certificate(2 5 Sl Q&M )& M=t D Next(CH)E S 2IFLICH

Welcome

fiou uSE Ehis wal Sile 1o request & camificals for wour weh browssr, aomail cliant, of olfer Secure program . Dnes you acquire & cemificals, you
will e 2k o Securely I0anDfy yourselr 1o other Deople Over e webh, 5100 wour a-mall messages, encrypl your &-mail Messa0es, and mong
depending upon the type of cartificats you request

Select a task:
© Retrieve the CA caitificate or certificate revocation list
© Request @ centificate
& Check on a pending ceraficate

|

17. Base 64 encoded® ME{ELICt 13 C}2 CA M oIM Download CA certificate(CA 215
MCOREE)E 22§t




Certificate lssusd

The ceriificate you requested was issuad to you

JeriTil e i: |

Ch connicaon | ) 3
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IE Sover 7] Dosice ¥ e

Wy Bl vk P

Fils ruaec |umvm o 3 S
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18. Retrieve the CA Certificate or Certificate Revocation List H O|X|0| A CI2 2
EH5t0{ CA MO R E QIS ME 7IXMSLICH 33 CHS Next(CH)& 2 =& LICt
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x
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Retrieve The CA Certificate Or Certificate Revocation List

Instail s CA cerification path to allow your compuber to trust cestificates issued from this cerification authoniy

File Downdaad. 0 B
It % not necessany (o manually instal h =L cate from this Certificaton authonty,
because the CA cartiication path will i |I

Choose file to download:

Ch Certificate Ao _
r_ coen.co O S 1l
[Frenaous [jinshim-pee(1])
Frenious [firshimrpc)

Estinaeed tv Savein | [f] Deseep ] =@

Daowribad b

© DER encoded of © Toansle s mm

Diownload CA certificy ™ Dot My Network Ploces

Dovmioad CA certifica | Joaies
Erh'l,_r.m-:r
Fi Fuasros. Jebmre_ioon_con e | l Save I
Samasipe  [Secuty Corthicate x| Carcsl L
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Cisco Svsrems

e T
zation that izsues carlificates. Lok |fﬁ! Desktop ﬂ = 35 ﬁ _.
Lests that & CA hag vet to approve. E— :
My Docurmerks quiant_naﬁ.nar
ke | Endclirent Requests My Compuker = client_root_cert, cer
' : My Metworek Places
| Shoe | cases
jazib
Import Certificate - Source lvpn
The cerfifi
imparted fi

importing i File name:

- Cerlifica

|c|ient_rmt_aert.ce:

Files of type: [ 509 DER Files [*.der.". cer]

™ Microsoft cetificate:

= Fila

=]
Browsze |

=

& Banlk |

Mest 5 Cancel

20. Certificate Manager > Personal Certificates > ImportE




Import Certificate - Source

The certificate source identifies where the certificate is
imported fram. Additionally, if the certifeate you are
importing i protected by & password, please enter it

below.

Cisco Systems

— Certiticate source:

™ Microzoft certificate:

! 54

(+ File:
I Erowse |
Import pazsword:
& B el | Mewt = | Cancel | Help |

Li Look in: IE Desktop

st My Documents = client_cerk,cer
My Compukter client_rnnt_cert.cer

L5 My Metwork, Places

_lcases
| jazib
_1vpn

Open I

File name; client_cert. cer

Files of type: 1509 DER Files [* der;* cer) j Cancel |
A

Ct.
21. Personal Certificates(7H2! @1& M) & ofz2{oll ID I8 M7t EA|Z|=X| & elghL|ct



&5 Cisco Systems ¥PN Client Certificate Manager
Ferzonal certificates identify you to people and hosts pou communicate with and
are zigned by a certificate authority.,
&, certificate authonty [CA] 1z an organization that izzues certificates.,
Enrallment requests are certificate requests that a Ca has vet to approve.
 Personal Certificates i CA Certificates | Enrollment Reguests
Certificate Store
Uzerh Cizco
Stares: I{.-i'-.ll} j Mew Options -
Irnport... | Cloze

22. 2 E 915 M7} CA Certificates(CA 215 A) &4 of2ol| LIEFLFOF B LIt



&4 Cisco Systems ¥PN Client Certificate Manager
Perzonal certificates identify vou to people and hosts you communicate with and
are zigned by a certificate autharity.
A, certificate authanty [CA] 1z an organization that izzues certificates.
E nrollment requests are certificate requestz that a Ca& haz pet to approve.
FPerzonal Certificates "Iiﬂ."ifé'r"t]'f'iﬁé't'é'é' | Enrrallment Requests
Certificate | Store
frahirn-pic C,
Staores: Ic:.-'-‘-.ll:r j Optiong
Impart.. | Cloge

CtSS & OIgLICt.

24&l o] 8ol Call ALE 7hsEh &l MAtIt gl&LIch

£X =

Microsoft CA Server0|l S&35t2{1 5t O] 27/ HIAIX|7} HEE = U&LICE

Initiating online request
Generating key pair

Generating self-signed Certificate
Initiating online request

Recei ved a response fromthe CA
Your certificate request was denied

O] 2F MHA|X[7} EA|Z|H XtA[EF LI 2 Microsoft CA 218 & Z5t7LE 0|28t 2|4
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