VPN MH|A DEE A& 8= Catalyst 65001}
PIX g8ty Hu|agjo|M AlOo|2] IPSec LAN-to-
LAN E{'& o]

A0

&t

271
AT 27 Mg

MNEEEFE 24

HE2/3 ctojo{ 3

gojo{ 2 HMA EE= ERHg ZTEE A35l= IPSec 74
EIREIE ZEE AI85t= IPSec 74

Ct=2 =olgtL|ct

504 Cisco Catalyst 6500 A|
o

O] £ MoiMHE IPSec VPN AH|A 2 E (W) Cisco PIX #3242 A
H H AHEELICH

2|2 AL x| ZHo| IPSec LAN-to-LAN E{ 22 AMA5H= 2hEd0d| CH S
AN QF ALE

T AE

ol EMoil cHet &7 @0 gi& Lt

Ol EMe| HE = Chg 2ZEQ o A stESo{ HEE 7[8te=z FLICH

. Catalyst 6000 Series Supervisor Engine& Cisco IOS® Software 2 2|A 12.2(14)SY2, IPSec
VPN MH|A 2 &
. Cisco PIX Firewall Software EHH%1 6.3(3)
Ol ZEMo| HEE= S = 2tE 90| C|HIO|AE ECHE M E|R&LICHO| Mol AFSEl 2 & C|ut



OlAE Z7|3HEI(7|E) ZE|a20|Mo 2 ARt EI&LICH HAl LIEQIAT} &8 B2l B9, 2E
HIo19| FHAIMQ W O|2] £XIsHAI7| HHEFLICH
7|5

ffo
]
P
9'|_|
I>
>
to

2 4] A0l ChEt REAIEH LIS Cisco 71% &l E7| 7 A
HiE &

Catalyst 6500 VPN AMH|A 2 =0 2F 0| 20|= FHHE{7t ¢i= 2712] 7|7HH|E O|HY(GE) &£
EJt J&Lctolget ZE= ALOB0|/MBoED FAE XIHE = JUSLICLEZE 12 4 W
2 ZEQLICHO ZEE R UEXHIAM U LIR HERXIRE 7= 2E ESfEE Melghu ot
S ZE(ZE 2)E WAN EE 2|8 HEQZoAM E0{21 LI7tE 2 E EiTE MelEct
Ol F ZE= &4 802.1Q EEZ 20 728 ELICELVPN MHIA 2E2 THZ! EE R0
BITW(Bump In The Wire)2t= 71&& AFSELICEH

IHZ!2 VLAN &, VLAN LIS 2| 2i|0jo{ 3 & VLAN 2|5 2| 2|0]o] 2 ‘4oi| ofaf XZIE LIt 2
LHE M 22 2 228 E|H, EARL(Encoded Address Recognition Logic)O|2tE HMEZE S3H LK
2 VLANS Z ZtEEUCHIiZIE €558 & VPN MH|A ZES Y /% VLANS AFSE L
Chots s T2 MAOM QEAM LIEZ FMTE|= mZ1e 9|2 VL ANS AF2 5104 VPN AH|A
250 =2|X|ELChVPN MHIA 2E0| 22 siS5t T VLANS i LIS VLANOY oi 3 3
EARLE mjZ/2 MZAst LAN ZEZ 2FSEIEL|CH. 0o 3 LHE VLAN 2! 3|0]oq 2 2|5 VLANS
crypto connect vian BE 1t & 74 Z& E LICH Catalyst 6500 Series 22| X|0I= M| 7tX| Rl ZE
7t A& Lok

-BIREE XZE _J|EXMoZ T E O|HY! ZEE= Cisco 10So| 2R E ZEQ|L|C} 0|3 ZE
ol= &74%! VLANO| 24Z4E[0 /&Lt

- HMA ZE - O] ZEO|= AT /¥ EE&= VTP(VLAN Trunk Protocol) VLANO| Q& LICHE
o|&ato] ZEE HO|El VLANOI| @128 £ Ql&LCt

.E-H3 ZE - 0| ZEE U2 Qf L= VTP VLANE MYsIH, ZE mZ!2 802.1Q slHHZ
£35HE L Ct

T

of

ol Hoili= Ol R MollM MT3HE VIS TAIsH7| I8t HETH EAELICH

[e]]]
I

IR

1. BE 23| TF(SHE TAR SiT)E AHEsH0d of EAol| ArSEl BRol| CHEF RE M LIS S
EHOlstMA2.

| EL|3 Ctolo{T 3

Ol EMoME ChE HERXHT dEE AFSELICH

A61 J
|| Falfl, .1 Fald/j48, .180 - . Quitside, .73 Inside, .1

— P> | =
lEE.]EH.S.D.I'.H_ 10.66. 79, 160/27 Aouter 10.66. /964727 92.168.6.0/24
PCl, 2

Catalyst 6500 PIX PC2, .2
td9-0 SV2-8



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

djojo{ 2 HMA F= EEHT ZEE A235lE= IPSec 74

Q|F =2|X QE{mo]|Aoi CHEr Bilojo 2 HMA = EFI ZEO| = FE #of IPSecg Tdst
ciH ChS BHE gLt

1. VPN MH|A 2E9| LHE ZE0i| LHE VLANZ FJIELICHVPN ME|A 20| &% 401 Tt
T 7PHELICH VLAN 1002 LHE VLAN2 Z, VLAN 2092 2|82 VLANSZ AL8 g.*l,ll:r.l:r%
1t 20| VPN MH|A 2 E GE ZEE FA8HLCH

interface GigabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. VLAN 100 2/E{H|0|A %t E{'H0| B Ekl= QUEH|O[AE FIIHELICHO| B2 vian 2007t 0{7|
ol EAIE CHE).

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no i p address
crypto connect vlan 100
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!--- This is the configuration that uses an access port. interface FastEthernet2/48
no i p address

switchport

switchport access vlan 209

switchport mode access

!--- This is the configuration that uses a trunk port. interface FastEthernet2/48
no i p address sw tchport

switchport trunk encapsulation dotlqg

switchport mode trunk

4. Bypass NATE M stL|ct olg{st HEQIT 7to| MZAE M Ql5t2dH no nat B0l CHS &=
F7befuich
access-1ist inside_natO_outbound permt ip 192.168.5.0 0.0.0. 255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
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access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

crypto isakmp policy 1
hash md5

authentication pre-share
group 2
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crypto isakmp key cisco address 10.66.79.73

Ct=2 1} 20| IPSec MOt E Fo|&hLC}.

crypto ipsec transform-set cisco esp-des esp-md5-hmac

e
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crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

6. CtS2t Z0] VLAN 100 2/E{H 0|40 53t ME HE

interface vl1anl00
crypto map cisco

Olgfet #+ 82 Ch5xt Zo| AASELICH
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1
1
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

!

!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- is used to establish

1 Hofste{™ o] HH (0| ool ME

| ISAKMP(Internet Security Association and Key Management Protocol) Z3=4 & ot

MgErLICH



the IPSec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.73

set transform-set cisco

match address 100

|
1

no spanni ng-tree vlan 100

|

|

!

interface FastEthernet2/1

ip address 192.168.5.1 255.255. 255.0

|

!--- This is the outside Layer 2 port that allows !---
VLAN 209 traffic to enter. interface FastEthernet2/48 no
i p address switchport swi tchport trunk encapsul ation
dot 1q switchport node trunk ! interface

G gabitEthernet4/1 no ip address flowcontrol receive on
flowcontrol send off swi tchport swi tchport trunk
encapsul ation dotlq !/--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

swi tchport node trunk

cdp enabl e

|

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!--- The Port VLAN (PVLAN) configuration is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every |VLAN,

a correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1
interface Vlanl

no i p address
shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface VIan209 no i p address crypto connect vlan 100
!

ip classless

gl obal (outside) 1 interface




!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0

255. 255. 255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

l--- This access 1list (inside _natO_outbound) is used
with the nat zero command. !--- This prevents traffic
whi ch matches the access list fromundergoing !---
network address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
l--- sent across the VPN tunnel. This ACL is
intentionally !--- the same as (100). !--- Two separate

access lists should always be used in this
configuration. access-list inside_natO_outbound permt
ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIX &3

SV2-8(config)# show run
Saved

Pl X Version 6.3(3)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown

nterface ethernet3 auto shutdown

nterface ethernet4 auto shutdown

nterface ethernet5 auto shutdown

nterface ethernet6 auto shutdown

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 intf2 securityl0

nanei f ethernet3 intf3 securityl5

nanei f ethernet4 intf4 security20

nanei f ethernet5 intf5 security25

nanei f ethernet6 intf6 security30

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane SV2-8

domai n- name ci sco. com

fixup protocol dns nmaxi mumlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0




192.168.5.0 255.255.255.0
pager lines 24
ntu outside 1500

mu inside 1500
mu intf2 1500
mu intf3 1500
mu intf4 1500
mu intf5 1500
mu intfé 1500

ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0
ip address intf2 127.0.0.1 255. 255. 255. 255
no ip address intf3

no ip address intf4

no ip address intf5

no ip address intf6

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside
no failover ip address intf2
no failover ip address intf3
no failover ip address intf4
no failover ip address intf5
no failover ip address intf6

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2

isakmp policy 1 lifetime 86400




telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

termnal width 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9
end
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interface GigabitEthernet4/1

no i p address

fl owcontrol receive on

fl owcontrol send off

swi t chport

swi tchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi t chport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. VLAN 100 2/E{H|0|A %t E{'H0| B R E|= QEH|0[AE FIIELICHO| B
Fast Et her net 2/ 480| 07|01 E A|FE]).

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet2/48
no ip address
crypto connect vlan 100

3. Bypass NATE MAdstL|Ct 0|28t HIER T ZHo| 944 N|2|5t24T no nat 20l CIS &=
] =i
access-1list inside_natO_outbound pernmit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 192.168. 5 0 255.255.255.0

4. 24535 An|ago|M L 4S5 31e ECHEIS HolsteE ACLES MASILICHLE HERT
192.168.5.0/2401 H 3 HIERIT 192.168.6.0/242 2| ECEE HO|5t= ACL(0| AL ACL
100)2 CtS 20| MAMELICt

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255
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crypto isakmp policy 1
hash md5

authentication pre-share
group 2
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crypto isakmp key cisco address 10.66.79.73

Ct2at 20| IPSec Mt MHE HolghLct.

crypto ipsec transform-set cisco esp-des esp-md5-hmac
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crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

5. Ct= 3 Z-0| VLAN 100 IE{H|O|A0| & =35 WHE X E8L|Ct

interface vlanl00
crypto map cisco

Olg{gt 7+ d2 Ch5xt Z ol AFSELICH
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1
1
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. !--- This indicates that IKE is
used to establish the !--- IPSec SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.73
set transform-set cisco
match address 100
|
|
no spanning-tree vlan 100
|

AlSH
=O

gfLict



!
!
interface FastEthernet2/1

i p address 192.168.5.1 255.255. 255.0
!

!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1is

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--—- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. ! interface FastEthernet2/48 no ip address
crypto connect vlan 100
|
interface G gabitEthernet4/1

no i p address

fl owmcontrol receive on

flowmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!-—- VLAN 100 is defined as the IVLAN. switchport trunk
allowed vlan 1,100,1002-1005

swi tchport node trunk

cdp enabl e

!

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

! --—- The PVLAN configuration is handled transparently by

the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every |IVLAN, a

correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1

interface Vlanl

no i p address
shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3

interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
I ip classless global (outside) 1 interface !--- NAT 0

prevents NAT for networks specified in the ACL
inside_nat0_outbound. nat (inside) 0 access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.6.0

255. 255. 255.0 !--- Configure the routing so that the




device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

!

l--- This access 1list (inside _natO_outbound) is used
with the nat zero command. !--- This prevents traffic
whi ch matches the access list fromundergoing !---
networ k address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
I--- sent across the VPN tunnel. This ACL is
intentionally !--- the same as (100). !--- Two separate

access lists should always be used in this
configuration

access-list inside_natO_outbound permt ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIX &3

SV2-8(config)# show run
Saved

Pl X Version 6.3(3)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown
nterface ethernet3 auto shutdown
nterface ethernet4 auto shutdown
nterface ethernet5 auto shutdown
nterface ethernet6 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 securityl0
nanei f ethernet3 intf3 securityl5
nanei f ethernet4 intf4 security20
nanei f ethernet5 intf5 security25
nanei f ethernet6 intf6 security30
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane SV2-8

domai n- name ci sco. com

fixup protocol dns nmaxi mumlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0




access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24

ntu outside 1500

mu inside 1500
mu intf2 1500
mu intf3 1500
mu intf4 1500
mu intf5 1500
mu intfé 1500

ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0
ip address intf2 127.0.0.1 255. 255. 255. 255
no ip address intf3

no ip address intf4

no ip address intf5

no ip address intf6

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside
no failover ip address intf2
no failover ip address intf3
no failover ip address intf4
no failover ip address intf5
no failover ip address intf6

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 2




isakmp policy 1 lifetime 86400

telnet tinmeout 5

ssh tinmeout 5

consol e tineout 0O

termnal width 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9
: end

CtS& &QlIBtL|Ct.

ol dMofM= Hu|aelo|Mol XMz & Sst=X| #lst= HEE MSELICH

Output Interpreter T(SSE! T2t ) (OIT)= S show BHS X|HELICLOITE AFE35H0q
show BHE £3{9| M E FLICt

- show crypto ipsec sa - $1&ll IPSec SA0|M AFE5tE ™S EAIFLICH
. show crypto isakmp sa - IL|0{2| 34Xl IKE SAE =5 EAIFLICH
. show crypto vian—&f 5t Z1I| 0|0t AAE VLANS E AR LICEH
- show crypto eli - VPN MH|A 2 & E74|E M?JI—IEP.
IPSec 22l ! 2x|| sHZol CHEt REMIEH LHE2 1P 2ot EX| A - Tl HE ofs & ALS
T AIAIQ.

X 3=

o MMol M Hu|azold ERjE4ES I8t MEE Mz

[l
nat

BA 7 B

11 debug BHEES HAtT| ol ClHT B0l CHet S HEES HESFAUAL.

- debug crypto ipsec - 22| IPSec 842 EAIELICH
- debug crypto isakmp - 1=H7| 2] ISAKMP &&f 2 E A|ELICH
- debug crypto engine - & 3 5t El EE{ZIS E AIFLICH
. clear crypto isakmp - 1EH 7|2} #24El SAE K|S LICH.
. clear crypto sa - 2EH7|Q} 224El SAE X|ZLICH.
IPSec &l 2! Zxf| siZoi| CHEt RhAIEH LIS 2 1P 2o x| sHA - C|H{ T H&E ofa L AL
Z5HAIAL.

#ed HE

. IPSec X|¥ 10| x|

. IPSec HE Q|3 E9oF 34

OB F mEt HOt IR ES AN
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdipsec.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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