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AbEErLict

Cisco 827(CPE)

version 12.1

no service single-slot-rel oad-enabl e
no service pad

service tinmestanps debug uptine



//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

service tinmestanps | og uptine
no service password-encryption
!
host nane 827
!
logging rate-linmt console 10 except errors
!
i p subnet-zero
no ip finger

!
no i p dhcp-client network-discovery
vpdn enabl e

no vpdn | oggi ng
!
vpdn- group pppoe

request-dialin

pr ot ocol pppoe
!
!
!
crypto isaknmp policy 20

encr 3des

aut hentication pre-share

group 2
crypto isaknp key sharedkey address 30.30.30.30
!
!
crypto ipsec transformset dsltest esp-3des esp-nd5-hnmac
!
crypto map test 10 ipsec-isaknmp

set peer 30.30.30.30

set transformset dsltest

mat ch address 101

!

interface EthernetO

i p address 192. 168. 100. 100 255. 255. 255.0

ip nat inside

!

interface ATM

no i p address

no atmil m -keepalive

bundl e- enabl e

dsl operating-nmode ansi-dnt

|

i nterface ATMD. 1 poi nt-to-point

pvc 0/ 33

!--- This is usually provided by the ISP. protocol pppoe
pppoe-client dial-pool-nunber 1! | interface Dialerl ip
address 20.20.20.20 255.255.255.0 !/--- This is provided
by the ISP. !--- Another variation is ip address
negotiated.

ip nmu 1492

i p Nat outside

encapsul ati on ppp

no i p route-cache

no i p nroute-cache

di al er pool 1

ppp aut hentication chap callin

ppp chap hostnanme testuser

ppp chap password 7 00071A1507545A545C
crypto map test




ip classless

iproute 0.0.0.0 0.0.0.0 Dialer1

no ip http server

|

ip Nat inside source route-nap nonat interface Dialerl
over | oad

access-list 1 permt 192.168.100.0 0.0.0.255
access-list 101 permt ip 192.168.100.0 0.0.0.255
192. 168.200.0 0.0.0. 255

access-1list 105 deny ip 192.168.100.0 0.0.0.255
192. 168.200.0 0.0.0. 255

access-list 105 permt ip 192.168.100.0 0.0.0.255 any
|

route-map nonat permt 10

match i p address 105

|

!

line con O

transport input none

stopbits 1

line vty 0 4

| ogin

!
schedul er nax-task-time 5000
end

CHRE EAS

version 12.1

no service single-slot-rel oad-enabl e

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

!

host nane |i ght

!

boot system fl ash: ¢c3660-j k2s-ne. 121-5. T8. bin

| oggi ng buffered 4096 debuggi ng

logging rate-linmt console 10 except errors

!

i p subnet-zero

!

no ip finger

!

ip cef

!
crypto isaknmp policy 20

encr 3des

aut hentication pre-share

group 2
crypto isaknmp key sharedkey address 20.20.20.20
!
crypto ipsec transformset dsltest esp-3des esp-nd5-hmac
!
crypto map test 10 ipsec-isaknmp
set peer 20.20.20.20

set transformset dsltest

mat ch address 101

!
call rsvp-sync
cns event-service server

!
!




|
controller E1 2/0
|
!
interface FastEthernet0/0

i p address 192. 168. 200. 200 255. 255. 255.0
ip Nat inside

dupl ex auto

speed auto

nterface FastEthernet0/1

i p address 30.30.30.30 255.255.255.0
i p Nat outside

dupl ex auto

speed auto

crypto map test

nterface Serial1/0
no i p address
shut down

nterface Seriall/1l
no i p address
shut down

nterface Seriall/2
no i p address
shut down

nterface Serial1/3
no i p address
shut down

nterface BRI 4/0
no i p address
shut down

nterface BRI 4/ 1
no i p address
shut down

nterface BRI 4/2
no i p address
shut down

nterface BRI 4/3
no i p address

shut down
|

i p kerberos source-interface any
ip Nat inside source route-map nonat interface
Fast Et hernet 0/ 1 overl oad
ip classless
ip route 0.0.0.0 0.0.0.0 30.30.30.1
ip http server
|
access-list 101 permt ip 192.168.200.0 0.0.0.255
192. 168. 100.0 0.0.0. 255
access-list 105 deny ip 192.168.200.0 0.0.0.255
192. 168. 100.0 0.0.0. 255
access-list 105 permit ip 192.168.200.0 0.0.0.255 any
|
route-map nonat permt 10
match i p address 105




|
1
di al - peer cor custom
|
!
line con O
exec-timeout 0 O
transport input none
line 97 108

line aux O

line vty 0 4

ol MMofME HI|agjo|AMo| M2 ESstEX| #Rlste ol AI8E 4= Qe MEE NI gfLich

show BHEL £3 QIHZ2|H £ oM X|HE=H(SSE 1240, 0

| ZotEE{H P 2ot =X

ofr

s - C|eHT B ofaf

SH0| LIEHLHE LIES 8
A

- show crypto isakmp sa - I|0{ Zt0oll 725 El ISAKMP(Internet Security Association

Management Protocol) SAE E A|&fL|C}

- show crypto ipsec sa - I|0{ Ztoll & El IPSec SAE E A|ErLIC}.

- show crypto engine connections active - Zf 2EH7| SA7} HIEE| T ™M&
ghulct

Ct2E IPSec Ha EA| HH

. crypto isakmp sa E A|Cisco 827(CPE)2IE EAIS
- B &3 Tl 44 E AlCisco 827(CPE)EHRE{ EAIS
. crypto ipsec sa EA|

827#show crypto ipsec sa

interface: Dialerl
Crypto map tag: test, local addr. 20.20.20.20

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
current _peer: 30.30.30. 30

PERM T, flags={origin_is_acl,}

#pkts encaps: 208, #pkts encrypt: 208, #pkts digest 208

#pkts decaps: 208, #pkts decrypt: 208, #pkts verify 208

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed:
#send errors 2, #recv errors 0

l ocal crypto endpt.: 20.20.20.20, renmote crypto endpt.: 30.30.30.30
path mu 1500, nedia ntu 1500
current outbound spi: 4FE59EF2
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i nbound esp sas:

spi: 0x3491ACD6(881962198)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607840/3301)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: Ox4FE59EF2(1340448498)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607837/3301)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

interface: Virtual - Accessl
Crypto map tag: test, local addr. 20.20.20.20

local ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0)
current _peer: 30.30. 30. 30

PERM T, flags={origin_is_acl,}

#pkts encaps: 208, #pkts encrypt: 208, #pkts digest 208

#pkts decaps: 208, #pkts decrypt: 208, #pkts verify 208

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 2, #recv errors 0

Il ocal crypto endpt.: 20.20.20.20, renmpte crypto endpt.: 30.30.30.30
path mu 1500, media ntu 1500
current outbound spi: 4FE59EF2

i nbound esp sas:

spi: 0x3491ACD6(881962198)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607840/3301)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: Ox4FE59EF2(1340448498)

transform esp-3des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: test

sa timng: remaining key lifetime (k/sec): (4607837/3301)
IV size: 8 bytes



repl ay detection support: Y
out bound ah sas:

out bound pcp sas:
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- debug crypto ipsec - 2EHH|2| IPSec a2 EAIELICH

- debug crypto isakmp - 1=t 7| 2] ISAKMP & &f 2 EAIELICH

. debug crypto engine - & S 5t El ECfEES EAIE I—l Ct.

. ping - VPN E{d2 88t 442 E A|5tH debug X show BHEI &7 ASE &= U&LICH

827#ping

Protocol [ip]:

Target | P address: 192.168.200. 200

Repeat count [5]: 100

Dat agram si ze [100]: 1600

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 192.168.100.100
Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:

Data pattern [ OxABCD] :

Loose, Strict, Record, Timestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 100, 1600-byte | CMP Echos to 192.168.200. 200, tineout is 2 seconds:
| A T T T T T A T A A O A O O A O |

Success rate is 100 percent (100/100), round-trip m n/avg/ max = 264/ 266/ 276 ns
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. IPSec X|¥ H 0| x|
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. IPSec &3t A0

. Cisco 827 cl2E EXEHRE
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