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1. Devices(C|HIO|A) > VPN > Site To Site(AtO|E CH AFO|E)E O|S g LICt. Of o|O|X[od| EA|E
CHE Add VPN(VPN & 7}) ot2Hof| M Firepower Threat Defense Device(?&
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Create New VPN Topology 7 %

Topology Name:* |m.m |
Network Topalogy: W ¥ Hub and Spoke | < Full Hmh]
IKE Version:* =l mEul
IKE IPsec Advanced
Node A: [*]

@ Ensure the protected networks are allowed by access control policy of each device.

Save || Cancel

2f 33t Mol Hix| == QE{HO|AE MEHRFLICEH IP FAE ClHO|A |0l RIS 22
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Add Endpoint 7

Device: ¥ FTD w
Interface:* outside bl
IP Address: ¥ 172.16.100.20 b

| This IP i1s Pnivate

Connection Type: Bidirectional i

Certificate Map: RS '@'

Protected Networks: ¥

‘® Subnet / IP Address (Network) ' Access List (Extended)
[#]

| Ok || Cancel |

4. =M 57| 7|2 & 22I5tH UET JHA 7+ o47[0l & EL(ct



& Z3tsl{ok st= FTDO| 2E 24 MEUE FIHELICH Add(F7HE 2=isto{ MEfE HERIZ
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5.
2 o|SELICt. o|A| o] o|O|X|ofl EAIE CHE OKE Z=IFLICH.

FTDSubnet = 10.10.113.0/24

Metwork Objects ? X

Available Networks €& ] Selected Networks

| . ftd | == FTDSubnet a
Ok Cancel
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Create New VPN Topology ? ¥

Topalogy Name:* |mwmm
Network Topology: M % Hub and Spulml <% Full Hush]
IKE Version:™ O kEv: ™ kEV2
e wme st
HNode A; (]
FTD eutside/ 172,16.100.20 FTDSubnet FB =
Node B: E'-'"-'::

-
-

B Ensure the protected networks are allowed by access control policy of each device.

{

Cancel |
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Edit Endpoint ? X

Device: ™ Extranet b
Device Name: ™ ASA
IP Address:* ®' Static Dynamic

192.168.200.10

Certificate Map: v | &

Protected Networks:*

® Subnet / IP Address (Network) Access List (Extended)

| Ok || Cancel |

7.0l olO|x|of EAIE CHE 25 35HE ASA MEUIE MEdSt T MEHEH L|EQ|30f FIHELICH



ASASubnet = 10.10.110.0/24

Network Objects

Available Networks €& ) Selected Networks

ASAS -
| asias | == ASASubnet

Ok Cancel
2CHA|. IKE OW7H & F gLt

Olx| &= A=ZQIE ZF IKE/IPSEC ZdxZ[zlo|ME SaterLct.
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Create New VPN Topology

Topology Name: ™ RTPYPMN-ASA
MNetwork Topology: *= Paint to Point | % Hub and Spoke | “2* Full Mesh
IKE Version:* IKEvl # IKEvZ

Endpoints m IPsec Advanced

IKEv1 Settings

Pellicy:™ eshare 3_aes256_dhs_-

Authenbicabtion Type: Pre-s ed Automatic - !

IKEvZ Settings

Policy:™ AES-GCM-HULL-5HA hl (]
Authenbicabion Type: Pre-shared Automatic Key ™
Pre-shared Key Length:* 24 Characters (Range 1-127)

Save Cancel

2. M IKE S0 M &2 HE o 42 1EH|e] =HE X|FELICt o]l EMoMe= =7| meto
Integrity(SHA256), Encryption(AES-256), PRF(SHA256) %! Diffie-Hellman Group(Group 14) O 7H
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New IKEv2 Policy

Mame;™ ASH
Description:
Priority: 1
Lifetime: 26400
Integrity Algorithms Available Algonthms
Encryption Algorithms :
rypHon A 45 MD5
PRF Algorithms ]
oon SHA
Diffie-Hellman Group ’“"E
o8 SHAS512
5 SHA384
8 NULL

(1-55535)

seconds (120-2147483647)

Selected Algonthms

5 SHA256 |

?

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Friority:

Lifetime:

Integrity Algorithms

|Encryption Algorithms |
PRF Algorithms
Diffie-Hellman Group

ASA

1

36400

Available Algonthms
5 AES

4 DES

4 3DES

4 AES-192
8 AES-GCM
i AES-GCM-152
8 AES-GCM-256

4 NULL

?

(1-65535)

seconds (120-2147483647)

Selected Algonthms

b AES-256 G

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:

Lifetime:

Integrity Algorithms

Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

ASA

1

26400

Available Algonthms
& MD5

,?rg SHA

5 SHAS12

]
oy

. SHAZB4

(1-65535)

ceconds (120-2147483647)

Selected Algonthms

48 sHA256 &

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:
Lifetime:
Integrity Algorithms

Encryption Algorithms
PRF Algorithms

Diffie-Hellman Group

3. OH7HH =T =71 o] HAE MBSt 2l

4. M ER 7| HBME

ASA

1

26400

Available Groups

Cia
-

. 1
gk o
Fa s

%

o]

T T % e T
[ L R T i
= [} o o Ln

?
(1-65535)
ceconds (120-2147483647)
Selected Groups
& 14 &
|_ Save | | Cancel
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Create New VPN Topology

Topology Name:™

Metwark Topalogy:

IKE Version:*

Endpoints m IPsec

IKEv1 Settings

Policy:™

Authentication Type:

IKEVZ Settings

Palicy:™

Authentication Type:

ey ™

Confirm Key:*

RTPVPM-ASA

== Point to Point

IKEwl # IKEwZ

Advanced

¥ Hub and Spoke | %= Full Mesh

|Pre-=hared Manual Key I

LALLL LAY

(EITETRTY

L Enforce hex-based pre-shared key only

3EtA. IPsec OW7HHFE F/EELICTH

ol o|O|X|ofl ZAIE! CHZ IPsec OFZHOIAM RIS 2
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Save Cancel |
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Create New VPN Topology ?

Topology Mame:™ RTPYFM-ASA
Network Topology: = Point to Point ¥ Hub and Spoke | % Full Mesh
1KE Version:™ IKEvl ¥ [KEv2

Endpoints IKE m Advanced

Crypto Map Type: * Static Dymarmic

IKEvZ Mode: Tunmel "

Transfarm Sets: IKEv1 IPsec Proposals, I[HE\-'E IPsec PF{IE'DHFEKE-:I

AES-GCM

Enable Securty Assocation (SA) Strength Enforcement
#| Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Lifetime Duration™: | 28800 Secands (Range 120-2147483647)
Lifetime Size: 4508000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

2. M IKEV2 IPsec M[StE BHEE{H 54 L5t7| 7|2 & 2=iotn 2EHA Oi7fH~-& LU= LI

ESP Encryption(ESP & 2 3}) > AES-GCM-2562 MEAEILICH GCM L1 2|ES L5501 AHE 5t
™Al O 2|FO| B Qict GCM2 A8 3HH SHA| 7|50 LHE Elo] & | Ct.



Edit IKEv2 IPsec Proposal ?
Mame:™ ASL
Description:
ESP Hash Available Algorithms Selected Algorithms
ESP Encryption :
; - was AES-GCM-2536 |
b AES-256
b AES-GCM-182
oh AES-192
- add |
Lo AES-GCM
&b AES
5 3DES
4k DES
Lk AES-GMAC-25
Save | | Cancel
3. M IPsec M|QtO| M El F MEHEE B Elghol| F7HELICE.
IKEv2 IPsec Proposal ?
Available Transform Sets & (%] Selected Transform Sets
| 4}, Search | ﬁ. ASA &
8 2Es-GCM
8 AES-SHA
.-l'.i
{8 DES_SHA-1
O | | Cancel



O|M| M2 MEHS [Psec X|CHO| IKEV2 IPsec A|QF of2Hod| LFEElL|Ct.
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Create New VPN Topology G
Topalogy Mame:™ RTPYPN-ASA
Wetwork Topology: = Point to Point | ¥ Hub and Spoke | %" Full Mesh
IKE Viersion:™ IKEv1 o IKEw2
Endpoints IKE m Advanced
Crypto Map Type: * Static Dymamic
IKEvZ Mode: Tunnel W
Transform Sets: IKEv1 IPsec Proposals IKEv2 IPsec Proposals™
ASA

Endble Securnity Assaaation (S4) Strength Enforcement
¥| Enable Reverse Route Injection

Enable Perfect Forward Secrecy

Lifetime Duration™: 28800 Seconds (Range 120-21474836d7
Lifetime Size: 4605000 Ebyvtes (Range 10-2147483647

- ESPv3 Settings

Save Cancel

MEH A+E - Bypass Access Control(2iM|A X0 2 Z]) &= Create an Access Control Policy(24Al
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MEIR{O 2 Advanced(Z &) > Tunnel(E{'=)0i A sysopt permit-vpn2 & 43}
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Create New VPN Topology

Tepolagy Mame:™ RTPVPN-ASA
Nebtwork Topology: == pPgint to Point | ¥ Hub and Spoke | % Full Mesh
IKE Version:® IKEvl 1 IKEw2
SR [ e
IKE
IPsec NAT Settings
¥ Keepalive Messages Traversal

Interval: |20 Seconds  (Range 10 - 3600

Access Contral for VPN Traffic

o E-l.-'pass n\.cess C-:mtr:-l |:h: |c-.-' F-:|r -:Ie..r-.fpte::l traf'f c ts'.'sclpt |:|errn|t '.pr-:l
- fraifie ] A cy by darpuit e 1 OYRREEes {

¥ Fiter ACL and aubthoriration .-'\'--\.'. Jownioaded From .l:-'l.l: servar ang st applied to VPN braffi

Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
#| Use the certificate OU field to determine the tunnel
¥| Lise the IKE identity to determine the tunnel

#| Uze the peer IP address to determine the tunnel

Save Cancel

sysopt permit-vpnO| & H3tE|X| &t 2 B2 FTD C|HIO|AE &8 VPN ECHEE S5 HA
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Access Control Policies( Al &|0{ Z42)0{| M Policies(Z%H) > Access Control(2{A|A A|0]) >
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Editing Rule - VPN_Traffic

Namie | WVPH_Trafhe B Erlbiled Hove
action & Allow - I e
Zones VLAN Tags .= Users  Applications  Ports  URLs  SGT/ISE Attributes Inspection  Legging  Comments
Available Networks & ] Sowrce Natworks (2] Diestination MNetworks (2)
[ 4 submoet original Client ASasuboet 7]
Gualacation _ a8 FTDSubrat &
= A5Asubnet FroSchnat ) g
o FTDSubngt e
Hitwiorks
Rad B
Destination
Exiter an IF address | l Add | | Enter an P address | | Add ]
sove || cancer |
m Secwity Tnceligance  HTTP Resperses  Logging  Advanced
B Filter by Dervice | Ghowr Rule Corficis 88 | b Add Category | ) Add Ruie | gf SearchRule
5 fetworks Wl Us Apw. | S0u.  Dew  URLS  Sou.  Dew A ¥
; & Insde B Irsige I asasabrat & rsasubne . ) N . . : - e
1 Ve Traffc oo Outside T Guesde B Frosutee: B FTOSuEne o ' ! Aoe  Any oAk iUy #8

w DeEfault - FTD-Access-Control-Polioy (-)
There are no nades v Bhis sechion, Ads Rule o Add' Crlepeny

o

6Tl NAT M2 8Lt

PN EzZ{iZjof CHEt NAT 02| 22 Fd& Lt VPN ECfE 0| CHE NAT 20i| == 6101 VPN Ef
o2 X HES K| ot =5 otedT NAT M| 2|7t {ofof B LICH.
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1. Devices(C|HIO|£&) > NATE 0[S 3610 FTDE CHY 22 ot= NAT HA 2 MENEILICH Add
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Edit NAT Rule

MAT Rule: W Insert: In Category b s Before W
Typea: Etatic r ¥ Enable
Drescriptson:
platy e tellou el Translation  PAT Pool  Advanced
available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)
. .
i Inside
53 Dutside
Ok Cancel
3. HE ol A4 T o MEUIZ MEISILICH NAT of 2] #2lo|=22 o] o|OfX|of EAIE CHE
el A/  BHEHE AL A2 SYsHAH dEgLic
Add MAT Rule 7
MAT Rule: Manual NAT Rule > Ingert In Category | MAT Bules Before |~
Type: Static ¥ | | 8 Enable
Description:
Interface Objects MICTUERTM  PAT Pood  Advanced
Original Packet Translated Packet
Original Source:™ ¥ 3 Translated Source: Address "
FTDSubnet sl
Onginal Destination: Address L Q
Rl | Translated Destination: |3
Onginal Source Port: ~ 2 Translated Source Port: L]
Original Destination Port: ¥ | Translated Destination Port: v g
QK Carcel
4. Ot X|9f S 2 Advanced(1=) BIS 2 0|&3t04 no-proxy-arp ! route-lookup2 At F HH

g LICH



Add MNAT Rule 7T X

MAT Rule: Manusl AT Rule W Insert: Ir Category v || MAT Rules Befare | v
Type: Static ¥ | # Enable
Deseription:

Interface Objects  Translation  PAT Pool Advanced |

IPveE

Het to Net Mapping

| Do not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

Urndirectional

0K Cancel
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Overview  Analysic  Policies WREERHETTR Ofjects | AMP  Intelligence Deploy System  Hep v admin

Drevioe Management NAT VN v Qos Platform Settings FlexConfig Ceatificates

VirtualFTDMAT . Shaw Wamiogs 0 Carcal

M Pobcy Agmpnmaents |

84 Fiter by Dewics ) T
= Oirigina Packet ~ Translated Packet .
&  Diredtion  Type Source Destination  Original orginal Driginal Trasmslated Trasslated Tragslabed = Opbions
Interface.. IMertae.. Sources Destinations Servites SOUFCEE Destinations Serdices

= NAT Rules Before

- eabic = Inside iza Outside g FTDGubnet &= L505ubeat 8 FTosubnet = ARLSubnet o} Drsifal P
ol route-i
& no-pres
¥ Aubs NAT Aulss
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W FAT Rules ARer
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7TE7 ASAE 7 EELICH

1. ASAL| 2|F QIE{m|0| A0 A IKEV2E & 3t gfLCt.

Crypto ikev2 enable outside

2. FTDOl| FF & 21 S8t o7& HolstE IKEv2 XS H-gLict

Crypto ikev2 policy 1



Encryption aes-256
Integrity sha256

Group 14

Prf sha256

Lifetime seconds 86400

Group-poTlicy FTD_GP internal
Group-policy FTD_GP attributes
Vpn-tunnel-protocol 1ikev2
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Tunnel-group 172.16.100.20 type ipsec-121
Tunnel-group 172.16.100.20 general-attributes
Default-group-policy FTD_GP
Tunnel-group 172.16.100.20 ipsec-attributes
ikev2 local-authentication pre-shared-key ciscol23
ikev2 remote-authentication pre-shared-key ciscol23

5. 4E35te ECEIE Holste HMA SEZ PHELICE (FTDSubnet 10.10.113.0/24)
(ASASubnet 10.10.110.0/24)

Object network FTDSubnet
Subnet 10.10.113.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6. FTDOll X|HE L1 2|&EE & X504 ikev2 ipsec MCHMHE MAEHLICH

Crypto ipsec ikev2 ipsec-proposal FTD
Protocol esp encryption aes-gcm-256

of
=

oo

st M g5 ddELict

9-'—'
rir
ok

7. 78S A HZE

Crypto map outside_map 10 set peer 172.16.100.20



Crypto map outside_map 10 match address ASAtoFTD
Crypto map outside_map 10 set ikev2 1ipsec-proposal FTD
Crypto map outside_map 10 interface outside

8. W30 VPN EBIEIES NATSHK| 5= F 5t= NAT ol 2 RHELICE.

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FTDSubnet FTDSubnet no-

Ct

mjo
fjo
ot
O
o
T
]

L

~ HI: #HMEZME FMCOIAM VPN BE{d HEHE HEE = = Yol gi&aLIch o] 7Is
CSCvh7760301 CHEF 7HM @ 0| U&LILCE.

VPN E{dE S35l EC TS A|Z5tedn gHLICH ASA EEE FTDL| HHE ol HMAE ZH R packet
tracer @HEES A& 3504 O] S +&E &= U&LICH packet-tracer B S AHE 5104 VPN E{L2
Jtese e HFEA| £ H A#5tod E{E0| 7S |=X| =QlsHof & L|Ch EHEO| MZ A z|™
VPN E{'20| ZEE|2 2 VPN encrypt DROP(VPN & £ 3} AX)2 2 packet-tracer E230| Almfigf
L|C} ehstedo| LIS P TAL 34 AlDiSIE 2 TZ] FXT|0IMH AA IP TAZE AFRSHK| OFAIA|
o

—_—r .

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 10

Type: VPN

Subtype: encrypt
Result: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:

NAT divert to egress interface outside


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh77603

Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip ifc Inside object-group FMC_INLINE_src_rule_268436483 ifc ou
access-1list CSM_FW_ACL_ remark rule-id 268436483: ACCESS POLICY: FTD-Access-Control-Policy - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268436483: L7 RULE: VPN_Traffic

object-group network FMC_INLINE_src_rule_268436483

description: Auto Generated by FMC from src of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

object-group network FMC_INLINE_dst_rule_268436483

description: Auto Generated by FMC from dst of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:

Static translate 10.10.113.10/0 to 10.10.113.10/0

Phase: 10

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Result:

input-interface: Inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

E{d 4EiE 2 LIE{RI52{T FTD =& ASAS| CLIZ O|S &Lt
FTD CLIOM CHS EHE 2 A& 5104 phase-1 & phase-2& = Q1§ LICTH

crypto ikev2 sa E Al

<#root>

> show crypto ikev2 sa

IKEv2 SAs:



Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
9528731 172.16.100.20/500 192.168.200.10/500
READY
INITIATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/118 sec
Child sa: Tocal selector

10. 10. 113.0/0 - 10. 10. 113. 255/ 65535

remote selector

10. 10. 110.0/0 - 10. 10. 110. 255/ 65535

ESP spi in/out:

0x66be357d/ 0xb74c8753

VPNE 2SE | 30| E{dE HAELICH et ofiH R8O B Hol: EB{E#EE
to| ¥Z2 TE JIXE Zd0| 7tE E4LICH IKEV2 E{E2 C|H st whedol| CHet REAI8H A
ME How to debug IKEv2 VPNs(IKEv2 VPNE C|H{ZstE BE)S R TSt AIAIR.
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Capture capout interface outside match ip host 172.16.100.20 host 192.168.200.10
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firepower# show cap capout

4 packets captured
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172.16.100.20.500 > 192.168.200.10.500:
192.168.200.10.500 > 172.16.100.20.500:
172.16.100.20.500 > 192.168.200.10.500:
192.168.200.10.500 > 172.16.100.20.500:
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udp 690
udp 619
udp 288
udp 240
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