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crypto i saknmp policy 10

encrypti on aes

hash sha256

aut henti cation pre-share

group 14

!

crypto i saknmp key ciscol23 address 192.0.2.2

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnmac
!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

mat ch address CACL

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168. 2
permit ip 172.16.1.0 0.0.0.255 172.16.2.0
!

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

EE{ B

.0 0.0.
0.0.0.

crypto i saknp policy 10

encryption aes

hash sha256

aut henti cation pre-share

group 14

!

crypto i saknp key ciscol23 address 192.0.2.1

!

crypto ipsec transformset TSET esp-aes 256 esp-sha256-hmac
!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.1

set transformset TSET

mat ch address CACL

!

ip access-list extended CACL

permt ip 192.168.2.0 0.0.0.255 192.168.1
pernmit ip 172.16.2.0 0.0.0.255 172.16.1.0
!

interface G gabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CVAP
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interface G gabit Ethernet0/0/0
no crypto map

2. IPsec Z2EE MLt Reverse-route= #Z4 HIER3F 0ol CHEt 1 B2 E 22 & H|O]
S0 AS2E FIISHES HEMH oz FEFLICH
crypto i psec profile PROF

set transformset TSET
reverse-route

3. i QM 0|4 B A8 LICH o3 5 ACLE El'd HAT|T20lMoil IPsec BM o= HZATL
CF. B QIE{H|0|A0] AT IP FAL BRH0| QIX|E UL ZhoR FAHOF BFLICH IP Fa

= ip unnumbered HHZ AFS LIt
interface Tunnel O
ip unnumbered GigabitEthernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF
4. 253 HWEAF2 0|F0f 25| MHE = U&LICH
no crypto map CVAP 10
2|E 2tE A HIx|asio|M
crypto i saknp policy 10
encryption aes
hash sha256
aut henti cation pre-share
group 14
!
crypto i saknp key ciscol23 address 192.0.2.2
!
crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!
crypto i psec profile PROF
set transformset TSET
reverse-route
!
ip access-list extended CACL
permt ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permt ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255
!
interface G gabitEthernet0/0/0
ip address 192.0.2.1 255.255.255.0
!
interface Tunnel O
i p unnunbered G gabit Ethernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF
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crypto i psec transformset TSET esp-aes 256 esp-sha256-hnmac



1
crypto i kev2 profile PROF

match identity renote address 192.0.2.2 255. 255. 255. 255
aut hentication renote pre-share key ciscol23

aut hentication | ocal pre-share key ciscol23

1

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

set ikev2-profile PROF

mat ch address CACL

1

ip access-1ist extended CACL

permit ip 192.168.1.0 0.0.0.255 192. 168. 2
permit ip 172.16.1.0 0.0.0.255 172.16.2.0
1

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

EE{ B

.0 0.0.
0.0.0.

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

nmatch identity renpte address 192.0.2.1 255. 255. 255. 255
authentication renote pre-share key ciscol23
authentication | ocal pre-share key ciscol23

!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.1

set transformset TSET

set ikev2-profile PROF

mat ch address CACL

!

ip access-list extended CACL

permt ip 192.168.2.0 0.0.0.255 192.168.1
pernit ip 172.16.2.0 0.0.0.255 172.16.1.0
!

interface G gabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CVAP

2t E{ AE multi-SA VTI ZdI|aglo|Me 2 nto|2d|o|M3tE{dH CHE BHAHIE 22 5HAAIL. Bl
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.0 0.0.
0.0.0.

1. QIE{H| 0| A0 &= 35 B M 7{EHL|Ct.
interface G gabitEthernet0/0/0
no crypto nap
2. IPsec Z2EE HEFLICE Of reverse-route B8 U EXI 0| CHE 17 B2
ol AAtS22 FItE T WHE 7Y = U&LICH
crypto i psec profile PROF
set transformset TSET

set ikev2-profile PROF
reverse-route
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3. E{d QIEH|O|A E FHELICH &= §P ACL2 BE{d ZIm|aei|o|Mo] IPsec HAMo 2 Q4 EL]
Ch B QIE{H|o|A0] FEE IP FAE #E0| QIX|E AR Ztoz FdsloF FLIc IP F4

= ip unnumbered BHEZ AFE & LICT:

interface Tunnel O
i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0



tunnel node ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF
4. 0|=0i Z=3t WS 2tT1S| MAHRLICH
no crypto map CVAP 10
2|F ctE A Hx|as| ol
crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!
crypto i kev2 profile PROF
match identity renpte address 192.0.2.2 255. 255, 255. 255
authentication renote pre-share key ciscol23
authentication |ocal pre-share key ciscol23
!
crypto i psec profile PROF
set transformset TSET
set ikev2-profile PROF
reverse-route
!
ip access-list extended CACL
permt ip 192.168.1.0 0.0.0.255 192.168.2.0 0.
permt ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.
!
interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0
!

0. 255

0.
0. 255

interface Tunnel O

i p unnunbered G gabit Ethernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF
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ipvrf fvrf

ipvrf ivrf

!

crypto keyring KEY vrf fvrf

pre-shared-key address 192.0.2.2 key ciscol23
!

crypto isakmp policy 10

encryption aes



hash sha256

aut henti cation pre-share
group 14

!

crypto i saknmp profile PROF
vrf ivrf

keyring KEY

match identity address 192.0.2.2 255. 255. 255. 255 fvrf

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnmac

!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

set isaknp-profile PROF

mat ch address CACL

|

interface G gabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

!

interface G gabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

!

ip route vrf ivrf 172.16.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
ip route vrf ivrf 192.168.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.25
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
i

CH2 2 multi-SA VTIZ 0Fo|2a&o|Msts o =8t Bl

a1

0.
0.

! vrf configuration under isaknp profile is only for crypto nmap based configuration
!

crypto i saknp profile PROF

no vrf ivrf

!

interface G gabitEthernet0/0/0

no crypto map

!

no crypto map CVAP 10

!

no ip route vrf ivrf 172.16.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
no ip route vrf ivrf 192.168.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
!

crypto i psec profile PROF

set transformset TSET

set isaknp-profile PROF

reverse-route

!

interface tunnel O

ip vrf forwarding ivrf

i p unnunbered G gabitEthernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF

2|& VRF 2/4| 71|72 o]M



ipvrf fvrf

ipvrf ivrf

!

crypto keyring KEY vrf fvrf

pre-shared- key address 192.0.2.2 key ciscol23
!

crypto i saknmp policy 10

encrypti on aes

hash sha256

aut hentication pre-share

group 14

!

crypto i saknmp profile PROF

keyring KEY

match identity address 192.0.2.2 255. 255. 255. 255 fvrf
!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
|

interface G gabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

!

interface G gabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255
!

crypto i psec profile PROF

set transformset TSET

set isaknp-profile PROF

reverse-route

!

interface tunnel O

ip vrf forwarding ivrf

i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF

O
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Cisco CLI Analyzer(SSE! 1240t i) = show BES AFSFLICE Cisco CLI AnalyzergE At 3t
04 show %‘%‘ %F‘E!

Rout er A#show ip interface brief | include Interface|TunnelO
Interface | P-Address OK? Method Status Protocol
Tunnel 0 192.0.2.1 YES TFTP up up

énij %I'§_§|' k”ﬁ /gEHOﬂ l_'_H?_I- 7§|'A'||g|_|' LH%% show crypto session gJ—'—f 0| Session status 9_| UP-ACTIVE ike


https://cway.cisco.com/cli/
https://cway.cisco.com/cli/
https://cway.cisco.com/cli/
http://tools.cisco.com/RPF/register/register.do

Mol SHEH HY EIRSS LIEFLLICEH

Rout er A#show crypto session interface tunnel0
Crypto session current status

Interface: Tunnel O

Profile: PROF

Sessi on status: UP-ACTIVE

Peer: 192.0.2.2 port 500

Session ID: 2

| KEv2 SA: local 192.0.2.1/500 renpte 192.0.2.2/500 Active

| PSEC FLOW permt ip 172.16.1.0/255.255.255.0 172.16. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

| PSEC FLOWN permt ip 192.168.1.0/255.255.255. 0 192. 168. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

ZHHE B9 QB 0|AE Sl A HERZ 2 E=Z 2t*EE=X| FHlgfLCH

Rout er A#show ip route 192.168.2.0

Routing entry for 192.168.2.0/24

Known via "static", distance 1, netric O (connected)
Routi ng Descriptor Bl ocks:

* directly connected, via TunnelO

Route netric is 0, traffic share count is 1

Rout er A#show i p cef 192.168. 2. 100
192.168. 2.0/ 24
attached to Tunnel0

= -
=2 e b4
Ol MM0AME HIAZ0IM BHIE HZSHE Ol AR E 4 U= MBS MIBELICH

KE ZZEZ H& 2ME siZst2H ohS ClaE AFSELCH

&3 ALE5H7| T10i| Debug B CHEt EQ HEE FESHAAIR debug BEE ALSELICL.

! For |KEvl-based scenari os:
debug crypto isaknmp
debug crypto ipsec

I For | KEv2-based scenari os:

debug crypto ikev2
debug crypto ipsec

A 2= EE(FAQ)

E{'=do| AAS2 2 S8 L7, ofL|H El'd& 71&3t7| ?isi Eci=|o] ERELI7?

2f s 35 Mt &2, CtE SAVTI B2 2 &8 ACLH UX|5t= CIO|E EEHE0| EtREHE S8 &
EEX| ofF0of 2AQI0| RS2 2 AR LICE BE{d2 30|22 2SAS0| gicett 4 7tSE
Ct.

Egjzio| vTIE S5l 2tE = X|pt ERfZel AA FE CHAO| 0] E{'&od| CHEH IPsec Moz 3
HE 4 &3 ACLY Ux|5HK| b ofEAH EL|7t?


https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Ol28t AlLtE|2 = X[REIXK| ei&LCt & E35t6tE ' QIEH|O|AZ Bt EsHofF &
L|Ct. PBR(Policy-based routing)2 §% EcfZIBt VTIZ 2t REet= O AFSE = JU&LICH
PBR2 IPsec 2 ACLE2 AFE5t0{ VTIZ R EE EciTn UX|AZ = JU&LICH

FIfZl2 T E IPsec HAof CHsH & Q1 x| %*§_§P ACLZ Lx|sHoF BfLICE LRISHR| o ¢
StE|X| otom Bid 44 QIHIO|A 2Ff 2 it HIAE = MSELICH

for IN

S st LHE VRF(iIVRF) & T8 VRF(f'VRF)7} AL £l&= ZA<L(iVRF = fVRF), O|2 Ql35}| 2IRE =
7 e Mst T miZlo| o||] @io| AM|E LICH pvaroutingErr. O|24 8 AF A0l CHEE & 7= show platform

hardware gfp active statistics drop HHES A|'g = L—l El‘.

Rout er A#show platform hardware gfp active statistics drop
Last clearing of QFP drops statistics : never

| pv4Rout i ngErr 5 500

iVRF7t fVRF 2t CHE B2, iVRFOIM E{ol|l TIst 1 IPsec A Ux|5HX| ol = TS At =
AER fVRFOIM Bi'd &4 QIE{H[O|AE SEELICH VRF ZHol| 2t 28 R L7t glon2 A E|

x| ef&LCt.

VRF, NAT, QoS §2| 7|s0| HE| SA VTIHA X|EL|7}?

of. Ol2{E 2 E 7|52 Y VTI Ef'doiMet SUer Lalez X[FLICH
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