AL X} 2150l RADIUSE A& 3104 Windows&
Cisco 10S 2l *E{2} Cisco VPN Z20|E 4.x
ZF IPSec

HE2{3 Ctolo{7 2

2621XM 2t E #+d

RADIUS MBE{ #+4

MEX PIEE 2|8 RADIUS AMH #d
VPN Client 4.8 7+44

AE2 HAZ st

RADIUS MH CHA| 7|5 T4

Ct=2 =olstL|ct

=Xl 1A

=X s HH

ClHHO &=

=
=
B s

427

O] EMoME ALK 215 & I3 RADIUS(Remote Authentication Dial-In User Service)& A& 35}
01 2} E{2t Cisco VPN Client 4.x 7+ @122 F/835t= Y2 204 ELICt.Cisco IOS® Software &
2| A 12.2(8)T 0|40l A= Cisco VPN Client 4.x2| @142 X|48tL|Ct VPN 22H0|ME 3.x Y 4.xE
DH(Diffie Hellman) & 2 H&& A& &L|Cl.isakmp policy # group 2 H& 2 AI& 35t VPN 2t
O|ET} AT = U&LICE

0| 20 M= RADIUS AHH2| 218 & Bt RE{0| A 2ZZ WINS(Windows Internet Naming
Service) 2! DNS(Domain Naming Service) &9 S2| #H&t £04& £ 04 ELICL.RADIUS MHHE &
gt Q5 U et Ho{E 2F £slEd= B Cisco 10S 2H2E{2 Windows& Cisco VPN Client
4.x 7+ IPSec 44 RADIUSE AL 3104 PSec ZAIS RT3t AIAI2.

#1: O|A| IPSec VPN Accounting2 AM8 & &= U&LICHAIMIE LIS ! ME ZHu[ago|M2
IPSec VPN Accounting2 & ZXstAA|IL.

TACACS+ ZZEZE AME5I04 ALEXt 2150| 2|F0ilM grdst= AlLt2[20d CHEF REAIEH LI 2
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|10S 2 E{2} Cisco VPN Client 4.x for Windows 2| IPsec E{/E S & X5 AAIL.

Cisco 10S Bt LE{0|MH AIE Xt QIE 0| 2EAZ M= AlLtZ| 20 Ci 8t XEA|IEH LI 2 Windows S
Cisco VPN Client 3.xE I0SE 714 2 &% %% 23504 IOSE A XSHAAIL.

Microsoft Windows 20032 A& 3104 Cisco VPN Client(4.x for Windows) 2+ PIX 500 Series
Security Appliance 7.x ZH2| 474 HMA VPN A S M= gHol CHE RMIEH LHE

Microsoft Windows 2003 IAS RADIUS P1& T4 o & & Z 5t & A2, IAS(Authentication Serwce)
RADIUS AMH.

QU EFIE mode-config, sysopt connection permit-ipsec 23 & E—f & Q1E&(Xauth)2 A+ 5104
VPN 2c}0|¢1EE PIX &30 135t = &Edof| CHEt REMIEH LI 2 IPSec - PIX to VPN Client
Wild-card, Pre-shared, Mode Configuration with Extended Authentication% EXSHAMAL.

AL OIS 3 AIYH EEIE 250 RADIUSE AFE3SHE Windows & VPN 3000 Concentrator?t VPN
Client 4.x Zt°| IPsec2 "*xo“'*lo MEX QI & A #2[E ?I31 RADIUSE AtE5t=
Windows& Cisco VPN 3000 Concentrator2t Cisco VPN Client 4.x Zt IPE{E S A& 5= &gdof
CHEF REM[EH LIS 2 o E & E=SHAAIL.

MNERT AN

LT ME

Ol & AL5t7| ™ol CIS 27 AL S S 6Hof ghLct.
. IPSecol EEE FTA E

-
. "cisco123"9| H|ZH S E AL 3= "3000clients"2l= 1 &
- RADIUS MHE{2| AFE XL O1IF

ASEls FE 24

Ol EMo| HEE OIS AT EQo] X StER0] HHE Z[gte 2 gfLch
. Cisco |0S Software Z2IA 12.2(15)T28 A&#EI= 2621XM EHE
- CiscoSecure ACS for Windows 2000 & 4.2(2 & RADIUS M7} 2 S3HoF &)
- Windows H{& 4.8& Cisco VPN Cllent(EE VPN Z2}0|21E 4.x 0|4 0| ZS3HoF &)
Ol EMe| ME= § & 49| C|Hto|2 & ECHE R EEIR&LICHO| 20 AFSE E% C |t
Ola= Z7I3tEl(7|2) Hu/aso|Me R Al&*EI?i%LIEL%dXH HEXITI 58 5 82, 2

BEo{e| MM IS O|2| SKIstAlZ| HFEfLICH

2 E{ 2| show version W0 E=2ic|= E24Q]L|C}.

vpn2621#show version

Cisco Internetwork Operating System Software

10S (tm) C2600 Software (C2600-1K9S-M, Version 12.2(15)T2, RELEASE SOFTWARE (fc2)
TAC Support: http://wwm ci sco. conmtac

Copyright (c) 1986-2003 by cisco Systens, Inc.

Conpi |l ed Thu 01- May-03 10: 39 by nmasa

I mage text-base: 0x80008098, data-base: 0x81BBBOBC

ROM System Bootstrap, Version 12.2(7r) [cnong 7r], RELEASE SOFTWARE (fcl)
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vpn2621 uptime is 1 hour, 34 nminutes
System returned to ROM by rel oad
Systemimage file is "flash: c2600-i k9s-ne. 122-15. T2. bi n"

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
conpliance with U S. and |local country laws. By using this product you
agree to conply with applicable |laws and regul ations. |f you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U. S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

ci sco 2621XM (MPC860P) processor (revision 0x100) with 125952K/ 5120K bytes of nenory.
Processor board | D JAD0O64503FK (64188517)

MB60 processor: part number 5, mask 2

Bri dgi ng software.

X. 25 software, Version 3.0.0.

2 FastEthernet/| EEE 802.3 interface(s)

2 Serial (sync/async) network interface(s)

1 terminal line(s)

1 Virtual Private Network (VPN) Mdul e(s)

1 cisco content engine(s)

32K bytes of non-volatile configuration menory.

32768K bytes of processor board System flash (Read/ Wite)

Configuration register is 0x2102

7| 7&
S Falof CiEt RFAMIBH LIRS Cisco 7]& &l E7| F2IS 215 AN,
T

o] MlMofl= o] EMUIM AYESE 7|52 #4517

0

g HE7F EAIELULCH

Job ok
O Kl

: HE 23| EF(SSE 10 slE)E AHE5H0d O] 240 AAEE BHol| CHE AHMIEF LIE S
FHAAIL.

o

LHE L3 Ctojo{2 Y
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1T2.18.124.159 10111

Ethernet Segment ¢ +

2611

172.18.124.96

RADIUS server

2621XM 2t E| 7

10.0.0.1

2621XM Router

!--- Enable authentication, authorization and accounting
(AAA) !--- for user authentication and group
authorization. aaa new-model

!

!--- In order to enable extended authentication (Xauth)

for user authentication, !--- enable the aaa
authentication commands. !--- "G oup radius |ocal”
speci fies RADI US user authentication !--- to be used by

default and to use |ocal database if RADIUS server is
not reachabl e.

aaa authentication login userauthen group radius local

!--- In order to enable group authorization, !--- enable
the aaa authorization commands.

aaa authorization network groupauthor local

!--- Create an Internet Security Association and !---
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

1

!--- Create a group that will be used to specify the !--
- Windows Internet Naming Service (WINS) and Domain
Naming Service (DNS) server !--- addresses to the
client, along with the pre-shared key for
authentication. crypto isakmp client configuration group
3000client

key ciscol23

dns 10.1.1.10

wins 10.1.1.20

Cisco YPHN Client



domain cisco.com
pool ippool

!
! --- Create the Phase 2 policy for actual data
encryption. crypto ipsec transform-set myset esp-3des
esp-sha-hmac

1

!--- Create a dynamic map and !--- apply the transform
set that was created. crypto dynamic-map dynmap 10

set transform-set myset

!
!--- Create the actual crypto map, !--- and apply the
AAA lists that were created earlier. crypto map
clientmap client authentication list userauthen
crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond

crypto map clientmap 10 ipsec-isakmp dynamic dynmap
!--- Apply the crypto map on the outside interface.
interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

hal f - dupl ex

crypto map clientmap

interface Ethernet0/1

i p address 172.18.124. 159 255. 255. 255.0

hal f - dupl ex
!

!--- Create a pool of addresses to be assigned to the
VPN Clients. ip local pool ippool 10.16.20.1
10.16.20.200

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.2

ip http server

ip pimbidir-enable

1

1

!

!--- Specify the IP address of the RADIUS server, !---
along with the RADIUS shared secret key. radius-server
host 172.18.124.96 auth-port 1645 acct-port 1646 key
ciscol23

radius-server retransmit 3

RADIUS MH T4

ANEX 2IFE 2{8F RADIUS M T

RADIUS MEHHE FdstedH Chs EAE 2tz & LicH

1. RADIUS Mt Cl|o|E{H|0|A0f 2tRE{0] CHEt &= F 7}
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.

|

o
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Ok

Authenticate Using E&C}2 4 XtoflA RADIUS

i

il

il

F

. CiscoSecure Cl|O|E{H|O| A 0| A VPN AF2 XL Q| A2 X} O]

Add AAA Client

AAA Client Hostname [emnzen

. 172.18. 124,159 - |
AAA Client [P Address ¥
Key [Geemtza |

Authenticate Using

= Single Connect TACACS+ AAA Client (Record etop in
accounting on failure).

r Log UpdateWatchdog Packets from this AAA Client
r Log RADIUS Tunneling Packets from this AAA Client

Subet | [ Submits Fsian | Concs |

|RaDiUS (CiscaOEFR =]

0|& 2 ciscodL|C}

i

HAHEEEE

1

User: [sees
Fna | [ AsaEn |

List users beginming with letter/munber:
AECDEEGHIZELHM
HOEQRSIUNWEIZ

- « Network Device Groups
=2
o AAA C"*“L" : + Adding a Network Device Group
AAA Client AAA Client IP Authenticate + Renaming a Network Device Group
Haostname Aidress Using * a evice (z
T « AAA Clients
340 17218124151 | RADIUS 2:;'““ « Adding 3 AAA Client
. = « Editing a AAA Client
%ﬁ”"' 14.36.1.99 R‘"‘TES f‘““ « Deleting a AAA Client
e oney « AAA Servers
enntest  172.18.124.120 RADIUS (Cisco + Adding a AAA Server
_ | I0OS/PTX) « Editing a AAA Server
R 172.18.124.150 TAC‘AI.IT,'E?;-JLCmm : Deleting a AAA Server
+ Adding a Proxy Distribution Table Entry
Add Erey j « Sorting Proxy Distribution Table Entries

HIZ 7| "cisco123"at &7H 2t E{"172.18.124.159"2| IP A E X|HELICt

g Meist

LI C

« AAA Client Hostname
« AAA Client I Address
« Key

+ MNetwork Device Group
+« Aunthenticate Using

AAA Chient Hostname

The AAA Client Hostnarne 15 the name assigned to
the AAA client.

[Back to Top]
AAA Client TP Address

7befLict.of oflod| A AFS R}

B2 =
[=N—laan

+ User Setup and External User Databases

+ Finding a Specific User in the CiscoSecure User
Database

« Adding & User to the ClscoSecurs User Database

+ Listing Usemnames that Begin with a Particular
Character

« Listing All Usernames in the CiscoSecure User
Database

+ Changing a Username in the CiscoSecure User
Datahase

ﬁ Liet &1 Unsrn
User Setup emmables you Lo eonfigure individual user
=) | s m:::inn.addusm.a:dddﬂcusm in the
IS ZolM AF& Xt ciscoll| HIHHE E K[ LICE 0| oflof M H|ZHH S = ciscoLICHAE
At AY¥E a0 oHEE 4 aLich et 25| Submit(M &) =g ch



m Supplementary User Info T
Real Name — + Account Disabled
T - |« Deleting a Username
Description « Supplementary User Info
« Password Authentication
+ Group io which the user Is assigned
- = a & L] Cllh’ﬂi‘]'i
i 2 User Setup : « Client IP Address Assignment
Password Authentication: = Advanced Setlings
=l —eits [GcoSecus Dambase E| « Network Access Restrictions
CiscoSecure PAP (Also used for CHAP/MS- . W
— CHAP/ARAP, if the Separate field is not + LSAge LUOLAS
33 | oo e ehecked) + Account Disable
Downloadable ACLs
P d = * SSCTINERIERES dhS-LE
a,m“;‘“ ! « Advanced TACACS+ Settings
) P‘;ﬁ_‘wm — « TACACS+ Enable Control
- f « TACACS+ Enable Password
T Separate (CHAP/MS-CHAP/ARAF) « TACACS+ Outhound Password
Password I » TACACS+ Shell Command Authorization
Confirm | o TACACS+ Unknown Services
Password « IETF RADIUS Attributes
When using a Token Card server for « RADIUS Vendor-Specilic Attributes
authentication, supplying a separate CHAP
passworid for a token card user allows CHAP
f”ihmi‘ﬂ_i““'_ 'l:i;i?ipctialb' useful when Accouni Disabled Status
oken caching is
i i i i Select the Account Disabled check box to disable this
Gfr'“p to which the user is “5@;‘1- account; clear the check box to enable the account.
Groug 19 hd _ﬂ
I [ subma]| Cancel | [Back to Top

VPN Client 4.8 74

VPN Client 4.82 7435t248 CIS BHE 225 AI2.

1. Start(Al%}) > Programs(Z.212) > Cisco Systems VPN Client(Cisco Systems VPN &2} 0|
2 E) > VPN Client(VPN 20| E)E ME=i#HLCt.
2. New(MZ PHE7[)Z 2 21504 Create New VPN Connection Entry(M VPN 217 &5 A4) 3

# status: Disconnected | ¥PM Client - Yersion 4.8.01.0300 ‘_I_njﬁl

Connection Entries _Status Certificates Log Options Help

o % e bt Cisco Srsteus
S B IENL N
Connecton Enties | Certificates I Log I

Connection Endy  ° Host Tranzport

< | B

| Mot connected, v




3. M &M HAE 52| 0|2 YT LICHHost(ZEAE) & Xtol 2tRE{Q| 2|2 IP FAE &
24gFL|CH 2% CHS VPN Group name(VPN Z1& O|8)1 HIYHS E 21245 11 Save(XME)E
=gt

# ¥PN Client | Properties for “vpn™ N il

Connection Entry: I

Dezcrphion:

Hozt 110.1.1.1

Authentication ITranspnrt Backup Servers I Dial-Up |

{* Group Authentication 7 Mutual Group Authentication
M arme: S000client
FPazzword; AR

HEHEEEEY

Canfirm Fazzwaord:

" Certificate Authentication

i amme; I ll

[ Send Ca& Certficate Chain

—
1
jul}
=,
Ly}
i

Eraze Uzer Pazsword | Save

=10] x|
Connection Entries. Stabus  Cerbificates Log Options Help
o, £ A= m Cisco SrsTems
3 B 3
Connect Mew Import Miodify Delete B
Connechon Entres ]I’.‘e:tificates I Log I
Correction Enty Haost Transport
wpn o111 IPSec/UDP

4| J |

| Not connected,

N




5. ZE T EJ} EA|E|H xautholl CHEH A2 A} 0|2 2l H|2UHHS XHEHE 9l2d
2l5to A4 HEL3 o od@=Lct

=

I
J
9'|_|
o
o)

A
]
ro
i
jy

» status: Disconnected | YPN Client - Yersion 4.8,0

=101 x|
_onnechon Entries  Status  Cerbificates Log Optlons Halp
£ = : Ciseo SvsTems
Cancel Connect Hew Irnpeort tdodify Deletea "
Connection Entnes I Certificates I Log |
Caorrection Entry  / |Hn:| Transport
¥pn 10111 IPSec/UDP
# ¥WPM Client | User Authentication for “vpn®™ x|
The zarver has requested the following infomation to complete the wugar
authentication:
Cisco SUSTENS  j50mame: [oco
« Pazsword |'“"""
ok Carcel |
4 I""_'_'_""":i'. ] _*j
=
Authenticating user.../ ANENNNEENENENEEEEE v
VPN 22t0|HEE= S AIO|E Q| Bt E{of ZE LTt
# status: Connected | ¥PN Client - Yersion 4.86.01.0300 —=il -0 x|
Connection Entries  Status  Certificates Log Options Help
Eﬁ %) Q%:Tﬂ % m Ciseo Systews
Disconnect Mew Imnport Modify Delata 2
{Connection Entriss] I Certificstes | Log |
Connechion Exty  / Host Tranzpart
18) vpn 10.1.1.1 IPSec/UDP
< | o
{Connected to "vpn",” [Connected Tme: 0 day(s), D0:09.44 [w|
A2l g2l 2

VPN 4Z0f CHalf AZ 3! E{HRIE 38t 5tedTH 2R E{o| ACL(U A& Ao S 5)0| 0]
=X| #IgLICt 0 ool A access-list 108 WH2 AZEX RS ?IcH A& HZAEID ELR
14.38.X.X/16 HELZZE FMHELICH.EEHE2 ACL 108(0d: QIE{) ol 1= C|HtO|A0| & S 5tE|
x| f2 HEfE O|SELICH



access-list 108 permit ip 172.18.124.0 0.0.255.255 10.16.20.0 0.0.0.255

Moi| ACLZ ME& Lt

O

Jr>

crypto i saknmp client configuration group 3000client
key ciscol23

dns 10.1.1.10

wins 10.1.1.20

domai n ci sco.com

pool i ppoo

acl 108

RADIUS MH CHA 7|5 74

7|2 RADIUS MHHE A8 e == Qi &l 2t RE = OHE &4 U] RADIUS MHE & o ZX|EL
Ch7|12 MHE A8 E = ME B0 2IREHE AH oHA-I HZ RADIUS MHE Hl& AHSFLICH
Mo 2 7|2 MHeE =2 g8t 7|2 MHYLICLEZ MHE AT = gl 39 EZ (0|
E{H|O|AE aaa authentication login userauthen group radius local @& A& 35104 °._|§01| AMEE
= A&Lct.

Cts& &QlIRrL|Ct.

JE

g
mjo

At&stod Zxm|azfo|Mo| McHz % Sst=X| &g L/ct

Output Interpreter _._—_rL(%EE.J Dk ) (OIT) = S show BHE X|HELICHOITE AHE 5104

== |

e

24 show HEio| EadelL|C}.

vpn2621#show crypto isakmp sa
dst src state conn-id sl ot
10.1.1.1 10.0.0.1 QM IDLE 3 0

vpn2621#show crypto ipsec sa interface: Ethernet0/0
Crypto map tag: clientmap, local addr. 10.1.1.1

| ocal ident (addr/mask/prot/port): (10.1.1.1/255.255.255.255/0/0)

renote ident (addr/mask/prot/port): (10.16.20.2/255.255.255.255/0/0)
current_peer: 10.0.0.1

PERM T, flags={}

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify 5

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

| ocal crypto endpt.: 10.1.1.1, renote crypto endpt.: 10.0.0.1
path mtu 1500, nedia ntu 1500
current outbound spi: 77AFCCFA

i nbound esp sas:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

spi: OxC7AC22AB(3349947051)
transform esp-3des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: clientnmap
sa timng: remaining key lifetime (k/sec): (4608000/3444)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: Ox77AFCCFA(2008009978)
transform esp-3des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: clientnmap
sa timng: remaining key lifetime (k/sec): (4608000/3444)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (172.18.124.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.16.20.2/255.255.255.255/0/0)
current_peer: 10.0.0.1
PERM T, flags={}
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

|l ocal crypto endpt.: 10.1.1.1, renote crypto endpt.: 10.0.0.1
path mu 1500, nedia ntu 1500
current outbound spi: 2EE5BF09

i nbound esp sas:

spi: 0x3565451F(895829279)
transform esp-3des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow.id: 3, crypto map: clientnmap
sa timng: remaining key lifetime (k/sec): (4607999/3469)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: Ox2EE5BF09(786808585)
transform esp-3des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow.id: 4, crypto map: clientnmap
sa timng: remaining key lifetime (k/sec): (4607999/3469)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:



out bound pcp sas:

vpn2621#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
3 Ethernet0/0 10.1.1.1 set HMAC_SHA+3DES_56_C 0 0

2000 Ethernet0/0 10.1.1.1 set HMAC_SHA+3DES_56_C 0 5

2001 Ethernet0/0 10.1.1.1 set HMAC_SHA+3DES_56_C 5 0

2002 Ethernet0/0 10.1.1.1 set HMAC_SHA+3DES_56_C 0 6

2003 Ethernet0/0 10.1.1.1 set HMAC_SHA+3DES_56_C 4 0

vpn2621#show crypto engine accelerator statistic

Virtual Private Network (VPN) Module in aimslot : O
Statistics for Hardware VPN Modul e since the |ast clear
of counters 5570 seconds ago
14 packets in 14 packets out

packet overruns

packet s deconpressed
conpressed bytes in
deconpressed bytes out
packet s bypass conpression
packets fail deconpression
packets decrypted

~NO O oo oo

~NO O oooo

out put packets dropped
packets conpressed
unconpressed bytes in
conpressed bytes out
packets abort conpression
packets fail conpression
packets encrypted

532 bytes decrypted
784 bytes before decrypt

0 paks/sec in

532 bytes encrypted
19200 bytes after encrypt
0 paks/sec out

0 Kbits/sec decrypted 0 Kbits/sec encrypted

Last 5 m nutes:
14 packets in

14 packets out

7 packets decrypted 7 packets encrypted

532 bytes decrypted
784 bytes before decrypt

0 paks/sec in

420 bytes encrypted
672 bytes after encrypt
0 paks/sec out

0 Kbits/sec decrypted 0 Kbits/sec encrypted
rx_no_endp: 0 rx_hi_discards: 0 fwfailure
invalid_sa: 0 invalid_flow 0 cgx_errors
fwqgs_filled: 0 fw_resource_l ock: 0 lotx_full_err:
null _ip_error: 0 pad_size_ error: 0 out _bound_dh_acc:
esp_auth_fail: 0 ah_auth_failure: 0 crypto_pad_error:
ah_prot _absent: 0 ah_seq_failure: 0 ah_spi _failure
esp_prot_absent: 0 esp_seq_ fail: 0 esp_spi _failure
obound_sa_acc: 0 invalid_sa: 0 out _bound_sa_f Il ow
invalid_dh: 0 bad_keygroup: 0 out _of _menory:
no_sh_secret: 0 no_skeys: 0 i nvalid_cnd:
dsp_coproc_err: 0 conp_unsupported: 0 pak_too_big
nul | packets: 0
pak_np_l ength_spec_faul t: 0 cnmd queue errors: 0
tx_| o_queue_si ze_max 0 cnd_uni npl enment ed: 0
Interrupts: 439 | med: 0 HPri ints: 14
LoPri ints: 425 POST Errs: 0 Alerts: 0
Unk Cmds: 0 UnexpCnids: 0

cgx_cmd_pendi ng: 0

packet _| oop_max:

Opacket _loop_limt: O

vpn2621#sh crypto engi ne configuration

crypto engi ne nane:
crypto engine type

Pr oduct

Nane:
Confi gurati on:

Virtual
har dwar e

Private Network (VPN) Mdul e

Al M VPN BP
0x000109010FO0F00784000000

OO O0OO0OO0OO0OO0OO0OO0oOOoOOo



Crypt| C Version:

0x995FB1441BA279D5BD46CF6C
OXECE77614C30835CB0OA000300
0x000000000000000000000000

001. 000
CGX Version: 001.009
CGX Reserved: 0x000F
PCDB info: 0x07F0 0x0084 0x0000
Serial Number: 0x5F9944B1A21BD57946BD
:  Ox6CCFE7EC14768C3CB35
DSP firmnare version: 000.010
DSP Bootstrap Version: 000.003
DSP Bootstrap Info: 0x0000
Conpression: Yes
DES: Yes
3 DES: Yes
AES CBC: No
AES CNTR:  No
Maxi mum buffer | ength: 4096
Maxi mum DH i ndex: 0210
Maxi mum SA i ndex: 0420
Maxi mum Fl ow i ndex: 0840
Maxi mum RSA key size: 0000
crypto engine in slot: O

pl atform

Crypto Adjacency Counts:

VPN hardwar e accel erat or

Lock Count: O
Unl ock Count: O
crypto lib version: 16.0.0
ipsec lib version: 2.0.0

£X sti&

o dMofM= Hm|aelolMd EXE siiE

=X 34 HH

ok

= A& L

Output Interpreter T (SSE Tt S (OIT)E S show BHES x|
show B £ 9| 2ME FLIC}.
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o
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&1 debug BHES ALE 57| 7ol ClH B0l et 2 HE S HESAMAL.

- debug crypto ipsec - IPSec @1Z201| CHE C|HHT HEE E ALY

- debug crypto isakmp - IPSec 21201 CHEF C|HO HMEE EAlIstD &% Zo| H|Z2Ho = QI
ol HREE X Hml| S &EE EAELCH

- debug crypto engine - & £ 3} I TIo| HEE ZE AIELICEH

- debug aaa authentication—AAA/Terminal Access Controller TACACS+(Access Control
System Plus) /50 Cigt MEE EA[ELICH

. debug aaa authorization radius—AAA/TACACS+ Tt £040f CiEt HE

. debug radius—RADIUS M2} 2t E 7to| S 41 A sHZol Chst HE

ClH =2

g EAIELCH
=
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
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vpn2621#show debug

General OCS:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Radi us protocol debugging is on
Radi us packet protocol debugging is on

Crypt ogr aphi ¢ Subsyst em
Crypt o | SAKMP debugging is on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on

vpn2621#

*| SAKMP (0:0): received packet from 10.0.0.1 dport 500 sport 500 Global (N) NEW SA

*| SAKMP: Created a peer struct for 10.0.0.1, peer port 500

*| SAKVP: Locki ng peer struct 0x83166B20, |KE refcount 1 for
crypto_iknp_config_initialize_sa

*| SAKMP (0:0): Setting client config settings 82F0OF82C

*| SAKMP (0:0): (Re)Setting client xauth list and state

*| SAKVMP: | ocal port 500, remote port 500

*| SAKMP: insert sa successfully sa = 83165694

*| SAKMP (0:1): processing SA payl oad. nmessage |ID

*| SAKMP (0:1): processing |ID payl oad. nmessage |ID

*| SAKMP (0:1): peer matches *none* of the profiles

*| SAKMP (0:1): processing vendor id payl oad

*| SAKMP (0:1): vendor ID seens Unity/DPD but major 215 m smatch

*| SAKMP (0:1): vendor IDis XAUTH

*| SAKVMP (0:1): processing vendor id payl oad

*| SAKMP (0:1): vendor IDis DPD

*| SAKVMP (0:1): processing vendor id payl oad

*| SAKMP (0:1): vendor |ID seens Unity/DPD but major 123 m smatch

*| SAKMP (0:1): vendor IDis NAT-T v2

*| SAKVMP (0:1): processing vendor id payl oad

*| SAKMP (0:1): vendor |ID seens Unity/DPD but major 194 m smatch

*| SAKVMP (0:1): processing vendor id payl oad

*| SAKMP (0:1): vendor IDis Unity

*| SAKVMP (0:1) Authentication by xauth preshared

*| SAKVMP (0:1): Checking | SAKMP transform 1 against priority 3 policy

1o
o o

* | SAKIVP: encrypti on AES- CBC

*| SAKMP: hash SHA

* | SAKIVP: default group 2

* | SAKMP: aut h XAUTHI ni t PreShar ed

* | SAKIVP: life type in seconds

* | SAKIVP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B
* | SAKIVP: keyl ength of 256

*| SAKMP (0:1): Encryption algorithm offered does not match policy!

/ en/ US/ docs/ net _ngnt / wan_servi ce_admi ni strator/ 1.1/ adm ni strator/gui de/ getstart. htm

-sni p/ en/ US/ docs/ net _nmgnt / wan_ser vi ce_admi ni strator/ 1.1/ adm ni strator/gui de/ getstart. htmnl
/ en/ US/ docs/ net _ngnt / wan_servi ce_admi ni strator/ 1.1/ adm ni strator/gui de/ getstart. htm

/ en/ US/ docs/ net _ngnt / wan_servi ce_admi ni strator/ 1.1/ adm ni strator/gui de/ getstart. htm

!-—- ISAKMP values are acceptable and then the router continues with the !--- ISAKMP negotiation
process. *ISARMP (0:1): Checking ISAKMP transform 9 against priority 3 policy

*ISAKMP: encryption 3DES-CBC

*ISAKMP: hash SHA

*ISAKMP: default group 2

*ISAKMP: auth XAUTHInitPreShared



*ISAKMP: life type in seconds

*ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 O0x9B

*ISAKMP (0:1): atts are acceptable. Next payload is 3

*Crypt oEngi ne0: generate al g paraneter

*Crypt oEngi ne0: CRYPTO_I SA_DH CREATE( hw) (i psec)

*CRYPTO _ENG NE: Dh phase 1 status: 0

*| SAKVMP (0:1): processing KE payl oad. message ID =0

*Crypt oEngi ne0: generate al g paraneter

*Crypt oEngi ne0: CRYPTO_| SA DH SHARE SECRET( hw) (i psec)

*| SAKVP (0:1): processing NONCE payl oad. nessage ID = 0

*| SAKMP (0:1): vendor IDis NAT-T v2

*AAA: parse nanme=| SAKMP-1D- AUTH idb type=-1 tty=-1

* AAA/ MEMORY: create_user (Ox830E12E8) user='3000client' ruser="NULL" ds0=0
port="1SAKMP- | D- AUTH rem addr='10.0.0.1" authen_type=NONE servi ce=LOG N
priv=0 initial _task id="0", vrf= (id=0)

*| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_AM EXCH

* SAKMP (0:1): Od State = | KE_READY New State = | KE_LR_ AM AAA AVAI T

*| SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): Port ='| SAKMP- | D- AUTH
| i st="groupaut hor' service=NET
* AAA/ AUTHOR/ CRYPTO AAA: | SAKMP- | D- AUTH( 54534875) user =' 3000cl i ent’
*| SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): send AV service=i ke
*| SAKVP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): send AV protocol =i psec
*| SAKVP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875): found |ist "groupauthor”
*| SAKMP- | D- AUTH AAA/ AUTHOR/ CRYPTO AAA(54534875) : Met hod=LOCAL
* AAA/ AUTHOR (54534875): Post authorization status = PASS_ADD
*| SAKVP: got cal |l back 1

*

AAA/ AUTHOR/ | KE:  Processi ng AV servi ce=i ke

*

AAA/ AUTHOR/ | KE: Processi ng AV protocol =i psec

*

AAA/ AUTHOR/ | KE: Processi ng AV tunnel - passwor d=ci scol23

*

AAA/ AUTHOR/ | KE: Processi ng AV defaul t - domai n*ci sco. com

*

AAA/ AUTHOR/ | KE: Processi ng AV addr - pool *i ppool

*

AAA/ AUTHOR/ | KE: Processi ng AV key-exchange=i ke

*

AAA/ AUTHOR/ | KE:  Processi ng AV group-| ock*0

*

AAA/ AUTHOR/ | KE: Processing AV timeout*0

*

AAA/ AUTHOR/ | KE: Processing AV idletine*0

*

AAA/ AUTHOR/ | KE:  Processi ng AV inacl *108

*

AAA/ AUTHOR/ | KE: Processi ng AV dns-servers*10.1.1.10 0.0.0.0
*
AAA/ AUTHOR/ | KE: Processing AV wi ns-servers*10.1.1.20 0.0.0.0
*Crypt oEngi ne0: create | SAKMP SKEYID for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_SA CREATE( hw) (i psec)
*| SAKVMP (0:1): SKEYID state generated
*| SAKMP (0:1): constructed NAT-T vendor-02 ID
*| SAKMP (0:1): SA is doing pre-shared key authentication plus XAUTH usi ng
idtype |ID_|PV4_ADDR
*| SAKMP (1): 1D payl oad
next - payl oad : 10

type 1

addr :10.1.1.1
pr ot ocol : 17

port 0

I ength : 8



*| SAKVMP (1): Toi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec)
*| SAKMP (0:1): processing HASH payl oad. nessage ID =0
*Crypt oEngi ne0: generate hnmac context for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)tal payload |length: 12
*Crypt oEngi ne0: generate hnmac conte
*| SAKVP (0:1): processing NOTIFY I NI TI AL_CONTACT protocol 1
spi 0, nmessage ID = 0, sa = 83165694
*| SAKMP (0:1): Process initial contact,
bring down existing phase 1 and 2 SA's with local 10.1.1.1 renote
10.0.0.1 renote port 500
*| SAKMP (0:1): returning | P addr to the address pool
*| SAKVP: r ecei ved payl oad type 17
*| SAKVMP (0:1): Detected NAT-D payl oad
*| SAKMP (0:1): recalc ny hash for NAT-D
*| SAKVMP (0:1): NAT match M NE hash
*| SAKMVP: r ecei ved payl oad type 17xt for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)
*| SAKMP (0:1): constructed H S NAT-D
*| SAKMP (0:1): constructed M NE NAT-D
*| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) AG_I NI T_EXCH
*| SAKMP (0:1): Input = | KE_MESG FROM AAA, PRESHARED KEY_REPLY
* SAKMP (0:1): Od State = |IKER AMAAA AWVAIT New State = | KE_.R AW

* AAA/ MEMORY: free_user (Ox830E12E8) user='3000client' ruser="NULL' port="1SAKWP-I|D AUTH
remaddr="10.0.0.1" authen_type=NONE servi ce=LOGA N priv=0 vrf= (id=0)

*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 dobal (R AG_IN T_EXCH

*Crypt oEng

*| SAKVP (0:1): Detected NAT-D payl oad

*| SAKMP (0:1): recalc his hash for NAT-D

*| SAKMP (0:1): NAT match H' S hash

*| SAKMP (0:1): SA has been authenticated with 10.0.0.1

*Crypt oEngi ne0: cl ear dh number for conn id 1

*| SAKMP: Trying to insert a peer 10.0.0.1/500/, and inserted successfully.

*] SAKMP (0:1): IKE_DPD is enabled, initializing timers

*| SAKVMP: set new node 2011892843 to CONF_XAUTH

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| PSEC(key_engi ne): got a queue event...

*Crypt oEngi ne0: CRYPTO_I SA_ DH DELETE( hw) (i psec)

*Crypt oEngi ne0: CRYPTO_I SA_| KE_ENCRYPT( hw) (i psec)

*| SAKVMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) QVL.IDLE

*| SAKVMP (0:1): purging node 2011892843

*| SAKMP:  Sendi ng phase 1 responder lifetine 86400

*| SAKMP (0:1): peer matches *none* of the profiles
*| SAKMP (0:1): Input = | KE_ MESG FROM PEER, | KE_AM EXCH
*] SAKMP (0:1): Od State = IKE_LR AM2 New State = | KE_P1_COWLETE

*| SAKMP (0:1): Need XAUTH

*AAA: parse name=| SAKMP idb type=-1 tty=-1

* AAA/ MEMORY: create_user (0x830DE43C) user='NULL' ruser='"NULL' ds0=0 port="'1 SAKM
remaddr="10.0.0.1" authen_type=ASCI| service=LOA N priv=0 initial_task_id="0",
vrf= (id=0)

*| SAKMP (0:1): Input = | KE_MESG | NTERNAL, IKE PHASE1l COMPLETE

*] SAKMP (0:1): Od State = | KE_P1_COWLETE New State = | KE_XAUTH AAA START _LOG N AWAI T

* AAA/ AUTHEN START (992119247): port='1SAKMP' |ist="userauthen' action=LOd N service=LOd N
* AAA/ AUTHEN START (992119247): found |ist userauthen

* AAA/ AUTHEN START (992119247): Met hod=radi us (radi us)

* AAA/ AUTHEN(992119247) : St at us=GETUSER

*| SAKVMP: got cal |l back 1

*| SAKVMP: set new node -883516238 to CONF_XAUTH

*| SAKVP/ xaut h: request attribute XAUTH USER_NAME V2

*| SAKVP/ xaut h: request attribute XAUTH _USER_PASSWORD V2



*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| SAKMP (0:1): initiating peer config to 10.0.0.1. ID = -883516238

*Crypt oEngi ne0: CRYPTO_I SA_| KE_ENCRYPT( hw) (i psec)

*| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) CONF_XAUTH

*| SAKMP (0:1): Input = | KE_ MESG FROM AAA, | KE_AAA START_LOG N

*I SAKMP (0:1): Od State = | KE_XAUTH AAA START_LOG N AWAIT New State = | KE_XAUTH_REQ SENT

*| SAKMP (0:1): retransnitting phase 2 CONF_XAUTH - 883516238 ...
*| SAKMP (0:1): incrementing error counter on sa: retransmt phase 2
*| SAKMP (0:1): incrementing error counter on sa: retransmt phase 2
*| SAKMP (0:1): retransnitting phase 2 -883516238 CONF_XAUTH
*| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) CONF_XAUTH
*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) CONF_XAUTH
*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)
*| SAKVMP (0:1): processing transaction payload from 10.0.0.1. nessage |ID = -883516238
*Crypt oEngi ne0: generate hnmac context for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)
*| SAKVP: Confi g payl oad REPLY
*| SAKVP/ xaut h: reply attribute XAUTH USER NAME V2
*| SAKVP/ xaut h: reply attribute XAUTH USER PASSWORD V2
*| SAKVMP (0:1): deleting node -883516238 error FALSE reason
"done with xauth request/reply exchange"
*] SAKMP (0:1): Input = | KE_ MESG FROM PEER, | KE_CFG REPLY
*] SAKMP (0:1): Od State = | KE_ XAUTH REQ SENT New State = | KE_XAUTH AAA CONT_LOG N AWAI T

* AAA/ AUTHEN CONT (992119247): continue_l ogin (user="(undef)")

* AAA/ AUTHEN(992119247) : St at us=GETUSER

* AAA/ AUTHEN(992119247): Met hod=r adi us (radi us)

* AAA/ AUTHEN(992119247) : St at us=CETPASS

* AAA/ AUTHEN CONT (992119247): continue_l ogin (user='cisco')

* AAA/ AUTHEN(992119247) : St at us=CETPASS

* AAA/ AUTHEN(992119247) : Met hod=r adi us (radi us)

*RADI US: Pick NAS | P for u=0x830DE43C tabl ei d=0 cfg_addr=0.0.0.0 best_addr=10.1.1.1
*RADI US: ustruct sharecount=2

*Radi us: radius_port_info() success=0 radius_nas_port=1

* RADI US( 00000000) : Send Access-Request to 172.18.124.96:1645 id 21645/4, len 72
*RADI US: authenticator F2 7F ED 86 2B D9 80 1F - 74 D7 8F 90 3B EF FO D5

*RADI US: NAS- | P- Addr ess [4] 6 10.1.1.1

*RADI US: NAS-Port - Type [61] 6 Async [0]
*RADI US:  User - Name [1] 9 "cisco"

*RADIUS: Calling-Station-1d [31] 13 "10.0.0.1"

*RADI US:  User - Passwor d [2] 18 *

*RADI US: Retransmit to (172.18.124.96:1645,1646) for id 21645/4

*RADI US: Received from id 21645/4 172.18.124.96:1645, Access-Accept, len 62

*RADI US: authenticator 97 DF CB C8 74 AC 92 D6 - 3B D8 D9 DC 9E 85 94 35

*RADI US:  Framed- | P- Addr ess [ 8] 6 172.17.8.123

*RADI US: O ass [25] 36

* RADI US: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 38 32 [Cl SCOACS: 0000182]

* RADI US: 62 2F 61 63 31 32 37 63 39 66 2F 74 6E 65 75 62 [b/acl127c9f/cisco]

* RADI US: 65 72

*RADI US: saved authorization data for user 830DE43C at 830DB5FC

* AAA/ AUTHEN(992119247) : St at us=PASS

*| SAKWMP: got cal |l back 1

*| SAKVMP: set new node -1874799558 t o CONF_XAUTH

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| SAKMP (0:1): initiating peer config to 10.0.0.1. ID = -1874799558

*Crypt oEngi ne0: CRYPTO_I SA_| KE_ENCRYPT( hw) (i psec)

*| SAKMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) CONF_XAUTH
*| SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA CONT_LOG N

* SAKMP (0:1): Od State = | KE_XAUTH AAA CONT_LOG N AWAIT New State = | KE_XAUTH _SET_SENT

* AAA/ MEMORY: free_user (0x830DE43C) user='cisco' ruser="NULL'" port="'|SAKM



rem addr="10.0.0.1" authen_type=ASCI| service=LOd N priv=0 vrf= (id=0)
*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal (R) CONF_XAUTH
*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)
*| SAKMP (0:1): processing transaction payload from 10.0.0.1. message | D = -1874799558
*Crypt oEngi ne0: generate hnmac context for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)
*| SAKVMP: Confi g payl oad ACK
*| SAKVP (0:1): XAUTH ACK Processed
*| SAKMP (0:1): deleting node -1874799558 error FALSE reason "done with transaction”
*| SAKMP (0:1): Input = | KE_ MESG FROM PEER, | KE_CFG ACK
*] SAKMP (0:1): Od State = | KE_XAUTH SET_SENT New State = | KE_P1_COVWLETE

*] SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE PHASE1 COMPLETE
*] SAKMP (0:1): Od State = | KE_P1_COWLETE New State = | KE_P1_COVPLETE

*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 dobal (R) QM. IDLE
*| SAKVMP: set new node -1474156599 to QM I DLE

*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)

*| SAKVMP (0:1): processing transaction payload from 10.0.0.1. message |ID = -1474156599
*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| SAKVMP: Confi g payl oad REQUEST

*| SAKVMP (0:1): checking request:

* | SAKMP: | P4_ADDRESS

* | SAKMP: | P4_NETMASK

* | SAKMP: | P4_DNS

* | SAKMP: | P4_NBNS

* | SAKMP: ADDRESS_EXPI RY

* | SAKMP: APPLI CATI ON_VERSI ON

* | SAKIVP: UNKNOWN Unknown Attr: 0x7000
* | SAKIVP: UNKNOWN Unknown Attr: 0x7001
* | SAKMP: DEFAULT_DOVAI N

* | SAKMP: SPLI T_I NCLUDE

* | SAKIVP: UNKNOWN Unknown Attr: 0x7003
* | SAKIVP: UNKNOWN Unknown Attr: 0x7007
* | SAKIVP: UNKNOWN Unknown Attr: 0x7008
* | SAKIVP: UNKNOWN Unknown Attr: 0x7009
* | SAKIVP: UNKNOWN Unknown Attr: Ox700A
* | SAKIVP: UNKNOWN Unknown Attr: 0x7005

*AAA: par se name=| SAKMP- GROUP- AUTH idb type=-1 tty=-1
* AAA/ MEMORY: create_user (0x831663A0) user='3000client' ruser="NULL" ds0=0
port ="1 SAKMP- GROUP- AUTH rem addr="10.0.0.1" authen_type=NONE servi ce=LOG N
priv=0 initial _task id="0", vrf= (id=0)
*I SAKMP (0:1): Input = | KE_ MESG FROM PEER, | KE_CFG REQUEST
*] SAKMP (0:1): Od State = | KE_P1_COWLETE New State = | KE_CONFI G AUTHOR _AAA AVAI T

*| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): Port =" SAKMP- GROUP- AUTH
| i st="groupaut hor' service=NET

* AAA/ AUTHOR/ CRYPTO AAA: | SAKMP- GROUP- AUTH( 3136771130) user =" 3000cl i ent"’

*| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): send AV servi ce=i ke

* | SAKVP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): send AV protocol =i psec

*| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): found list "groupauthor”

*| SAKMP- GROUP- AUTH AAA/ AUTHOR/ CRYPTO AAA(3136771130): Met hod=LOCAL

* AAA/ AUTHOR (3136771130): Post authorization status = PASS_ADD

*| SAKWMP: got cal |l back 1

* AAA/ AUTHOR/ | KE: Processing AV service=i ke

* AAA/ AUTHOR/ | KE: Processing AV protocol =i psec

*

AAA/ AUTHOR/ | KE: Processi ng AV tunnel - passwor d=ci scol23

*

AAA/ AUTHOR/ | KE: Processi ng AV def aul t - domai n*ci sco. com

*

AAA/ AUTHOR/ | KE: Processi ng AV addr - pool *i ppool

*



AAA/ AUTHOR/ | KE: Processi ng AV key-exchange=i ke

*

AAA/ AUTHOR/ | KE:  Processi ng AV group-| ock*0

*

AAA/ AUTHOR/ | KE: Processing AV timeout*0

*

AAA/ AUTHOR/ | KE: Processing AV idletine*0

*

AAA/ AUTHOR/ | KE:  Processi ng AV inacl *108

*

AAA/ AUTHOR/ | KE: Processing AV dns-servers*10.1.1.10 0.0.0.0

*

AAA/ AUTHOR/ | KE: Processing AV wi ns-servers*10.1.1.20 0.0.0.0

*| SAKMP (0:1): attributes sent in nessage:

* Address: 0.2.0.0

*| SAKMP (0:1): allocating address 10.16.20.1

*| SAKVMP: Sendi ng private address: 10.16.20.1

*| SAKVMP:  Sendi ng | P4A_DNS server address: 10.1.1.10

*| SAKVMP:  Sendi ng | PA_NBNS server address: 10.1.1.20

*| SAKVP:  Sendi ng ADDRESS EXPI RY seconds |eft to use the address: 86388

*| SAKVP:  Sendi ng APPLI CATI ON_VERSI ON string: Cisco Internetwork Operating System Software

10S (tm) C2600 Software (C2600-1K9S-M, Version 12.2(15)T2, RELEASE SOFTWARE (fc2)

TAC Support: http://wwmv ci sco.comtac

Copyright (c) 1986-2003 by cisco Systens, Inc.

Conpi |l ed Thu 01- May-03 10: 39 by nmasa

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7000)

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7001)

*| SAKVP:  Sendi ng DEFAULT_DOMAI N default domain name: cisco.com

*| SAKVMP:  Sending split include nane 108 network 172.18.124.0 mask 255.255.255.0
protocol 0, src port 0, dst port O

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7003)

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7007)

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7008)

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7009)

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x700A)

*| SAKVP (0/1): Unknown Attr: UNKNOAN (0x7005)

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| SAKMP (0:1): responding to peer config from10.0.0.1. I D = -1474156599

*Crypt oEngi *1 SAKVP (0:1): del eting node -1474156599 error FALSE reason
""ne0: CRYPTO_|I SA | KE_ENCRYPT( hw) (i psec)

*| SAKMP (0:1): sending packet to 10.0.0.1 ny_por231

*| SAKMP (0:1): processing SA payl oad. message | D = 2058744231

*| SAKMP (0:1): Checking | PSec proposal 1

*| SAKMP: transform 1, ESP_AES

* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5
* | SAKIVP: encaps is 1
* | SAKIVP: key length is 256t 500 peer_port 500 (R) CONF_ADDR

*] SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA GROUP_ATTR
*] SAKMP (0:1): Od State = | KE_CONFI G AUTHOR AAA AVAIT New State = | KE_P1_COVPLETE

* AAA/ MEMORY: free_user (0x831663A0) user='3000client' ruser="NULL' port="1SAKMP- GROUP- AUTH
rem addr="10.0.0.1" authen_type=NONE servi ce=LOA N priv=0 vrf= (id=0)

*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 dobal (R) QM. IDLE

*| SAKVMP: set new node 2058744231 to QM I DLE

*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| SAKMP (0:1): processing HASH payl oad. nessage | D = 2058744

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B



*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKVMP (0:1): Checking | PSec proposal 1
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2

*| PSEC(val i dat e_proposal _request): proposal part #2,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transfornm= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

*Crypt oEngi ne0: val i date proposal request

*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp-aes 256 esp-nmd5-hnmac conp-1zs }

*| SAKMP (0:1): IPSec policy invalidated proposal

*| SAKMP (0:1): Checking | PSec proposal 2

*| SAKMP: transform 1, ESP_AES

* | SAKMP: attributes in transform

* | SAKMP: authenticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKMP (0:1): Checking | PSec proposal 2
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transforne esp-aes 256 esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
*| PSEC(val i dat e_proposal _request): proposal part #2,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transforn= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp-aes 256 esp-sha-hmac conp-1zs }
*| SAKMP (0:1): IPSec policy invalidated proposal



*| SAKMP (0:1): Checking | PSec proposal 3
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKMP (0:1): Checking | PSec proposal 3
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2

*| PSEC(val i dat e_proposal _request): proposal part #2,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transfornm= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

*Crypt oEngi ne0: val i date proposal request
*| PSEC( kei _proxy): head = clientmap, map->ivrf =, kei->ivrf

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:

{esp-aes esp-nd5- hmac conp-1Izs }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 4
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKMP (0:1): Checking | PSec proposal 4
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2

*| PSEC(val i dat e_proposal _request): proposal part #2,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),



protocol = PCP, transforn= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp- aes esp-sha-hmac conp-1Izs }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 5
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp-aes 256 esp-nd5-hnmac }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 6
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: authenticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp-aes 256 esp-sha-hnmac }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 7
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,



| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp- aes esp-nd5- hmac }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 8
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 10.1.1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp- aes esp-sha-hmac }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 9
*| SAKWMP: transform 1, ESP_3DES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKMP (0:1): Checking | PSec proposal 9
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1

* | SAKIVP: SAlife type in seconds

*| PSEC(spi _response): getting spi 3233689542 for SA
from10.1.1.1 to 10.0.0.1 for prot 3

*| SAKVP: received ke nmessage (2/1)

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*Crypt oEngi ne0: CRYPTO_|I SA_| KE_ENCRYPT( hw) (i psec)

*| SAKVMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) QVLIDLE
*| SAKMP (0:1): Node 2058744231, Input = | KE_ MESG FROM | PSEC, | KE_SPI _REPLY

*] SAKMP (0:1): Od State = | KE_. QM SPI _STARVE New State = | KE. QM R_ QW

*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 dobal (R) QM. IDLE
*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*Crypt oEngi ne0: ipsec allocate flow

*Crypt oEngi ne0: ipsec allocate flow

*Crypt oEngi ne0: CRYPTO_|I SA | PSEC_KEY_CREATE( hw) (i psec)

*Crypt oEngi ne0: CRYPTO_|I SA | PSEC_KEY_CREATE( hw) (i psec)

*| SAKVP: Locki ng peer struct 0x83166B20, | PSEC refcount 1 for for stuff_ke



!--- A matching IPSec policy has been negotiated and authenticated. !--- Next, the SA's

up. *ISAKMP (0:1): Creating IPSec SAs
* inbound SA from 10.0.0.1 to 10.1.1.1 (£/i) 0/ O
(proxy 10.16.20.1 to 10.1.1.1)

* has spi 0xCOBE2FC6 and conn_id 420 and flags 2

* lifetime of 2147483 seconds

* has client flags 0x0

* outbound SA from 10.1.1.1 to 10.0.0.1 (£/1) 0/ 0
(proxy 10.1.1.1 to 10.16.20.1 )

*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 d obal
*| SAKVMP: set new node 1101355775 to QM | DLE

*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)

*Crypt oEngi ne0: generate hnmac context for conn id 1

*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)

*| SAKMP (0:1): processing HASH payl oad. nessage I D = 1101355775

*| SAKVMP (0:1): processing SA payl oad. message | D = 1101355775

*| SAKMP (0:1): Checking | PSec proposal 1

*| SAKMP: transform 1, ESP_AES

* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKMP (0:1): Checking | PSec proposal 1
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
*| PSEC(val i dat e_proposal _request): proposal part #2,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transforn= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =

(R} QM IDLE

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:

{esp-aes 256 esp-nmd5-hnmac conp-1zs }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 2
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| SAKMP (0:1): Checking | PSec proposal 2

are set



*| SAKMP (0:1): transform1, |PPCP LZS
* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, renmpote= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2

*| PSEC(val i dat e_proposal _request): proposal part #2,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transfornm= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

*Crypt oEngi ne0: val i date proposal request
*| PSEC( kei _proxy): head clientmap, map->ivrf =, kei->ivrf
*| PSEC( kei _proxy): head clientmap, map->ivrf =, kei->ivrf

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:

{esp-aes 256 esp-sha-hmac conp-1zs }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 3
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKVMP (0:1): Checking | PSec proposal 3
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2

*| PSEC(val i dat e_proposal _request): proposal part #2,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transforn= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

*Crypt oEngi ne0: val i date proposal request
*| PSEC( kei _proxy): head clientmap, map->ivrf , kei->ivrf
*| PSEC( kei _proxy): head = clientmap, map->ivrf =, kei->ivrf

*| PSEC(val i dat e_t ransform proposal ): transform proposal not s

{esp-aes esp-nd5- hmac conp-1Izs }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 4

upported for identity:



*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| SAKVMP (0:1): Checking | PSec proposal 4
*| SAKMP (0:1): transform1, |PPCP LZS

* | SAKMP: attributes in transform

* | SAKIVP: encaps is 1
* | SAKIVP: SAlife type in seconds
* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
*| PSEC(val i dat e_proposal _request): proposal part #2,
(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = PCP, transfornm= comp-Izs ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf , kei->ivrf =
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =
*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp- aes esp-sha-hmac conp-1Izs }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKVMP (0:1): Checking | PSec proposal 5
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2

*Crypt oEngi ne0: val i date proposal request

*| PSEC( kei _proxy): head clientmap, map->ivrf =, kei->ivrf

*| PSEC( kei _proxy): head clientmap, map->ivrf =, kei->ivrf

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:
{esp-aes 256 esp-nmd5-hnmac }

*| SAKMP (0:1): IPSec policy invalidated proposal

*| SAKMP (0:1): Checking | PSec proposal 6

*| SAKMP: transform 1, ESP_AES

* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC SHA

* | SAKIVP: encaps is 1



* | SAKIVP: key length is 256

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B
*Crypt oEngi ne0: val i date proposal

*| SAKMP (0:1): atts are acceptable.

*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes 256 esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2

*Crypt oEngi ne0: val i date proposal request
*| PSEC(kei _proxy): head = clientmap, map->ivrf , kei->ivrf
*| PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf =

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:

{esp-aes 256 esp-sha-hnmac }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 7
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC MD5

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND local= 10.1.1.1, rempte= 10.0.0. 1,
| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renot e_proxy= 10. 16. 20. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-aes esp-nd5- hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2

*Crypt oEngi ne0: val i date proposal request
*| PSEC( kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
*| PSEC(kei _proxy): head = clientmap, map->ivrf , kei->ivrf =

*| PSEC(val i dat e_t ransform proposal ): transform proposal not supported for identity:

{esp- aes esp-nd5- hmac }
*| SAKMP (0:1): IPSec policy invalidated proposal
*| SAKMP (0:1): Checking | PSec proposal 8
*| SAKMP: transform 1, ESP_AES
* | SAKMP: attributes in transform

* | SAKMP: aut henticator is HVAC SHA

* | SAKIVP: encaps is 1

* | SAKIVP: key length is 128

* | SAKIVP: SAlife type in seconds

* | SAKIVP: SAlife duration (VPI) of 0Ox0 0x20 0xC4 0x9B

*Crypt oEngi ne0: val i date proposal
*| SAKMP (0:1): atts are acceptable.
*| PSEC(spi _response): getting spi 3438126624 for SA
from10.1.1.1 to 10.0.0.1 for prot 3
*| SAKMP: received ke nmessage (2/1)
*Crypt oEngi ne0: generate hnmac context for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)
*Crypt oEngi ne0: CRYPTO_I SA_| KE_ENCRYPT( hw) (i psec)
*| SAKVMP (0:1): sending packet to 10.0.0.1 my_port 500 peer_port 500 (R) QVL.IDLE
*| SAKMP (0:1): Node 1101355775, Input = | KE_ MESG FROM | PSEC, | KE_SPI _REPLY
*I SAKMP (0:1): Od State = I KE. QM SPI _STARVE New State = | KE. QM R_ QW

*| SAKMP (0:1): received packet from 10.0.0.1 dport 500 sport 500 dobal (R) QM. IDLE

*Crypt oEngi ne0: CRYPTO_I SA_| KE_DECRYPT( hw) (i psec)
*Crypt oEngi ne0: generate hnmac context for conn id 1
*Crypt oEngi ne0: CRYPTO_I SA_| KE_HVAC( hw) (i psec)



*Crypt oEngi ne0: ipsec allocate flow
*Crypt oEngi ne0: ipsec allocate flow
*Crypt oEngi ne0: CRYPTO_|I SA | PSEC_KEY_CREATE( hw) (i psec)
*Crypt oEngi ne0: CRYPTO_|I SA | PSEC_KEY_CREATE( hw) (i psec)
*| SAKVP: Locki ng peer struct 0x83166B20, | PSEC refcount 2 for for stuff_ke
*ISAKMP (0:1): Creating IPSec SAs
* inbound SA from 10.0.0.1 to 10.1.1.1 (£/i) 0/ ©
(proxy 10.16.20.1 to 172.18.124.0)

* has spi 0xCCEDA620 and conn_id 422 and flags 2

* lifetime of 2147483 seconds

* has client flags 0x0

* outbound SA from 10.1.1.1 to 10.0.0.1 (£/1) 0/ 0
(proxy 172.18.124.0 to 10.16.20.1 )
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1 16:52:27.031 06/18/03 Sev=Info/6 DI ALER/ 0x63300002
Initiating connection.

2 16:52:27.041 06/18/03 Sev=Infol/4 CM 0x63100002
Begi n connection process

3 16:52:27.051 06/18/03 Sev=Info/4 CM 0x63100004
Est abli sh secure connection using Ethernet

4 16:52:27.051 06/18/03 Sev=Info/4 CM 0x63100024
Attenpt connection with server "10.1.1.1"

5 16:52:27.101 06/18/03 Sev=Info/6 | KE/ 0x6300003B
Attenpting to establish a connection with 10.1.1.1.

6 16:52:27.481 06/18/03 Sev=Infol/4 | KE/ 0x63000013

SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, VID, VID, VID, VID, VID)
to 10.1.1.1

7 16:52:27.612 06/18/03 Sev=Infol/4 | PSEC/ 0x63700014

Del eted all keys

8 16:52:27.722 06/18/03 Sev=Infol/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

9 16:52:27.722 06/18/ 03 Sev=Info/4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK AG (SA, VID, VID, VID, VID, VID, KE, ID, NON, HASH, NAT-D, NAT-D)
from10.1.1. 1

10 16:52:27.722 06/18/03 Sev=Info/5 | KE/ 0x63000059
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

11 16:52:27.722 06/ 18/ 03 Sev=Infol/5 | KE/ 0x63000001
Peer is a Cisco-Unity conpliant peer

12 16:52:27.722 06/18/ 03 Sev=Info/5 | KE/ 0x63000059
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

13 16:52:27.722 06/18/ 03 Sev=Info/5 | KE/ 0x63000001
Peer supports DPD

14 16:52:27.722 06/18/ 03 Sev=Infol/5 | KE/ 0x63000059
Vendor | D payl oad = 4F6CF9393C7749D894C6C92D2131AE04



15 16:52:27.722 06/18/03 Sev=Info/5 I KE/ 0x63000059
Vendor | D payl oad = 09002689DFD6B712

16 16:52:27.722 06/18/03 Sev=Infol/5 | KE/ 0x63000001
Peer supports XAUTH

17 16:52:27.722 06/18/03 Sev=Info/5 | KE/ 0x63000059
Vendor | D payl oad = 90CB80913EBB696E086381B5ECA27B1F

18 16:52:27.722 06/18/03 Sev=Info/5 | KE/ 0x63000001
Peer supports NAT-T

19 16:52:27.782 06/18/03 Sev=Infol4 | KE/ 0x63000013

SENDI NG >>> | SAKMP OQAK AG *( HASH, NOTI FY: STATUS_I NI TI AL_CONTACT, NAT-D, NAT-D)
to 10.1.1.1

20 16:52:27.822 06/18/03 Sev=Info/5 | KE/ 0x6300002F

Recei ved | SAKMP packet: peer = 10.1.1.1

21 16:52:27.822 06/18/03 Sev=Info/4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOTI FY: STATUS_RESP_LI FETI ME)
from10.1.1. 1

22 16:52:27.822 06/18/03 Sev=Info/5 | KE/ 0x63000044
RESPONDER- LI FETI ME notify has val ue of 86400 seconds

23 16:52:27.822 06/18/03 Sev=Info/5 I KE/ 0x63000046
This SA has already been alive for 0 seconds, setting expiry to 86400 seconds from now

24 16:52:27.842 06/18/03 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

25 16:52:27.842 06/18/03 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 10.1.1.1

26 16:52:27.842 06/18/03 Sev=Infol/4 CM 0x63100015
Launch xAut h application

27 16:52:32.449 06/18/03 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

28 16:52:32.449 06/18/03 Sev=Info/4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK TRANS *(Retransmi ssion) from10.1.1.1

29 16:52:32.809 06/18/03 Sev=Infol/4 CM 0x63100017
xAut h application returned

30 16:52: 32.809 06/18/03 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.1.1.1

31 16: 52:37.626 06/18/03 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

32 16:52: 37.636 06/18/03 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 10.1.1.1

33 16:52: 37. 636 06/ 18/ 03 Sev=Info/5 | KE/ 0x63000071
Aut omati ¢ NAT Detection Status:

Renpte end is NOT behind a NAT device

Thi s end is NOT behind a NAT device

34 16:52:37.636 06/18/03 Sev=Info/4 CM 0x6310000E
Established Phase 1 SA. 1 Phase 1 SAin the system



35 16:52: 37.656 06/18/03 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.1.1.1

36 16:52:37.987 06/18/03 Sev=Info/5 | KE/ 0x6300005D
Client sending a firewall request to concentrator

37 16:52:37.987 06/18/03 Sev=Info/5 | KE/ 0x6300005C
Firewal | Policy: Product=Ci sco Integrated Client, Capability=
(Centralized Protection Policy).

38 16:52: 38.007 06/18/03 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.1.1.1

39 16: 52:38.087 06/18/03 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

40 16:52: 38.087 06/18/03 Sev=Infol4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 10.1.1.1

41 16:52:38.097 06/18/03 Sev=Infol/5 | KE/ 0x63000010
MODE_CFG REPLY: Attribute = | NTERNAL_I PV4_ADDRESS: , value = 10.16.20.1

42 16:52:38.097 06/18/03 Sev=Info/5 | KE/ 063000010
MODE_CFG REPLY: Attribute = | NTERNAL | PV4 DNS(1): , value = 10.1.1.10

43 16:52:38.097 06/18/03 Sev=Info/5 | KE/ 063000010
MODE_CFG REPLY: Attribute = | NTERNAL | PV4 NBNS(1) (a.k.a. WNS) : , value = 10.1.1.20
44 16:52:38.097 06/18/03 Sev=Info/5 | KE/ 0XA3000017

MODE_CFG_REPLY: The recei ved (| NTERNAL_ADDRESS EXPI RY) attribute and val ue (86388)
is not supported

45 16:52:38.097 06/18/03 Sev=Info/5 | KE/ 0x6300000E

MODE_CFG REPLY: Attribute = APPLI CATI ON_VERSI ON, val ue = G sco |nternetwork
Operating System Software 10OS (tm) C2600 Software (C2600-1K9S-M, Version 12.2(15)T2,
RELEASE SOFTWARE (fc2)

TAC Support: http://wwmv ci sco.comtac

Copyright (c) 1986-2003 by cisco Systens, Inc.

Conpi |l ed Thu 01- May-03 10: 39 by nmasa

46 16:52:38.097 06/18/03 Sev=Info/5 | KE/ 0x6300000E
MODE_CFG REPLY: Attribute = MODECFG UNI TY_DEFDOMAIN: , val ue = cisco.com

47 16:52:38.097 06/18/ 03 Sev=Info/5 | KE/ 0x6300000D
MODE_CFG REPLY: Attribute = MODECFG UNI TY_SPLI T | NCLUDE (# of split_nets),
val ue = 0x00000001

48 16:52:38.097 06/18/03 Sev=Infol/5 | KE/ 0x6300000F
SPLI T_NET #1

subnet = 172.18.124.0

mask = 255.255.255.0

pr ot ocol 0

src port =0

dest port=0

49 16:52:38.097 06/18/03 Sev=Info/4 CM 0x63100019
Mode Config data received

50 16: 52:38.347 06/18/03 Sev=Info/5 I KE/ 0x63000055
Recei ved a key request fromDriver for |IP address 10.1.1.1,

GWIP =10.1.1.1

51 16:52: 38.347 06/18/03 Sev=Infol4 | KE/ 0x63000013



SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID) to 10.1.1.1

52 16:52:38.728 06/18/03 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

53 16:52:38.728 06/18/03 Sev=Info/4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID, NOTIFY: STATUS RESP_LI FETI ME)
from10.1.1. 1

54 16:52:38.738 06/18/03 Sev=Info/5 | KE/ 0x63000044
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

55 16: 52:38.738 06/18/03 Sev=Info/5 I KE/ 0x63000045
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

56 16:52:38.738 06/18/03 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.1.1.1

57 16:52:38.738 06/18/03 Sev=Info/5 I KE/ 0x63000058
Loadi ng | Psec SA (Message | D = Ox7AB5F1A7 OUTBOUND SPI = OxCOBE2FC6
I NBOUND SPI = Ox56FFC535)

58 16:52:38.788 06/18/03 Sev=Info/5 | KE/ 0x63000025
Loaded OUTBCOUND ESP SPI: O0xCOBE2FC6

59 16:52:38.798 06/18/03 Sev=Info/5 | KE/ 0x63000026
Loaded | NBOUND ESP SPI: 0x56FFC535

60 16:52:38.798 06/18/03 Sev=Info/4 CM 0x6310001A
One secure connection established

61 16:52:38.828 06/18/03 Sev=Info/6 DI ALER/ 0x63300003
Connection established.

62 16: 52:38.868 06/18/03 Sev=Info/6 CVPND/ 0x63400011
Found mat chi ng adapt er

63 16: 52:38.968 06/18/03 Sev=Info/6 CVPND/ 0x63400011
Found mat chi ng adapt er

64 16:52:39.819 06/18/03 Sev=Info/4 CM 0x63100037
Address watch added for 10.0.0.1. Current address(es): 10.0.0.1.

65 16:52:40.280 06/18/03 Sev=Infol/4 | PSEC/ 0x63700014
Del eted all keys

66 16:52:40.280 06/18/03 Sev=Infol/4 | PSEC/ 0x63700010
Created a new key structure

67 16:52:40.290 06/18/03 Sev=Infol/4 | PSEC/ 0x6370000F
Added key with SPlI=0xc62f becO into key |ist

68 16:52:40.290 06/18/03 Sev=Infol/4 | PSEC/ 0x63700010
Created a new key structure

69 16:52:40.290 06/18/03 Sev=Info/4 | PSEC/ 0x6370000F
Added key with SPlI=0x35c5ff56 into key |ist

70 16:52:41.562 06/18/ 03 Sev=Info/6 DI ALER/ 0x63300008
MAPI 32 Information - Qutl ook not default mail client

71 16:52:54. 230 06/18/03 Sev=Info/5 I KE/ 0x63000055
Recei ved a key request fromDriver for IP address 1.1.1.2, GWIP = 10.1.1.1



72 16:52: 54. 250 06/18/03 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID) to 10.1.1.1

73 16:52:54. 731 06/18/03 Sev=Info/5 | KE/ 0x6300002F
Recei ved | SAKMP packet: peer = 10.1.1.1

74 16:52:54.731 06/18/03 Sev=Info/4 | KE/ 0x63000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID, NOTIFY: STATUS RESP_LI FETI ME)
from10.1.1. 1

75 16:52:54. 741 06/18/03 Sev=Info/5 | KE/ 0x63000044
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

76 16:52:54. 741 06/18/03 Sev=Info/5 I KE/ 0x63000045
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

77 16:52: 54. 741 06/18/03 Sev=Infol4 | KE/ 0x63000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.1.1.1

78 16:52:54. 741 06/18/03 Sev=Info/5 I KE/ 0x63000058
Loadi ng | Psec SA (Message | D = Ox41A55AFF OUTBOUND SPI = OxCCEDA620
I NBOUND SPI = 0x0C5B3DB2)

79 16:52:54.771 06/18/ 03 Sev=Info/5 | KE/ 0x63000025
Loaded OUTBOUND ESP SPI: O0xCCEDA620

80 16:52:54.781 06/18/ 03 Sev=Info/5 | KE/ 0x63000026
Loaded | NBOUND ESP SPI: 0x0C5B3DB2

81 16:52:54.781 06/18/ 03 Sev=Info/4 CM 0x63100021
Addi ti onal Phase 2 SA established.

82 16:52:55.472 06/18/03 Sev=Infol/4 | PSEC/ 0x63700010
Created a new key structure

83 16:52:55.472 06/18/03 Sev=Infol/4 | PSEC/ 0x6370000F
Added key with SPlI =0x20a6edcc into key |i st

84 16:52:55.472 06/18/03 Sev=Info/4 | PSEC/ 0x63700010
Created a new key structure

85 16:52:55.472 06/18/03 Sev=Info/4 | PSEC/ 0x6370000F
Added key with SPI =0xb23d5b0c into key |i st

86 16:52:55.472 06/18/03 Sev=Info/4 | PSEC/ 0x63700019
Activate outbound key with SPl =0x20a6edcc for inbound key wi th SPI =0xb23d5b0c
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