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HZE AL 3t= PIX/ASA 7.x Easy VPN &! Cisco 8712 Easy VPN Remote Configuration 02 & X
SHAAI2.

Cisco IOS® Easy VPN Remote Hardware Client2} PIX Easy VPN Server Z+0i| IPsec€ F4335t24™
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Lof=192.168.254.1
Lo1=192.168.253.1

LAMZ
162.168.253.0/24

EAHY XIFE

CHE BAHE 225t MAIR

VPN 3000
Public Interface=172,16.172.41
Private Interface=192.168.2.254
Subnet=192.168.2.0/24

LAM

Cantral

.

1. Configuration(Z1I| 124 0|4) > User Management(At S X} -T-_”'EI) > Groups(Z1#®) > Add and

define a group name and password(Z1 &

IPsec 1 &
LIC}

O|§ H HIZFHE F

F7HE MEH5to AL XLo]| CHE
2 FgELct .ol ool M= & OlE turaroE password/verify tulo2} & 7H AHEE

[dmtlt}' Parmeters

Thiz zection lets son add a group, Check the Inherit? nes to set a field thet you want to
default o the base group watue. Uncheck the Inherit? box and enter a neswr vabue to
overmide base group valuss.

Cigeo Snavems

Atribuote Value Deseription
Group !—
l F 4 b oy
Name| M Enter a umgue name Bor the group.
Pas mrﬂ|@ Enter the password for the groug.
Verify II Werify the group's passerord
External groups are confimured on an externzl
authenfication server (e g, EADTTE). fisrnad proups
Type il temal =
Fpe|inEma are conbigured on the WER 000 Concentrator's
Internzl Databaze
[ add | Cencel |

2. IPSec2 & /g3tst PPTP(Point-to-Point Tunneling Protocol) 2! L2TP(Layer 2 Tunnel

Protocol)& H|& &

Generalg MEHEFL|CH &5l= =2 AMEH

- O 2 -1

43} 5124 Configuration > User Management > Groups > turaro >
St ApplyE 2 =EfLct



ol
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3. Authentication(
Type(EI &8

grct

= I General Par
——Baze Group Attribute Value Inherit?
T Access Hours IW W |Selg
—@Heoicy Managemert Simultaneous Logins|[3 P [Entd
e e Minimum Password Length|[3 M [Bnt
Allow Alphabetic-Only = P Ents
Passwords |be 2
Tdle Timeout|[30 P |
Maximum Connect Time|[0 P |
Filterlim 7 [Em
Primary DNS|| ®  [Ents
Secondary DNS| P [Ent
Primary WINS|| P [Enots
Secondary WINS|| P [Ents
SEP Card Assignment ggg; gﬁi F  |Seld
L | PPTP
Cisco Srsvems Tunneling Protocols ;Eﬁ M [Seld
&)2 Internal for Extended Authentication(Xauth)2 £ %435t Tunnel
)O| Remote Access(#4Z M|A)0| T IPSec SA7 ESP-3DES-MD521X| &0l



Honfiguration Config on | User Management | Groups | Modify ADMINI
——{nterfaces
—ENavsien Checl the Inherit? box to set a field that you want to default to the base groug
—EHiser Mansoemert
Base Grou value to overnde base group values
——Groups
—lgers ldentity | General  |PSec " Client PW | PPTP/LZTP
—EHEolcY ManSaimert
IPSec Parameters
-{EHadministr ation
EHMOnf O ing Attribute Value Inherit?
IPSec SA|ESP-3DES-MDS = I
IEE Peer Identity "
Validation | If supported by certiicate =] W "
IEFE Keepalives| # [~ "
Reauthentication
on Rekey ! - {
B
Tunnel Type||Remote Access = = ;
Remote Access Parameters
Group Lock| ™ M |l
9
Authentication I Internal 'l W~ ;

4. Cisco VPN Client(CiscoVPNClient-3DES-MD5)7} IKEE & A4 X|oH1EHAN o 4 =K]| &2l
™ Configuration(7t ) > System(A|AE]) > Tunneling Protocols(EI€@ ZZE Z) > |IPSec >
IKE Proposals(IKE M|eH& MEfgrL|Ct & 1: VPN Concentrator 4.1.x0{ A Cisco VPN
Client7t IKEO] CHEF &4 Met(1EHAH) S 5ol [U=X| &elst= MAt= CHELICEH

Configuration > Tunneling and Security > IPSec > IKE Proposals& 182 L|C}

Tu Protocols | IPSec | IKE Pray

Add, delete, priortize. and confipure TEE Proposals

Select an Imactive Proposal and chck Activate to make it Active, or chek Modidy, Copy or I
Select an Active Proposal and chick Deactivate to make it Inactive_ or chek Mowe Up or Baol
Chck Add or Copy to add a new Inactive Proposal [FE Proposals are used by Security Asio

parameters
Active Inactive
Proposals Artions Proposaly
CiscovPNChent-JDES-MDS IKE-IDES-MD5-REA
KE-IDES-MDS cchaivsie | |eapes-SHADSA
EE-IDES-MD5-DH1 Deactveat |[KE-IDE S-MD5READ
[KE-DES-D5 - I [KE-DES-hDS-0H7

[KE-3DES-WD5-DH? Move Up | CiscovPMChant-IDES
CigcovFHChant-JDES

Mowve Down |

Add |

. IPsec SA(Security Association)E & Q18 L|Ct.3EHAH0 M IPsec SAE ESP-3DES-MD5QILC}.

M8 & UX|B B SHHE IPsec SAE AL 80k BHLICH AR 3t

£ IPsec SAOI CH3H PFS(Perfect Forward Secrecy)E H|& 43}3H oF & LICH Configuration(Z4
I|230|4M) > Policy Management(’& 2 £t 2|) > Traffic Management(E2{Z! #2) >
SAs(SA)E ME45104 Cisco VPN ClientE IKE Mot 2 MEfgtLICH BIAE A Rlol| SA 0|2 S



6. F=9| HIER/ZIt E{EE P26t -5 5/
0| X|ME|X|2 EzZVPN 220|HE 7|5 0llME HiolmiA 7|50| X|4EX|

Modiy a conbigured Secunty Associahon

SA Name [ESP-3DES-MDS

Inheritance | From Fule 'l

IPSec Parameters
Authentication Algorithm | ESPMDSMHMAC-128 =)

Encryption Algorithm IHDE5—1 G 'I
Encapsulation Mode ITunnel 'I

Perfect Forward Secrecy | Disabled

Lifetime Measurement [Time =]
Data Lifetime |10000
Time Lifetime |28800

[

IEE Parameters
TKE Peer [0.0.00

Megotiation Mode I.-"t.qg ressive 'l

Digital Certificate | None (Use Preshared Keys) =)

~ .
Certificate Transmission Entire certificate chain
& Idenhty certificate only

specty the name of this Secuniy Associaton (
Select the granulanty of this SA4

Zelect the packet authenticahon algonthm to use
Select the ESP encryphon algonthm to use
Select the Encapsulation Mode for thus 5S4
Zelect the use of Perfect Forward Secrecy.
Select the bfehme measurement of the IPSec ke
Specify the data bfetime in kilobytes (KE)

Specify the twne bfetime i seconds

Specify the IEE Peer for a LA -to-LAN P54
Select the IKE Negotation mode to use.
Select the Digital Certificate to use

Choose how to send the digital certficate to the

:J select the IKE Proposal to use as IKE wbator.

IEE FProposal | CizcoVPRClient-30ES-MOS
= 740

I AP HolEl SAE MEiSiE s B9

of xo=z sEE P Fav} ol B9

IKE 1|04

O| EtH|et CHE EHA

£ M= AFF LIt 220[AE

EIAE AX0{A 0.0.0.02 AF2EfLICE. O]

ofl2t Z 0| IKE Proposal(IKE A|2t) 0| CiscoVPNClient-3DES-MD52 A7 |0 Q=X| &l

LICE.

(=)
22 =8

of X[ efotok BrLIct matM & E3 EHE™
& Lot



HConfigur ation Banner W
—ibefaces
J |
—EHlger Mansgement
—Hgse Group Allow Password - =
s Storage on Client
—{gars
—EPolicy Manegement
HE-Administr ation
T Mantarng & Tunnel everything
Split Tunneling M Allow the networks m list to bypass =
Policy the tunnel
© Only tunnel networks m hst
Sphit Tunnelng
!“llJI!"l-.-'llrL I 15T | . 'J F
. AF&XHE F7}5t24™ Configuration > User Management > UsersS MEHEFL|CH AF& Xl O|&
ot 5 E Holstn aEo| g€ e ChE Add(F7HE =Lt

owertide proup vahes,

Thiz sechion lets you add a user. Uncheck the Inherit? box and enter a new value to

Eater a unique username.

Enter the user's password. The paseword must sansfy
the group password requirements,

Wenfy the user's password,

Group |1urE:D vi

Eater the group to wihich thiz user belongs.

IP Address||

Eater the IP address assigned to this user.

Subnet I
Mask

Enter the subnet mask assigned to this user

| Add | Cancel

Cisce Svsriug

8. &l > #E| MMdE MEstD ALEX

F7F oddx|of Qe X| &ElghL | Ct. NEMOI M VPN
Concentrator= Z0|M IP FAE Y 5HK| A& LICHED: AFH HO|El SAE MEiSiE = 4
2 O| EtA|l= MEH AFEQlL|C}




LAN fo-LAN Seuviens

Conmestson Name IP Addsess Pretoc ol Emcrypiion Logm Tiime Drur wtaem Bytes Ts
o LAM-t0-LAN Seédier
Remaie Aooeas Sevvions
wenigned 1P Address i Frotecol L o-gan I imee eod Typ vies Ix
¥ BT Puhdie TT Adidredis L Eneryption D st Wersios Hytes Hx
[FSe Lo Hik
R ] -I : I
Managemeni Sessjons |
Al mmsewir abor IF Address Protorsd Enrryptiss | mgim Tums Thur wtnan
e 171 6% 8% : HITTH Home Mar ¥1 1

Hytes Hx

Artioma

Artions

Artsiny

9. #4442 X{%5t2{™H Save Needed EE = Save O}0|22 Z2!8FL|C}H

2t E |38 ol

show version &&3

show version

Cisco Internetwork Operating System Software

108 (tm) C1700 Software (C1700- BKONOBR2SY7-M, Version 12.2(8)YJ,
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

1721-1(ADSL) uptine is 4 days, 5 hours, 33 nminutes

Systemreturned to ROM by rel oad

Systemimage file is "flash: c1700-bk9no3r2sy7-mz.122-8.YJ.bin"

cisco 1721 (MPC860P) processor (revision 0x100) with 88474K/9830K bytes
16384K bytes of processor board System flash (Read/ Wite)

1721-1

1721- 1( ADSL) #show run
version 12.2

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

|

host nane 1721- 1( ADSL)

!

!--- Specify the configuration name !--- to be assigned
to the interface. crypto ipsec client ezvpn SJVPN

I -—- Tunnel control; automatic is the default. connect
auto

!-—— The group name and password should be the same as
given in the VPN Concentrator. group turaro key tululo
!-——- The mode that is chosen as the network extension.
mode network-extension

!--- The tunnel peer end (VPN Concentrator public
interface IP address). peer 172.16.172.41

|
i nterface LoopbackO

i p address 192. 168. 254. 1 255. 255. 255.0

!--- Configure the Loopback interface !--- as the inside
interface. ip nat inside

!--- Specifies the Cisco EzVPN Remote configuration name
I-—- to be assigned to the inside interface




crypto ipsec client ezvpn SJVPN inside
1
i nterface Loopbackl

i p address 192.168. 253. 1 255. 255. 255.0

ip nat inside

crypto ipsec client ezvpn SJVPN inside

1
interface FastEthernetO

i p address 172.16.172. 46 255. 255. 255. 240

!--- Configure the FastEthernet interface !--- as the
outside interface. ip nat outside

!--- Specifies the Cisco EzVPN Remote configuration name
!--- to be assigned to the first outside interface,
because !--- outside is not specified for the interface.
l--- The default is outside.

crypto ipsec client ezvpn SJVPN

!

!--- Specify the overload option with the ip nat comand
I--- in global configuration node in order to enable !--
- Network Address Translation (NAT) of the inside source
address !--- so that multiple PCs can use the single IP
addr ess.

ip nat inside source route-map EZVPN interface
FastEthernet0 overload
ip classless
iproute 0.0.0.0 0.0.0.0 172.16.172.41
!
access-list 177 deny ip 192.168.254.0 0.0.0. 255
192.168.2.0 0.0.0. 255
access-list 177 deny ip 192.168.253.0 0.0.0.255
192.168.2.0 0.0.0. 255
access-list 177 permt ip 192.168.253.0 0.0.0.255 any
access-list 177 permt ip 192.168.254.0 0.0.0.255 any
!
route-map EZVPN pernit 10
match i p address 177
!
!
line con O
line aux O
line vty 0 4
password ci sco
l ogin
!
no schedul er allocate
end

CtS& &QlIgtL|Ct.

o] MME AI235104 T2y o|Mo| NCHZ Xt = 5H=X| &QlstL|C}.
Output Interpreter T (S S El 120 ) (OIT)= EX show BHE X|HELICH OITE ALE3FI
0 show @& £2io| Mg FLIC}

£ CIHIO|AE BE5F F/43+H Cisco 3640 2HRE{= I|0 IP FAE A& 304 VPN Concentratorod|
Ase=z °=I7='o+04 VPN E{'dg M&stedDn A|Z&L|Ch Z7| ISAKMP O{7Hgd7F m etz 2l
E{0i| CtS HIAIR|7} EAIELICE
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Pendi ng XAut h Request, Pl ease enter the
followi ng command: crypto ipsec client ezvpn xauth

AMEXt O|F L HIYHS E 2235t2t= HIAIXIE EAISHE crypto ipsec client ezvpn xauth BE 2
21233t of ?Jl—llif. 0|= VPN Co ncentrator(?':*74|)01| T-dE AHEXt O|F 2t Hl'é“t'_?_ﬂ °'x|oH0|= E!
LICtH AFEX} O|& 1t HIZHE I F Z[o{ol| M 2F S2|ot™ LIHX| oi7iHs71 S 2|k IPsec
VPN E{'20| LtEtEfLICt

EZVPN(SJVPN) : Pending XAuth Request, Please enter the following command:
EZVPN: crypto ipsec client ezvpn xauth

!--- Enter the crypto ipsec client ezvpn xauth conmand.

crypto ipsec client ezvpn xauth

Enter Usernane and Password.: padma
Password: : password

= -

=Xl 34

o| MMojM= Azl o] EXE sidst= O AASE = = HEE NMSFLIC
24 s 2

2= show BHL =3 QIHZE[E| & oM X|HE|=O|(SSE n2Eh 0| ES AE5HH show B

dEYHo EM dTtE & & U&LCH

B clHa BPE A=st7| Mol ClHT B-ol| CiEt 2 HEE HZstAA2.

- debug crypto ipsec client ezvpn - EzZVPN Z2}0|21E 7|s2| Z4m|ago|M U 23S Hof F
= MEE EAIBLICH

Oz AL
- debug crypto ipsec - IPsec 2320 CH#t CIH HEE E AIELICEH
- debug crypto isakmp - IPsec @1Z20{| CiEt CIHO HMEE EAlstD &F ZoM H|ZEHo =
et HEE X Hml 4 K'E*% E A |3*L—|EP
- show debug - Zf C|HZ S| §EHE E AR LICH

Clb{d B0l &

crypto ipsec client ezvpn SIVPN BHE 2 /245l EzVPN Client7t Mo A2 &S A= gLIcH O
Z1x|ag|o|M ot 2{od| A connect manual BEE #HEE Z < crypto ipsec client ezvpn connect
SJVPN HHES 245104 Mol CHEF MO WES Al E* IEP.

4d05h: | SAKMP (0: 3): begi nni ng Aggressi ve Mdde exchange

4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) AG_IN T_EXCH
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) AG_ | N T_EXCH
4d05h: | SAKMP (0:3): processing SA payl oad. nessage ID =0

4d05h: | SAKMP (0:3): processing | D payl oad. nessage ID =0
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4d05h: | SAKMP (0:3): processing vendor id payl oad

4d05h: | SAKMP (0:3): vendor IDis Unity

4d05h: | SAKMP (0:3): processing vendor id payl oad

4d05h: | SAKMP (0:3): vendor |ID seens Unity/DPD but bad nmjor

4d05h: | SAKMP (0:3): vendor ID is XAUTH

4d05h: | SAKMP (0:3): processing vendor id payl oad

4d05h: | SAKMP (0:3): vendor IDis DPD

4d05h: | SAKMP (0:3) | ocal preshared key found

4d05h: | SAKMP (0:3) Authentication by xauth preshared

4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65527 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Encryption algorithmoffered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65528 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Encryption algorithmoffered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65529 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Encryption algorithmoffered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65530 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Encryption algorithmoffered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65531 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): Hash al gorithm of fered does not match policy!
4d05h: | SAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: | SAKMP (0:3): Checking | SAKMP transform 6 against priority 65532 policy

4d05h: | SAKMP: encrypti on 3DES- CBC

4d05h: | SAKMVP: hash MD5

4d05h: | SAKMP: default group 2

4d05h: | SAKMVP: aut h XAUTHI ni t PreShar ed

4d05h: | SAKMP: life type in seconds

4d05h: | SAKMP: life duration (VPI) of 0x0 0x20 0OxC4 0x9B

4d05h: | SAKMP (0:3): atts are acceptable. Next payload is O
4d05h: | SAKMP (0:3): processing KE payl oad. nessage ID =0
4d05h: | SAKMP (0:3): processing NONCE payl oad. nessage ID = 0



4d05h: | SAKMP (0:3): SKEYID state generated

4d05h: | SAKMP (0:3): processing HASH payl oad. message ID = 0

4d05h: | SAKMP (0:3): SA has been authenticated with 172.16.172.41
4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) AG_I N T_EXCH
4d05h: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_AM EXCH

Od State = IKE_I_AML New State = | KE_P1_COVWLETE

4d05h: | PSEC(key_engi ne): got a queue event...

4d05h: | PSec: Key engi ne got KEYENG | KMP_MORE_SAS nessage

4d05h: | SAKMP (0:3): Need XAUTH

4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PHASEl_ COVPLETE
Od State = | KE_P1_COVPLETE New State = | KE_P1_COWPLETE

!--- Phase 1 (ISAKMP) is complete. 4d05h: | SAKMP: received ke message (6/1) 4d05h: | SAKWVP:
recei ved KEYENG | KMP_MORE_SAS nessage 4d05h: | SAKMP: set new node -857862190 to CONF_XAUTH !---
Initiate extended authentication. 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1)
CONF_XAUTH 4d05h: | SAKMP (0: 3): purging node -857862190 4d05h: | SAKMP (0:3): Sending initial
contact. 4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) CONF_XAUTH 4d05h: | SAKMP:
set new node -1898481791 to CONF_XAUTH 4d05h: | SAKMP (0:3): processing transaction payl oad from
172.16.172.41. nessage | D = -1898481791 4d05h: | SAKMP: Config payl oad REQUEST 4d05h: | SAKMP
(0:3): checking request: 4d05h: | SAKMP: XAUTH_TYPE_V2 4d05h: | SAKMP: XAUTH _USER NAME_ V2 4d05h:
| SAKMP:  XAUTH_USER PASSWORD V2 4d05h: | SAKMP: XAUTH_MESSAGE_V2 4d05h: | SAKMP (0:3): Xauth
process request 4d05h: | SAKMP (0:3): Input = | KE_MESG FROM PEER, | KE_CFG REQUEST A d State =
| KE_P1_COWPLETE New State = | KE_XAUTH REPLY_AWAI T 4d05h: EZVPN(SJVPN): Current State: READY
4d05h: EZVPN(SJVPN): Event: XAUTH REQUEST 4d05h: EZVPN(SJVPN): ezvpn_xauth_request 4d05h:
EZVPN( SJVPN) : ezvpn_parse_xaut h_nsg 4d05h: EZVPN: Attributes sent in xauth request nessage:
4d05h: XAUTH TYPE V2(SJVPN): 0 4d05h: XAUTH USER _NAME V2( SJVPN): 4d05h:
XAUTH_USER_PASSWORD V2( SJVPN): 4d05h: XAUTH MESSAGE V2(SJVPN) <Enter Usernane and Password. >
4d05h: EZVPN(SJVPN): New State: XAUTH REQ 4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL,
| KE_PHASE1_COWPLETE O d State = | KE_XAUTH REPLY_AWAI T New State = | KE_XAUTH REPLY_AWAI T 4d05h:
EZVPN( SJVPN) : Pendi ng XAuth Request, Please enter the follow ng conmand: 4d05h: EZVPN. crypto
ipsec client ezvpn xauth

!--- Enter the crypto ipsec client ezvpn xauth conmand.
crypto ipsec client ezvpn xauth

Ent er Username and Password.: padma

Password: : password

!--- The router requests your username and password that is !--- configured on the server.

4d05h: EZVPN(SJVPN): Current State: XAUTH REQ 4d05h: EZVPN(SJVPN): Event: XAUTH_PROVPTI NG 4d05h:
EZVPN(SJVPN): New State: XAUTH PROWT 1721- 1( ADSL)# 4d05h: EZVPN(SJVPN): Current State:
XAUTH_PROVPT 4d05h: EZVPN(SJVPN): Event: XAUTH_REQ | NFO_READY 4d05h: EZVPN(SJVPN):

ezvpn_xaut h_reply 4d05h: XAUTH TYPE_V2(SJVPN): 0 4d05h: XAUTH _USER_NAME V2(SJVPN): Ci sco_MAE
4d05h: XAUTH_USER _PASSWORD V2(SJVPN): <onitted> 4d05h: EZVPN(SJVPN): New State: XAUTH REPLIED
4d05h: xauth-type: 0 4d05h: usernane: C sco_MAE 4d05h: password: <om tted> 4d05h: nessage <Enter
Usernane and Password.> 4d05h: | SAKMP (0:3): responding to peer config from172.16.172.41. ID =
-1898481791 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) CONF_XAUTH 4d05h: | SAKMP
(0:3): deleting node -1898481791 error FALSE reason "done with xauth request/reply exchange"
4d05h: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE XAUTH REPLY_ATTR O d State =

| KE_XAUTH _REPLY_AWAI T New State = | KE_XAUTH REPLY_SENT 4d05h: | SAKMP (0:3): received packet from
172.16.172. 41 (1) CONF_XAUTH 4d05h: | SAKMP: set new node -1602220489 to CONF_XAUTH 4d05h: | SAKMP
(0:3): processing transaction payload from 172.16.172.41. message | D = -1602220489 4d05h:

| SAKMP:  Config payl oad SET 4d05h: | SAKMP (0:3): Xauth process set, status = 1 4d05h: | SAKVP
(0:3): checking SET: 4d05h: | SAKMP: XAUTH_STATUS V2 XAUTH OK 4d05h: | SAKMP (0:3): attributes
sent in nessage: 4d05h: Status: 1 4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1)
CONF_XAUTH 4d05h: | SAKMP (0: 3): del eting node -1602220489 error FALSE reason "" 4d05h: | SAKMP
(0:3): Input = | KE_MESG FROM PEER, | KE_CFG SET O d State = | KE_XAUTH REPLY_SENT New State =



| KE_P1_COWPLETE 4d05h: EZVPN(SJVPN): Current State: XAUTH REPLIED 4d05h: EZVPN(SJVPN): Event:
XAUTH_STATUS 4d05h: EZVPN(SJVPN): New State: READY 4d05h: | SAKMP (0:3): Need confi g/ address
4d05h: | SAKMP (0:3): Need config/address 4d05h: | SAKMP: set new node 486952690 to CONF_ADDR
4d05h: | SAKMP (0:3): initiating peer config to 172.16.172.41. | D = 486952690 4d05h: | SAKMP
(0:3): sending packet to 172.16.172.41 (1) CONF_ADDR 4d05h: |SAKMP (0:3): Input =

| KE_MESG | NTERNAL, |KE_PHASE1_COWPLETE O d State = | KE_P1_COWPLETE New State =

| KE_CONFI G_MODE_REQ SENT 4d05h: | SAKWMP (0:3): received packet from 172.16.172.41 (1) CONF_ADDR
4d05h: | SAKMP (0:3): processing transaction payload from 172.16.172.41. nmessage | D = 486952690
4d05h: | SAKMP: Confi g payl oad REPLY 4d05h: | SAKMP(0: 3) process config reply 4d05h: | SAKWP (0: 3):
del eti ng node 486952690 error FALSE reason "done with transaction" 4d05h: | SAKMP (0:3): Input =
| KE_MESG FROM PEER, | KE_CFG REPLY O d State = | KE_CONFI G MODE_REQ SENT New State =

| KE_P1_COWPLETE 4d05h: EZVPN(SJVPN): Current State: READY 4d05h: EZVPN(SJVPN): Event:

MODE_CONFI G_REPLY 4d05h: EZVPN(SJVPN): ezvpn_node_confi g 4d05h: EZVPN( SJVPN):

ezvpn_par se_node_confi g_nsg 4d05h: EZVPN: Attributes sent in message 4d05h: ip_ifnat_nodified:
old_if 0, new.if 2 4d05h: ip_ifnat_nodified: old_if O, new.if 2 4d05h: ip_ifnat_nodified: old_if
1, new_if 2 4d05h: EZVPN(SJVPN): New State: SS_OPEN 4d05h: | SAKMP (0:3): I|nput =

| KE_MESG | NTERNAL, | KE_PHASE1l COWPLETE O d State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renpte_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-3des esp-sha-hmac , |ifedur=
2147483s and 4608000kb, spi= OxE6DB9372(3873149810), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-3des esp-nd5-hmac , |ifedur=
2147483s and 4608000kb, spi= 0x3Cr77C53D(1014482237), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-des esp-sha-hmac , |ifedur= 2147483s
and 4608000kb, spi= 0x79BB8DF4(2042334708), conn_id= 0, keysize= 0, flags= 0x400C 4d05h:

| PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172.46, renote= 172.16.172. 41,

| ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), rempte_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac , |ifedur= 2147483s and 4608000kb, spi=
0x19C3A5B2(432252338), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: | SAKMP: recei ved ke nessage
(1/4) 4d05h: | SAKMP: set new node O to QM I DLE 4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: | SAKMP
(0:3): sitting IDLE. Starting QM imediately (QV.IDLE ) 4d05h: | SAKMP (0:3): beginning Quick
Mode exchange, M ID of -1494477527 4d05h: | PSEC(sa_request): , (key eng. nmsg.) OUTBOUND | ocal =
172.16.172. 46, renpte= 172.16.172.41, local _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-sha-hnac ,
I'ifedur= 2147483s and 4608000kb, spi= OxB18CF11E(2978803998), conn_id= 0, keysize= 0, flags=
0x400C 4d05h: | PSEC(sa_request): , (key eng. nsg.) OUTBOUND | ocal = 172.16. 172. 46, renote=
172.16. 172. 41, |ocal _proxy= 192.168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renpte_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-3des esp-nd5-hmac , |ifedur=
2147483s and 4608000kb, spi= OxA8CA69EC(2831444460), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: | PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172. 46, renote=

172.16. 172. 41, |ocal _proxy= 192.168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transform esp-des esp-sha-hmac , |ifedur= 2147483s
and 4608000kb, spi = OxBC5AD5EE(3160069614), conn_id= 0, keysize= 0, flags= 0x400C 4d05h:

| PSEC(sa_request): , (key eng. msg.) OUTBOUND | ocal = 172.16.172.46, renote= 172.16.172. 41,

| ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), rempte_proxy= 0.0.0.0/0.0.0.0/0/0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac , |ifedur= 2147483s and 4608000kb, spi=
0x8C34C692(2352268946), conn_id= 0, keysize= 0, flags= 0x400C 4d05h: | SAKMP (0: 3): sending
packet to 172.16.172.41 (1) QW.IDLE 4d05h: |SAKMP (0:3): Node -1494477527, |Input =

| KE_MESG | NTERNAL, IKE_INNT_ QM Od State = | KE_QVI READY New State = | KE_QVL | _QVL 4d05h: | SAKMP:
recei ved ke nmessage (1/4) 4d05h: | SAKMP: set new node 0 to QM I DLE 4d05h: | SAKMP (0:3): sitting
IDLE. Starting QMimrediately (QVL.IDLE ) 4d05h: | SAKMP (0:3): begi nning Quick Mbde exchange, M
I D of -1102788797 4d05h: EZVPN(SJVPN): Current State: SS_OPEN 4d05h: EZVPN(SJVPN): Event:
SOCKET_READY 4d05h: EZVPN(SJVPN): No state change 4d05h: | SAKMP (0:3): sending packet to
172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3): Node -1102788797, Input = | KE_MESG | NTERNAL,
IKE_INT QM Od State = | KE_ QM READY New State = IKE_QM I _QVL 4d05h: | SAKMP (0:3): received
packet from 172.16.172.41 (1) QMV.IDLE 4d05h: | SAKMP: set new node 733055375 to QW | DLE 4d05h:

| SAKMP (0: 3): processing HASH payl oad. nessage | D = 733055375 4d05h: | SAKMP (0: 3): processing
NOTI FY RESPONDER LI FETI ME protocol 1 spi O, nessage |ID = 733055375, sa = 820ABFAO 4d05h: | SAKMP
(0:3): processing responder lifetine 4d05h: | SAKMP (0:3): start processing isaknp responder



lifetinme 4d05h: | SAKMP (0:3): restart ike sa timer to 86400 secs 4d05h: | SAKMP (0:3): deleting
node 733055375 error FALSE reason "informational (in) state 1" 4d05h: | SAKMP (0:3): Input =
| KE_MESG FROM PEER, I KE_INFO NOTIFY O d State = | KE_P1_COWLETE New State = | KE_P1_COWPLETE
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3):
processi ng HASH payl oad. message | D = -1494477527 4d05h: | SAKMP (0: 3): processing SA payl oad.
nmessage | D = -1494477527 4d05h: | SAKMP (0: 3): Checking | PSec proposal 1 4d05h: | SAKMP: transform
1, ESP_3DES 4d05h: | SAKMP: attributes in transform 4d05h: |SAKMP: SA life type in seconds
4d05h: | SAKMP: SA life duration (VPI) of 0x0O 0x20 OxC4 0x9B 4d05h: | SAKMP: SA life type in
ki | obyt es 4d05h: | SAKMP: SA life duration (VPI) of Ox0 Ox46 0x50 0x0 4d05h: | SAKMP: encaps is 1
4d05h: | SAKMP: aut henticator is HVAC- MD5 4d05h: | SAKWP (0:3): atts are acceptable. 4d05h:
| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nmsg.) | NBOUND | ocal =
172.16.172. 46, renpote= 172.16.172.41, |ocal _proxy= 192. 168. 254. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-md5-hnac ,
Iifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: | SAKMP (0:3):
processi ng NONCE payl oad. message | D = -1494477527 4d05h: | SAKMP (0:3): processing | D payl oad.
nmessage | D = -1494477527 4d05h: | SAKWMP (0:3): processing | D payl oad. message | D = -1494477527
4d05h: | SAKMP (0:3): processing NOTI FY RESPONDER LI FETI ME protocol 3 spi 1344958901, nessage |D
= -1494477527, sa = 820ABFAO 4d05h: | SAKMP (0:3): processing responder lifetinme 4d05h: | SAKMP
(3): responder lifetime of 28800s 4d05h: | SAKMP (3): responder lifetime of Okb 4d05h: | SAKMP
(0:3): Creating | PSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172.46 (proxy 0.0.0.0
to 192. 168. 254. 0) 4d05h: has spi 0x3C77C53D and conn_id 2000 and flags 4 4d05h: lifetinme of
28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.254.0 to
0.0.0.0 ) 4d05h: has spi 1344958901 and conn_id 2001 and flags C 4d05h: lifetime of 28800
seconds 4d05h: | SAKMP (0: 3): sending packet to 172.16.172.41 (1) QMW.IDLE 4d05h: | SAKMP (0: 3):
del eti ng node -1494477527 error FALSE reason "" 4d05h: | SAKMP (0:3): Node -1494477527, |nput =
| KE_MESG FROM PEER, IKE_QVM EXCH O d State = IKE.QV I _QVL New State = | KE_QV PHASE2_COWPLETE
4d05h: | SAKMP (0:3): received packet from 172.16.172.41 (1) QW.IDLE 4d05h: | SAKMP (0:3):
processi ng HASH payl oad. message | D = -1102788797 4d05h: | SAKMP (0: 3): processing SA payl oad.
nmessage | D = -1102788797 4d05h: | SAKMP (0: 3): Checking | PSec proposal 1 4d05h: | SAKMP: transform
1, ESP_3DES 4d05h: | SAKMP: attributes in transform 4d05h: |SAKMP: SA life type in seconds
4d05h: | SAKMP: SA life duration (VPlI) of 0x0O 0x20 OxC4 0x9B 4d05h: | SAKMP: SA life type in
ki | obyt es 4d05h: | SAKMP: SA life duration (VPI) of Ox0O Ox46 0x50 0x0 4d05h: | SAKMP: encaps is 1
4d05h: | SAKMP: aut henticator is HVAC- MD5 4d05h: | SAKWP (0:3): atts are acceptable. 4d05h:
| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nmsg.) | NBOUND | ocal =
172.16.172. 46, renpte= 172.16.172.41, |ocal _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-md5-hnac ,
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 4d05h: | SAKMP (0:3):
processi ng NONCE payl oad. message | D = -1102788797 4d05h: | SAKMP (0:3): processing | D payl oad.
nmessage | D = -1102788797 4d05h: | SAKWP (0:3): processing | D payl oad. nmessage | D = -1102788797
4d05h: | SAKMP (0:3): processing NOTI FY RESPONDER LI FETI ME protocol 3 spi 653862918, nessage ID =
-1102788797, sa = 820ABFA0 4d05h: | SAKMP (0:3): processing responder |ifetime 4d05h: | SAKMP (3):
responder lifetine of 28800s 4d05h: | SAKMP (3): responder lifetine of Okb 4d05h:
| PSEC(key_engi ne): got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) | NBOUND
| ocal = 172.16.172. 46, renpte= 172.16.172. 41, |ocal _proxy= 192.168. 254. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), renmote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol = ESP, transforn= esp-3des esp-
nmd5- hmac , |ifedur= 28800s and Okb, spi= 0x3C77C53D(1014482237), conn_id= 2000, keysize= 0,
flags= Ox4 4d05h: IPSEC(initialize_sas): , (key eng. msg.) OUTBOUND | ocal = 172. 16.172. 46,
renote= 172.16.172.41, |ocal _proxy= 192.168.254.0/255. 255.255.0/0/0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,

|'i fedur= 28800s and Okb,

spi = 0x502A71B5(1344958901), conn_i d= 2001, keysize= 0, flags= 0xC
4d05h: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.46, sa_prot= 50,

sa_spi = 0x3C77C53D(1014482237),
!--- SPI that is used on inbound SA. Sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2000 4d05h:
| PSEC(create_sa): sa created, (sa) sa_dest= 172.16.172.41, sa_prot= 50, sa_spi=
0x502A71B5(1344958901),
!--- SPI that is used on outbound SA. Sa_trans= esp-3des esp-nmd5-hmac , sa_conn_id= 2001 4d05h:
| SAKMP (0:3): Creating | PSec SAs 4d05h: inbound SA from 172.16.172.41 to 172.16.172. 46 ( proxy
0.0.0.0 to 192. 168. 253.0) 4d05h: has spi OxA8CA69EC and conn_id 2002 and flags 4 4d05h: lifetine
of 28800 seconds 4d05h: outbound SA from 172.16.172.46 to 172.16.172.41 (proxy 192.168.253.0 to
0.0.0.0 ) 4d05h: has spi 653862918 and conn_id 2003 and flags C 4d05h: lifetinme of 28800 seconds
4d05h: | SAKMP (0:3): sending packet to 172.16.172.41 (1) QV.IDLE 4d05h: | SAKMP (0:3): deleting



node -1102788797 error FALSE reason "" 4d05h: | SAKMP (0:3): Node -1102788797, I|nput =
| KE_MESG FROM PEER, IKE_QVM EXCH O d State = IKE.QV I _QVL New State = | KE_QV PHASE2_COWPLETE
4d05h: | SAKMP: received ke nmessage (4/1) 4d05h: | SAKMP: Locking CONFI G struct 0x81F433A4 for
crypto_i knp_confi g_handl e_kei _mess, count 3 4d05h: EZVPN(SJVPN): Current State: SS_OPEN 4d05h:
EZVPN( SJVPN) : Event: MIU_CHANGED 4d05h: EZVPN(SJVPN): No state change 4d05h: | PSEC(key_engi ne):
got a queue event... 4d05h: IPSEC(initialize_sas): , (key eng. nsg.) | NBOUND | ocal =
172.16.172. 46, renpte= 172.16.172.41, local _proxy= 192. 168. 253. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), protocol= ESP, transfornm= esp-3des esp-md5-hnac ,
I'i fedur= 28800s and Okb, spi= OXA8C469EC(2831444460), conn_id= 2002, keysize= 0, flags= Ox4
4d05h: I PSEC(initialize_sas): , (key eng. nmsg.) OUTBOUND | ocal = 172.16.172. 46, renote=
172.16. 172. 41, |ocal _proxy= 192.168.253.0/ 255. 255.255.0/0/0 (type=4),
renote_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

protocol = ESP, transfornm= esp-3des esp-nd5-hmac ,

|'i fedur= 28800s and Okb,

spi = 0x26F92806(653862918), conn_i d= 2003, keysize= 0, flags= OxC
4d05h: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.46, sa_prot= 50,

Sa_Spi = 0xABC469EC(2831444460),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002
4d05h: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.41, sa_prot= 50,

sa_spi = 0x26F92806(653862918),
sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2003
4d05h: | SAKMP: recei ved ke nessage (4/1)
4d05h: | SAKMP: Locki ng CONFI G struct Ox81F433A4 for

crypto_i knp_confi g_handl e_kei _ness, count 4

4d05h: EZVPN(SJVPN): Current State: SS _OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET_UP
4d05h: ezvpn_socket _up
4d05h: EZVPN(SJVPN): New State: |PSEC ACTI VE
4d05h: EZVPN(SJVPN): Current State: |PSEC ACTI VE
4d05h: EZVPN(SJVPN) : Event: MIU_CHANGED
4d05h: EZVPN(SJVPN): No state change
4d05h: EZVPN(SJVPN): Current State: IPSEC_ACTIVE
4d05h: EZVPN(SJVPN): Event: SOCKET_UP
4d05h: ezvpn_socket_up
4d05h: EZVPN(SJVPN): No state change

21 sld2 {8t 28 Cisco 10S show H&

1721- 1( ADSL) #show crypto ipsec client ezvpn
Tunnel nanme : SJVPN

Inside interface |ist: LoopbackO, Loopbackl,
Qutside interface: FastEthernetO

Current State: IPSEC_ACTIVE

Last Event: SOCKET UP

1721- 1( ADSL) #show crypto isakmp sa

dst src state conn-id sl ot
172.16.172. 41 172.16.172. 46 QM I DLE 3 0
1721- 1( ADSL) #show crypto ipsec sa
interface: FastEthernetO
Crypto map tag: FastEthernetO-head-0, local addr. 172.16.172.46
|l ocal ident (addr/mask/prot/port): (192.168.253.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer: 172.16.172.41

PERM T, flags={origin_is_acl,}
#pkts encaps: 100, #pkts encrypt: 100, #pkts digest 100



#pkts decaps: 100, #pkts decrypt: 100, #pkts verify 100

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.46, renote crypto endpt.: 172.16.172.41
path mu 1500, nedia ntu 1500
current outbound spi: 26F92806

i nbound esp sas:
Spi: OxA8C469EC(2831444460)
transform esp-3des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow.id: 3, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607848/28656)
1V size: 8 bytes
repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
Spi . 0x26F92806(653862918)
transform esp-3des esp-nmd5- hnmac
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow.id: 4, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607848/28647)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (192.168.254.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 172.16.172.41
PERM T, flags={origin_is_acl,}
#pkts encaps: 105, #pkts encrypt: 105, #pkts digest 105
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify 105
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O
local crypto endpt.: 172.16.172.46, renpte crypto endpt.: 172.16.172.41
path mu 1500, nedia ntu 1500
current outbound spi: 502A71B5

i nbound esp sas:
Spi: 0x3C77C53D(1014482237)
transform esp-3des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607847/28644)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:



i nbound pcp sas:

out bound esp sas:
Spi: 0x502A71B5(1344958901)
transform esp-3des esp-md5- hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: FastEthernetO-head-0
sa timng: remaining key lifetime (k/sec): (4607847/28644)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

#d B X[27]

CHS BYEE A&st0 EldE X|2 + U&LICH
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Monitoring(=2 LIE{&)) > Filterable Event log(EE|& 7}s¢t O[HE 21)& M=ighL|Ct

LONMMguranomn | Sominisiangn

HEHCnnfiguration
e
-=HMomitoring
——oliing Takie .
—Diynarmic Fiters Select Filter Options
% Event Class All Classes Severities
ALITH
ALITHOBG
em Stabis ALITHDECODE ]
—EFEEE sionS
G Saebistics Client TP Address [00.00 Events/Page | 100 -
Group B = Direction | Oldestto Newest =
Hi| -t I h-hr] h-H| et Log | Save Log | Clear Log |

IPsec Z2EZ92| 87H& 224™ Monitoring(2 LIE{ &) > Statistics(SA|) > IPSec& =g LI|Ct. Of
&2 VPN Concentrator7t OtX|Zo 2 £RIE[7{LE RHHHEl O|F XY IPsec E{'EHE E& 510 4
IPsec &S0 CHet SHE EAIELICH O|2{E S7I= IPsec Flow Monitoring MIBOi| CHEt IE

ot2 [hELICH Monitoring > Sessions > Detail 20l IPsec CIOIE{ T EA|ELILCE.

Reset g# Refreshifl

IKE {(Phase 1) Statistics IPSec (Phase 2) Statistics
Active Tunnels 1 Active Tunnels 2
Total Tunnels 122 Total Tunnels 362
Received Bytes 2057442 Received Bytes 0
Sent Bytes 332256 Sent Bytes 1400
Received Packets 3041 Received Packets 0
Sent Packets 2128 Sent Packets 5
Received Packets Dropped 1334 Received Packets Dropped 0
Sent Packets Dropped 0 Received Packets Dropped 0

Received Notifies 15 (Anti-Replay)

Sent Notifles 7254 Sent Packets Dropped 0
Received Phase 2 Exchanges 362 Inbound Authentications 0

EXM7t E = Ae BE

. Cisco 10S 2% EMAG INIT_ EXCH B2 T™HEL|ICH BAE |AstE SO Ot HHEE Al
83101 IPsec & ISAKMP C|HIE 74 A|2.ClH &= 8} ipsecC|HH1 8f £ 3} isakmpC|H1

o} % 3} ezvpnCisco 10S EHRE{0l| M CIS 2 &Qlg £ Ql&aLch

5d16h: | SAKMP (0:9): begi nning Aggressive Mde exchange

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_IN T_EXCH
5d16h: | SAKMP (0:9): retransmtting phase 1 AG I N T_EXCH. ..

5d16h: | SAKMP (0:9): increnenting error counter on sa: retransmt phase 1
5d16h: | SAKMP (0:9): retransmtting phase 1 AG I N T_EXCH

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_IN T_EXCH
5d16h: | SAKMP (0:9): retransmtting phase 1 AG IN T_EXCH. ..



5d16h: | SAKMP (0:9): increnenting error counter on sa: retransnit phase 1
5d16h: | SAKMP (0:9): retransmitting phase 1 AG I N T_EXCH

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_IN T_EXCH
5d16h: | SAKMP (0:9): retransmitting phase 1 AG | N T_EXCH. ..

5d16h: | SAKMP (0:9): increnenting error counter on sa: retransnit phase 1
5d16h: | SAKMP (0:9): retransmitting phase 1 AG I N T_EXCH

5d16h: | SAKMP (0:9): sending packet to 10.48.66.115 (1) AG_ I N T_EXCH

VPN 3000 Concentrator0i| M Xauth7} 2 &L|CH 2Lt MEdSH A2 XauthE K| SHK| &

&LICH Xauthol CHSE LHE Q1B 0| X|IHEIREX| ZQIELICH LT 2152 gAdstst T IKE A
oto| o1& B =7} O| A3 B4kl ZHO| Xauth(Preshared Keys)2 A& T|0{ Q=X| & Q8L

Ct AMotg MElste{™ ™S 2§ ot

. 2 E 7 B2 LIRS LICHCisco 10S 2HRE{0] Invalid Password HIA|X|7F E A|Z|X| et &LICEH
VPN Concentrator0f| A & Ef AM_TM_INIT_XAUTHOI| Received 0i|7|%| &2 O[HE
EV_ACTIVATE_NEW_SA7| EAIE == JU&LICL 2 S 71 SHIEX| =I5t MAIL.

- AF&X} O|F 0| AR EIR&LICHCisco 10S EHREHOIM &R E HYHHES I = 2 0|2 FA
8t Cll{2 7} E AIEILICE VPN Concentrator0i| A Authentication rejected(21& 7{8)7F EAIE
LICt. Ol = AISAIE &2 == gLt

2 HE
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. IPsec HA/IKE Z2E & X|¥ H0|X|
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//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_2/12_2y/12_2yj8/feature/guide/ftezvp2.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2276/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	VPN 3000 Concentrator 컨피그레이션을 사용하는 IOS 라우터에서 NEM을 사용하는 EzVPN
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	VPN 3000 Concentrator 구성
	작업
	네트워크 다이어그램
	단계별 지침
	라우터 컨피그레이션
	show version 출력


	다음을 확인합니다.
	문제 해결
	문제 해결 명령
	디버그 명령의 출력
	문제 해결을 위한 관련 Cisco IOS show 명령
	활성 터널 지우기

	VPN 3000 Concentrator 디버그
	문제가 될 수 있는 부분

	관련 정보


