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. Cisco Secure PIX Firewall 6.0.1
. Cisco 10S® AZE Qo] ZIZ|A 12.2(6)E A= Cisco 1720 Router

O| EMo| HE= E ¥ 32| CIHIO|AE ECHZE M E|I&LICE o] EMoi| AFEE 2 E ClHt
Ola= Z=7IHEI(Z|2) AI|aslo|/Me 2 AZE|RELICEH X HIELXHIZII && 52l 8, 2E
HZoo| EAH ARl JdeF2 0|2 SKISHAIZ| HHE L|Ct.
E7| 73
£ M T=loll ChEt REMIBH LIS 2 Cisco 71% Bl REIS HESAAIL.
= -

PIX 24 siZ&
L= 9|3 ctojoia®y

192.168.4.3

192.168.4.50 172.16.172.34 172.16.172.39 10.10.10.1
Internet J—%j—
' Router
PIX Firewall
Host | 171.69.89.120

VPN Client

E2X7t = ME Hu|ado|M

PIX 520

pi x520- 1#write terminal
Bui | di ng configuration..
. Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 2KFQnbNI dI . 2KYOU encr ypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane pi x520-1

donmai n- nane vpn.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25
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fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!--—- Access-List "140” defines interesting traffic to
bypass NAT for VPN !--- and defines VPN interesting
traffic. This is incorrect. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0 255.255.255.0
access-list 140 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

nmtu outside 1500

nmu inside 1500

!--- IP addresses on the outside and inside interfaces.
ip address outside 172.16.172.34 255.255.255.240

ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netnmask 255.255. 255. 255
!--- The nat 0 conmand bypasses NAT for the packets
destined over the |Psec tunnel.

Nat (inside) 0 access-list 140

Nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip

0: 30: 00 si p_nedia 0:02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

AAA- server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA- server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps

fl oodguard enabl e

!--- The sysopt command bypasses conduits or ACLs that
check to be applied !--- on the inbound VPN packets
after decryption.

sysopt connection permit-ipsec
no sysopt route dnat




!--- The crypto ipsec command defines | Psec encryption
and aut hen al go.

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
!--- The crypto map conmands define the | Psec !---
Security Assocation (SA) (Phase ||l SA) paraneters

crypto map nmymap 5 ipsec-isaknmp

crypto map mymap 5 match address 140

crypto map nymap 5 set peer 172.16.172.39

crypto map nymap 5 set transformset nyset

crypto map nmynmap 10 i psec-i saknp dynami ¢ dynmap

crypto map nymap i nterface outside

i saknmp enabl e outsi de

!--- The isakmp key command defines the pre-shared key
for the peer address.

isakmp key ******** address 172.16.172.39 netmask
255.255.255.255 no-xauth

no- conf i g- node

i saknmp identity address

!-—-- The isakmp policy defines the Phase 1 SA

par aneters

saknp policy 10 authentication pre-share
saknmp policy 10 encryption des

saknmp policy 10 hash sha

saknp policy 10 group 2

saknp policy 10 lifetime 86400

saknp policy 20 authentication pre-share
sakmp policy 20 encryption Des

saknmp policy 20 hash sha

saknmp policy 20 group 1

saknp policy 20 lifetime 86400

vpngroup vpn3000 address-pool i ppool
vpngroup vpn3000 idle-tine 1800

vpngroup vpn3000 password ******x*

tel net 192.168.4.0 255.255.255.0 inside
tel net 171.69.89.82 255.255. 255. 255 inside
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255. 255. 255. 0 outsi de

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal wdth 80

Crypt ochecksum 55948dc706cc700e9c10eld24a8b125c¢c

EX7 e Hulado|MolMd E0|22 EBE! E= LAN-to-LAN E{2 2|3} °*§_§+§ EfjEe
ACL 1400 |6H Mo|ElL|ct. ZAm|ad oMo M= nat 0 ACLTF S8 ACLE A

O|HIEO| QIEFA{Ql =M O[3

IP IHZ!0| PIXQ| LHE QIE{H| 0| A0 £ 25T NAT(Network Address Translation) 7t MEHEILICEH 1
Calimii) %*_??P ol ACLZ flgfLct,

. nat 02] AL ¥ nat 0 ACL2 NATO| Z= & = =2 HOlFLICH nat 0 HHE 9|
ACL2 PIX2| NAT #=|0| HIZ HSHEl AA S CHA FTAE HO|gHLICE 2 nat 0 B0l
OlEl ACLI R[st= &4 HSHX| FLTHAUEIP EH%Z% PIX2| 2E NAT 72|28 HAEL
CHAME FA 0| =221t &7 PIXQH CHE VPN C|HFO|A ZHOf|l LAN-to-LAN E{&2 & 7 $d5te{H
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nat 0 BHE AL 310 NATE S| LICH PIX Y3t o] 752 IPsec E{'d2 Sai
LANS 2 0|5 3t= S AbM FATF NATO| Z & E|X| 2t =5 &Lct.
- 2 E8 ACLL| A Y .NAT wr PIXE LHE QIE{H|O|A0 £25t= 2 IP T{Z!o| A4 &
CHe S 1™ U 8 53 Yol Ho|E ACLT YUX|5H=X| &QlgtLCt PIX7t ACLzH k|5t
E S BAE e Lct Ei=lol CH3H m|of IPsec C|HFO|AZ 0]|O|
(Security Association) 7} 8= 3 PIXE IPsec 42 AR gLICH

FE' o|n

nr o
02
2 0
|0

5 4 PIX

Zl $4%H IPsec SA

SA7} FEE|H IiZIg 25356t 1 IPsec E{'d2 S8l IPsec I|012 F&ErL|C I|o{2 &AM E
IPsec SAZt O|0| U= B PIXE IP S &5 356t 5 sHE T2l S 1|0f IPsec C|HFO|A
2 ™&ehch

. 3 ACL.VPN £¢}0| IPsec| ==& o} PIX0i| 1AM PIX= Ol IPsec 212201 CH

HETt
et SO|Z22 EcfEE Holaty| s Ar8E A4 & SXMX| FAE X|¥stE SHACLE 4E

m-mm

M

2
=

E7

PIXHM EX|7F UE el@do] o|HIE. o|3f

LerMQl Zu[Tgo|/d @F=nat 0 X T ¥ 53 ol SLUSH ACLE A8 st JULICH O] A
MolMz olgfer 277 Y dst= olRe EXME slidste Yol chs dBefLICH

PIX ZAZ|azfo|M2 IP HH%’Jol HE2|3 192.168.4.0/240 H U E23 10.10.10.0/24 &

10.1.2.0/24(IP 24 £ Zof Ho|E HEQ3 FA)2Z 0|5 & | nat 0 ACL 1400| NATE 238t
£ 2oiFLICH EF ACL 1402 1|01 172.16.172.3901 Ciet T 2f 5t Mo| EO0|=Z2 ECiES
HolgrLct.

IP IHZ!0| PIX LHE QIE{H|O|A 0] &3t NAT HA7F 2t 2 El ChE PIXTH 2258t oM A
EOIFLICEH PIXE QUARA HE I 71E 2 2S5 o2 AIRFEFLICEH O ode] M %
QHOY| QIARIA ST} 7HE &2 ACL 1400] MEHE[0] Q7| IHEQILICH A CHS 88X %.*%
ofl CHEH 5% ACLE MEHEILIC}. O] F2440i M ACL 1402 HIE T 192.168.4.0/2400 M LU EX T
10.10.10.0/24 0 2! 10.1.2.0/242 0|S35l= EB=S &5 36t = MOo|E/L|Ct. ae{L}t LAN-to-
LAN E{=22| Z2 HIE 23 192.168.4.0/242} 10.10.10.0/24 AtO|2| EEH =Dt QF & 5l 5t24 1 &hLCt.
IPsec I|0{ EtRE{7I & E 3 ACLE HOlsts W lLICH

PIXOIM 2A7 A= Lo o|HE 0|5}

T

m rol-
12 1 1o

Z2tO|E 7L PIXO| CHEt IPsec 9122 MHSHH IP 24 ZE0iM IP 47+ E€FELICH 0| B2 £
2tO[AE T} 10.1.2.10 & E LIC} PIXE CHE 1t 20| show crypto map B E20l EAE 2

SMACLE: dderLct.

Crypto Map "nymap" 20 ipsec-isaknmp

Peer = 171.69.89.120

access-list dynacl2 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)
dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y/N): N

Transform sets={ nyset, }

Crypto Map "nymap" 30 ipsec-isaknmp

Peer = 171.69.89.120

access-list dynacl3 permit ip any host 10.1.2.1 (hitcnt=0)
dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y/N): N



Transform sets={ myset, }
pi x520-1(confi g) #

show crypto map B&ole 1H &35t T EAIELICH

Crypto Map: "nymap" interfaces: { outside }
Crypto Map "nymap" 5 ipsec-isaknp
Peer = 172.16.172.39
access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=45)
access-list 140 permit ip 192.168.4.0 255.255.255.0 10.1.2.0 255.255.255.0
(hitcnt=84)
Current peer: 172.16.172.39
Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y/N): N
Transform sets={ nyset,}
Z210|HEQl PIX 7H0l IPsec E{'20| MHE|H Z2I0|MEE SAE 192.168.4.30{ CHE ping2 Al
ZHfLC o2 HEE $£4I5HH EAE 192.168.4.32 debug icmp trace B30| 0| E=20f ZA|E
echo-reply2 SE & LICt

27: Inbound ICMP echo request (len 32 id 2 seq 7680)
10.1.2.1 > 192.168.4.3> 192.168.4.3

28: Outbound ICMP echo reply (Len 32 id 2 seq 7680)
192.168.4.3 >192.168.4.3 > 10.1.2.1

29: Inbound ICMP echo request (Len 32 id 2 seq 7936)
10.1.2.1 > 192.168.4.3> 192.168.4.3

30: Outbound ICMP echo reply (Len 32 id 2 seq 7936)
192.168.4.3 >192.168.4.3 > 10.1.2.1

de{Lt o2 SE2 VPN 22I0|ME(ZAE 10
PIX0i| A show crypto ipsec sa B =22 &
EolM 2= 120712 miZ!E oH PN A %
"d-é‘-%m': g2 Eo{ELICt et H=stE

1)01| T ESHR] ot o pingodl Ao EFLICEH
= T U&Lct 0| £342 pPIX7t VPN £2}0]|¢d
F S 3t5HK| ot ALE S SHE Il ECI0|MER

o
o
=
2! & oglLic

pi x520- 1( confi g) #show crypto ipsec sa

interface: outside

Crypto map tag: nymap, |ocal addr. 172.16.172.34

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)

current _peer: 171.69.89.120

dynam c all ocated peer ip: 10.1.2.1

PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0

!--- No packets encrypted and sent to client. #pkts decaps: 120, #pkts decrypt: 120, #pkts
verify 120

l--- 120 packets received from client. #pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O, #pkts deconpress failed: 0
#send errors 0, #recv errors O

l ocal crypto endpt.: 172.16.172.34, renote crypto endpt.: 171.69.89.120
path mu 1500, ipsec overhead 56, nedia nmtu 1500

current outbound spi: 33a45029

i nbound esp sas:

spi: 0x279f c5e9(664782313)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 5, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607985/27809)



1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound ESP sas:

spi: 0x33a45029(866406441)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 6, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4608000/27809)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

| ocal ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#ipkts decaps: 23, #pkts decrypt: 23, #pkts verify 23
#pkts conpressed: 0, #pkts deconpressed: 0

#pkts not compressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renpte crypto endpt.: 172.16.172.39
path nmu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: f264e92c

i nbound ESP sas:

spi: 0x2772b869(661829737)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607997/2420)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: Oxf264e92c(4066699564)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/2420)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

I 2AE192.168.4.3 |2 ol SE5tH IP I{Z0| PIXS| LHF QIE{H|O|A R MEFLICH

38: Qutbound I CWP echo reply (Len 32 id 2 seq 8960)
192.168.4.3 >192.168.4.3 > 10.1. 2.1

IP THZ!0| LHE QIE{H|0|A 0] E25tEH PIXE nat 0 ACL 1402 &Qlst D IP IiZ/ 0| AA Tl SXIK|
FA7bACLE Ux|SHER| ZQIgtLIC mEtA of IP THZ!2 PIXQ| ZE NAT ﬁl’;% 2 2[FLct
[_‘_I.%OE ;§|. ACL; %||'o|_||°=||'|-—||-_-|' —|7c-l ok5§|. |:|HC> O|/\E-|/\ |:|-| S 7|. 7|.x|- Ltoog |:|-|x.| el %
ACLEZ HQIELICH o] ooflM= 1 %LEP ol ACL 1402 ALE3SIEE PIXE O| ACLES & Qlg
LICE O|A IP ZfZ!oflE AA FATF192.168.4.30| 10 CHAMO[ 10.1.2.1LIC} O] A7 ACL 1401}
Ux|stE2 2 PIX= O] IP I{Z!0| Z|0]172.16.172.392 A2 5= LAN-to-LAN IPsec E{' € {8t A
Ol2tm Yzt L|Ch(= Z ol BFCHE). (hEtAM SA ClIOIEH 0|20 A o] E2{=oi Chah Z|o{
172.16.72.390| Q= ¥R SAZ} o|0O| U=X| = QIFLICE. show crypto ipsec sa BE 2| £240]| EEF
™ o] EcH=ol CHEt SA7I ei&LICH PIXE T2 ¢ 5356t 7HLE VPN E20|HE R MEFHX| &
&LICH CHAI CHS £240f EAIE CH2 1|0] 172.16.172.392 CHE |Psec EAM2 A|ZHEFLICE.



crypto_i saknp_process_bl ock: src 172.16.172. 39, dest 172.16.172.34

return status is | KMP_NO ERR NO TRANS02303: sa_request, (key eng. mnsg.)
src= 172.16.172. 34, dest= 172.16.172. 39,

src_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 2. 0/ 255. 255. 255.0/0/0 (type=4), protocol = ESP, transform
ESP- Des esp-nmd5-hmac , |ifedur= 28800s and 4608000kb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

702303: sa_request, (key Eng. msg.) src= 172.16.172. 34, dest=

172.16.172. 39, src_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 2. 0/ 255. 255. 255.0/0/0 (type=4), protocol = ESP, transform
ESP- Des esp-nmd5-hmac , |ifedur= 28800s and 4608000kb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

I SAKMP (0): sending NOTI FY message 36137 protocol 1

return status is | KMP_NO ERR NO TRANSI PSEC( key_engi ne): request timer
fired: count = 2,

(identity) local= 172.16.172.34, renpte= 172.16.172. 39,

| ocal _proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

remot e_proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4)

Ct2at Z2 O|RE IPsec 20| AlufgfLCt,

. 101 172.16.172.392 HUE2/3 10.10.10.0/24 &' 192.168.4.0/24 0+ & 5 3} 4 1|04
172.16.172.3404| CHEF ACLS| &0|Z22 EEH"%'QE MolghLCt.

. & mlo{ kol IPsec &4 "01| S Al D7} Lx|5HR| E&LCt.

. o7} &S AIRtEtn 224 Hn|ad oMol M PFS(Perfect Forward Secrecy)E X|H35t= 3
< 1|07} PFS &2 —1‘—%3H0|= goct O x| etow ool AughLct 24 u|ag|o|M
oM 2EE X|IHEH K| &t 2™ group12| Z|£ZL0| 7HHE| T groupt EEt group22| AM|eto| ~2f
Eluct 24 Hu[adio|Mol| M group2& X|MsteE 2 i D& 1|o{e| A|tol| &5 ofF &
LICt 3= X| gto™ ool Augfict EZ4 Zu(Ts| oMol PFSE X|Mstx| ¢t 2 m(od
oM PFSQ| 2 & AN|ot2 ==& LICt. 1024H|E Diffie-Hellman prime modulus group2&
group12LCtH B2 _‘?'_O._Fc’ NM33HX|2 group12CH  BE2 ®2| Alzto| B LICt :’EI'.L'
crypto map set pfs B2 0| 53 Y AEZ|0f CHsH M SAE LEE [ PFSE LSt
IPsec2 MM BLICE no crypto map set pfs HHE AE5t0q IPsecO| PFSE 25t X| ¢ 0“:5
RIEELICH ol BH2 IPsec-ISAKMP 2= 35t W &= U X 4535 W &Fof CHHAE A
g = UELICH 7|2Mo 2 PFSE REEIX| A&LICH PFSE AFE5tH M SA7L o2 mfof
Ct |22 Diffie-Hellman 20| O|F0{&IL|C}. O|E dHMe= F7F ME| AlZto| EErL|Ct.
PFS= E CHE Eot =& FIHELICH & 7171 34%tof o5 7HX[H iF 7|= & O|0]

BBt £ 47| MEAULICH Haf 5ol o] BH2 &3t M AEZ|of CHeH A SAE LEE
IPsecOi M PFSE QEELICt set pfs 20| 1 E 2 X|H3X| f2™ 7|22k (group1)0| & E
LICH BT PIX Y3tHof PIX YatsHo| M AlZHE[0] B #HA Il M SR = 042 E-l'-"Ol
U= B2 oA mofetol IKE 4o SEHE = &Lt 0| -v-ﬂl'_ PFS7} & dstx| x| et
2Z 1|047t o4 7He| SA| 7| RHMEH @82 e m YAFLIct ol =Xl7t H“‘”oPE‘:' IKE
SAE AlZ+O| Z=1} E| 7L} clear [crypto] isakmp sa BHES AF-%%FO# TSSO E X2 WK FF

E[X| et&LICt B2 T2 FHE PIX Y3 f X E= SYe B2 S /5te 04t E2t0|
HEO FHE PIX L5 A2 0| E2Xl|ol &s &hx| t&Lct Hu[asio|Mo| ggs &
£ 732 crypto map mapname seqnum set pfs WIS Z PFSE & 45}t EhL|Ct.

PIXe| IP HZ!2 33 XMoo= AfN|ELICH

0| 2FE £H5HE SHHE WS nat 00 CH3H = 7HO| 74 ACLT T @28t M Holsts X
QLI OIE I3 Ol ol A= nat 0 B0l CHaH ACL 1902 Folstm 1% 253 Mol ha 45



= ACL 1402 ALSELICH Ol Z230f ZAIF).

PIX 520-1

pi x520-1(config) #
pi x520- 1(confi g) #write terminal
Bui | di ng configuration..

Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dl . 2KYQOU encr ypt ed

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane pi x520-1

domai n- nane vpn.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!--- Access 1list 140 defines interesting traffic in
order to bypass NAT for VPN. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
!--- Defines VPN interesting traffic. access-list 190
permit ip 192.168.4.0 255.255.255.0
10.10.10.0255.255.255.0

access-list 190 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

nt u outsi de 1500

ntu inside 1500

i p address outside 172.16.172. 34 255. 255. 255. 240
i p address inside 192.168. 4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no fail over

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netmask 255.255. 255. 255
!--- The nat 0 conmand bypasses NAT for the packets
destined over the |Psec tunnel.




Nat (inside) 0 access-list 190

Nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

AAA- server TACACS+ protocol tacacs+

AAA- server RADI US protocol radius

AAA- server nytest protocol tacacs+

AAA- server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp- server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset ESP-Des esp-nd5-hmac
crypto dynami c-map dynmap 10 set transform set nyset
!--- The crypto map commands define the | Psec SA (Phase
Il SA) paraneters.

crypto map nmymap 5 ipsec-isaknp

crypto map mymap 5 match address 140

crypto map nymap 5 set peer 172.16.172.39
crypto map nymap 5 set transformset mnyset
crypto map nymap 10 i psec-i saknp dynami ¢ dynmap
crypto map nymap i nterface outside

i saknmp enabl e outsi de

i saknmp key ******** gddress 172.16.172. 39 net mask
255. 255. 255. 255 no-xaut h

no- conf i g- node

saknmp identity address

sakmp policy 10 authentication pre-share

sakmp policy 10 encryption Des

sakmp policy 10 hash sha

saknmp policy 10 group 2

saknmp policy 10 lifetime 86400

sakmp policy 20 authentication pre-share

sakmp policy 20 encryption Des

sakmp policy 20 hash sha

saknmp policy 20 group 1

saknmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool i ppool

vpngroup vpn3000 idle-tinme 1800

vpngroup vpn3000 password ******xx

tel net 192.168.4.0 255.255.255.0 inside

telnet 171.69.89.82 255.255. 255. 255 i nsi de
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255. 255. 0 outsi de

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80

Crypt ochecksum e2cb98b30d3899597b3af 484f ae4f 9ae
: end

[ K]

pi x520- 1(confi g)# pi x520-1(confi g) #show crypto map
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% show crypto map &
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pi x520- 1( confi g) #show crypto map
Crypto Map: "nymap" interfaces: { outside }
Crypto Map "nymap" 5 ipsec-isaknp
Peer = 172.16.172.39
access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=57)
Current peer: 172.16.172.39
Security association lifetime: 4608000 kilobytes/28800 seconds
PFS (Y/N): N
Transform sets={ nyset, }
Crypto Map "nymap" 10 ipsec-isaknmp
Dynanmic map tenplate tag: dynnap
Crypto Map "nymap" 20 ipsec-isaknmp
Peer = 171.69.89.120
access-list dynacl4 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)
dynamic (created from dynamic map dynmap/10)
Current peer: 171.69.89.120
Security association lifetime: 4608000 kilobytes/28800 seconds
PFS (Y/N): N
Transform sets={ nyset, }
Crypto Map "nymap" 30 ipsec-isaknmp
Peer = 171.69.89.120
access-list dynacl5 permit ip any host 10.1.2.1 (hitcnt=13)
dynam c (created from dynam c map dynmap/ 10)
Current peer: 171.69.89.120
Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N
Transform sets={ nyset, }
VPN Z2t0|21E 10.1.2.10] ZAE 192.168.4.30{ ping2 T&5tH of 2 0| PIX2| LS QIE{T|
O|AZ FEELICH PIXE nat 0 ACL 1902 &Ql5t 1 IP miZ!o| ACLT Yx|5tE K| & QIgtL|ct.
chAM 22 PIXOIM NAT 7122 PE[FLICL OS2 2, PIXE HRlste =2 §7| flal 078 &
3} M ACL 1402 & QIgtLCt. o|Hol= IP THZlo| AAQ CHA O] ACL 1401 YU %|3HK] eggl_n:}_
(2t PIXE X ACLE &0Qlstn ex|ste S #4&LICH O3 CHS PIXE SA O|O|E{H 0O|A
£ ZA5H0q IPsec SA7F 2EH0IAEO]| o|0| d8E|0] Q=X & QIR LICH E2t0|HET} PIXS
IPsec @44 o|0| MXsHo 2 |Psec SA7F U&LICH :LEd CHS PIXE THZIE 2535104 VPN
ZC0|IER E%%*LIEP PIX2| show crypto ipsec sa B2 £242 AL&5t0{ m{Z!0| **§P5|01
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pi x520- 1( confi g) #show crypto ipsec sa

interface: outside

Crypto map tag: nymap, |ocal addr. 172.16.172.34

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renmote ident (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)
current _peer: 171.69.89.120

dynami c all ocated peer ip: 10.1.2.1

PERM T, flags={}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest 16

#pkts decaps: 16, #pkts decrypt: 16, #pkts verify 16

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conmpr. Failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renpte crypto endpt.: 171.69.89.120
path mu 1500, ipsec overhead 56, nedia mu 1500



current outbound spi: 613d083d

i nbound ESP sas:

spi: Ox6adf 97df (1793038303)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 4, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607998/27420)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: 0x613d083d(1631389757)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/27420)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

| ocal ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin_is_acl,}

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts conpressed: 0, #pkts deconpressed: 0

#pkts not compressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: O
#send errors 1, #recv errors O

local crypto endpt.: 172.16.172.34, renpte crypto endpt.: 172.16.172.39
path mu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: 58009c01

i nbound ESP sas:

spi: 0x2d408709(759203593)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607998/3319)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas: outbound ESP sas:

spi: 0x58009c01(1476434945)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/3319)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

pi x520-1(config)# sh cr isa sa

Total : 2

Enbryonic : 0

dst src state pending created

172.16.172.39 172.16.172.34 QM IDLE 0 1

172.16.172.34 171.69.89.120 QM .IDLE 0 2

pi x520-1(config)# sh cr ipsec sa

ctE 71|32 o]/ &l show B £

Cisco 1720-1




1720- 1#show run

Bui | di ng configuration..

Current configuration : 1592 bytes
!
I Last configuration change at 21:08:49 PST Mon Jan 7
2002

I NVRAM config | ast updated at 18:18:17 PST Mon Jan 7
2002

!
version 12.2

no parser cache

service timestanps debug uptime
service timestanps | og uptine
no service password-encryption
!

host nane 1720-1

!

no | oggi ng buffered

enabl e secret 5 $1$6j As$t NxI 1a/ 2DYFAt PLyCDXj o/
enabl e password ww

!
usernane cisco password O cisco
menory-size i onem 15

clock tinmezone PST -8

i p subnet-zero

no i p domai n-| ookup

i p domai n- name ci sco. com

ip ssh tinme-out 120
ip ssh authentication-retries 3

!--- The crypto isakmp policy conmand defi nes the Phase
1 SA paraneters

crypto isaknmp policy 15

aut hentication pre-share

crypto isaknmp key ciscol23 address 172.16.172. 34
!
!
!--- The crypto ipsec transform-set conmmand defines

| Psec encryption !--- and authentication algorithins.

crypto ipsec transformset nyset ESP-Des esp-nd5-hmac
!
!
!--- The crypto map conmmand defines the | Psec SA (Phase
Il SA) paraneters..

crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.34

set transformset nyset

match address 150

interface FastEthernetO

i p address 172.16.172.39 255. 255. 255. 240

speed auto

!--- The crypto map applied to the outbound interface.




crypto map vpn

interface EthernetO

i p address 10. 10.10.1 255. 255. 255. 240
speed auto

no i p route-cache

no i p nroute-cache

!
!
ip classless

iproute 0.0.0.0 0.0.0.0 172.16.172. 33
no ip http server

ip pimbidir-enable

!
!--- Access-1ist defines interesting VPN traffic.
access-list 150 permit ip 10.10.10.0 0.0.0.255
192.168.4.0 0.0.0.255

!
line con O

line aux O

line vty 0 4
exec-timeout 0 O
password ci sco
no login

line vty 5 15

| ogin

!
no schedul er allocate
end

1720- 1#

1720- 1#show crypto isa sa

DST src state conn-id sl ot

172.16.172. 39 172.16.172. 34 QM_IDLE 132 O

1720- 1#show crypto ipsec sa

interface: FastEthernetO

Crypto map tag: vpn, local addr. 172.16.172. 39

local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
current_peer: 172.16.172.34

PERM T, flags={origin_is_acl,}

#pkts encaps: 9 #pkts encrypt: 9 #pkts digest 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not compressed: 0, #pkts compr. Failed: O, #pkts deconpress failed: 0
#send errors 7, #recv errors O

local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.34
path mtu 1500, media mtu 1500

current outbound spi: 2D408709

inbound ESP sas:

spi: 0x58009C01(1476434945)

transform: ESP-Des esp- nmd5- hmac

in use settings ={Tunnel, }

!-—— IPsec SA 200 as seen in the show crypto engine connection active conmand

slot: 0, conn id: 200, flow.id: 1, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
IV size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: 0x2D408709(759203593)

transform: ESP-Des esp- nmd5- hmac



in use settings ={Tunnel, }
I-—- IPsec SA 201 as seen in the show crypto engine connection active command.

slot: 0, comnn id: 201, flow.id: 2, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

1720- 1#

1720- 1#show crypto map

Interfaces using crypto map nymap

Crypto Map "vpn" 10 ipsec-isakmp

Peer = 172.16.172. 34

Extended | P access |ist 150

access-list 150 permt ip 10.10.10.0 0.0.0.255 192.168.4.0 0.0.0. 255
Current peer: 172.16.172.34

Security association lifetine: 4608000 kil obytes/ 3600 seconds
PFS (Y/N): N

Transform set s={ myset, }

Interfaces using crypto map vpn: FastEthernet0
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