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light#show running-config
Building configuration...

Current configuration : 1177 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
1
hostname light
!
boot-start-marker
boot-end-marker
!
enable password cisco
!
no aaa new-model
ip subnet-zero
!
no crypto isakmp enable
! I--- IPsec configuration crypto ipsec transform-set
encrypt-des esp-des esp-sha-hmac
1
!
crypto map testcase 8 ipsec-manual
set peer 11.11.11.12
set session-key inbound esp 1001 cipher
1234abcdl234abcd authenticator 20
set session-key outbound esp 1000 cipher
abcdl234abcdl1234 authenticator 20
set transform-set encrypt-des !--- Traffic to encrypt
match address 100
1
!
interface Ethernet2/0
ip address 12.12.12.12 255.255.255.0
half-duplex<br>!
interface Ethernet2/1
ip address 11.11.11.11 255.255.255.0
half-duplex !--- Apply crypto map. crypto map testcase
!
ip http server
no ip http secure-server
ip classless
ip route 0.0.0.0 0.0.0.0 11.11.11.12

! !--- Traffic to encrypt access-list 100 permit
ip host 12.12.12.12 host 14.14.14.14

line con 0
line aux 0
line vty 0 4
login
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house#show running-config

Current configuration : 1194 bytes
!
version 12.3
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname house
!
!
logging buffered 50000 debugging
enable password cisco
!
no aaa new-model
ip subnet-zero
ip domain name cisco.com
!
ip cef
!
!
no crypto isakmp enable
!
| I-—-- IPsec configuration crypto ipsec transform-set
encrypt-des esp-des esp-sha-hmac
!
crypto map testcase 8 ipsec-manual
set peer 11.11.11.11
set session-key inbound esp 1000 cipher
abcdl234abcdl1234 authenticator 20
set session-key outbound esp 1001 cipher
1234abcdl234abcd authenticator 20
set transform-set encrypt-des
!--- Traffic to encrypt match address 100
1
!
interface Ethernet0
ip address 11.11.11.12 255.255.255.0!/--- Apply crypto
map. crypto map testcase
!
interface Ethernetl
ip address 14.14.14.14 255.255.255.0
!
ip classless
ip route 0.0.0.0 0.0.0.0 11.11.11.11
no ip http server
no ip http secure-server
!
| I--- Traffic to encrypt access-list 100 permit ip host
14.14.14.14 host 12.12.12.12
1
!
line con 0
exec-timeout 0 0
transport preferred none
transport output none




line vty 0 4

exec-timeout 0 0
password cisco

login

transport preferred none
transport input none
transport output none
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*Mar 2 01:16:09.849: IPSEC(sa_request): ,

(key eng. msg.) OUTBOUND local= 11.11.11.11, remote= 11.11.11.12,
local_proxy= 12.12.12.12/255.255.255.255/0/0 (type=1),
remote_proxy= 14.14.14.14/255.255.255.255/0/0 (type=1),
protocol= AH, transform= ah-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xACD76816(2899798038), conn_id= 0, keysize= 0, flags= 0x400A

*Mar 2 01:16:09.849: IPSEC (manual_key stuffing):
keys missing for addr 11.11.11.12/prot 51/spi 0.....
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hostname house
match address 101

access-1list 101 permit ip host 11.11.11.12 host 11.11.11.11
1

hostname light

match address 100
access-1list 100 permit ip host 12.12.12.12 host 14.14.14.14

0l £242 side_A Al=t ping0il Al 7Hx{SLICH

nothing

light#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
2000 Ethernet2/1 11.11.11.11 set DES_56_CBC 5 0
2001 Ethernet2/1 11.11.11.11 set DES_56_CBC 0 0

0| £232 side_A7l ping=2 AI&E [l side_BO|M 7tX{ZLIC}.

house#
1d00h: IPSEC (epa_des_crypt): decrypted packet failed SA identity check
1d00h: IPSEC (epa_des_crypt): decrypted packet failed SA identity check
1d00h: IPSEC (epa_des_crypt): decrypted packet failed SA identity check
1d00h: IPSEC (epa_des_crypt)

( )

1d00h: IPSEC (epa_des_crypt

decrypted packet failed SA identity check
decrypted packet failed SA identity check

house#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
2000 Ethernet0 11.11.11.12 set DES_56_CBC 0 0
2001 EthernetO 11.11.11.12 set DES_56_CBC 0 5

0| 242 Ping2 Al&H5H= side_BOIAM 7Hx4SLICH.

side_ B

$CRYPTO-4-RECVD_PKT_NOT_IPSEC: Rec'd packet not an IPSEC packet.
(ip) vrf/dest_addr= /12.12.12.12, src_addr= 14.14.14.14, prot= 1

ttEole et &3 Hol Rl CHE BRolE k&3 Mol gis

$CRYPTO-4-RECVD_PKT_NOT_TIPSEC: Rec'd packet not an IPSEC packet.
(ip) vrf/dest_addr= /14.14.14.14, src_addr= 12.12.12.12, prot= 1

Ol £32 ¢ 53 HOo| U= side_BIM 7HX{ZLICtH

house#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
2000 EthernetO 11.11.11.12 set DES_56_CBC 5 0
2001 EthernetO 11.11.11.12 set DES_56_CBC 0 0

223t AE I157| FtET} BHES UG LT

1d05h: $HW_VPN-1-HPRXERR: Hardware VPNO/13: Packet



Encryption/Decryption error, status=4098.....
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