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« Cisco I0S® AZE Qo] 2IZ2|A 12.2(24a)

« Cisco 2500 Series 2} E
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<{#froot>

Current configuration:

!

version 12.2

service timestamps debug uptime
service timestamps log up time
no service password-encryption
I

hostname sam-i-am

I

ip subnet-zero
I

I--- These are the IKE policies.

crypto isaknmp policy 1
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!--- Defines an Internet Key Exchange (IKE) policy. !--- Use the
crypto isakmp policy

command !--- 1in global configuration mode. !--- IKE policies define a set of parameters to be used !-:

hash nd5
aut hentication pre-share

!--- Specifies pre-shared keys as the authentication method.
crypto isaknmp key ciscol23 address 0.0.0.0 0.0.0.0

!--- Configures a pre-shared authentication key, !--- used in global configuration mode.
|

I--- These are the IPSec policies.

crypto ipsec transformset rtpset esp-des esp-nd5-hmac

!--- A transform set is an acceptable combination !--- of security protocols and algorithms. !--- This
crypto dynam c-nmap rtpnmap 10

I--- Use dynamic crypto maps to create policy templates !--- that can be used to process negotiation r
set transformset rtpset

!--- Configure IPSec to use the transform set "rtpset" !--- that was defined previously.

mat ch address 115

I--- Assign an extended access 1ist to a crypto map entry !--- that is used by IPSec to determine whic
crypto map rtptrans 10 ipsec-isaknp dynamc rtpmap

!--- Specifies that this crypto map entry is to reference !--- a preexisting dynamic crypto map.
!
interface EthernetO

i p address 10.2.2.3 255.255.255.0

no ip directed-broadcast

i p nat inside

!--- This indicates that the interface is connected to the !--- inside network, which is subject to N




no mop enabled
!

interface Serial0
i p address 99.99.99.1 255.255.255.0

no ip directed-broadcast

i p nat outside

!I--- This indicates that the interface is connected !--- to the outside network.

crypto map rtptrans

I--- Use the
crypto map

interface configuration command !--- to apply a previously defined crypto map set to an interface.
|

i p nat inside source route-nmap nonat interface Serial O overl oad

!--- Except the private network from the NAT process.
ip classless
iproute 0.0.0.0 0.0.0.0 SerialO

no ip http server
|

access-list 115 permt ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0. 255
access-list 115 deny ip 10.2.2.0 0.0.0. 255 any
!I--- Include the private-network-to-private-network traffic !--- in the encryption process.

access-list 120 deny ip 10.

2.2.0 0.0.0.255 10.1.1.0 0.0.0. 255
access-list 120 permt ip 10.2.2.0 0.0.

0. 255 any

!--- Except the private network from the NAT process.

route-nmap nonat permt 10
match i p address 120

|

1ine con O

transport input none
Tine aux O

Tine vty 0 4
password ww
Tlogin

!
end
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<#froot>

Current configuration:

I

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption
I

hostname dr_whoovie
1

ip subnet-zero
I

!I--- These are the IKE policies.

crypto isaknp policy 1

!I--- Defines an Internet Key Exchange (IKE) policy. !--- Use the
crypto isakmp policy

command !--- in global configuration mode. !--- IKE policies define a set of parameters to be used !--

hash nd5
aut hentication pre-share

I--- Specifies pre-shared keys as the authentication method.

crypto isaknp key ciscol23 address 99.99.99.1

I--- Configures a pre-shared authentication key, !--- used in global configuration mode.

!I--- These are the IPSec policies.

crypto ipsec transformset rtpset esp-des esp-nd5- hmac

I--- A transform set is an acceptable combination !--- of security protocols and algorithms. !--- This
I

crypto map rtp 1 ipsec-isaknp

I--- Creates a crypto map and indicates that IKE will be used !--- to establish the IPSec SAs for prot

set peer 99.99.99.1




I--- Use the

set peer

command to specify an IPSec peer in a crypto map entry.

set transformset rtpset

!--- Configure IPSec to use the transform set "rtpset" !--- that was defined previously.

mat ch address 115

!--- Include the private-network-to-private-network traffic !--- in the encryption process.

interface EthernetO
ip address 10.1.1.1 255.255.255.0

no ip directed-broadcast

i p nat inside
!--- This indicates that the interface is connected to the !--- inside network, which is subject to N

no mop enabled
!

interface SerialO
i p address negoti at ed

!--- Specifies that the IP address for this interface !--- is obtained via PPP/IPCP address negotiati

no ip directed-broadcast

i p nat outside

!I--- This indicates that the interface is connected !--- to the outside network.

encapsulation ppp
no ip mroute-cache
no ip route-cache

crypto map rtp

I--- Use the

crypto nmap

interface configuration command !--- to apply a previously defined crypto map set to an interface.




ip nat inside source route-nmap nonat interface Serial O overl oad

!--- Except the private network from the NAT process.

ip classless
ip route 0.0.0.0 0.0.0.0 SerialO

no ip http server
!

access-list 115 pernmt ip 10.1.1.0 0.0.0.255 10.2.2.0 0.0.0. 255
access-list 115 deny ip 10.1.1.0 0.0.0. 255 any
I--- Include the private-network-to-private-network traffic !--- in the encryption process.

255 10.2.2.0 0.0.0. 255

access-list 120 deny ip 10.1.
. 255 any

1.0 0.0.0.
access-list 120 pernmt ip 10.1.1.0 0.0.0

!--- Except the private network from the NAT process.

dialer-1ist 1 protocol ip permit
dialer-1ist 1 protocol ipx permit

route-map nonat permit 10
match i p address 120

!

1ine con O

transport input none
1ine aux 0

Tine vty 0 4
password ww
Togin
!

end

* ping - 7|2 HIESIZ HAZE TlEtet= ol AHSELICH

ol oflofl A= dr whivie2| 10.1.1.1 O|C{5! @IE{H| O] A0l A sam-i-am2| 10.2.2.3 O|C{5! QIE{H|
O|AZ pingst= E'HE Eoq4 ELICH.

<#root>
dr_whoovie#

pi ng


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/ios/12_2t/fun/command/reference/fft302.html

Protocol [ip]:
Target IP address: 10.2.2.
Repeat count [5]:
Datagram size [100]:
Timeout 1in seconds [2]:
Extended commands [n]: y
Source address or interfac
Type of service [0]:
Set DF bit in IP header? [
Validate reply data? [no]:
Data pattern [0xABCD]:
Loose, Strict, Record, Tim
Sweep range of sizes [n]:
Type escape sequence to ab
Sending 5, 100-byte ICMP E
timeout is 2 seconds:
Packet sent with a source
Success rate is 100 percen
round-trip min/avg/max

3

e: 10.1.1.1

nol:

estamp, Verbose[none]:

ort.
chos to 10.2.2.3,

address of 10.1.1.1

t (5/5),
36/38/40 ms

- show crypto ipsec sa - 2EtH| SA(E2F AA|)E E AIEFLC}.

« show crypto isakmp sa - 1EtH| SAS E A|EfL|C},

AHZIZ =24

A= 2 1

ol 242 3= 2t E{ollA A%
<#root>

sam-i-am#

show crypto ipsec sa

interface: SerialO

Crypto map tag: rtptrans,

| ocal

current_peer: 100.100.100.1
PERMIT, flags={}

#pkts

#pkts

#pkts

#pkts

#pkts

l ocal crypto endpt.: 99.99.99.1,

local addr.

i dent (addr/mask/prot/port):
renote ident (addr/mask/prot/port):

El show crypto ipsec sa & o| &

99.99.99.1

encaps: 6, #pkts encrypt: 6, #pkts digest 6
decaps: 6, #pkts decrypt: 6, #pkts verify 6
compressed: 0, #pkts decompressed: 0

not compressed: 0, #pkts compr. failed: 0,
decompress failed: 0, #send errors 0, #recv errors 0

renote crypto endpt.

290
=

(10. 2. 2. 0/ 255. 255. 255. 0/ 0/ 0)
(10.1.1.0/255. 255. 255. 0/ 0/ 0)

100. 100. 100. 1

path mtu 1500, ip mtu 1500, ip mtu interface Serial0
current outbound spi: 52456533

2L CF.
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i nbound esp sas:

spi: 0x6462305C(1684156508)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: rtptrans
sa timing: remaining key lifetime (k/sec): (4607999/3510)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: 0x52456533(1380279603)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: rtptrans
sa timing: remaining key lifetime (k/sec): (4607999/3510)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

O| B2 m|of C|HIO|A ZHol & E IPSec SAE EAIELICH 45 5HE B2 dr_ whoviel]
100.100.1 2/E{H| 0| A2} sam-i-am2] 99.99.99.1 QIE{H|O|AE 24Z3%tLICt O] E{d2 HIERa
10.2.2.31+ 10.1.1.1 AtO|& O|S5t= EcHElE MEFLICH 2702 ESP(Encapsulating Security
Payload) SA= QIHI2E L ot RH2E0| 25 E Lt sam-i-amO| |01 IP £4:(100.100.1)& 22
HetT E{'do| ™ ELICH AH(Authentication Header) SAE 7 E AH7I Qo2 Z AR E|X| &t &

2 dr_whovie2| 2|7 QIE{H|0|A 00| IPCPE &3l 100.100.100.12| IP FAE =

<{froot>

dr_whoovie#

show i nterface serialO

Serial0 is up, 1line protocol is up
Hardware is HD64570

Internet address will be negotiated using | PCP



MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, Toopback not set

<#root>

dr_whoovie#

show interface serial0

Serial0 is up, line protocol is up
Hardware is HD64570

Internet address is 100.100. 100. 1/ 32

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, Toopback not set

O| o= dr_whovie2| 2]& 0 QIE{H|0|A S| #Z Bof IP L E & 5t7| 28l peer default ip
address B E AFR 35104 Labol| M MHEIA&LICEH IP %% 7 A= 0ol M2l ip local pool HE2Z

MolEL|Ct.

| | —_

2 sS4

ol MMM A 22X 20 AI2E = s HEE MSELICH

A
TI'%)I

0%
o

EP

M|

OIT(Output Interpreter Tool)(SE El 124t sHE)= & show BHBE X|HELICE OITE AHE5H
0 show E&H £2 Mg = = U&LICH

F1: debug BE=Z ALE 57| T0d Debug HZ0H| CHEE 52 HEE HZESHAAIL.

« debug crypto ipsec - 2Et7H| 2| IPSec & & EA|ELICE.

o

- debug crypto isakmp - 15| 2| ISAKMP(Internet Security Association and Key Management
Protocol) 342 E AIELICEH

« debug crypto engine - & 3 st=l EREIS T A|EFLIC}H

« debug ip nat detailed - (154 ALE) 2t RE{ 7t HEtst= 2 & miZlof CHEt HEE E Al5H04
NAT 7|52l 2SS = elgLct
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g X|ZLch.

« clear crypto isakmp - 1Et7|2} ZtZAEl SAE X|SL|C}.
=t

« clear crypto sa - 2Ct7|2} BZAEl SAE X|SL|C}.
« clear ip nat translation - £4&t E{|O|2 0| A S%4 NAT &4

B me
+ |PSec X| H|O| K]
» Technical Support - Cisco Systems
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