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« IKEv2(Internet Key Exchange HH% 2)
« 915 M L PKI(Public Key Infrastructure)
* NTP(Network Time Protocol)
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Ol 2Xe|l YE = Chg AT ESo{ A stEH o HTE 7|Ete =z gLct

« AZEQo{ HM 9.8.48 AZSI= Cisco ASA 5506 Adaptive Security Appliance
« Cisco I0S 2 Z E Q0 HHF 15.3(3)M12 A& 5= Cisco 2900 Series ISR(Integrated
Services Router)
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Ol EMe Ch21t Z2 st=ERlo] X AZEQof HEWME ALSE = J&LICH

- 2EZEQ0o{ {7 8.4(1) O|& 2 Al=-St= Cisco ASA

+ Cisco I0S AZ E?|0{ T 15.2(4)M O| &2 Al&3t= Cisco ISR Generation 2(G2)

+ Cisco IOS-XE AZE 0] HHT 15.2(4)S 0|2 A& 5= Cisco ASR 1000 Series
Aggregation Services Router

« AZER|0{H™ 15.2(4)M 0|42 M™M= Cisco Connected Grid 2HRE
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https://www.cisco.com/c/ko_kr/support/docs/availability/high-availability/19643-ntpm.html
https://www.cisco.com/c/ko_kr/support/docs/availability/high-availability/19643-ntpm.html
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IKEv2-PROTO-1: (139): Auth exchange failed

IKEv2-PROTO-1: (140): Unsupported cert encoding found or Peer requested
HTTP URL but never sent

HTTP_LOOKUP_SUPPORTED Notification

Ol -E—X‘"% I=<'>|'7(|5|'E=|I:' no crypto ikev2 http-url cert %'Eé% AP%3PO4 E"‘?‘E'Ul' ASA9|' _\_L|0'|%|EE| [[H E|'—c;>—E-|
oM o] 7|s 2 H|gdstefLct.

Ijo{ID A3

IKE AUTH Et7| ISAKMP(Internet Security Association and Key Management Protocol) &4 0|
Ijoi= MZ AlgEatofF BLICH J2{Lt 2t EQt ASA7I 2Z IDE MEistE o= RH0|7t /&

L|Ct.
2t RE{0| A ISAKMP ID AEH
IKEv2 E{'0| Bt LE{0|M AL E [ a0l AFR El= 2 Z IDE identity local IKEV2 Z 2 I} OF2H2|

0424
S o.

R1(config-ikev2-profile)#identity local ?
address address

dn Distinguished Name
email Fully qualified email string
fgdn Fully qualified domain name string

key-id key-id opaque string - proprietary types of identification

78MOo 2 BIREHE FAE ZE4 IDE AFESELICH
2t RE{2Q] ISAKMP ID AZ&

o

ZIQ &t I|of IDE ST Z 2 1 04| M match identity remote BE S AR EFLICH

m

R1(config-ikev2-profile)#match identity remote ?
address IP Address(es)

any match any peer qidentity
email Fully qualified email string [Max. 255 char(s)]
fqdn Fully qualified domain name string [Max. 255 char(s)]

key-id key-id opaque string



ASAO{| A ISAKMP ID 41EH

ASAO| A ISAKMP IDE cryptoisakmp identity W22 A2 EFLICH

ciscoasa/vpn(config)# crypto isakmp identity ?

configure mode commands/options:
Use the IP address of the interface for the identity
i : IP

address
auto Identity automatically determined by the connection type
address for preshared key and Cert DN for Cert based connections

hostname Use the hostname of the router for the identity
Use the specified key-id for the identity

key-id
J|8xo=2 Ha I E gquto2 MME|H, Ol ASA7I 9423 S E ISAKMP a2 Z2XEe o
o|ghLct.
« A E8 7|9 IP FAYLICEH
« QISMQBE 8t 2IEM 1R Ol LICH
N &1 Cisco 2 ID CSCul48099= o3 ZAT|13|01A40] ObL Efid D EHE T Ade £ Q=
7ls2 {8t M 2 X LCt.

ASAOIM ISAKMP ID AE

HAID HdE2 A /Y0 et ASSE s™EH HEY = ols
5t 7LE HIZ2 -EEte = UELICH peer-id-validate BHEE AFEEFLICH
ciscoasa/vpn(config-tunnel-ipsec)# peer-id-validate ?
tunnel-group-ipsec mode commands/options:
cert If supported by certificate
nocheck Do not check
req Required
43 28 A
N F R &= 28 M7 LlELIc

SAN(Subject Alternative

2 AE OIFZ Mol S
O| A3t z| T ASAOIA IKEV2 ZEHE

« ASAOIM Q1B M CIE0| AHEE [ ASAE F4IE 2B
Name)Oil A 1|oq ID°| HAEE AMEZELUCH mo{ID A
ClH27F &5 E 4 ol3d8t CIH27F EAIELICH

IKEv2-PROTO-3: (172): Getting configured policies


https://tools.cisco.com/bugsearch/bug/CSCul48099

IKEV2-PLAT-3: attempting to find tunnel group for ID: 172.16.1.1
IKEv2-PLAT-3: mapped to tunnel group 172.16.1.1 using phase 1 ID
IKEV2-PLAT-3: (172) tg_name set to: 172.16.1.1

IKEV2-PLAT-3: (172) tunn grp type set to: L2L

IKEv2-PLAT-3: Peer ID check started, received ID type: IPv4 address

IKEV2-PLAT-2: Peer ID check: failed to retreive IP from SAN

IKEV2-PLAT-2: Peer ID check: failed to retreive DNS name from SAN

IKEV2-PLAT-2: Peer ID check: failed to retreive RFC822 name from SAN

IKEV2-PLAT-1: retrieving SAN for peer ID check

IKEV2-PLAT-1: Peer ID check failed

IKEv2-PROTO-1: (172): Failed to Tocate an item in the database

IKEv2-PROTO-1: (172):

IKEv2-PROTO-5: (172): SM Trace-> SA: I_SPI=833D2323FCB46093
R_SPI=F0B4D318DDDDB783 (I) MsgID = 00000001 CurState: I_PROC_AUTH
Event: EV_AUTH_FAIL

IKEv2-PROTO-3: (172): Verify auth failed

IKEv2-PROTO-5: (172): SM Trace-> SA: I_SPI=833D2323FCB46093
R_SPI=F0B4D318DDDDB783 (I) MsgID = 00000001 CurState: AUTH_DONE
Event: EV_FAIL

IKEv2-PROTO-3: (172): Auth exchange failed

Ol 2x= QIFMO| IP FAS Tof 1B Mol ZEHSHL T0f ID HES ASACIM BIE 43
sfloF gt

OE7ERIZ, 7|2 2O 2 ASAE 2 IDE AISCE MEGIEE QIS 152 A" 42
IDE DN(Distinguished Name)2 & & LICtH EtRE{7t H3 IDE FAE FASIEE T4

CleH2 7} E A|EL|C}.

Nov 30 22:49:14.464: IKEv2:(SESSION ID = 172,SA ID = 1):SM Trace-> SA:
I_SPI=E9E4B7FD0A336C97 R_SPI=F2CF438C0CCA281C (R) MsgID = 1 CurState:
R_WAIT_AUTH Event: EV_GET_POLICY_BY_PEERID

Nov 30 22:49:14.464: IKEv2:(SESSION ID = 172,SA ID = 1):Searching policy
based on peer's identity 'hostname=asa.cisco.com' of type 'DER ASN1 DN'

Nov 30 22:49:14.464: IKEv2:%Profile could not be found by peer certificate.

Nov 30 22:49:14.468: IKEv2:% IKEv2 profile not found

Nov 30 22:49:14.468: IKEv2:(SESSION ID = 172,SA ID = 1):: Failed to
Tocate an item in the database
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/content/en/us/td/docs/ios-xml/ios/sec_conn_ikevpn/configuration/xe-3s/sec-ike-for-ipsec-vpns-xe-3s-book/sec-cert-isakmp-map.html#GUID-E8A99BE5-3609-4DD6-B465-E09F8E0F8300
/content/en/us/td/docs/ios-xml/ios/sec_conn_ikevpn/configuration/xe-3s/sec-ike-for-ipsec-vpns-xe-3s-book/sec-cert-isakmp-map.html#GUID-E8A99BE5-3609-4DD6-B465-E09F8E0F8300
/content/en/us/td/docs/ios-xml/ios/sec_conn_ikevpn/configuration/xe-3s/sec-ike-for-ipsec-vpns-xe-3s-book/sec-cert-isakmp-map.html#GUID-E8A99BE5-3609-4DD6-B465-E09F8E0F8300

Cl& HO|ZE 77|

CISH| A S5 717t ot QIB M7t AL El= B2 218 HO|ZE7 €M ZLC} o] B¢ Yk
o ZpjaHEJH Y5t FRoM ZEjaHEI 2 ML AXE E2 Q50| Mufg £ Q!
&L|CH 215 Ho|REo| 37| R0 E{=0| L}EIL}X| etomd QlHtzi0| fiole 21} ZH& L.

* Control Plane Policing -U-H;| 7§|": %E ‘JF S\)IJE E|“<|3‘E'|O‘" 9&'%1—“:}-
« MTU(Maximum Transition Unit) 4 O| &2 E|& LICH. cryptoikev2 fragmentation mtu size W=
AlgLlct.

ASAO|M CtE ZHEIAE REO| 2|AA EE

ASA T 9.0 E{ ASAE Ct& ZEHIAE B O VPNE K| ELICH J8{Lt CHE ZHEAE BEof
MVPNE F4E M= VPNO| FHE AlARI0| M3 2|AAE BN ok FLC

KEMIEH LI 2 CLI Book 1: Cisco ASA Series General Operations CLI Configuration Guide, 9.82|
Information About Resource Management M2 2 X5 AA|L.

RIEM slix| =52 7

FOI'

o At

ol

CRL(Certificate Revocation List)2 X|HE CAMM &Z5t1 O|F o HZ7|E H7|E QIBEAMS =5
LIC CtEa Z2 o] 7HX| O|RE QUBME F|4" = JU&LICH

- X|HE QB AME AtEshE ClHo|A o] Fof ”

E
rr
iy

o .
o OIZS MO AFRSHE 7| Mol & Ak
« ID7t HZE[RHLE O|F HEE =88l{of t= Sl Y2 E QISA LHe| 27/

B M F Ao AABElE HFAHLIES CAO ek CHELICH 7|2l 215 ME CRLO| Y& H
AlELCH HERZ EIHF0|é7F B Mol fEEE &elstzd ot S CRLOIAM XS E QIS A
o U M E Ch2= st HAFFLICH atA o= gt Z|o{olA CRL AB 0| #dEHE B2 ID
RAEMo REHEE &Y & AT SF MHE CRL URLE F/dalioF & LICH

CRLO{| CHE XtAI8H LI Public Key Infrastructure Configuration Guide, Cisco 10S XE Release
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2328304: Jun 8 19:14:38.051 GMT: IKEv2:(SESSION ID
Get peer's authentication method

2328305: Jun 8 19:14:38.051 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):

Peer's authentication method is 'RSA'

2328306: Jun 8 19:14:38.051 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):

SM Trace-> SA: I_SPI=E4368647479E50EF R_SPI=97B2C8AA5268271A (R) MsgID =1
CurState: R_VERIFY_AUTH Event: EV_CHK_CERT_ENC

2328307: Jun 8 19:14:38.051 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):

SM Trace-> SA: I_SPI=E4368647479E50EF R_SPI=97B2C8AA5268271A (R) MsgID =1
CurState: R_VERIFY_AUTH Event: EV_VERIFY_X509_CERTS

2328308: Jun 8 19:14:38.051 GMT: CRYPTO_PKI: (A16A8) Adding peer certificate
2328309: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: Added x509 peer certificate -(1359) bytes
2328310: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: 1ip-ext-val: IP extension validation
not required

2328311: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: create new ca_reg_context type
PKI_VERIFY_CHAIN_CONTEXT,ident 4177

2328312: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: (Al6A8)validation path has 1 certs

2328313: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: (A16A8) Check for identical certs

2328314: Jun 8 19:14:38.055 GMT: CRYPTO_PKI : (A16A8) Validating non-trusted cert

2328315: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: (A16A8) Create a list of suitable
trustpoints

2328316: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: Unable to locate cert record by
issuername

2328317: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: No trust point for cert issuer,
Tooking up cert chain

2328318: Jun 8 19:14:38.055 GMT: CRYPTO_PKI: (A16A8) No suitable trustpoints found

2328319: Jun 8 19:14:38.059 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):: Platform
errors

2328320: Jun 8 19:14:38.059 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):SM Trace-> SA:
I_SPI=E4368647479E50EF R_SPI=97B2C8AA5268271A (R) MsgID = 1 CurState:
R_VERIFY_AUTH Event: EV_CERT_FAIL

14607,SA ID = 68):

2328321: Jun 8 19:14:38.059 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):Verify cert
failed
2328322: Jun 8 19:14:38.059 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68):

SM Trace-> SA: I_SPI=E4368647479E50EF R_SPI=97B2C8AA5268271A (R) MsgID = 1 CurState:
R_VERIFY_AUTH Event: EV_AUTH_FAIL

2328323: Jun 8 19:14:38.059 GMT: IKEv2:(SESSION ID = 14607,SA ID = 68)
:Verification of peer's authentication data FAILED

x
Mk

ASA 711|180l M

domain-name cisco.com

!

interface outside

nameif outside

security-level 0

ip address 172.16.1.2 255.255.255.0
!

interface CA

nameif CA

security-level 50

ip address 192.168.0.1 255.255.255.0
!



! acl which defines crypto domains, must be mirror images on both peers

access-1list cryacl extended permit ip 192.168.0.0 255.255.255.0 172.16.2.0
255.255.255.0
pager lines 24
logging console debugging
mtu outside 1500

mtu CA 1500
mtu backbone

1500

route outside 172.16.2.0 255.255.255.0 172.16.1.1 1
route CA 192.168.254.254 255.255.255.255 192.168.0.254 1

crypto ipsec ikev2 1ipsec-proposal AES256

protocol esp encryption aes-256

protocol esp integrity sha-1 md5

crypto ipsec ikev2 1ipsec-proposal DES
protocol esp encryption des
protocol esp integrity sha-1 md5
crypto ipsec security-association pmtu-aging infinite
1 match address cryacl
1 set pfs
1 set peer 172.16.1.1
1 set ikev2 ipsec-proposal DES AES256
1 set trustpoint ios-ca chain

crypto map outside-map
crypto map outside-map
crypto map outside-map
crypto map outside-map
crypto map outside-map
crypto map outside-map

interface outside

crypto ca trustpoint ios-ca
enrollment url http://192.168.254.254:80
fgdn asa.cisco.com

keypair ios-

Cca

cr1l configure
crypto ca certificate

certificate
3082020f
1b311930
31333131
30170603
22864886
alcda758
00738655
8023b4ff
f036al134
0060355
3010603
aa301d06
300d0609
6006fbde
f7fce99a
3fc3406a
32796963
quit
certificate
3082028e
1b311930
31333131
301a0609
0d06092a
2728cffd
47ad5122
53679457
1d1bb9b0
de3081db
07030506
30333031

ca 01

30820178
17060355
31353231
55040313
£70d0101
aa930e8c
33b20207
£410054b
3b2fc425
1d130101
551d2304
03551d0e
22864886
914d7bfd
81c4b112
854b20ed
9f6854f1

08

308201f7
17060355
31383136
22864886
86488617
3519cd15
80899055
ed10372a
e4bd9deb
30310603
082b0601
a02fa02d

chain ios-ca

a0030201
04031310
33353533
1069673
01050003
91390734
037a9e15
4423156d
ed4a2524f
040530
18301680
04160414
£70d0101
f86ada50
61fd69ce
27e4ddd8
3890060

a0030201
04031310
31383130
£70d0109
0d010101
ebcaab2c
37f346d7
9ff2946e
c99cafea
551d2504
05050703
862b6874

02020101
696f732d
5a170d31
2d63612e
818d0030
b8ef814d
3229fa72
66C99788
36e0al129
030101ff
14082896
082896b9
04050003
b1a00d17
a2ce750e
62f6deas
aa0d1b8d

02020108
696f732d
5al170d31
02160d61
05000381
48d63b92
d10962e9
449214e4
c279e943
22302806
0606082b
74703a2f

300d0609
63612e63
33313231
63697363
81890281
Obf7aec9
478424fb
69ab5956
2c8fbcee
300e0603
b9f4af20
f4af2075
81810087
Obf06ecl
b1b3a6f9
dd8b4396
£83e09

300d0609
63612e63
33313132
73612e63
8d003081
7562d2fc
le5edb06
9be95cab
lelf5dilb
082b0601
06010505
21313932

22864886
6973636f
35323133
6f2e636f
81009ebb
7ec40379
409f518d
966d5elb
971d0203
551d0ofol
75514321
514321d0
a06d354a
5423d514
84e92490
1879b3e7

22864886
6973636f
38313631
6973636f
89028181
f7db60bc
8985ee7e
51d7681c
d1e6010c
05050703
07030730
2e313638

£70d0101
2e636f6d
3535335a
6d30819f
48957c44
7749d3c6
b13d328d
4d1c1120
010001a3
01ff0404
do72f161
72f161d0
f7423e0e
fbeb0a76
8213613
651ch9dl

£70d0101
2e636f6d
3831305a
2e636f6d
00c38ee5
ech03b2c
8a6da977
2db0382b
b7020301
0106082b
3c060355
2e323534

04050030
301el70d
301b3119
300d0609
c940236f
154f6a32
e761be08
a05ad08c
63306130
03020186
d09d2ec8
9d2ec8aa
64a7c5ec
986eb63f
451dd9a8
3dd46b8b

04050030
301lel70d
301le311c
3081930
75215237
4e4dff07
2460f82e
048fe807
0001a381
06010505
1d1f0435
2e323534



2f696f73
820d6173
1f060355
301d0603
0d06092a
da5606f2
fd7518cb
88a159d6
287801f

quit

2d636163
612e6369
1d230418
551d0e04
86488617
61441dc6
034139d3
6ef51718
8d47637f

6470269
73636f2e
30168014
1604145b
0d010104
094fb3a6
e3648fd2
cfbccded
e4e9eeba

61732d63
63616d30
082896b9
76de9ef0
05000381
defe62ef
9d93b5e4
53c2aca3
b4555094

612e6372
0e060355
f4af2075
d3255efe
81003fb0
5ff8f140
db3b828b
364420
c092

6c301806
1d0f0101
514321d0
f4bc551b
ec7719cd
3bc3448c
16d50dd5
bb4b8493

03551d11
1040403
72f161d0
69cd8398
4f6162b2
e0b42d26
3el8cddb6
22f0e632

! manually select the ISAKMP identity to use address on the ASA
crypto isakmp identity address
crypto ikev2 policy 1
encryption aes-256
integrity sha

group 14 5 2

prf sha
Tifetime seconds 86400

crypto ikev2 policy 10

encryption aes-192
integrity sha256 sha

group 14 5 2

prf sha
Tifetime seconds 86400

crypto ikev2 policy 30

encryption 3des
integrity sha
group 5 2
prf sha
Tifetime seconds 86400
crypto ikev2 enable outside

0411300f
0205a030
9d2ec8aa
d1596c30
90727db4
07647607
74855de4
a8b32b36

! to allow pings from the CA interface that will bring up the tunnel during

testing.

management-access CA

group-policy GroupPolicy2 internal
group-policy GroupPolicy2 attributes
vpn-idle-timeout 30
vpn-tunnel-protocol ikevl ikev2
tunnel-group 172.16.1.1 type 1ipsec-121
tunnel-group 172.16.1.1 general-attributes
default-group-policy GroupPolicy2

tunnel-group 172.16.1.1 ipsec-attributes

! disable peer-id validation

peer-id-validate nocheck

ikev2 remote-authentication certificate

ikev2 Tocal-authentication certificate ios-ca
: end
! NTP configuration
ntp trusted-key 1

ntp server 192.168.254.254
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ip domain name cisco.com

|
crypto pki trustpoint tp_ikev2

enrollment url http://192.168.254.254:80

usage ike

fgdn R1l.cisco.com

|

! necessary only in this example as no crl has been configured on the IOS CA.

On the ASA this is enabled by default. When using proper 3rd party
certificates this is not necessary.

|

revocation-check none

rsakeypair ikev2_cert

eku request server-auth

|
crypto pki certificate chain tp_ikev2

certificate OB

308202F4 3082025D A0030201 0202010B 300D0609 2A864886 F70D0101 05050030
1B311930 17060355 04031310 696F732D 63612E63 6973636F 2E636F6D 301E170D
31333131 32353233 35363537 5A170D31 33313230 35323335 3635375A 301D311B
30190609 2A864886 F70D0109 02160C52 312E6369 73636F2E 636F6D30 82012230
0D06092A 864886F7 0D010101 05000382 010F0030 82010A02 82010100 A1032A61
A3F14539 87816C22 8C66A170 3A9661EA 4AF6F063 3FC305B8 E525B84D AA74A9CE
666B1BF5 3C7DF025 31FEB161 CE49845F 3EC2DE7B D3FCC685 D6F80C8C 0AA12772
1B4AB15C 90C04446 068A0DBA 7BFA4E40 E978364F A2BO7F7C 02C691A8 921A5481
A4AF07B4 BAOC9DBA D35F4566 6CB70553 DAF09A45 F2948C5A 1621E5D2 98508D49
A2EF61D3 AAF3A9DB 87F2D763 89ADOBBE 916A6CF8 1B59C426 7960013B 061AAQAS
F6870319 87A35ABA 8C1B5CF5 42976739 B8C936D3 24276E56 F59E3CFD 9B9B4A0D
2E5294AB C4470376 5D96915F 275CBC78 586D6755 F45C7592 62DCA916 CEC1A450
3FF090A9 15088CD2 13B90391 B0795263 071C7002 8CBF98F2 89788A0B 02030100
01A381C1 3081BE30 3C060355 1D1F0435 30333031 A02FA02D 862B6874 74703A2F
2F313932 2E313638 2E323534 2E323534 2F696F73 2D636163 64702E69 6F732D63
612E6372 6C303106 03551D25 042A3028 06082B06 01050507 03010608 2B060105
05070305 06082B06 01050507 03060608 2B060105 05070307 300B0603 551DOF04
04030205 A0301F06 03551D23 04183016 80140828 96B9F4AF 20755143 21D072F1
61D09D2E C8AA301D 0603551D OE041604 14C63949 4CA10DBB 2BBB6F98 BAFFOEE2
B3716CEE 3B300D06 092A8648 86F70D01 01050500 03818100 3080FEF6 9160357B
6F28ED60 428BA6CE 203706F6 F91DA273 AF6E81D3 46539E13 B4C89A9A 19E1FOBC
A631A418 C30DFC8E 0585039D EBO7D35D E719F5FE A4EE47B5 CED31B12 745C9EES8
5B6BOF17 67C3B965 (C927B379 C674933F 84E7A1F7 851A6CF0 8775B1C5 3A033D90
75965DCA 86E4A842 E2C35AC0 6BFA8144 699B1582 C094BF35

quit

certificate ca 01

3082020F 30820178 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
1B311930 17060355 04031310 696F732D 63612E63 6973636F 2E636F6D 301E170D
31333131 31353231 33353533 5A170D31 33313231 35323133 3535335A 301B3119
30170603 55040313 10696F73 2D63612E 63697363 6F2E636F 6D30819F 300D0609
2A864886 F70D0101 01050003 818D0030 81890281 81009EBB 48957C44 (C940236F
A1CDA758 AA930E8C 91390734 B8EF814D OBF7AEC9 7EC40379 7749D3C6 154F6A32
00738655 33B20207 037A9E15 3229FA72 478424FB 409F518D B13D328D E761BE08
8023B4FF F410054B 4423156D 66C99788 69AB5956 966D5E1B 4D1C1120 AO5ADO08C
FO36A134 3B2FC425 E4A2524F 36E0A129 2C8F6CEE 971D0203 010001A3 63306130
0F060355 1D130101 FF040530 030101FF 300E0603 551DOF01 01FF0404 03020186
301F0603 551D2304 18301680 14082896 B9F4AF20 75514321 D072F161 DO9D2EC8
AA301D06 03551DOE 04160414 082896B9 F4AF2075 514321D0 72F161D0 9D2EC8AA
30000609 2A864886 F70D0101 04050003 81810087 A06D354A F7423EOE 64A7C5EC
6006FBDE 914D7BFD F86ADA50 B1A00D17 OBFO6EC1 5423D514 FBEBOA76 986EB63F
F7FCE99A 81C4B112 61FD69CE A2CE750E B1B3A6F9 84E92490 8F213613 451DD9A8
3FC3406A 854B20ED 27E4DDD8 62F6DEA5 DD8B4396 1879B3E7 651CB9D1 3DD46B8B
32796963 9F6854F1 389F0060 AAOD1B8D F83E09

quit



crypto ikev2 proposal aes-cbc-256-proposal

encryption aes-cbc-256

integrity shal

group 5 2 14

!

crypto ikev2 policy policyl

match address Tocal 172.16.1.1

proposal aes-cbc-256-proposal

!

crypto ikev2 profile profilel

description IKEv2 profile

!

! router configured to use address as the remote identity. By default Tocal
identity is address

match address Tocal 172.16.1.1

match identity remote address 172.16.1.2 255.255.255.255
authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint tp_ikev2

!

I disable http-url based cert lookup

!

no crypto ikev2 http-url cert

!

crypto ipsec transform-set ESP-AES-SHA esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto map SDM_CMAP_1 1 1ipsec-isakmp

set peer 172.16.1.2

set transform-set ESP-AES-SHA

set pfs group?2

set ikev2-profile profilel

match address 103

!
interface Loopback0

ip address 172.16.2.1 255.255.255.255

!
interface GigabitEthernet0/0

ip address 172.16.1.1 255.255.255.0

dupTlex auto

speed auto

crypto map SDM_CMAP_1

!
interface GigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0

dupTlex auto

speed auto

!
ip route 192.168.0.0 255.255.255.0 172.16.1.2
ip route 192.168.254.254 255.255.255.255 192.168.1.254
|

! access list that defines crypto domains, must be mirror images on both peers.
|

access-1list 103 permit ip 172.16.2.0 0.0.0.255 192.168.0.0 0.0.0.255
!

! ntp configuration
!

ntp trusted-key 1

ntp server 192.168.254.254
!

end
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ip domain name cisco.com
1
! CA server configuration
1
crypto pki server ios-ca
database archive pkcsl2 password 7 02050D4808095E731F
issuer-name CN=ios-ca.cisco.com
grant auto
Tifetime certificate 10
Tifetime ca-certificate 30
cdp-url http://192.168.254.254/i0s-cacdp.ios-ca.crl
eku server-auth ipsec-end-system ipsec-tunnel ipsec-user
1
! this trustpoint is generated automatically when the CA server is enabled.
1
crypto pki trustpoint ios-ca
revocation-check cri
rsakeypair ios-ca
1
!
crypto pki certificate chain ios-ca
certificate ca 01
3082020F 30820178 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
1B311930 17060355 04031310 696F732D 63612E63 6973636F 2E636F6D 301E170D
31333131 31353231 33353533 5A170D31 33313231 35323133 3535335A 301B3119
30170603 55040313 10696F73 2D63612E 63697363 6F2E636F 6D30819F 300D0609
2A864886 F70D0101 01050003 818D0030 81890281 81009EBB 48957C44 (C940236F
A1CDA758 AA930E8C 91390734 B8EF814D OBF7AEC9 7EC40379 7749D3C6 154F6A32
00738655 33B20207 037A9E15 3229FA72 478424FB 409F518D B13D328D E761BE08
8023B4FF F410054B 4423156D 66C99788 69AB5956 966D5E1B 4D1C1120 AO5ADO8C
FO36A134 3B2FC425 E4A2524F 36E0A129 2C8F6CEE 971D0203 010001A3 63306130
0F060355 1D130101 FF040530 030101FF 300E0603 551DOF01 01FF0404 03020186
301F0603 551D2304 18301680 14082896 B9F4AF20 75514321 D072F161 DO9D2EC8
AA301D06 03551DOE 04160414 082896B9 F4AF2075 514321D0 72F161D0 9D2EC8AA
300D0609 2A864886 F70D0101 04050003 81810087 A06D354A F7423EOE 64A7C5EC
6006FBDE 914D7BFD F86ADA50 B1A00D17 OBFOG6EC1 5423D514 FBEBOA76 986EB63F
F7FCE99A 81C4B112 61FD69CE A2CE750E B1B3A6F9 84E92490 8F213613 451DD9A8
3FC3406A 854B20ED 27E4DDD8 62F6DEA5 DD8B4396 1879B3E7 651CB9D1 3DD46B8B
32796963 9F6854F1 389F0060 AAOD1B8D F83E09
quit
voice-card 0
1
!
interface Loopback0
ip address 192.168.254.254 255.255.255.255
1
interface GigabitEthernet0/0
ip address 192.168.0.254 255.255.255.0
dupTlex auto
speed auto
1
interface GigabitEthernet0/1
ip address 192.168.1.254 255.255.255.0
dupTlex auto

speed auto
!



! http-server needs to be enabeld for SCEP
!

ip http server

no ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 10.122.162.129

ip route 172.18.108.26 255.255.255.255 10.122.162.129
!

! ntp configuration

!

ntp trusted-key 1

ntp master 1
!

end
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* show cryptoikev2sa - 1EF7H| SA(Security Association)2| 4 EHE FE A|gFL|LC}.
* show cryptoipsec sa - 2E|'74| SA-Q-| }éI'EH% EMﬂ'L—'E".

%ﬁ O] Z2230| M= IKEv1Zt 2| PFS(Perfect Forwarding Secrecy) DH(Diffie-
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1. CFE S YU=AELICH showceryptoikev2sa EHRE{Q| &

R1l#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 172.16.1.1/500 172.16.1.2/500 none/none READY
Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:14, Auth sign: RSA,

N0 |7°'Ic> IKEv20i M 512 SAE AUTH &t RFx|e] UE 2 MM EIC}
MelL|ct. ef =35t 2 ol 2ol FEE DH A& 7| A S0t A ELICH kA
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Auth verify: RSA
Life/Active Time: 86400/53 sec
IPv6 Crypto IKEv2 SA

2. CH=2 2 UZELICH. showcryptoikev2zsa ASAL| HE:

ciscoasa/vpn(config)# show crypto ikev2 sa

IKEv2 SAs:

Session-id:138, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role
45926289 172.16.1.2/500 172.16.1.1/500 READY INITIATOR
Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:14, Auth sign: RSA,
Auth verify: RSA
Life/Active Time: 86400/4 sec
Child sa: local selector 192.168.0.0/0 - 192.168.0.255/65535
remote selector 172.16.2.0/0 - 172.16.2.255/65535
ESP spi in/out: Oxa84caabb/0xf18dce57
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1. CFS S YU=IELICH showcryptoipsecsa|i spi EFRE{Q| HE:

Rl#show crypto ipsec sa | i spi
current outbound spi: OxA84CAABB(2823596731)
spi: OxF18DCE57(4052602455)
spi: OxA84CAABB(2823596731)

2. CFZE UATLICE show cryptoipsecsa|i spi ASAL| H=:

ciscoasa/vpn(config)# show crypto ipsec sa | i spi
current outbound spi: F18DCE57
current inbound spi : A84CAABB
spi: OxA84CAABB (2823596731)
spi: OxF18DCE57 (4052602455)
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Rl#show crypto ipsec sa | i pkts
#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21
#pkts decaps: 30, #pkts decrypt: 30, #pkts verify: 30
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0

2. CF=2 2 UZELICH. show cryptoipsecsa|i pkts ASAL| HE:

ciscoasa/vpn(config)# show crypto ipsec sa | i pkts
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp
failed: 0
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N oz : Debug B CHSt S5t HEE HAS T ASFAAIR. debug BHES AHSEFLICH.
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* debug cryptoikev2 protocol

* debug cryptoikev2 platform
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* debugcryptoca
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* debugcryptoikev2


https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

* debugcryptoikev2error
* debugcryptoikev2internal

RIEM 252 28 2t E ClHZ 2 Ch3 Tt

* debug cry pki validation
* debug cry pki transaction

* debug cry pki messages
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