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Cisco CLI Analyzer(S§E 1240t siE)= £ show BHEE X[ HELICH.show BEH

EMg E74M Cisco CLI AnalyzerE A ErLICH.

debug BEE A8 St7| Mol ClHT B0l CHet S 2 HEE HEsHAAIL.

E&EZX|

EFRE1(R1) & 2FRE2(R2)= FZWMof HMASHZ| 8K VTI(Virtual Tunnel
Interface)(GRE[Generic Routing Encapsulation]) Q/E{H O|AE AF & LICHSHE VTIE
IPSec(Internet Protocol Security)oll 2|51 2% & L|C}.

loD: 192.168.100.1/24
EQ/0: 192.168.0.1/24 ECQ/D: 192.168.0.2/24

Tun0: 10.0.0.1/24 Tun(: 10.0.0.2/24
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R1 U E<S3 % VPN

R1 U ER3 & VPNO CHEF ZAI|1go|M ChEoF Z4&LC.

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco
1

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp profile profilel

keyring keyringl

match identity address 192.168.0.102 255.255.255.255 !non existing host
crypto isakmp profile profile2

keyring keyring2

match identity address 192.168.0.2 255.255.255.255 !R2
1

crypto ipsec transform-set TS esp-aes esp-sha256-hmac
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lo0: 192.168.200.1/24
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mode tunnel

!
crypto ipsec profile profilel

set transform-set TS

set isakmp-profile profile2

1

interface Loopback0

description Simulate LAN

ip address 192.168.100.1 255.255.255.0
!

interface Tunnell

ip address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
1

interface Ethernet0/0

ip address 192.168.0.1 255.255.255.

ip route 192.168.200.0 255.255.255.0 10.0.0.2

R2 HE{{3 % VPN

R2 U E23 & VPNO CHE ZAI|ago|Me ChEoF & LCh.

crypto keyring keyringl

pre-shared-key address 192.168.0.1 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.1 key cisco
1

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp profile profilel
keyring keyringl
match identity address 192.168.0.1 255.255.255.255 !R1
crypto isakmp profile profile2
keyring keyring2
match identity address 192.168.0.100 255.255.255.255 !non existing host
1
crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel
!
crypto ipsec profile profilel
set transform-set TS
set isakmp-profile profilel
1
interface Loopback0
ip address 192.168.200.1 255.255.255.0
!
interface Tunnell
ip address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profilel
1
interface Ethernet0/0
ip address 192.168.0.2 255.255.255.0



ip route 192.168.100.0 255.255.255.0 10.0.0.1
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IKEv1(Internet Key Exchange Version 1)0{|= 7| A4S @8 A 3R] 7|7t 2EFLICH 0] 7|&=
MM5(Main Mode packet 5) & & IKEv1 T{Z/Q| f & OHE/°*§_§F | A+ ElLICt 7| = DH(Diffie-
Hellman) 714 &AM S 7|0l A mHA4E L|CH MM3(responder) E MM4(FHAIRHE I8 &
MM B3] 7|18 20lsok MM5/MMEOIM AL ElE 7|8 Hlatet 4= QlaLch,
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R1# debug crypto isakmp
R1# debug crypto ipsec
R1# debug crypto isakmp aaa

2. R12 E{'d8 A|&tstm A xf|otat 74 MM1 THZ 2 MEstH SEH o2 MM2E £ A L|CH
3 ch 2 MM32 &g,

Rl#ping 192.168.200.1 source 1lo0 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

*Jun 19 10:04:24.826: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 192.168.0.1:500, remote= 192.168.0.2:500,
local_proxy= 192.168.0.1/255.255.255.255/47/0,
remote_proxy= 192.168.0.2/255.255.255.255/47/0,
protocol= ESP, transform= esp-aes esp-sha256-hmac (Tunnel),
lifedur= 3600s and 4608000kb,



spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Jun 19 10:04:24.826: ISAKMP: (0): SA request profile is profile2
*Jun 19 10:04:24.826: ISAKMP: Found a peer struct for 192.168.0.2, peer
port 500
*Jun 19 10:04:24.826: ISAKMP: Locking peer struct 0xF483A970, refcount 1
for isakmp_initiator
*Jun 19 10:04:24.826: ISAKMP: local port 500, remote port 500
*Jun 19 10:04:24.826: ISAKMP: set new node 0 to QM_IDLE
*Jun 19 10:04:24.826: ISAKMP: (0):insert sa successfully sa = F474C2E8
*Jun 19 10:04:24.826: ISAKMP: (0):Can not start Aggressive mode, trying
Main mode.
*Jun 19 10:04:24.826: ISAKMP: (0) :Found ADDRESS key in keyring keyring?2
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-rfc3947 ID
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-07 ID
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-03 ID
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-02 ID
*Jun 19 10:04:24.826: ISAKMP: (0) :Input = IKE_MESG_FROM_IPSEC,
IKE_SA_REQ_ MM
*Jun 19 10:04:24.826: ISAKMP: (0):01d State = IKE_READY New State =
IKE I MM1
*Jun 19 10:04:24.826: ISAKMP: (0): beginning Main Mode exchange
*Jun 19 10:04:24.826: ISAKMP: (0): sending packet to 192.168.0.2 my_port
500 peer_port 500 (I) MM_NO_STATE
*Jun 19 10:04:24.826: ISAKMP: (0):Sending an IKE IPv4 Packet.
*Jun 19 10:04:24.827: ISAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 Global (I) MM _NO_STATE
*Jun 19 10:04:24.827: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jun 19 10:04:24.827: ISAKMP: (0):01d State = IKE_I_MM1 New State =
IKE I MM2
*Jun 19 10:04:24.827: ISAKMP: (0): processing SA payload. message ID = 0
*Jun 19 10:04:24.827: ISAKMP: (0): processing vendor id payload
*Jun 19 10:04:24.827: ISAKMP: (0): vendor ID seems Unity/DPD but major 69
mismatch
*Jun 19 10:04:24.827: ISAKMP (0): vendor ID is NAT-T RFC 3947
*Jun 19 10:04:24.827: ISAKMP: (0) :Found ADDRESS key in keyring keyring2
*Jun 19 10:04:24.827: ISAKMP: (0): local preshared key found
*Jun 19 10:04:24.827: ISAKMP Looking for xauth in profile profile2
*Jun 19 10:04:24.827: ISAKMP: (0):Checking ISAKMP transform 1 against
priority 10 policy
*Jun 19 10:04:24.827: ISAKMP: encryption 3DES-CBC
*Jun 19 10:04:24.827: ISAKMP: hash MD5
*Jun 19 10:04:24.827: ISAKMP: default group 2
*Jun 19 10:04:24.827: ISAKMP: auth pre-share
*Jun 19 10:04:24.827: ISAKMP: life type in seconds
*Jun 19 10:04:24.827: ISAKMP: life duration (VPI) of 0x0 0x1 0x51 0x80
*Jun 19 10:04:24.827: ISAKMP: (0):atts are acceptable. Next payload is 0
*Jun 19 10:04:24.827: ISAKMP: (0) :Acceptable atts:actual life: 0
*Jun 19 10:04:24.827: ISAKMP: (0) :Acceptable atts:1life: 0
*Jun 19 10:04:24.827: ISAKMP: (0):Fill atts in sa vpi_length:4
*Jun 19 10:04:24.827: ISAKMP: (0):Fill atts in sa life_in_seconds:86400
*Jun 19 10:04:24.827: ISAKMP: (0) :Returning Actual lifetime: 86400
*Jun 19 10:04:24.827: ISAKMP: (0)::Started lifetime timer: 86400.
*Jun 19 10:04:24.827: ISAKMP: (0): processing vendor id payload
*Jun 19 10:04:24.827: ISAKMP: (0): vendor ID seems Unity/DPD but major 69
mismatch
*Jun 19 10:04:24.827: ISAKMP (0): vendor ID is NAT-T RFC 3947
*Jun 19 10:04:24.827: ISAKMP: (0) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE
*Jun 19 10:04:24.827: ISAKMP: (0):01d State = IKE_I_MM2 New State =

IKE_I_MM2



*Jun 19 10:04:24.828: ISAKMP: (0): sending packet to 192.168.0.2 my_port
500 peer_port 500 (I) MM_SA_SETUP
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*Jun 19 10:04:24.828: ISAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 Global (R) MM_SA_SETUP

*Jun 19 10:04:24.828: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM EXCH
*Jun 19 10:04:24.828: ISAKMP: (0):01d State = IKE_R_MM2 New State =
IKE_R_MM3

*Jun 19 10:04:24.828: ISAKMP: (0): processing KE payload. message ID = 0
*Jun 19 10:04:24.831: ISAKMP: (0): processing NONCE payload. message ID = 0
*Jun 19 10:04:24.831: ISAKMP: (0):found peer pre-shared key matching
192.168.0.1

192.168.0.12] 7|7+ & M| & o|El F|(keyring1)0l| M B 74 E|RA& LICH.

.3 ChE R2E MM4 THZ!2 DH 7|4kt keyring12| 'cisco' 7|2 &H|EHLIC

*Jun 19 10:04:24.831: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.831: ISAKMP: (1011): vendor ID is DPD

*Jun 19 10:04:24.831: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.831: ISAKMP: (1011): speaking to another IOS box!

*Jun 19 10:04:24.831: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.831: ISAKMP: (1011): vendor ID seems Unity/DPD but major

32 mismatch

*Jun 19 10:04:24.831: ISAKMP: (1011): vendor ID is XAUTH

*Jun 19 10:04:24.831: ISAKMP:received payload type 20

*Jun 19 10:04:24.831: ISAKMP (1011): His hash no match - this node
outside NAT

*Jun 19 10:04:24.831: ISAKMP:received payload type 20

*Jun 19 10:04:24.831: ISAKMP (1011): No NAT Found for self or peer
*Jun 19 10:04:24.831: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jun 19 10:04:24.831: ISAKMP: (1011):01d State = IKE_R_MM3 New State =
IKE_R_MM3

*Jun 19 10:04:24.831: ISAKMP: (1011): sending packet to 192.168.0.1 my_ port
500 peer_port 500 (R) MM_KEY_EXCH
*Jun 19 10:04:24.831: ISAKMP: (1011) :Sending an IKE IPv4 Packet.

.R10| MM4 & #2415t IKEID7t = MM5 THZ! 3} O[T F|(keyring20i| M)l A MBS S HIE
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*Jun 19 10:04:24.831: ISAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 Global (I) MM_SA_SETUP

*Jun 19 10:04:24.831: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM EXCH
*Jun 19 10:04:24.831: ISAKMP: (0):01d State = IKE_I_MM3 New State =



IKE_I_MM4

*Jun 19 10:04:24.831: ISAKMP:
*Jun 19 10:04:24.837: ISAKMP:
*Jun 19 10:04:24.837: ISAKMP:
*Jun 19 10:04:24.837: ISAKMP: (1011): processing vendor id payload

(0) : processing KE payload. message ID = 0

(

(

(
*Jun 19 10:04:24.837: ISAKMP: (1011

(

(

(

(

0
0) : processing NONCE payload. message ID = 0
0) :Found ADDRESS key in keyring keyring2

vendor ID is Unity

)
*Jun 19 10:04:24.837: ISAKMP: (1011): processing vendor id payload
*Jun 19 10:04:24.837: ISAKMP: (1011): vendor ID is DPD
*Jun 19 10:04:24.837: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.837: ISAKMP: (1011): speaking to another IOS box!

*Jun 19 10:04:24.837: ISAKMP:received payload type 20

*Jun 19 10:04:24.838: ISAKMP (1011): His hash no match - this node
outside NAT

*Jun 19 10:04:24.838: ISAKMP:received payload type 20

*Jun 19 10:04:24.838: ISAKMP (1011): No NAT Found for self or peer
*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MATIN_MODE

*Jun 19 10:04:24.838: ISAKMP: (1011):01d State = IKE_I_MM4 New State =
IKE_ I _MM4

*Jun 19 10:04:24.838: ISAKMP: (1011):Send initial contact
*Jun 19 10:04:24.838: ISAKMP: (1011):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10:04:24.838: ISAKMP (1011): ID payload
next-payload : 8

type 1

address : 192.168.0.1
protocol . 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP: (1011):Total payload length: 12
*Jun 19 10:04:24.838: ISAKMP: (1011): sending packet to 192.168.0.2 my_ port
500 peer_port 500 (I) MM_KEY_EXCH

.192.168.0.12| IKEIDE Z&5t= MM5 THZ! 0| R20{ A = 4IEILICE O] Ao M R2i= o
ISAKMP Z 2 Zof|M EZ{EE "t IF sl of 5t=X| & & LICH match identity
addresscommand).

*Jun 19 10:04:24.838: ISAKMP (1011): received packet from 192.168.0.1 dport
500 sport 500 Global (R) MM_KEY_EXCH

*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_FROM_PEER, IKE_MM_ EXCH
*Jun 19 10:04:24.838: ISAKMP:(1011):01d State = IKE_R_MM4 New State =
IKE_R_MM5

*Jun 19 10:04:24.838: ISAKMP: (1011): processing ID payload. message ID = 0
*Jun 19 10:04:24.838: ISAKMP (1011): ID payload
next-payload : 8

type 1

address : 192.168.0.1
protocol 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP:
*Jun 19 10:04:24.838: ISAKMP:
*Jun 19 10:04:24.838: ISAKMP:
*Jun 19 10:04:24.838: ISAKMP:
protocol 1
spi 0, message ID = 0, sa = 0xF46295E8
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA authentication status:
authenticated
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA has been authenticated with

0) : : peer matches profilel profile

1011) :Found ADDRESS key in keyring keyringl
1011) : processing HASH payload. message ID = 0
1011) : processing NOTIFY INITIAL_CONTACT



192.168.0.1
*Jun 19 10:04:24.838: ISAKMP: (1011):SA authentication status:
authenticated
. O|M| R2= MM4 THZ!o| CHal WF Ao 2 MEHEl F7|~2I0| F4X MEHE ISAKMP = 21} 2lof| CH
sl TAE 7|20 SUBHK| &QIEL|C} keyring1 2 ?’_'ULIJE{IOI o A ey %*50|':'§ ol
of MEAE|RIoH X|Z MEHELICHZAS 0| H320[H MM6 THZE MEE = U&LIC.

*Jun 19 10:04:24.838: ISAKMP: (1011):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10:04:24.838: ISAKMP (1011): ID payload

next-payload : 8

type 1

address : 192.168.0.2
protocol 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP: (1011):Total payload length: 12

*Jun 19 10:04:24.838: ISAKMP: (1011): sending packet to 192.168.0.1
my_port 500 peer_port 500 (R) MM_KEY_EXCH

*Jun 19 10:04:24.838: ISAKMP: (1011) :Sending an IKE IPv4 Packet.

*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jun 19 10:04:24.838: ISAKMP: (1011):01d State = IKE_R_MM5 New State =
IKE_Pl COMPLETE

.R12 MM62 F=4I5tH 33 Hml miZlo M {22 F|=2lof CHEt &folg s e EHe T
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*Jun 19 10:04:24.838: ISAKMP
dport 500 sport 500 Global (I
*Jun 19 10:04:24.838: ISAKMP:
*Jun 19 10:04:24.838: ISAKMP
next-payload : 8

1011) : received packet from 192.168.0.2
MM_KEY_EXCH
1011) : processing ID payload. message ID = 0

(
)
(
(1011): ID payload

type : 1

address : 192.168.0.2
protocol : 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP: (1011): processing HASH payload. message ID = 0
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA authentication status:

authenticated
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA has been authenticated with
192.168.0.2

*Jun 19 10:04:24.838: ISAKMP AAA: Accounting is not enabled

*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

*Jun 19 10:04:24.839: ISAKMP: (1011):01d State = IKE_I_MM5 New State =
IKE_I_MM6

*Jun 19 10:04:24.839: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jun 19 10:04:24.839: ISAKMP: (1011):01d State = IKE_I_MM6 New State =
IKE_I_MM6

*Jun 19 10:04:24.843: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jun 19 10:04:24.843: ISAKMP: (1011):01d State = IKE_I_MM6 New State
IKE_Pl_COMPLETE



*Jun 19 10:04:24.843: ISAKMP: (1011) :beginning Quick Mode exchange, M-ID
of 2816227709

9. 2Bt A7 He Mo 2 ARE|D MF Mo 2 2R EIU&LICH
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1. R2= E{'d& A|ZtgfLCt.

R2#ping 192.168.100.1 source 1lo0 repeat 1

2. R2E InitiatorO| 22 ISAKMP Z2Z 2 7|21 & £ Q& LICtkeyring12] AFX 28 7|= DH
Albtoll A £l MM30IM S ELICH R2E MM2E =4I5tH siiE 718 78t 2 MM32
#Hlstn A&LICH

*Jun 19 12:28:44.256: ISAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 Global (I) MM_NO_STATE

*Jun 19 12:28:44.256: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jun 19 12:28:44.256: ISAKMP: (0):01d State = IKE_I_MM1 New State =
IKE_I_MM2

*Jun 19 12:28:44.256: ISAKMP: (0): processing SA payload. message ID = 0
*Jun 19 12:28:44.256: ISAKMP: (0): processing vendor id payload

*Jun 19 12:28:44.256: ISAKMP: (0): vendor ID seems Unity/DPD but major
69 mismatch

*Jun 19 12:28:44.256: ISAKMP (0): vendor ID is NAT-T RFC 3947

*Jun 19 12:28:44.256: ISAKMP: (0) :Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.256: ISAKMP: (0): local preshared key found

*Jun 19 12:28:44.256: ISAKMP : Looking for xauth in profile profilel
*Jun 19 12:28:44.256: ISAKMP: (0) :Checking ISAKMP transform 1 against
priority 10 policy

*Jun 19 12:28:44.256: ISAKMP: encryption 3DES-CBC

*Jun 19 12:28:44.256: ISAKMP: hash MD5

*Jun 19 12:28:44.256: ISAKMP: default group 2

*Jun 19 12:28:44.256: ISAKMP: auth pre-share

*Jun 19 12:28:44.256: ISAKMP: life type in seconds

*Jun 19 12:28:44.256: ISAKMP: life duration (VPI) of 0x0 0x1
0x51 0x80

*Jun 19 12:28:44.256: ISAKMP:
*Jun 19 12:28:44.256: ISAKMP:
*Jun 19 12:28:44.257: ISAKMP:
*Jun 19 12:28:44.257: ISAKMP:
*Jun 19 12:28:44.257: ISAKMP:
*Jun 19 12:28:44.257: ISAKMP:
*Jun 19 12:28:44.257: ISAKMP:

:atts are acceptable. Next payload is 0
:Acceptable atts:actual life: 0
:Acceptable atts:1ife: 0

:Fill atts in sa vpi_length:4

:Fill atts in sa life_in_ seconds:86400
:Returning Actual lifetime: 86400
::Started lifetime timer: 86400.

O O O O O O O

*Jun 19 12:28:44.257: ISAKMP: (0): processing vendor id payload

*Jun 19 12:28:44.257: ISAKMP: (0): vendor ID seems Unity/DPD but major
69 mismatch

*Jun 19 12:28:44.257: ISAKMP (0): vendor ID is NAT-T RFC 3947

*Jun 19 12:28:44.257: ISAKMP: (0) : Input = IKE_MESG_INTERNAL,



IKE_PROCESS_MAIN_MODE
*Jun 19 12:28:44.257: ISAKMP: (0):01d State = IKE_I_MM2 New State =
IKE_I_MM2

*Jun 19 12:28:44.257: ISAKMP: (0): sending packet to 192.168.0.1 my_ port
500 peer_port 500 (I) MM_SA_SETUP

. R12 R20{AM MM3E £ AIEILICE O] EtAH[0AM R12 0{iH ISAKMP Z 2 IS AFE3loF &
aAX| 2522 o F|2IE AIS&loF & x| & £ aﬁgucr [OEIM R12 M 20| 3 Hmy
7121 keyring12 AL & LICH R12 DH Hl4tol| AFM S 7 7|8 Ar& st MM4E ™S EHLICH

*Jun 19 12:28:44.263: ISAKMP: (0) :found peer pre-shared key matching
192.168.0.2

*Jun 19 12:28:44.263: ISAKMP: (1012): processing vendor id payload

*Jun 19 12:28:44.263: ISAKMP: (1012): vendor ID is DPD

*Jun 19 12:28:44.263: ISAKMP: (1012): processing vendor id payload

*Jun 19 12:28:44.263: ISAKMP: (1012): speaking to another IOS box!

*Jun 19 12:28:44.263: ISAKMP: (1012): processing vendor id payload

*Jun 19 12:28:44.263: ISAKMP: (1012): vendor ID seems Unity/DPD but major

151 mismatch

*Jun 19 12:28:44.263: ISAKMP: (1012): vendor ID is XAUTH

*Jun 19 12:28:44.263: ISAKMP:received payload type 20

*Jun 19 12:28:44.263: ISAKMP (1012): His hash no match - this node
outside NAT

*Jun 19 12:28:44.263: ISAKMP:received payload type 20

*Jun 19 12:28:44.263: ISAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.263: ISAKMP: (1012) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jun 19 12:28:44.263: ISAKMP: (1012):01d State = IKE_R_MM3 New State =
IKE R_MM3

*Jun 19 12:28:44.263: ISAKMP: (1012): sending packet to 192.168.0.2 my_ port
500 peer_port 500 (R) MM_KEY_EXC

.R2&= R10{IM MM4E =215 11 keyring10| A At B3R 7|& AL&3t0{ DHE 7|45t MM5
mjZ!1} IKEIDE &H|&LCt

*Jun 19 12:28:44.269: ISAKMP:
*Jun 19 12:28:44.269: ISAKMP: (1012): processing vendor id payload
*Jun 19 12:28:44.269: ISAKMP: (1012

(0) :Found ADDRESS key in keyring keyringl

(

(
*Jun 19 12:28:44.269: ISAKMP: (1012

(

(

(

vendor ID is Unity

processing vendor id payload
*Jun 19 12:28:44.269: ISAKMP: (1012 vendor ID is DPD

*Jun 19 12:28:44.269: ISAKMP: (1012 processing vendor id payload
*Jun 19 12:28:44.269: ISAKMP: (1012): speaking to another IOS box!
*Jun 19 12:28:44.269: ISAKMP:received payload type 20

*Jun 19 12:28:44.269: ISAKMP (1012): His hash no match - this node
outside NAT

*Jun 19 12:28:44.269: ISAKMP:received payload type 20

*Jun 19 12:28:44.269: ISAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.269: ISAKMP: (1012) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MATIN_MODE

*Jun 19 12:28:44.269: ISAKMP: (1012):01d State = IKE_I_MM4 New State =
IKE_I_MM4

)
) :
) :
)

*Jun 19 12:28:44.270: ISAKMP: (1012):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 12:28:44.270: ISAKMP (1012): ID payload

next-payload : 8

type 1
address : 192.168.0.2
protocol : 17

port : 500



length : 12
*Jun 19 12:28:44.270: ISAKMP: (1012) :Total payload length: 12
*Jun 19 12:28:44.270: ISAKMP: (1012): sending packet to 192.168.0.1
my_port 500 peer_port 500 (I) MM_KEY_EXCH

5. R12 R101A MM58 4= AlEFLICH IKEID7}F 192.168.00|2 2 profile27} MEHE|Qi LICH
keyring27} profile20l| A EEIRA2 2 2 keyring27+ ME4EILICH 0|0 = MM404| A DH 7| &t
ofl CH3H R10| keyring12! & X Hml 7|22 MEIRIGLICH H|YHE 7 HEs| SLstH
ot 7|2of Cist A& 0| Mgt ol MZ o2 7|3 24X 0|7| = I LICH.

*Jun 19 12:28:44.270: ISAKMP (1012): received packet from 192.168.0.2
dport 500 sport 500 Global (R) MM_KEY_ EXCH

*Jun 19 12:28:44.270: ISAKMP: (1012) :Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

*Jun 19 12:28:44.270: ISAKMP: (1012):01d State = IKE_R MM4 New State =
IKE_R_MM5

*Jun 19 12:28:44.270: ISAKMP: (1012): processing ID payload. message ID = 0
*Jun 19 12:28:44.270: ISAKMP (1012): ID payload
next-payload : 8

type 1
address : 192.168.0.2
protocol . 17
port : 500
length : 12
*Jun 19 12:28:44.270: ISAKMP: (0):: peer matches profile2 profile

*Jun 19 12:28:44.270: ISAKMP: (1012) :Found ADDRESS key in keyring keyring2
*Jun 19 12:28:44.270: ISAKMP: (1012) :Key not found in keyrings of profile ,
aborting exchange

*Jun 19 12:28:44.270: ISAKMP (1012): FSM action returned error: 2

CHE A 3% 710l CHEF CIHE
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*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM_KEY_EXCH

*Jul 16 20:21:25.317: ISAKMP: reserved not zero on ID payload!

*Jul 16 20:21:25.317: %CRYPTO-4-IKMP BAD MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed
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crypto keyring keyringl

pre-shared-key address 192.168.0.0 255.255.255.0 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel

crypto ipsec profile profilel
set transform-set TS

interface Tunnell

ip address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

O| IKE ZHAIRFZF MM1E2 T™&ste{n 5t 7+HE A& el 7|22 MEfghL|Ct

*Oct 7 08:13:58.413: ISAKMP: Locking peer struct 0xF4803B88, refcount 1 for
isakmp_initiator

*Oct 7 08:13:58.413: ISAKMP: (0):Can not start Aggressive mode, trying Main mode.
*Oct 7 08:13:58.413: ISAKMP: (0):key for 192.168.0.2 not available in default
*Oct 7 08:13:58.413: ISAKMP: (0):key for 192.168.0.2 found in keyringl

*Oct 7 08:13:58.413: ISAKMP: (0):ISAKMP: Selecting 192.168.0.0,255.255.255.0

as key

*Oct 7 08:13:58.413: ISAKMP: (0):key for 192.168.0.2 found in keyring2

*Oct 7 08:13:58.413: ISAKMP: (0):ISAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

*Oct 7 08:13:58.413: ISAKMP: (0) :found peer pre-shared key matching 192.168.0.2

Z7|RHE MME =AIE [ HE IKE Z200| glen2 T2 nilol TE K| ol 43™
ol oz 2 HE 2EQW)Z 2 ZEL|CH

Oct 7 08:13:58.428: ISAKMP: (0):: peer matches *none* of the profiles
*Oct 7 08:13:58.428: ISAKMP: (1005): processing HASH payload. message ID = 0
*Oct 7 08:13:58.428: ISAKMP: (1005):SA authentication status:

authenticated
*Oct 7 08:13:58.432: ISAKMP: (1005) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

IKE Responder?| 7| M8 =X -CI& IP F£&



7| M= Al 2X7t
Ct.

0lo

H7lol A&LICEZIZOICHE IP FAE A8cte B2 M =X= ZHEE L

IKE SEfXFoi| 7| C}

il

Zm|agoladol RUct ZHEELICH

crypto keyring keyringl

pre-shared-key address 192.168.0.0 255.255.0.0 key cisco

crypto keyring keyring?2

pre-shared-key address 192.168.0.2 key cisco2

Ol SEXA= IP TATF192.168.0.29! IKE JHAIXIZRE{ MM1 THZ S gto ™ AHu|ap|o|Mol A
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ClH2 7t MEdS =helgtL(ct.

Rl#debug crypto isakmp detail
Crypto ISAKMP internals debugging is on

*Oct 2 11:57:13.301: ISAKMP: (0):key for 192.168.0.2 not available in default
*Oct 2 11:57:13.301: ISAKMP: (0) :key for 192.168.0.2 found in keyringl

*Oct 2 11:57:13.301: ISAKMP: (0):ISAKMP: Selecting 192.168.0.0,255.255.255.0
as key

*Oct 2 11:57:13.301: ISAKMP: (0) :key for 192.168.0.2 found in keyring2

*Oct 2 11:57:13.301: ISAKMP: (0):ISAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

IKE Responder0il M 7| M8 &=A - S8 IP T4
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crypto keyring keyringl
pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring?2
pre-shared-key address 192.168.0.2 key cisco

Ol ZAI|aHO|M2 ST &= QoM X|HEIX| A E&LICHSUSH IP FAH CHEH 5 7He] 7|82 +4
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MY 24 7| xI™
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crypto keyring keyringl
pre-shared-key address 192.168.0.0 255.255.0.0 key cisco



crypto keyring keyring?2
pre-shared-key address 192.168.0.2 key cisco2
crypto isakmp key cisco3 address 0.0.0.0

ISAKMP 7|7} Z41| 22| of440i| M Ot x|2f Z|O|X|8F IKE SE Aol M & 2w 7|2 & 2|ELICH.

Rl#show crypto isakmp key

Keyring Hostname/Address Preshared Key
default 0.0.0.0 [0.0.0.0] cisco3
keyringl 192.168.0.0 [255.255.0.0] cisco
keyring2 192.168.0.2 cisco2
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crypto isakmp profile profilel

keyring keyring

match identity address 192.168.0.0 255.255.255.0
crypto isakmp profile profile2

keyring keyring

match identity address 192.168.0.2 255.255.255.255

crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel

crypto ipsec profile profilel
set transform-set TS

interface Tunnell

ip address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

0| O|L|AloflO|E{7F MM1 THZ! S 192.168.0.201 &5l st 7H& & ={Ql
L|Ct.

|

2mo| Mg

*Oct 7 07:53:46.474: ISAKMP: (0): SA request profile is profile2
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crypto isakmp profile profilel



keyring keyring

match identity address 192.168.0.0 255.255.255.0
crypto isakmp profile profile2

keyring keyring

match identity address 192.168.0.1 255.255.255.255

192.168.0.10{| M 12 E o™ profile27t ME4EL|CE

TAHE ZZaelo| A)\‘IE Q35 X| et & LICHshow running-config B2 MZ T MHE 24t =2 &
g S59| Tl eixIFFLIc
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HRE ZE2OUS MERX|EE MEfE 7|71 SHIEH Q1B 0| 2HIE A R ELCH

*Oct 7 06:46:39.893: ISAKMP: (1003): processing ID payload. message ID = 0
*Oct 7 06:46:39.893: ISAKMP (1003): ID payload
next-payload : 8

type 1
address : 192.168.0.1
protocol 17
port : 500
length : 12
*Oct 7 06:46:39.893: ISAKMP: (0):: peer matches profile2 profile
*Oct 7 06:46:39.893: ISAKMP: (0):key for 192.168.0.1 not available in default
*Oct 7 06:46:39.893: ISAKMP: (0):key for 192.168.0.1 found in keyring
*Oct 7 06:46:39.893: ISAKMP: (0):ISAKMP: Selecting 192.168.0.1,255.255.255.255

as final key

*Oct 7 06:46:39.893: ISAKMP: (1003):SA authentication status:

authenticated
*Oct 7 06:46:39.893: ISAKMP: (1003):SA has been authenticated with 192.168.0.1
*Oct 7 06:46:39.893: ISAKMP: (1003):SA authentication status:

authenticated

*Oct 7 06:46:39.893: ISAKMP: (1003):01d State = IKE_R MM5 New State =
IKE_Pl_COMPLETE

SERHE QM Aot £ 415t £=2F5HH IPSec SPI(Security Parameter Indexes)E 4435t24d Al
CELICt ol iAo HeEt M2 ?la Y8 ClH7F M HEIA& L.

*Oct 7 06:46:39.898: ISAKMP: (1003) :Checking IPSec proposal 1
*Oct 7 06:46:39.898: ISAKMP: (1003) :atts are acceptable.
*Oct 7 06:46:39.898: IPSEC(validate_proposal_request): proposal part #1

0| AIH0flAM responder7t Alist T SHE ISAKMP ZZ21lo| Ux|5HX| ot S E gL

(key eng. msg.) INBOUND local= 192.168.0.2:0, remote= 192.168.0.1:0,
local_proxy= 192.168.0.2/255.255.255.255/47/0,
remote_proxy= 192.168.0.1/255.255.255.255/47/0,
protocol= ESP, transform= NONE (Tunnel) ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Oct 7 06:46:39.898: map_db_check_isakmp_profile profile did not match
*Oct 7 06:46:39.898: Crypto mapdb : proxy_match

src addr : 192.168.0.2
dst addr : 192.168.0.1
protocol : 47
src port : 0
dst port : 0

*Oct 7 06:46:39.898: map_db_check_isakmp_profile profile did not match



*Oct 7 06:46:39.898: Crypto mapdb : proxy match

src addr : 192.168.0.2
dst addr : 192.168.0.1
protocol . 47
src port : 0
dst port : 0

*Oct 7 06:46:39.898: map_db_check_ isakmp_ profile profile did not match
*Oct 7 06:46:39.898: map_db_find_best did not find matching map

*Oct 7 06:46:39.898: IPSEC (ipsec_process_proposal): proxy identities not
supported

*Oct 7 06:46:39.898: ISAKMP: (1003): IPSec policy invalidated proposal with
error 32

*Oct 7 06:46:39.898: ISAKMP: (1003): phase 2 SA policy not acceptable!
(local 192.168.0.2 remote 192.168.0.1)

*Oct 7 06:46:39.898: ISAKMP: set new node 1993778370 to QM_IDLE

R2#

*Oct 7 06:46:39.898: ISAKMP: (1003) :Sending NOTIFY PROPOSAL_NOT_ CHOSEN
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. Certificate to ISAKMP Profile Mapping 4|44 for IPsec VPNs Configuration Guide, Cisco 10S
Release 15M&T
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