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radius server RADSRV
address ipv4 10.10.20.30 auth-port 1812 acct-port 1813
key ciscol23

aaa group server radius RADSRV
server name RADSRV

aaa authorization network SUDI group RADSRV

crypto pki server CA

! will grant certificate for requests signed by SUDI certificate automatically
grant auto trustpoint SUDI

issuer-name CN=ca.example.com

hash sha256

lifetime ca-certificate 7200

lifetime certificate 3600

crypto pki trustpoint CA
rsakeypair CA 2048

crypto pki trustpoint SUDI

! Need to import the SUDI CA certificate manually, for example with "crypto pki import" command
enrollment terminal

revocation-check none

! Authorize with Radius server

authorization list SUDI

! SN extracted from cert will be used as username in access-request

authorization username subjectname serialnumber

ICLIENT

crypto pki trustpoint FLEX

enrollment profile PROF

! Serial-number, fgdn and ip-address fields need to be defined, otherwise the interactive prompt
will prevent the process from starting automatically

serial-number none

fgdn none

ip-address none

! Password needs to be specified to automate the process. However, it will not be used by CA
server

password 7 110A1016141D5A5E57

subject-name CN=spoke.example.com

revocation-check none

rsakeypair FLEX 2048

auto-enroll 85 crypto pki profile enrollment PROF ! CA server address enrollment url
http://192.0.2.1 enrollment credential CISCO_IDEVID_SUDI ! By pre-importing CA cert you will
avoid “crypto pki authenticate” step. If auto-enroll is configured, enrollment will also start
automatically crypto pki certificate chain FLEX certificate ca 01 30820354 3082023C A0030201
02020101 300D0609 2A864886 F70D0101 04050030 3B310E30 0C060355 040A1305 43697363 6F310C30
0A060355 040B1303 54414331 ----- output truncated ---- quit

RADIUS server:

The Radius needs to return Access-Accept with the following Cisco AV Pair to enable certificate
enrollment:

pki:cert-application=all
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crypto pki server CATEST
issuer-name CN=CATEST.example.com,OQU=TAC,O0=Cisco
! will grant the requests coming from RA automatically
grant ra-auto
crypto pki trustpoint CATEST
revocation-check crl
rsakeypair CATEST 2048

IRA server

radius server RADSRV

address ipv4 10.10.20.30 auth-port 1812 acct-port 1813
key ciscol23

aaa group server radius RADSRV
server name RADSRV

aaa authorization network SUDI group RADSRV

crypto pki server RA
no database archive
! will forward certificate requests signed by SUDI certificate automatically
grant auto trustpoint SUDI
mode ra

crypto pki trustpoint RA
! CA server address
enrollment url http://10.10.10.10
serial-number none
ip-address none
subject-name CN=ral.example.com, OU=ioscs RA, QU=TAC, O=Cisco
revocation-check crl
rsakeypair RA 2048

crypto pki trustpoint SUDI

! Need to import the SUDI CA certificate manually, for example with "crypto pki import"
command

enrollment terminal

revocation-check none

! Authorize with Radius server

authorization list SUDI

! SN extracted from cert will be used as username in access-request
authorization username subjectname serialnumber

ICLIENT

crypto pki trustpoint FLEX

enrollment profile PROF

! Serial-number, fgdn and ip-address fields need to be defined, otherwise the interactive
prompt will prevent the process from starting automatically

serial-number none

fgdn none

ip-address none

! Password needs to be specified to automate the process. However, it will not be used by CA

server
password 7 110A1016141D5A5E57
subject-name CN=spoke.example.com
revocation-check none



rsakeypair FLEX 2048
auto-enroll 85

crypto pki profile enrollment PROF
! RA server address
enrollment url http://192.0.2.1
enrollment credential CISCO_IDEVID_SUDI

| By pre-importing CA cert you will avoid “crypto pki authenticate” step. If auto-enroll is
configured, enrollment will also start automatically
crypto pki certificate chain FLEX
certificate ca 01
30820354 3082023C A0030201 02020101 300D0609 2A864886 F70D0101 04050030
3B310E30 0C060355 040A1305 43697363 6F310C30 0A060355 040B1303 54414331
————— output truncated ----

RADIUS server:

The Radius needs to return Access-Accept with the following Cisco AV Pair to enable certificate
enrollment:

pki:cert-application=all
TEEER

O| ME E=42 usbflash 0:/ciscortr.cfg I+ 2| ZEHA| E2t0[E0] /= 2 FlexVPN Remote
Office Z1I|aci|0|ME E0o{ELICt.

hostname clientl

!
interface GigabitEthernetO

ip address dhcp

!
crypto pki trustpoint clientl
! CA Server's URL

enrollment url http://10.122.162.242:80
! These fields needs to be filled, to avoid prompt while doing enroll
! This will differ if you use SUDI, please see above
serial-number none

ip-address none

password

subject-name cn=clientl.cisco.com ou=cisco ou

!
crypto pki certificate chain clientl

certificate ca 01

! CA Certificate here

quit

!
crypto ikev2 profile default

match identity remote any

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint clientl

aaa authorization group cert list default default



interface Tunnell

ip unnumbered GigabitEthernet0

tunnel source GigabitEthernet0

tunnel mode ipsec ipv4

! Destination is Internet IP Address of VPN Hub

tunnel destination 172.16.0.2

tunnel protection ipsec profile default

!
event manager applet import-cert

Start importing certificates only after 60s after bootup
Just to give DHCP time to boot up
event timer watchdog time 60
action 1.0 cli command "enable"
action 2.0 cli command "config terminal"
! Enroll spoke's certificate

action 3.0 cli command "crypto pki enroll clientl™"
! After enrollement request is sent, remove that EEM script
action 4.0 cli command "no event manager applet import-cert"
action 5.0 cli command "exit"

event manager applet write-mem
event syslog pattern "PKI-6-CERTRET"
action 1.0 cli command "enable"
action 2.0 cli command "write memory"
action 3.0 syslog msg "Automatically saved configuration"

Ct&& &lghct.
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clientl#ishow crypto session
Crypto session current status

Interface: Tunnell

Profile: default

Session status: UP-ACTIVE

Peer: 172.16.0.2 port 500
Session ID: 1
IKEv2 SA: local 172.16.0.1/500 remote 172.16.0.2/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 2, origin: crypto map

B M7t 2HIZH ST IR =X| Spoked M &Rl == Q&LICH

clientl#show crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 06
Certificate Usage: General Purpose
Issuer:
cn=CA
Subject:
Name: clientl
hostname=clientl
cn=clientl.cisco.com ou=cisco ou
Validity Date:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

start date: 01:34:34 PST Apr 26 2015

end date: 01:34:34 PST Apr 25 2016
Associated Trustpoints: clientl
Storage: nvram:CA#6.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=CA
Subject:
cn=CA
Validity Date:
start date: 01:04:46 PST Apr 26 2015
end date: 01:04:46 PST Apr 25 2018
Associated Trustpoints: clientl
Storage: nvram:CA#1CA.cer
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