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o| EMoME Ot A S AFREFLICH.

. PIX515E
- R2(Cisco 2811 Router)

PIX 515E

Pl X Version 6.3(4)

interface ethernet0 100f ul
interface ethernetl 100f ul
interface ethernet2 shut

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane Pl X515E

fixup protocol dns nmaxi mumlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

I -—-- The access control list (ACL) to avoid NAT on the
IPsec packets. access-list NO-NAT permit ip 10.1.0.0
255.255.255.0 10.0.0.0 255.255.255.0

! -—-- The ACL to apply on crypto map. !--- Include the
private-network-to-private-network traffic !--- in the
encryption process. access-list 101 permit ip 10.1.0.0
255.255.255.0 10.0.0.0 255.255.255.0

pager lines 24

| oggi ng on

nt u outside 1500

ntu inside 1500

nu intf2 1500

!-—— ISP will providthe the Outside IP address.

ip address outside dhcp

ip address inside 10.1.0.3 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2
pdm hi story enabl e

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list NO-NAT
nat (inside) 1 0.0.0.0 0.0.0.0 0 O




route outside 10.0.0.0 255.255.255.0 172.16.1.5 1
tinmeout xlate 3:00:00

0:10: 00 h225 1:00: 00

0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+
aaa-server TACACS+ nax-failed-attenpts 3
aaa- server TACACS+ deadtinme 10

aaa- server RADI US protocol radius
aaa-server RADI US mex-failed-attenpts 3
aaa- server RADI US deadtine 10
aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

!--- IPsec configuration, Phase 2. crypto ipsec
transform-set DYN-TS esp-des esp-md5-hmac

crypto map IPSEC 10 ipsec-isakmp

crypto map IPSEC 10 match address 101

crypto map IPSEC 10 set peer 10.95.49.1

crypto map IPSEC 10 set transform-set DYN-TS

crypto map IPSEC interface outside

!--- Internet Security Association and Key Management
Protocol (ISAKMP) !--- policy, Phase 1. !--- Note: In
real show run output, the pre-shared key appears as

kkkkkk*k

isakmp enable outside

isakmp key ciscol23 address 10.95.49.1 netmask
255.255.255.255

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tinmeout 5

ssh tinmeout 5

consol e tineout 0O

termnal width 80

Crypt ochecksum f 0294298e214a947f c2e03f 173e4a405
: end

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc

ti meout h323 0:05: 00 ngcp 0:05:00 sip 0:30:00 sip_nedia

R2(Cisco 2811 Router)

R2#show running-configuration
Bui | di ng configuration..

Current configuration : 1916 bytes

!

version 12.4

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption

!

host nane r 1800
!




boot - start - mar ker

boot - end- mar ker

!

!

no aaa new node

!

resource policy

|

nmi  pol l'ing-interval 60

no nm auto-configure

no mm pvce

mm snnp-ti meout 180

i p subnet-zero

ip cef

!

!

no i p dhcp use vrf connected
|
1

no ip ips deny-action ips-interface
|
no ftp-server wite-enable
|
1
!--- ISAKMP policy, Phase 1. crypto isakmp policy 10
hash md5

authentication pre-share

crypto isakmp key 6 ciscol23 address 0.0.0.0 0.0.0.0
|
1
!--- IPsec policy, Phase 2. crypto ipsec transform-set
DYN-TS esp-des esp-md5-hmac

crypto dynamic-map DYN 10
set transform-set DYN-TS
match address 101

1
!
crypto map IPSEC 10 ipsec-isakmp dynamic DYN
1
1
!
interface FastEthernet0/0

i p address 10.95.49.1 255. 255.255.0
ip nat outside

ip virtual -reassenbly

| oad-interval 30

dupl ex auto

speed auto

crypto map IPSEC

1
interface FastEthernet0/1

i p address 10.0.0.1 255.255.255.0
ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

1
ip classless

ip route 10.1.0.0 255.255.255.0 10.95.49.2
1
ip http server

no ip http secure-server

!--- Except the private network from the NAT process.

ip




nat inside source list 102 interface FastEthernet0/0
overload

!

!--- Include the private-network-to-private-network !---
traffic in the encryption process. access-list 101
permit ip 10.0.0.0 0.0.0.255 10.1.0.0 0.0.0.255

! --- Except the private network from the NAT process.
access-list 102 deny ip 10.0.0.0 0.0.0.255 10.1.0.0
0.0.0.255

access-list 102 permit ip 10.0.0.0 0.0.0.255 any

1

!

control - pl ane

!

!

line con O

exec-timeout 0 O

line aux O

line vty 0 4

exec-timeout 0 O

| ogin

end

Ol M2 AL 5Hod LI 0l440] MITHZ &HS 3H=X| 2 QIgtLIct

Output Interpreter _._-_rL(%EE._' DAt SHE)(OIT)= §7d show BES X|HELICHOITE AFH&3H04
show BH £349| EM2 FLCt.

- show crypto isakmp sa - I|0{2| $4Xl IKE SA(Security Association)& 25 ZEA[ELICtH

- show crypto ipsec sa - $1&l(IPsec) SAO|M AFE5tE MHE EAIRLICEH

- show crypto engine connections active(f £} QT ¢4 &4 EAl) - #x) o128 L &5 351 L
&5 HEE mZlol CHEt HEE EAIRLICHEFRE{oBF SHE).
= I|o{ 25 0iA SAE X|2|oF EfLIC.
Zm|agold ZEolA Ol PIX BHEE eI
. clear crypto isakmp sa - 1&t7| SAE X|ZLICt.
. clear crypto ipsec sa - 27| SAE X|ZLICt.

#95 2oolM Ol2fE B E WS SHHLICH

. clear crypto isakmp - 1Et7| SAZ X|SLICH.
. clear crypto sa - 2EH7H| SAE K|S LIC}.

= -
=A siE
ol MMM AT 0|M EXE siAE & QlaLct.

=X sid EH
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Output Interpreter T (S S E D0 ) (OIT)= EX show BHE X[ HELICIOITE AFHE 504
show B £3o| EME FLIC}.

11 debug BHEE ALE5t7| 7ol ClH B0l et 2 HEES HESAMAL.

. show crypto isakmp sa - Z|0{0{| A 34X 2 E IKE SAE =LILC}.

- show crypto ipsec sa - $1&l(IPsec) SAOIM AFSSHE MM E EAIELICH

- show crypto engine connections active(f £} QT ¢4 &4 EAl) - #x) o128 L &5 351 L
s S E mZlol Cist HEE EAIELICHEHRE ol 2 SHE).

2 HE

- 7b% dBFE{011 21 S A HM|A IPSec VPN EX| S &F4M
. Cisco PIX 43} A Z E9joq

. Cisco Secure PIX Firewall H24 #=x

- RFEC(Request for Comments)

. |IPsec H/IKEZZESE
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