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CAl
E0/O
192.168.0.3/24

CA2
EO/O
192.168.0.4/24

Switen lo0: 192.168.200.1/24
lo0: 192.168.100.1/24 o0: 192.168.200.1/

E0/O: 192.168.0.1/24 EQ/D: 192.168.0.2/24

Tund; 10.0.0.1/24 Tun: 10.0.0.2/24
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crypto isakmp policy 10
encr 3des

hash nd5

group 2

crypto isaknp profile profl
self-identity fqdn
ca trust-point IOSCAl
match identity host R2.cisco.com
!
crypto i psec transformset TS esp-aes esp-sha256-hnac
node tunne
!
crypto i psec profile profl
set transformset TS
set isaknp-profile profl
!
interface LoopbackO
description Sinmulate LAN
i p address 192.168.100.1 255. 255. 255.0
!
interface Tunnel 1
i p address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profl
!
interface Ethernet0/0
i p address 192.168. 0.1 255.255.255.0

ip route 192.168.200.0 255.255.255.0 10.0.0.2

CI=2 o] 215 M7t U= IKEv10] CHEF R2 WIER3 2! VPN Zdx|agjo|AM Lt



crypto i saknmp policy 10
encr 3des

hash nd5

group 2

crypto i saknp profile profl
self-identity fqdn
mat ch identity host Rl.cisco.com
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profl
set transformset TS
set isaknp-profile profl
!
interface LoopbackO
i p address 192.168.200.1 255. 255.255.0
!
interface Tunnel 1
i p address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profl
|
interface Ethernet0/0
i p address 192.168.0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

ol ool M R10lE = 7Hel &2 X|H0| JU&LICHSILEE IOSCA1& AFEstL CHE tLhs
IOSCA2E& A& EfLIC.

crypto pki trustpoint IOSCAl

enrol | ment url http://192.168.0. 3: 80
seri al - nunber

fqgdn R1.cisco.com

i p-address 192.168.0.1

subj ect - name CN=R1, OU=I T, O=ci sco, O=com
revocati on-check crl

1
crypto pki trustpoint IOSCA2

enrol | ment url http://192.168.0. 4: 80
seri al - nunber

fqgdn R1.cisco.com

i p-address 192.168.0.1

subj ect - name CN=R1, OU=I T, O=ci sco, O=com
revocati on-check crl

ol ool M R20lE & 7He| &1 2| X|H0| U&LICHSILEE IOSCA1& AHEstL CHE StLhe
IOSCA2E& A& EfLIC.

crypto pki trustpoint IOSCAl
enrol | ment url http://192.168.0. 3: 80



seri al - nunber
fgdn R2.cisco.com
i p-address 192.168.0. 2
subj ect - name CN=R2, OU=I T, O=ci sco, O=com
revocati on-check crl
1
crypto pki trustpoint IOSCA2
enrol | ment url http://192.168.0. 4: 80
seri al - nunber
fgdn R2.cisco.com
i p-address 192.168.0. 2
subj ect - name CN=R2, OU=I T, O=ci sco, O=com
revocati on-check crl

o248t xm|aailo|Me| B k0|2 FSsHok gL|CR1 ISAKMP Z2EZ2 |OSCA1 &IZ| X|H™
of CH3H ca trust-point BE 2 AFSEFLICE Ol= R10| §7H A2 X|HoM A& 1S A0 AMEFE
2 LtEPHLICH BN R2E MM o 2 HolEl ZE 4F| Xl’.‘:."oilkl AEE ZE QB AME A=FEL

EP.

CtS2 R1 2 R201| CHEt debugs BEILICEH

- R1# C|HH & &3} isakmp
.R1# C|H1 &= 3} ipsec
CRI#CIHO 33 7| &M HAM

07| R12 E{d 2 A|Ztst MM30d| CHEt QIS MHE ™ME st

*Jun 20 13:00:37.609: | SAKMP: (0): SA request profile is profl

*Jun 20 13:00:37.610: | SAKMP (0): constructing CERT_REQ for issuer

cn=CAl, o=cisco, o=com

*Jun 20 13:00: 37.610: | SAKMP: (0): sending packet to 192.168.0.2

nmy_port 500 peer_port 500 (1) MV _SA SETUP

*Jun 20 13:00:37.610: ISAKMP: (0): A d State = IKE_I_MW New State = IKE_I_MM3

afioF & LICt.Ol= ISAKMP = 2 Z(CN=CA1, O=cisco, O=com)2| Z4%H{ 9-|-U-|1E‘”O|A=|J_|'
Ele SatQILIC CHE 915 M 232 MAEX| oM, Embedded Packet Capture 7|S2 2 22l
P Q&L

I{Z!0f IOSCA1 A1E| X|Hof CHAH AP M El= QIS 2% 0| stLERF X & E|0q QT W& %QI
7 o &

m°l'



Mc~ |Time |S¢ur+:e Destination IPrﬂtucn|| Lengthl Info

18 2013-06-28 192.168.8.1 192.168.0.2 TISAKHP 192 Tdentity Protection (Main Mode)
19 2613-06-28 192, 168.8.2 192.168.0,1 TSAKHF 132 Tdentity Protection (Main Mode)
| 20 2613-06-20 192,168.6.1 192.168.0.2 ISAKNP 355 Identity Protection (Main Mode)
21 2003-86-26 192,168.0.2 192,.168.0,1 TSAKMP 755 Identity Protection (Main Mode)
22 20013-06-20 192,168.0.1 192,.168.0.2 TSAKMP 736 Identity Protection (Main Mode)

g.0.1

o,2

23 2013-06-28 192, 168.0,2 192,16 ISAKMP 712 Identity Protection (Main Mode)
24 2013-06-20 192, 168.68.1 192,168, ISAKMP 192 Quick Hode
50003 -06-20 192 TAR.A.2 192 16R.0. 1T TSAKMP 192 tnick Mode
Frame 28: 355 bytes on wire (2848 bits), 355 bytes captured (2848 bits)
Raw packet data
Internet Protocol Yersion 4, Src: 192,168.68.1 (192.168.0.1), Dst: 192.168.6.2 (192.168.0.2)
User Datagram Protocol, Src Port: isakmp (588), Dst Port: isakmp (5688)
Internet Security Association and Key Management Protocol
Initiator cookie: 2a718318c5500119
Responder cookie: G2717993a5ch95ad
Mext payload: Key Exchange {(4)
Yersion: 1.0
Exchange type: Identity Protection {(Main Mode) (2)
Flags: ©x00
Message ID: BxEO0O0000O
Length: 327
¢ Type Payload: Key Exchange {4)
¢ Type Payload: Nonce (18)
= Type Payload: Certificate Request (7)
Mext payload: Vendor TID (13)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

4 T v v

k-4

© rdnSequence: 3 items (id-at-commonMame=CAl, id-at-organizationMame=cisco,id-at-organizationName=com)
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: ¥endor ID (13) : Unknown Yendor ID
Fype Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (2@)

T oT v oW W

X2I5t7| AIZFEFLICH T2 MM50IM QlBof A8 &= 4
Yt U7t MEELICH ZEMA &A= ISAKMP I{Z! 9| 215 M
2fLICt. LR E=0| ArSELICEHO| AlLIE[20iMHE R10| &H A
2 x|Hez FdE[o] AE| X|H AZE AEM 2FE stLE EU7| WEof YX|stE E =0
StLtEH A& LICH

*Jun 20 13:00: 37.617: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert
*Jun 20 13:00:37.617: | SAKMP: (1010): peer wants cert issued

by cn=CAl, o=ci sco, o=com

*Jun 20 13:00:37.617: Choosing trustpoint IOSCAl as issuer

O3 OhE R27F MM4E ZH|gLICt ol {2 2 E IEI%E*—’.*—O'E AZ| X|Hol| CHEt I M 2F
k=23 E%I-% X |

= = O
(ca trust-pomt9'._‘|JLIILE1IOI/‘._=|F_> MEHE|X] OF<>) A|_uE_| XI’“ 5
IOSCA2) LIHX|= O|2] Ho|x|of L& LICt.

*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ
for issuer cn=CAl,o=cisco,o=com
*Jun 20 13:00: 37.617: | SAKMP (1010): constructing CERT_REQ



for issuer cn=CA2,o0=cisco,o=com
*Jun 20 13:00:37.617: | SAKMP (1010): constructing CERT_REQ
for issuer ou=Class 3 Public Primary Certification Authority,
o=VeriSign, Inc.,c=US
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer cn=Cisco SSCA2,0=Cisco Systems
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer ecn=Cisco Manufacturing CA,o=Cisco Systems
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA 2048,0=Cisco Systems
*Jun 20 13:00:37.617: | SAKWMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA M1l,o0=Cisco
*Jun 20 13:00: 37.617: | SAKMP: (1010): sendi ng packet to
192.168.0.1 nmy_port 500 peer_port 500 (R) MM _KEY_EXCH
*Jun 20 13:00: 37.617: | SAKMP: (1010): Sendi ng an | KE | Pv4 Packet .
*Jun 20 13:00: 37.617: | SAKMP: (1010): I nput = | KE_MESG_ | NTERNAL,
| KE_PROCESS_COWPLETE
*Jun 20 13:00:37.617: | SAKMP: (1010): O d State = | KE_R_MvB
New State = IKE R MM4

Wireshark& At&3t0 IiZE &g = Q&LICLR22| MM4 TZ!ofl= 77H2| QIS M 2 & 50|
ZeE|od &L



Ne= | Time Source Destination | Protocol| Length| Info

18 2013-06-20 192.168.0.1 192.168.0.2 ISAKMP 192 Identity Protection (Main Mode)
19 2013-06-20 192.168.0.2 192.168.0.1 ISAKMP 132 Identity Protection (Main Mode)
20 2013-06-20 192.168.0.1 192.168.0.2 ISAKMP 355 Identity Protection (Main Mode)
212013-06-20 192,168.08,2 192,168.0,1 755 Identity Protection

22 2013-06-20 192.168.0,1 192,168.08.2 ISAKMP 736 Identity Protection (Main Mode)

23 2013-06-20 192.168.0.2 192.168.0.1 ISAKMP 712 Identity Protection (Main Mode)
24 2013-06-20 192.168.0.1 192.168.0.2 TISAKMP 192 Quick Mode
25 2013-06-28 192.168.0.2 192.168.0.1 TSAKMP 192 Ouick Mode

* Frame 21: 755 bytes on wire (6848 bits), 755 bytes captured (6848 bits)
Raw packet data
Internet Protocol VWersion 4, Src: 192.168.8.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
User Datagram Protocel, Src Port: isakmp (580), Dst Port: isakmp (500)
Internet Security Association and Key Management Protocol
Initiator cookie: 2a710318c¢5500119

q = = =

Responder cookie: 62717993a5ch9%ad
Next payload: Key Exchange (4)
Version: 1.8
Exchange type: Identity Protection (Main Mode) (2)
b Flags: 0x00
Message ID: Qx00000800
Length: 727
Type Payload: Key Exchange (4)
Type Payload: Nonce (18)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Vendor ID (13) : CISCO-UNITY 1.6
Type Payload: Yendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Yendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (20)
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*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=CAl, o=cisco,o=com

*Jun 20 13:00: 37.623: | SAKVMP. Examining profile list for trustpoint IOSCAl

*Jun 20 13:00: 37.623: | SAKMP. Found matching profile for IOSCAl

*Jun 20 13:00:37.623: Choosing trustpoint IOSCAl as issuer

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by
cn=CA2,o0=cisco,o=com

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by ou=Class 3

Public Primary Certification Authority,o=VeriSign, Inc.,c=US

*Jun 20 13:00: 37.623: | SAKMP: (1010): processi ng CERT_REQ payl oad. nessage ID = 0



*Jun 20 13: 00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by
cn=Cisco SSCA2,0=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 20 13:00: 37.623: | SAKMP: (1010): processing CERT_REQ payl oad. nessage ID =0
*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants a CT_X509_SI GNATURE cert

*Jun 20 13:00: 37.623: | SAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA M1l,o=Cisco

R19| & Hm 2X| #2122 I0SCA1 A E| XM & Hml 15 1 UX|ELICHR10| MM52|
oI’<o1| AE| X 10SCA1T AAE QIS ME A EtCt A™EELICH FQDN(@%ﬁrEI THQ! o]
£)2 IKE ID2 AFEELICEO|E ISAKMP = 2 Zl o] X}A| ID fqdn Z1T|28i| 0|44 2 L |C.

*Jun 20 13:00: 37.624: | SAKMP (1010): constructing CERT payl oad for serial Number =
100+i paddr ess=192. 168. 0. 1+host nane=R1.cisco.com, ch=R1, ou=l T, o=ci sco, o=com
*Jun 20 13:00: 37.624: | SAKMP: (1010): using the IOSCAl trustpoint's

keypair to sign

MM5& R20IAM &= A1E| 1 ®2IELIC} 4= 41E IKE ID(R1.cisco.com)E ISAKMP Z 2 & prof1 ot &
X[gLIC O ohg £ AE QIS M7 AB |1 215 0| 3Lt

*Jun 20 13:00: 37.625: | SAKMP: (1010): processing | D payl oad. nmessage ID =0
*Jun 20 13:00:37.625: | SAKMP (1010): ID payl oad
next - payl oad : 6

type 2

FQDN nane : Rl.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 20 13:00: 37.625: | SAKMP: (0):: peer matches profl profile
*Jun 20 13:00: 37.626: CRYPTO PKI: (A0013) Certificate validation succeeded
*Jun 20 13:00: 37.626: | SAKMP: (1010): SA aut henti cation status:

aut henti cat ed

13 CHS R2E I0SCA1 A E QIS MHE MM6E EHIEFLICH.

*Jun 20 13:00: 37.627: | SAKMP (1010): constructing CERT payl oad for serial Number =
101+i paddr ess=192. 168. 0. 2+host nane=R2. ci sco. com cn=R2, ou=l T, o=ci sco, o=com
*Jun 20 13:00: 37.627: | SAKVMP: (1010): using the IOSCAl trustpoint's keypair to sign
*Jun 20 13:00: 37.632: | SAKMP: (1010): sendi ng packet to 192.168.0.1
my_port 500 peer_port 500 (R) MM _KEY_EXCH

m{ZI0| R10| 2|8l = AlE|T R12 IB A2t Q15 S & elgLct.



*Jun 20 13:00: 37.632: | SAKMP (1010): received packet from 192.168.0.2
dport 500 sport 500 d obal (1) MM KEY_EXCH
*Jun 20 13:00: 37.632: | SAKMP: (1010): processing | D payl oad. nmessage ID =0
*Jun 20 13:00:37.632: | SAKMP (1010): |ID payl oad

next - payl oad : 6

type 2

FQDN nane : R2.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 20 13:00: 37.632: | SAKMP: (0): Creating CERT validation list: |GOSCAlL
*Jun 20 13:00: 37.633: CRYPTO PKI: (80013) certificate validation succeeded
*Jun 20 13:00: 37.637: | SAKMP: (1010): SA aut hentication status:

aut henti cat ed

*Jun 20 13:00: 37.637: | SAKWMP: (1010): A d State = | KE_| _Mb
New State = IKE_P1_COMPLETE
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*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=CAl,o=cisco,o=com

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=CA2,o0=cisco,o=com

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer ou=Class 3 Public Primary Certification Authority,
o=VeriSign, Inc.,c=US

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:44.321: | SAKMP (0): constructing CERT_REQ for
issuer cn=Cisco Root CA M1l,o=Cisco

*Jun 17 18:08:44.321: | SAKMP (0): sending packet to 192.168.0.1



my port 500 peer_port 500 (I) MM_SA_SETUP

R12 R20{A THZIE = Al5HH Q1B M 2HE XMElst L MMEUAM TS ElE 1B ME AHste
IOSCA1 &lZ| X|HE &elgfLch

*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=CAl, o=cisco,o=com
*Jun 17 18:08: 14. 321: Choosing trustpoint IOSCAl as issuer
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=CA2,o0=cisco,o=com
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco SSCA2,0=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Manufacturing CA,o=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Root CA 2048,0=Cisco Systems
*Jun 17 18:08:14.321: | SAKMP: (1099): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:14.321: | SAKMP: (1099): peer wants cert issued by
cn=Cisco Root CA M1l,o=Cisco

JHCEF RI2 AUBM QLY HOIZEE AE35H0d MM4 THZ!E EHIFLICHOIX o2 1B M 2F
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*Jun 17 18:08:14.321: | SAKMP (1099): constructing CERT_REQ for issuer
cn=CA2, o0=cisco,o=com

*Jun 17 18:08:14.321: | SAKMP (1099): constructing CERT_REQ for issuer
cn=CAl, o=cisco,o=com

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
ou=Class 3 Public Primary Certification Authority,

o=VeriSign, Inc.,c=US

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer



cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:14.322: | SAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA M1l,o=Cisco

*Jun 17 18:08:14.322: | SAKMP: (1099): sending packet to 192.168.0.2
my_port 500 peer_port 500 (R) MM _KEY_EXCH

EPC(Embedded Packet Capture) & WiresharkE At&35to{ 212 2 QIgfLCt.

No. ITime Source ‘ Destination | Protocol | Lengthl Info

2 2013-06-17 192.168.8.2 192.168.0.1 ISAKMP 192 Identity Protection (Main Mode)
3 2013-06-17 192.168.8.1 192.168.0.2 ISAKMP 132 Identity Protection (Main Mode)
4 2013-06-17 192.168.8.2 192.168.0.1 ISAKMP 735 Identity Protection (Main Mode)

6 2013-06-17 192.16 192.168.

ISAKHF H':':'-|i'5i__.:i_" Protec tion .._._!:__'.'r_

ISAKMP 736 Identity Protection (Main Mode)

8.0.2 0.1
7 2013-06-17 192.168.8.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
8 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
9 2013-06-17 192.168.8.1 192.168.08.2 ISAKMP 755 Identity Protection (Main Mode)
10 2013-06-17 192.168.0.2 192.168.08.1 ISAKMP 736 Identity Protection (Main Mode)
11 2013-06-17 192.168.0.1 192.168.08.2 ISAKMP 755 Identity Protection (Main Mode)
12 2013-06-17 192.168.0.2 192.168.08.1 ISAKMP 736 Identity Protection (Main Mode)
13 2013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)

¥ Flags: 0x00

Message ID: OxPOOOOGOO

Length: 727

Type Payload: Key Exchange (4)

Type Payload: Nonce (1@)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Vendor ID (13) : CISCO-UNITY 1.0
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Vendor ID
Type Payload: Yendor ID (13) : XAUTH

Type Payload: NAT-D (RFC 3947) (20)

Type Payload: NAT-D (RFC 3947) (20)

L - - - - - - -
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= Type Payload: Certificate Request (7)
Mext payload: Certificate Request (7)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

- rdnSequence: 3 items (id-at-commonName=CAZ,id-at-organizationName=cisco,id-at-organizationName=com
r Type Payload: Certificate Request (7)
P Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)

R10IA TS E MM4 THZlol = QIS M7 DXIE =AM 2 Qe & Hml QIE M 27 Ho|z= =0
IOSCA2 12| X|7Ho| e ELICA Hmf =2 I0SCA2 *lil XI&oi olaf MBELICE.

Rl#sh crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 03
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CA2
0=ci sco
o=com
Subj ect :
Nanme: RL.cisco.com
| P Address: 192.168.0.1
Serial Nunber: 100
seri al Nunber =100+i paddr ess=192. 168. 0. 1+host name=R1. ci sco. com
cn=R1l
ou=IT
0=ci sco
o=com
Validity Date:
start date: 13:25:01 CET Jun 17 2013
end date: 13:25:01 CET Jun 17 2014
Associ ated Trustpoints: | OSCA2

<output omtted, 1 nore Rl cert signed by CAl, 2 nore CA certs>

IOSCA1 A12| X|&0| & Hml 21Z M 2% Ho|2ZE0] ZEE ZFR R20IM ME= MM3 THZ! 1} H|
imic JSPNeN


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html

R2#sh crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 02
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CAl
0=ci sco
o=com
Subj ect :
Name: R2.cisco.com
| P Address: 192.168.0.2
Serial Nunber: 101
seri al Nunber =101+i paddr ess=192. 168. 0. 2+host nanme=R2. ci sco. com
cn=R2
ou=IT
0=ci sco
o=com
Validity Date:
start date: 13:23:49 CET Jun 17 2013
end date: 13:23:49 CET Jun 17 2014
Associ ated Trustpoints: | OSCAL
St orage: nvram CA1#2. cer

<output omtted, 1 nore R2 cert signed by CA2, 2 nore CA certs>

O|AMl R2= R10AH MM4 THZ!E £ Al5tT QIS XS ®2lst7| AIRFELICE
HO|2E £ I0OSCA2 A ZE| X|™HaF Yx|gfLict.

*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
cn=CA2,o0=cisco,o=com
*Jun 17 18:08:44.335: Choosing trustpoint IOSCA2 as issuer
*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
cn=CAl, o=cisco,o=com
*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
*Jun 17 18:08:44.335: | SAKMP: (1100): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
cn=Cisco SSCA2,0=Cisco Systems
*Jun 17 18:08:44.335: | SAKMP: (1100): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by
cn=Cisco Manufacturing CA,o=Cisco Systems
*Jun 17 18:08:44.335: | SAKMP: (1100): processi ng CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert



*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by

cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 17 18:08:44.335: | SAKMP: (1100): processing CERT_REQ payl oad.
message ID =0
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.335: | SAKMP: (1100): peer wants cert issued by

cn=Cisco Root CA M1l,o=Cisco
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*Jun 17 18:08: 44.335: | SAKMP: (1100): sA is doing RSA signature authentication
using id type | D_FQN
*Jun 17 18:08:44.335: | SAKMP (1100): ID payl oad
next - payl oad : 6

type 2

FQDN nane ! R2.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 17 18: 08:44.335: | SAKMP: (1100): Total payl oad |l ength: 20
*Jun 17 18:08:44.335: | SAKMP: (1100): | KE->PKI Get CertificateChain to be sent
to peer state (1) MM KEY_EXCH (peer 192.168.0.1)
*Jun 17 18:08:44.335: | SAKMP: (1100): PKI->I KE Got CertificateChain to be sent
to peer state (1) MM KEY_EXCH (peer 192.168.0.1)
*Jun 17 18:08:44.336: | SAKMP (1100): constructing CERT payload for
serialNumber=10l1l+ipaddress=192.168.0.2+hostname=R2.cisco.com, cn=R2,

ou=IT, o=cisco, o=com
R2#
*Jun 17 18:08:44.336: | SAKMP: (1100): using the IOSCA2 trustpoint's

keypair to sign
*Jun 17 18:08:44.336: | SAKMP: (1100): sending packet to 192.168.0.1

my_port 500 peer_port 500 (1) MV _KEY_EXCH
*Jun 17 18:08:44.336: | SAKMP: (1100): Sendi ng an | KE | Pv4 Packet .

MM5 ZZ!2 R10{A = AIEILICH R12 IOSCA1 AE| X|H(ISAKMP = 2 E prof1 2] B
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*Jun 17 18:08:44.337: | SAKMP (1100): received packet from 192.168.0.2

dport 500 sport 500 d obal (R) MM KEY_EXCH

*Jun 17 18:08:44.337: | SAKMP: (1100): I nput = | KE_MESG_FROM PEER, | KE_MV _EXCH
*Jun 17 18:08:44.337: | SAKMP: (1100): O d State =IKE_.R_ MW New State = | KE_R_Mb

*Jun 17 18:08:44.337: | SAKMP: (1100): processing | D payl oad. nmessage ID =0
*Jun 17 18:08:44.337: | SAKMP (1100): ID payl oad
next - payl oad : 6

type 2

FQDN nane ! R2.cisco.com
pr ot ocol 117

port : 500

| engt h 1 20

*Jun 17 18:08:44.337: | SAKMP: (0):: peer matches profl profile

*Jun 17 18:08: 44.337: | SAKMP: (1100): processing CERT payload. nessage ID =0
*Jun 17 18:08:44.337: | SAKMP: (1100): processing a CT_X509_SI GNATURE cert
*Jun 17 18:08:44.337: | SAKMP: (1100): | KE->PKI Add peer's certificate state
(R MM KEY_EXCH (peer 192.168.0.2)

*Jun 17 18:08:44.337: CRYPTO PKI: (900C5) Adding peer certificate

*Jun 17 18:08:44.337: | SAKMP: (1100): PKI->|I KE Added peer's certificate state

)t A5



(R MM KEY_EXCH (peer 192.168.0. 2)

*Jun 17 18:08:44.337: | SAKMP: (1100): | KE->PKI Get PeerCertificateChain state
(R MM KEY_EXCH (peer 192.168.0. 2)

*Jun 17 18:08:44.337: | SAKMP: (1100): PKI->I KE Got PeerCertificateChain state
(R MM KEY_EXCH (peer 192.168.0. 2)

*Jun 17 18:08:44.337: | SAKMP: (1100): peer's pubkey isn't cached

*Jun 17 18:08:44.337: | SAKMP: (1100): Profile has no keyring, aborting key search

*Jun 17 18:08:44.337: | SAKMP: (0): Creating CERT validation list: IOSCAL,

*Jun 17 18:08:44.337: | SAKMP: (1100): I KE->PKI Validate certificate chain state
(R MM KEY_EXCH (peer 192.168.0. 2)

*Jun 17 18:08:44.337: CRYPTO PKI:ip-ext-val:IP extension validation not required

*Jun 17 18:08:44.341: CRYPTO PKI: (900C5) Check for identical certs

*Jun 17 18:08:44.341: CRYPTO PKI: (900C5) Create a list of suitable trustpoints

*Jun 17 18:08:44.341: CRYPTO PKI: (900C5) No suitable trustpoints found

*Jun 17 18:08:44.341: | SAKMP: (1100): PKI->IKE Validate certificate chain state
(R MM KEY_EXCH (peer 192.168.0. 2)

*Jun 17 18:08:44.341: % CRYPTO 5-1 KMP_I NVAL_CERT: cCertificate received from
192.168.0.2 is bad: unknown error returned in certificate validation

R1#

*Jun 17 18:08:44.341: | SAKMP: (1100): Unknown error in cert validation, -1
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crypto i kev2 proposal prop-1
encryption 3des

integrity nd5

group 2

|
crypto i kev2 policy pol-

match fvrf any

proposal prop-1

|
crypto i kev2 profile profilel

mat ch identity renote address 192.168.0.2 255. 255. 255. 255
identity local address 192.168.0.1
authentication renote rsa-sig

aut hentication local rsa-sig

pki trustpoint TP1

crypto i psec transformset trans esp-3des esp-sha-hmac
node tunne

!
crypto i psec profile profilel

set transformset trans

set ikev2-profile profilel

!

interface LoopbackO

i p address 192.168. 100.1 255. 255. 255. 255
!

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
!

interface Ethernet0/0

i p address 192.168. 0.1 255.255.255.0

ip route 192.168.200.1 255. 255. 255. 255 10.0.0. 2

ID 78 FAE AdZo| FEZol| ASELICEHO| oolME IBME S UJME 3R 7I1d == U
A&LICHLSEHAE 25 QHIR2E IKEv2 EEfE 1 UX[SHE ofe ZE2EEHE 7HX|

crypto i kev2 proposal prop-1



encryption 3des

integrity nd5

group 2

!

crypto i kev2 policy pol-1

match fvrf any

proposal prop-1

1

crypto i kev2 profile profilel

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

1

crypto i kev2 profile profile2

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

1

crypto i kev2 profile profile3

match identity remote address 192.168.0.1 255.255.255.255
identity |local address 192.168.0.2

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TPl

crypto i psec transformset trans esp-3des esp-sha-hmac
nmode tunne

!
crypto ipsec profile profilel

set transformset trans

set ikev2-profile profilel

!
interface LoopbackO

i p address 192.168.200.1 255. 255. 255. 255
!

interface Tunnel 1

i p address 10.0.0.2 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profilel
|

interface Ethernet0/0

i p address 192.168.0.2 255.255.255.0

ip route 192.168.100.1 255.255. 255. 255 10.0.0.1
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IHAIRE= Ml #HmY IKEv2 T2l S ME s, SHAE sl
LICHIDE IPv4 F4:(192.168.0.1) /L |C}.

IKEv2: (SA ID = 1):Searching policy based on peer's identity '192.168.0.1' of
type 'IPv4 address'

Zm|aefolM el

rr

T AEl match identity HEo 2 QI3 RE Z 21 0| 0| IDE £F&LICHIOS
Otx|a &= MEfELICH Ol Tt odloll M profile3 ] LICt



| KEv2: f ound matching | KEv2 profile 'profile3

=ME & 2l5t2{™ show crypto ikev2 profile W& 24gL|Ct.

.z 2utdoi| et £4(0.0.0.0)0| U= 7='°01I_'.:_ 05| MEAEILICLIOSE 2[4 9| UK
SEE Fopdn ALSHX| et&LICHEA M UX(IE #ofin E. ucr 2Lt ol EXle 2E

= 21} o| 5YUst match identity remote WS F 37| [ Eof té“‘°*L—|EP ME COHE x|
ID 70| = IKEv1 & IKEv2 Z2Zo| 742 7ha TxIxel F4l0| 24 A ELCt
.Cisco0ll M= &5 match identity BESZ —_r“HEI ZT21telo| 9= Zd0| E&LCH MESEH =
ELUS o F5H7|7F oA 7| HE /LI

0| AlL}2|2 0l M profile32 responder01| O3l MEHZ|X|Bt profile12 E{d QIE{m|0|A 0 AFSEILICH
O|ZH otH ZE A ID7I FE M LTIt EAELICH

*Jul 17 09: 23:48.187: map_db_check_ isakmp profile profile did not match
*Jul 17 09:23:48.187: map_db_find_best did not find matching map
*Jul 17 09:23:48.187: | PSEC(i psec_process_proposal):

proxy identities not supported
*Jul 17 09:23:48.187: IKEV2: (SA ID = 1): There was no

| PSEC policy found for received TS
*Jul 17 09:23:48.187: IKEV2: (SA ID
*Jul 17 09:23:48.187: IKEV2: (SA ID

1):
1): Sendi ng TS unacceptable notify

CIEM A& Al IKEV2 257

B3t7| I8 IKEv20l IS A AB3HE T2, HHAIRHE & i) TiZI0IM 215 A 23 Hol2E

O|_ oo
E ELHX| f&Lct.

| KEv2 I KE_SA INIT Exchange REQUEST

Payl oad contents:

SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P)
NOTI FY( NAT_DETECTI ON_DESTI NATI ON_I P)

SEAHE of B0l M ArEsHol st= Z 2t o] CiEr X[4A]0] gi7| HZEo| 2IEM 2H Holz=
(5 Hmi IHZ!) & 2 E CAE At8sto SEELICLEE 7L 23 E IZ!2 O|LA|00|E{Z TSEL
ct.

| KEv2 I KE_SA INIT Exchange RESPONSE
Payl oad contents:
SA KE N VI D VI D NOTI FY( NAT_DETECTI ON_SOURCE_| P) NOTI FY
( NAT_DETECTI ON_DESTI NATI ON_I P) cERTREQ NOTI FY( HTTP_CERT_LOOKUP_SUPPORTED)



THAIRtE THAE AMElStD MeHEl CAQL LISt &2 XIS MEfgLct

IKEV2: (SAID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from
recei ved certificate hash(es)
IKEV2: (SAID = 1):[PKI -> I KEv2] Retrieved trustpoint(s): 'TPl'

JHACHE AR QIBM 28 U QIS M HOIZ2EE 2F ALE5H0 Al | THZ!E & &Lt
.0] Z{Z!2 DH(Diffie-Hellman) EtH|Q| 7| At 22 olnl 2f = 3l |of /& LICH.

I KEv2: (SA ID = 1):Building packet for encryption.

Payl oad contents:
VID IDi CERT CERTREQ NOTI FY(HTTP_CERT_LOOKUP_SUPPORTED) AUTH CFG SA TSi
TSr NOTI FY( | NI TI AL_CONTACT) NOTI FY( SET_W NDOW S| ZE) NOTI FY( ESP_TFC_NO_SUPPORT)
NOTI FY( NON_FI RST_FRAGS)

H| &l IZ! 2 responderoi| M initiator2 NS/ QIS5 mHo|Z2 =0k & &HL|C}.

| KEv2 | KE_AUTH Exchange RESPONSE

Payl oad contents:

VID I Dr CERT AUTH SA TSi TSr NOTI FY( SET_W NDOW Sl ZE) NOTI FY( ESP_TFC_NO_SUPPORT)
NOTI FY( NON_FI RST_FRAGS)

07[0 MBE E2ER = IKEvl EER2F FAELIChresponder= AIEdlof & Z2ntUE X 2
StA QIEM Y HO|IZEEE Qt0of H&5HoF & LCH o|22AH 6t T2 EE 2o A IKEv10d CHSH
O|Fof| Mt Zdnt S st EX|7} ehMEtLICH a2{LE 10S2e| 82 IKEVIEL} IKEV20l  £&
L|Ct.

O|L|AloflO|E 2] IKEv2 B &= X|H

CFHS 2 IKEv2 FHAIRIZL QIB M Q1B 87 =20t S A8 stedn AlTshen sig =20k of
efod] *'EI X|Hol FFExX| i 2 B2l of Lict.

crypto i kev2 profile profilel
match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity |local address 192.168.0.1
aut hentication renpbte rsa-sig
aut hentication |local rsa-sig

°|'k| A—||:|=Io|- EHE =4 I:I-|;x|.| nHa%
ZAn|zazio|M 2EoM HolEl
7} = AI8F HIA| K]

2IEM 2 Ho|2ZE glo| MSELICHEF At SEHE MY
A= x|Hof EHEFO._"é i 2% Ho|2=7t ZEHEILICHIHAIRE

rln

*Jul 17 17:40:43.183: IKEV2: (SA ID = 1):[IKEV2 -> PKI] Retrieving trustpoint(s)



from received certificate hash(es)

*Jul 17 17:40:43.183: |KEv2: (SA ID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP1’'

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: Trust-Point TP1l picked up

*Jul 17 17:40:43.183: CRYPTO PKI: 1 matching trustpoints found

*Jul 17 17:40:43.183: |KEv2: (SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash(es)

*Jul 17 17:40:43.183: |KEv2: (SA ID = 1):[PKI -> | KEv2] Retrieved
trustpoint(s): 'TP2'

*Jul 17 17:40:43.183: CRYPTO PKI: Trust-Point TP2 picked up

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: crypto_pki _get_cert_record_by_subject()

*Jul 17 17:40:43.183: CRYPTO PKI: Found a subject match

*Jul 17 17:40:43.183: CRYPTO PKI: 1 matching trustpoints found

*Jul 17 17:40:43.183: |KEv2: (SA ID = 1): Failed to build certificate payload

THAIRE7E MESEZ| 2l Ab&sHok et &2 X[HE LR ZELICHOIE IKEv2 7312 IKEv1 H]
wEm 7HE 2 AFo|ILICh IKEv2 THAIRt= IKEv2 FHAIR Z2EHo| +MHE 22| XS 7HX{of 5t
XI':‘F IKEv2 SE Aol HlE E238tx| ef&L

024 At x ol A er3st Liee ctent Zauch.

IKEv2 Z=utQl Z4m|Tef|o|Moil HolEl Az X[Ho| gl d¢ 7IEat2 ™Y Hu|as ol
Ol B E AE| XI.:.*% 83to] XM E ASste AL

Mz o E ME x|™HE Zolg = A&LIct ABstoF 5tH HEatoF FLICHHEHE AT IKEv2 Z 2
Lol #ME He AE XH2 ZE EXME Q5K ef&LC.

IKEv2 7HAIRI2 R2

0| 0of|0i M R2E IKEV2 7HA|XFIL|CE.

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.1 255. 255. 255. 255
identity |local address 192.168.0.2

aut hentication renpbte rsa-sig

aut hentication |local rsa-sig

pki trustpoint TP1

pki trustpoint TP2

0| ofloi A R12 IKEV2 responderL|C}.

crypto i kev2 profile profilel

match identity renpte address 192.168. 0.2 255. 255. 255. 255
identity |local address 192.168.0.1

aut hentication renpbte rsa-sig

aut hentication |local rsa-sig


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/m1/sec-cr-p1.html#wp2513418959

pki trustpoint TP1

= *HE ZE &= X0 cHaH
AEM Eo2 SEELICH JHIOIE': *A-I'— IKEVIT} A st AdxIEl 1 Aol et CHELIC).

Rl#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Number (hex): 04
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CA2

Associated Trustpoints: TP2

R10IM #S FIE QIBEME TP2 MZ X|Ht HAZEEZ X Hw QIS M 2 HO|ZEE TP2
M| X0 A E CAol| cHet ALIChitetM R2E Q15 S <l MEHEFLICHA B LR 7 3)).

R2#

*Jul 17 18:09:04.542: |KEvV2: (SA ID
*Jul 17 18:09:04.542: |KEvV2: (SA ID
fromreceived certificate hash(es)
*Jul 17 18:09:04.542: IKEv2: (SAID = 1):[PKI -> IKEv2] Retrieved
trustpoint(s): 'TP2
*Jul 17 18:09:04.542: |KEvV2: (SA ID
the trustpoint TP2
*Jul 17 18:09:04.542: |KEvV2: (SA ID
for the trustpoint PASSED

1): Processing IKE_SA INIT message
1):[IKEv2 -> PKI] Retrieving trustpoint(s)

1):[IKEv2 -> PKI] Getting cert chain for

1):[PKI -> I KEv2] Getting of cert chain

O OHE R2E TP22t HZEE Q15 RE Ho|Z=2 A 8H
M| XMool cHer fREE AAME el FEEl0] ieEz QIZSME AE[E + &Lt

*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[IKEV2 -> PKI] Retrieving trustpoint(s)
fromreceived certificate hash(es)
*Jul 17 18:09: 04.550: IKEv2: (SA ID
trustpoint(s): 'TP1’'
*Jul 17 18:09: 04.550: IKEv2: (SA ID
the trustpoint TP1
*Jul 17 18:09:04.550: IKEV2: (SAID = 1):[PKI -> IKEv2] GCetting of cert chain
for the trustpoint PASSED
*Jul 17 18:09:04.550: IKEv2: (SA ID = 1): Get peer's authentication nethod
*Jul 17 18:09:04.550: IKEv2: (SA ID = 1): Peer's authentication nethod is 'RSA
*Jul 17 18:09:04.550: IKEv2: (SAID = 1):[IKEv2 -> PKI] Validating
certificate chain
*Jul 17 18:09: 04.554: |KEv2: (SA ID = 1):[PKlI -> | KEv2] Vvalidation of certificate
chain FAILED
*Jul 17 18:09:04.554: |KEv2: (SA ID = 1):Verification of peer's authentication
data FAILED
*Jul 17 18:09:04.554: IKEv2: (SA ID = 1): Sending authentication failure notify
*Jul 17 18:09:04.554: IKEv2: (SA ID = 1):Building packet for encryption.
Payl oad contents:
NOTIFY (AUTHENTICATION FAILED)

1):[PKI -> I KEv2] Retrieved

1):[IKEv2 -> PKI] Getting cert chain for
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. 215 M 23 HO|ZE =ME show crypto pki certificate Z&(5d | L x|)o| E240i| LIEILI=
RIE Mol &= Mo w2t ek & Lt
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