Hol | EQT C|HIo|A X2 H|X{L!

=5

>

e

7
M T A
LT AE

ALl FHE A

0%

HiZE HE

DNACO]{ SSL QIS A A4 gl Mx|
Mkt

DHCP AMBq Zdx|2gy|o|M

2 ME

QT ME

. Cisco DNAC(DNA Center) &t 2|0i| CHEH 7| XA
. SSL 2B Mof CHet 7|2 X[A]

MB8EE TH 24
0| &M= Cisco DNAC(DNA Center) T 2.1.xE 7|82 2 #fLCt.
ol EMel 2= 58 # #32|C|Hto|AE EOZ R EEIIGLICH Ol 2A0] AL E E% =

=
olaE X7I3tEl(7|2) Zu|agolMdMez AI’S.*EI‘B,ﬂ%L—IEP M HELIFIAS 5 8 E
BE o HAHQ S 0|2l SXIStA|IZ| HHELICH

DNS Z2|= HE3 & x|2 Cisco DNA Center(DNAC) ZHEE2{7} ¥Z AIO|E0f )l 28 2IF]
Hg S HEXHT &XIE Z2H|Xdsltie 42 2R st HE Y|t

Cisco Plug & Play Day0& At&35t0{ U E®|3 C|HO|AE 2EYste YHol= o8] 7kX|7t /&
L|CF.

. DHCP 22Xl =M
. DNS = 3|
. Cisco 22l E z[C|HM



S8 QlEUlg S8 EoF 412 {5 AE= DNACO| E9F QIS MHE Mx|5HoF EL|Ct DHCP AH,
DNS MHE MZ5t1 SSL QIS MHE MA 2 Mx|5t2{H 0| EME [MEAMA|L. 0|0 IS M + 7|
7F /1 DNACO Mx|5H0F 5t B 11EHH el EME [EAA|IL. Ol EMUME

. Cat9K C|HIO|A = PNP 0Of|O|ME QJL|C}.
. pnpserver.cisco.com2 DNAC ZAEZ2{2| FQDN O|& /L |C}.
. Cisco £22|%x|= DNS AMt{ & DHCP MHZE F&EL|Ct.

DNACO SSL 2Ia M Mo 3l Mx|

RER| MH O_I?.‘Hﬂ °*771| x1|+5'l—ll:+ Lt 38 SIS &3 H %7—1 %’-I oM 22 E HERZ
ClHFOIA R QHHStH SAl5t7| IsH LHE CAMIM =8 X.509 QIEME 7tx{2= 0| E&LCH

CIS 2 DNACOM Cisco7t & =8t Open SSL QIS ME CIREZESHT Mx|sHe o LiCH
RQIBME CHREEtE4H HX{ CSRE MAMsloF &LCt.

At

1Et7|. SSH 221 0|¢1EE AF8 35104 Cisco DNA Center 22 AE{0| 212151 /home/maglev OF 24

off Al Z2EHE MMEILICE o 2 E0f, & CIEEC|0] U= S92 mkdir ts-cert;cd tis-cert F& 2 ¢!
245t L|C}
=] .

2EHA|. A& TI”SE7| ol maglev cluster network display B& 2 A& 35104 Cisco DNA Center 74
I|z8lo|Ad Al Cisco DNA Center A E O|S(FQDN)O| MM E|A=X| &Ql&tL|Ct.

Input:

Smaglev cluster network display
Output:

cluster_network:

cluster_dns: 169.254.20.10
cluster_hostname: fgdn.cisco.com

7 0| BHS MM RE HEHO| /0{of FLICH

£24 ZIC cluster_hostnameO| H|0{ Y7L} ¥H5tE EE7| ofl AL maglev cluster config-update
2 | 85104 Cisco DNA Center ZAE O|&(FQDN)2 $7+%+74|_+ H4 745t |C}

o)
jo
>..

Smaglev-config update
Output:

Maglev Config Wizard GUI

F: 0| B2 MstedH FE Mol Qlo{ok gLct.



0|24 T E X E Cluster hostname2 E & 35t= MAGLEV CLUSTER DETAILSZHE BHAHI7F EAIE )
JHX| NextE E=/gfLICH. EAE 0|2 #5H= Cisco DNA Center FRDN2 2 A EFL|C} Next(Ch
=)E Z2l5l 1 Cisco DNA Center7} Al FQDN2 2 AT E 77 X| A& TI=gLICt

3EHAH|. HoteE HIAE TEIT|E AFE35H0d openssl.enfEl= IS M5 D O EHAH[O|AM MAAEH
CIEEE|o] AZ=ELICE O] | & X|ReZ AFSSHE| +F0i & A =&EL|Ct.

. CA(Certificate Authority) 2| El0fl 2048/sha2560| 22§t B default_bits 2! default_ mdS

=&k

- req_distinguished_name X! alt_names MMo| 2= EEoi Cier 2t 2 XIEgfLIcH R Y8 of 2
= ME AERl ou EHEQILICH @15 7| &2 Blof OU EEJH 25K g2 E<2 OU EE
= MEFSHL|C).

: 0|EHIOI T4 He s ME AFELICH 215 7|2k 2el ’HolM 276t X| = F< HEFELIc

. alt_names MM: Q15 M ZAI|22|0|M 2742 Cisco DNA Center 0] [T} CHE LICF.
Cisco DNA Center 215 A 2] FQDNO] CHgt 2= X| 22 Cisco DNA Center 2.1.1 O| &0 M XS E
LICF 2.1.1 O] B{T1 Q| Cisco DNA Center2| B SAN(FA| CHA]| O|8) Z=oi IP FAT7F Ho|E
QIEZ M7} =2 EFLIC} Cisco DNA Center H{7 2.1.1 0|4 & Cisco DNA Center 2.1.1 O|% H{Z 0|
CHEt alt_names MM Z41|[T2|o|M2 Ct=21t Z&LCh

Cisco DNA Center HH& 2.1.1 0] 4!t:

1. alt_names AlM0]| O[5t AIA[2. O] MMof= ¢l HEIRX] EE= PnP E&= Cisco ISES2F 22 A&

StEl ZZMAE &35l Cisco DNA Centero| °”A'||A st= O APREI T E DNS O|&(Cisco DNA
Center FQDN Z &)0| Z & E|0{ Ql0{oF & LICt. alt_names *—*V‘dg X i DNS &= 2 Cisco DNA
Center FQDN(DNS.1 = FQDN-of-Cisco-DNA-Center)2 = & 3l of °*L—|EP Cisco DNA Center
FQDN CHAI U EFIE DNS @52 F7HE = 4 X|ot EH7'<1| 0|8 MMO| £ DNS EF0iAf 2t
EFIEE AMBE = U&LICHPnP 2 7|E} DNS &= 9| 4<). 0 & =01 *.example.com2 &8t
st=olL|C).

S Mol 27 dHof| SUF QIZEME A85tE AR alt_names MMM K5l S A|AE] ALO
Eof CHEt DNS %*5% F7lote setoll= AUEFIEE ASE £ gigUct 23U el 5+ A
Hollz Hr ol QIBME At83t= X0l E&LICH AHAIEH LH& 2 Cisco DNA Center Administrator
Guide 2| "Add Disaster Recovery Certificate" MMZ2 F ARSI LA

2. alt_names M/442 DNS &5 2 Z Cisco-DNA-Center2| FQDNE2 Z & &loF 5tH, 7144 OIHALS
S35l Cisco DNA Center 724 A| M El Cisco DNA Center ZAE O|&(FQDN)H & x|5Hok grL|Ct
("EHAE ZAE 0|8" /2§ ZE). Cisco DNA Center= A 2 E QIE{H|0|A0] CHEH 5tLtS| &
AE O|E(FQDN)ZH X[ & LIC} L E 23 2| Cisco DNA Centerol CHEt CI|HIO|A AZAE I8l
Cisco DNA Center2| #t2| & JIE{Z2|0|X ZEE 25 AI85tE 729, DNS #HE|E $ATH HE
I E 7|8tS 2 Cisco DNA Center A E OI%(FQDN)OH CHEt J'-'FEI IP/7}M IP & JAE{ZE}O|=
IP/7L4 IPE EQI5IEE GeoDNS MAHE M35l oF & LICH HIE 32| Cisco DNA Center0i| CH8H
C|HFO|A 9942 2|5l Cisco DNA Centerl| YIE|Z 2} 0|X ZE DN AF235H= 7492 GeoDNS MHAE

HdYg 227t elsLoh

21 Cisco DNA Center0i| CH5H sl £ & & 4435}5t 23'%’—
S 2 Cisco DNA Center A E O|&(FQDN)|

JEI .=% HERIE 7|
CHE F P
AIE{ZZ}O|= 7I4 IPE EHQISIE S GeoDNS HAg ?“é;%HOF E.*LIEL

AR CIEE

3.2.1.1 O|™ B{T 2| Cisco DNA Center:

2l HPIR X EE= PnP EE&= Cisco ISEQ} Z 2 X S35HE Z2 M|AE S35l Cisco DNA Center0f @A
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AStE O AMEElE ZE IP FA 2 DNS 0|E € Z & &HoF 5l= alt_names MM
O| |0l M= 3= Cisco DNA Center E2H{AEE 7HIELICH S&I™ C|HFO|ATE Q=
= 9l vipol CHEH A B SANS AFE3HLICH LFSof C|HIO|AE Z{AE RSt 4 A 22 AEH
HHO| IP FAE ZESTS QBSME ChA| MM sHoF ghict)

2t QEmo|AT FHEIX| f2 2 2Lt ZE L& HEELICH

. extendedKeyUsage & & 0{ M serverAuth ! clientAuth EM82 E4QlLCt § §4 & 5tLIE
M2k5tM Cisco DNA Center0l| M SSL QIS ME HE & LICEH
- KA ME QIBME 7= AR (THE K| &) X.509 Basic Constraints "CA:.TRUE" &2
S ErsHof gLt
ofl openssl.cnf(Cisco DNA Center {7 2.1.1 O[&fofl H8):

req_extensions = v3_req

distinguished _name = reqg distinguished_name
default_bits = 4096

default_md = shabl2

prompt = no

[regq _distinguished_name]

C = <two-letter-country-code>

ST = <state-or-province>

L = <city>

0O = <company-name>

OU = MyDivision

CN = FQDN-of-Cisco-DNA-Center

emailAddress = responsible-user@mycompany.tld

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage=serverAuth, clientAuth

subjectAltName = @Qalt_names

[alt_names]

DNS.1l = FQDN-of-Cisco-DNA-Center
DNS. 2
DNS.3 = *.example.com

pnpserver .DomainAssignedByDHCPDuringPnP.tld

l-—- Example openssl.cnf (Applicable for Cisco DNA Center versions earlier than 2.1.1)

req_extensions = v3_req

distinguished _name = reqg distinguished_name
default_bits = 4096

default_md = shabl2

prompt = no

[regq _distinguished_name]

C = <two-letter-country-code>

ST = <state-or-province>

L = <city> O = <company-name>

OU = MyDivision

CN = FQDN-of-Cisco-DNA-Center

emailAddress = responsible-user@mycompany.tld



[ v3_reqg 1]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage=serverAuth, clientAuth

subjectAltName = @alt_names

[alt_names]

DNS.1 FQDN-of-Cisco-DNA-Center
DNS.2 = pnpserver.DomainAssignedByDHCPDuringPnP.tld

IP.1 = Enterprise port IP node #1

IP.2 = Enterprise port IP node #2

IP.3 = Enterprise port IP node #3

IP.4 = Enterprise port VIP

IP.5 = Cluster port IP node #1

IP.6 = Cluster port IP node #2

IP.7 = Cluster port IP node #3

IP.8 = Cluster port VIP

IP.9 = GUI port IP node #1

IP.10 = GUI port IP node #2

IP.11 = GUI port IP node #3

IP.12 = GUI port VIP

IP.13 = Cloud port IP node #1

IP.14 = Cloud port IP node #2

IP.15 = Cloud port IP node #3

IP.16 = Cloud port VIP
1 openssl.enf THLO| FHAE IP FAE EZ&5HK| foH™ fllo{ o|O|X| &Mt E
CIore 4 GieLIct ) BXIE s P BRAL| P SAE SANSE SISOl A71EHL
Ct.

25t SIAE TEJ|E AF85104 openssl.enfihe TS AAd5t T O[T EHAlollA 443t ClE

2lo| Y=gt of of & Ko R A8stEl THf %A ZALICH

. CA(Certificate Authority) 22| &0i| 2048/sha2560| Z &t 732 default_bits & default_ mdS
e S i

- req_distinguished_name %! alt_names AlMo| & E E o CHEF gt2 XIHELICH Y8 of e
= ME ALE el oU HEQLCH 218 7|7 &l ol OU EE7F HRsX| e 42 oU EE=
=

= AHEF%I-L_||:|.
. emailAddress HE= MEH AR QILICH 215 7|2t &t2| Blof 2R5HK| ot F< AMeFgrLct.
. alt_names MM: QIE M Z1I|T2 20| 2742 Cisco DNA Center I:H""Oﬂ k2t CHS L
- FQDN® Cisco DNA Center 2.1.1 O|&f0oi| A X|&ELIC}. 2.1.1 0| B{T 2| Cisco DNA
Center2| 32 SAN(FA| CHA| O|F )0l IP LT U= @IS M7t H'L|Ch. Cisco DNA
Center HT1 2.1.1 O|& & 2.1.1 O|™ HHTI2| alt_names MM F 42 CtS1 Z&LICH.
- Cisco DNA Center HH71 2.1.1 0|43 EEI X EE= PnP K= Cisco ISE2F 22 AtS3tE &
E M0 2|8l Cisco DNA Centerof AAM|ASt= O ALE /= 2= DNS O|F(Cisco DNA
Center FQDN Z &) Z &5l 0f 3t alt_names ’ﬂ!*d; Z 9|5t A A|2.alt_names AM449]| 51
& DNS & =2 Cisco DNA Center2| FQDN2 Z & 35H0F & LICHDNS.1 = FQDN-of-Cisco-
DNA-Center). Cisco DNA Center®| FQDN CHAl 2t EFE DNS 852 F7t8 = igLch.
2L} alt-names Ml440| £ DNS S olME F 2CIIEE MEE = JU&LICHPnP & 7|
El DNS & 59| B<). 0iE E01, *.example.com2 F& & &= lL|Ct.
S2: Ml 57 MHo| SUS QIS ME AI835t= A< alt_names MMM &5l S+ AIAE] ALO]
Eof CiEt DNS &= 2 F7I5t= Setol= A UEFEE ASE + I:IAI=IL’||:|' J2{Lt Risll =7 A
Moz Hr ol 9IS MHE Ar835t= W0l EZ&LICH REMIEH LI 2 Cisco DNA Center Administrator
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Guide 2| "Add Disaster Recovery Certificate"” MM E R T 5HAAIL.

. alt_names A4 2 DNS &= 2 Z Cisco-DNA-Center2| FQRDNS Z &5HoF 5tH, 43 OF
ME S35l Cisco DNA Center Z1I| 124 0|M A] %X El Cisco DNA Center 3AE 0|2
(FQDN)Z} U x|sHof BfLICH"EB{AE SAE 0|E" /24 ).
Cisco DNA Center= $Af 2 E QIE{H| o|A0f CH3H 3tLte| S A E O|F(FQDN)EH X[ & LICt DNS
FH2E 2 HERXIE 7|82 2 Cisco DNA Center EAE | E(FQDN)o]| CHEr 22| IP/7Ha 1P
L QIE{Z 2} 0| X IP/7HA IP2 &QISHT S GeoDNS HAHE 1443l oF ELCH.

21 Cisco DNA Center0d| CHaH XH 0H S8 g4 §P?J <, DNS ?-JEI% t.'=*% HEXHNIE 7|
HO 2 Cisco DNA Center A E 0|&(FQDN)O| FIP 2 RS =S+

CHel
OlE{Z 2}0|= 7}4 IPE é*&lériﬁ GeoDNS 78*—”.% —‘rlo%HOF L.

. Cisco DNA Center 2.1.1 0| H7

e EEteX EE PnP EE= Cisco ISEQH 22 AHS3HE ZZMAE S3ll Cisco DNA Center0ll Al
AdtE O AHEEE RE P F2 U DNS O|§ & E&SH0F 6t alt_names Ml S F O[St AL,

2f 5l OF
O| odlof M= 3= Cisco DNA Center 22{AEE 7HEELICH SE1™ ClHIO|ATE /ie B2 siE
L E L VIPY| EHﬁHA-I':W SANZ AEELICEH LISl ClHo|AE EB{AETSE B2 M E{AH
HHO| IP FAE ZESIE S QBME CHA| MdsloF gLict)
- 2CtRE QEH oAV FHEX| g2 B¢ 22t ZE g MEFELICH
. extendedKeyUsage = & 0{| M serverAuth 2! clientAuth S48 ZQILICH £ §M & &t

LIS M2F5tH Cisco DNA Center0il A SSL 215 MHE 7{E &L Ct.
KHA A‘l%‘ CIBME 71 B (HESHX| &) X.509 Basic Constraints "CA:TRUE" &f
&2 ZEslofF gLt
04l openssl.cnf(Cisco DNA Center HH% 2.1.1 O|&0f 8)

req_extensions = v3_reqgdistinguished_name = reqg distinguished_namedefault_bits = 4096default_md

= shab5l2prompt = nol[reqg_distinguished_name]C = <two-letter-country-code>ST = <state-or-
province>L

= <city>0 = <company-name>0U = MyDivisionCN = FQDN-of-Cisco-DNA-CenteremailAddress =
responsible-user@mycompany.tld [ v3_reqg ]basicConstraints = CA:FALSEkeyUsage = digitalSignature,
keyEnciphermentextendedKeyUsage=serverAuth, clientAuthsubjectAltName = @alt_names[alt_names]DNS.1

FQODN-0f-Cisco-DNA-CenterDNS.2 = pnpserver.DomainAssignedByDHCPDuringPnP.tldDNS.3 = *.example.com

0dl openssl.cnf(2.1.1 0|7 Cisco DNA Center EHZ10{] 2 8)

req extensions = v3_reqgdistinguished_name = req distinguished_namedefault_bits = 4096default_md
= sha51l2prompt

no[reqg distinguished _name]C = <two-letter-country-code>ST = <state-or-
province>L

= <city> O = <company-name>0U = MyDivisionCN = FQDN-of-Cisco-DNA-Centeron-GUI-portemailAddress =
responsible-user@mycompany.tld[ v3_req lbasicConstraints = CA:FALSEkeyUsage = nonRepudiation,
digitalSignature, keyEnciphermentextendedKeyUsage=serverAuth,clientAuthsubjectAltName =
@Qalt_names[alt_names]DNS.1 = FQDN-of-Cisco-DNA-Center-on-GUI-portDNS.2 =
FQDN-of-Cisco-DNA-Center-on-enterprise-portDNS.3 =
pnpserver.DomainAssignedByDHCPDuringPnP.t1dIP.1 =

Enterprise port IP node #1IP.2 = Enterprise port IP node #2IP.3 = Enterprise port IP node #3IP.4

Enterprise port VIPIP.5 = Cluster port IP node #1IP.6 = Cluster port IP node #2IP.7 =

Cluster port IP node #3IP.8 = Cluster port VIPIP.9 = GUI port IP node #1IP.10 = GUI port IP node
#2IP.11

= GUI port IP node #3IP.12 = GUI port VIPIP.13 = Cloud port IP node #1IP.1l4 = Cloud port IP node
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#2IP.15
= Cloud port IP node #3IP.16 = Cloud port VIP

&1 openssl.cnf TH0Y| EHAE IP FAE Z&SIX
of oFg = gigLct ol EAIE adsted{H A IP
Ct.

oM AZEQ o] 0|0O|X| EAMEE
i%SAN 2 91Z Mol F7tetL

0| Z2 CI2 &2 2 my openssl.confe| Z4I| 10| L]C}

req _extensions = v3_req

distinguished _name = req distinguished_name
default_bits = 4096

default_md = shabl2

prompt = no

[reqg _distinguished_name]

Cc = US

ST = California

L = Milpitas

O = Cisco Systems Inc.

OU = MyDivision

CN = noc-dnac.cisco.com

emailAddress = sit-noc-team@cisco.com

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage=serverAuth,clientAuth
subjectAltName = @alt_names

[alt_names]

DNS.1 = noc-dnac.cisco.com
DNS.2 = pnpserver.cisco.com
IP.1 = 10.10.0.160
IP.2 = 10.29.51.160

47| 7Hel 7| E BtEEd™ o] BH g U={ELct Q& 7| 22| BloM Eeet B« 7| 20|
20482 Z=&rLIC. openssl genrsa -out csr.key 4096

5EA|. 2 =7t openssl.cnf THJ04| R X[ O EHH 0| M HM 5t 7HRI F7|& AL&5+0d Certificate
Signing RequestE A3 grL|C},

openssl reqg -config openssl.cnf -new -key csr.key -out DNAC.csr

6EHA. CSR(Certificate Signing Request) LI& S & 215l DNS 0| (2! 2.1.1 0|™ BT Q| Cisco
DNA Center IP &4)0| Subject Alternative Name(F#| CHAl| 0|5 ) ZE=0i SHI2H AU E=X|

EolgrLict.

openssl reqg -text -noout -verify -in DNAC.csr

77|, CSR(Certificate Signing Request)=S = At3+0{ CA(04l: Cisco Open SSL)0i| E 042 & LICtH

23 E Sl UBME CI2EEFLICE Cisco SSL 215 M
P Q1B AME IR 2 =5124™ "Request Certificate(2185 M QM)"& E=/&FLCt


https://sslcerts.cisco.com/sslrequest/

= MEHE = 2 "Request Limited Test Certificate(M|SHE HIAE QISM QH)"'E Z2grLct.

'.:- L Pl il . S B

Request Cerificate
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openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print_certs

OttH| QIBM UZAIF =8 mhdol IS M & &Z Xt CA XML MBste B2
PEM(base64) I} LS CI2 Z =35l 7L} opensslE A&35104 DERE PEMZ H#EHEHLICH
IZE M Y ZXt CAE AT, QB AME AlZetD 1 Flol 5H9l CAE F7I5t0{ £ E CATHX| O

ol O|= A
— O
S8t CH2 dnac-chain.pem It 2 &248tL|C}

cat certificate.cer subCA.cer rootCA.cer > dnac-chain.pem

10EHA|. 2|0l M A8t tis-cert dir2| dnac-chain.pem IS & 0 AM Cisco DNA CenterZ S A
L[Ct.

11E+A|. Cisco DNA Center GUIO A M|+ OfO|Z()2 2!t System(A|AH!) > Settings(&dd) >
Certificates(QIE AM)E MEHFLICE

12274, Replace CertificateE 2 2/8FL|C}.



13EHA|. Certificate(21E M) EEO|M PEM EIC|2 HES 286t OHS Y S A FLICH

. Certificate(21& M) E =0{ M dnac-chain.pem L A=2 7tX{22{ 0| T AE Drag n' Drop a File
Here(047|0f It ZBo{=7|) HEZ Bo{M =&LICH

- Private Key(7HQ! 7|) ZE0{|AM 7HQ! Fl(csr.key)E 7tXK{2 1 O| IS Drag n' Drop a File
Here(0{7]0f It Bo{27|) EEZ ZBoCt =&LCt.

- 712l 7|oil Ciall Encrypted(8f 3 3tE) E&CH2 S50IM No(otLIR)E MEITILICE.

~ertncate

< PEM
) PKCS

TG - 4 e, e

CSIT. hOEAy

NGO o

14EHA|. Upload/ActivateE Z 2I8fLICH 220 FMCH7L DNACO] CHA| 2 1918k L|C}.

DHCP AMH Zdx|22i[o]4
DUTO] IP =AE Y355 DHCP M &2 FEEHLICH 8 DHCP MEHE F 8L Ct

TH 2l O|& LU DNS AHH IP FAE ELCE.

ip dhcp pool PNP-2A4

network 192.0.2.0 255.255.255.252
default-router 192.0.2.2
domain-name cisco.com

dns-server 203.0.113.23

DNS MH 74, HE I 0|A DNS MHE T+45t04 DNACS| FQDN O|&2 = Ql&rLCt.

ip dns server
ip host pnpserver.cisco.com <dnac-controller-ip>

1524, 222e M ClHtolA 2| 70|21 ™ol X QU&LICH NVRAMS| A% Z4I| 28| 0[440]



Hlo{ Q222 PnP 00| ME 7} E2|7{Z|0{ DHCP DISCOVER HIA|X|2] DHCP Option 6001 A
"Cisco PnP"& ™&ELct.

2EH7H|. DHCP MHE &M 6001 A "Cisco PnP"E QIAISIEE T MHE|X| ot SM 602 FAIEL
Ct. DHCP MHE IP FAE &8935t FHE =M 0| L DNS MH IP A2} &4 DHCP A|et
k=3 _I?I_I_H |_|[_-_|._

= =

3CtA. PnP HO|ME= THIQ! O|&2 11 HHstE PnP M EAE O|§2 3488t Ct2
"pnpserver" EALL | ZH Q! O|&E F7HELICH =HIQ! O]& 0] "example.com"@! Z< PnP At
O| H13&tEl ZEAE O|& 2 "pnpserver.example.com”"0| ELIC}. PnP 0f|0|ME = DHCP SMoiM
=418t DNS MHHE AL8 35104 IP =401 CH3H "pnpserver.example.com"2 = QIgFLICtH

2222 9|5l pnp o0|ME T EB|HEIE Aol o
HEl TC =0 4 Al AQ %[ = "write erase” MHS A IS CHA| 2C
AQx| Za0|M CIS ¢aZ == stolstLc}

Would you like to enter the initial configuration dialog? [yes/no]:

*Jan 19 22:23:21.981: %I0SXE-0-PLATFORM: R0/0: udev: diskO: has been inserted

Autoinstall trying DHCPv6 on Vlanl

Autoinstall trying DHCPv4 on Vlanl

Autoinstall trying DHCPv6 on Vlanl

Redundant RPs -

Autoinstall trying DHCPv6 on Vlanll9

Autoinstall trying DHCPv6 on Vlanll9

Acquired IPv4 address 192.0.2.3 on Interface Vlanll9

Received following DHCPv4 options:

domain-name : cisco.com
dns-server-ip : 203.0.113.23
si-addr : 203.0.113.21

stop Autoip process

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Autoinstall trying DHCPv6 on Vlanll9

Guestshell destroyed successfully

Autoinstall trying DHCPv6 on Vlanll9

Press RETURN to get started!

el HE
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https://developer.cisco.com/site/open-plug-n-play/learn/learn-open-pnp-protocol/
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html#Cisco_Concept.dita_6b42a5a9-5e77-4bf2-b05b-78a742b6888b
https://www.cisco.com/c/ko_kr/support/index.html
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