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) F'_ https:fAab-dc-ns.michamen.com/fcertsry,

Microsoft Active Directory Certificate Semices — LAB-DC-RTP

Welcome

Use this Web site to request a certificate for your Web browser,
depending upon the type of certificate you request, perform oth

You can also use this Web site to download a certificate authon

For more information about Active Directory Certificate Services

Select a task:
Request a cerlificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

[certsrv/certrgxt.asp
/certsrv/certrgxt.asp URL2 M IS M S AlﬂﬁPE ol AF2ELICHEST 22H0|¢EE
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Microsoft Actve Directory Certificate Seraces — LAB-DC-RITF

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-684-encoded CMI
Web server) in the Saved Request box.

Saved Request:

Basa-6d-encodad
celficate request
(CME or

FECS #10 or
PKCS #7)

Certificate Template:
CiscoRA -

Additional Attributes:

Annbutes:

Submit > |
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0] E., https:/lab-de-iis.michamen.com/certsrv/certinsh.asp

Microsoft Active Directory Certificate Senaces -~ LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or ® Base 64 encoded

Download certificate
Download certificate chain

¢ W,

El:H 0| X| 2120 A "ReqID"E ZHAMEILICH.

(1) &, view-sourcechitps:/lab-de-iis.michamen.com/certsrv/certinsh.asp

l||'l.|'---.--- EEEEEE EEEEEm

Af LINY HAWDLERS

flmmmmmmmmmeemesesasesseesseeseesesesese—s——s———eeeee——————

ff Get the requested cert
function handleGacsarse() {
location="cercnew.cer {GlepE=7T4"+gecEncoding () ;
}
= ============cm==m=emmsomme—os=os=c=ss=s=some—se—sss=os=sc=—==omn
ff Ger che regquesced cercificace chain
funetion handleGecChain() |
location="certnew. pTh i EEME=T7Te"+getEncoding ()
}

T

S/ recurn the scoding parameter basesd gpon che radioc buctcon
functicn getEncodingl() |
if (eruessdscument.UIForm. rbEncoding[0] . checked) |
recturn "Ence=bin®;
I slac i
recurn "Enc=ka4Y;
}

[certsrv/certnew.cer
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I Mol % IDE QIAIELICHEST 22l0|MEE
= m]
4D 2

O|= Download Certificate 2@ 3£ 228 [ HEI A0 L5t = Aot Z&L|Ct



B @ £, https://lab-dc-iis.michamen.com/certsrv/certfnsh.asp

Microsoft Active Directory Certificate Services - LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

Download cert@f@c;tg\j _
==4 Download certificd._’ chain

Opening certnew.cer

You have chosen to open:

@ certnew.cer

which is: CER file (1.4 KB)
from: https://lab-dc-iis.michamen.com

What should Firefox do with this file?
() Open with Browse...
@Egaue File

[Joe this autcmatically for files like this from now on,

Cancel

a2 HEtXME QR E of7i#H=oll CHEr bing XIEELICh 28

* GET https://lab-de-iis.michamen.comfcertsrv/certnew. Cer?ReqiD="7&Enc=bin

Headers Cookies Response  Timings  Security

Filger request parametars;

= Query string

Y -y

Regib: 77

Enc: bin
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Nginx 27 2.
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& Logging :

Use this feature to configure bow 115 logs requests on the Web serer,
e L]

ng File
Faerrad:

Wil W Select Fields...

[higgtan

HSysternDrree S metpubilogsilogFles | Browse..

Enceding

Lag Bvend Destsnaticn

Sedect the destinaticn wherne IS wall wrile bog events.
Liag file anby

ETW mvent only

& Eoth log e and ETW enenk

23 B4 of
HAEoR AR sHe MHlA

NGINX 2220 EA|El CES Al

Ol 2a0iM= eI He| = HEX| A &LICHAZ MHE A0 2EE HA| 21E A & elo] o{7]of
FEAED, stLtE g ZE|o|L{& 0| O E tiLte ESTE |ILIC.

ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

nginx: [warn] ossl _init_cert_store: Adding cert to store (/O=C sco/ CN=ACT2 SUDI CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-
eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-
eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=Ci sco Systens/ CN=Ci sco

Manuf act uri ng CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Manufacturing CA
SHA2)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=Ci sco Systens/ CN=Ci sco Root CA
2048)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Root CA M)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/DC=com DC=ni chamen/ CN=I ab-

ca. m chanen. con)

***EST [INFQ [ est _| og_version: 216]--> |ibest 2.2.0 (APl level 4)

***EST [ I NFQ [ est _| og_version: 220] --> Conpi | ed agai nst G scoSSL 1.0.2n.6.2.194-fips

***EST [INFQ [ est _| og_version:221]--> Linking to C scoSSL 1.0.2n.6.2.194-fips

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/0O=C sco/ CN=ACT2 SUDI
CA)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)



***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=Ci sco

Syst ems/ CN=Ci sco Manuf acturing CA)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=C sco/ CN=Ci sco
Manuf act uri ng CA SHA2)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=Ci sco

Syst ems/ CN=Ci sco Root CA 2048)

***EST [INFOQ [ossl _init_cert_store_fromraw 182]--> Adding cert to store (/O=C sco/ CN=Ci sco Root
CA M)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to store

(/ DC=com DC=mi chanmen/ CN=Il ab- ca. m chanen. con)

ngi nx: [warn] pop_enabl ed off in nginx.conf. Disabling EST Proof of Possession

***EST [INFQ| [ set _ssl _option: 1378]--> Usi ng non-default ECDHE curve (nid=415)

***EST [INFQ| [ set _ssl _option: 1432]--> TLS SRP not enabl ed

Enrol | ment Servi ce.sh : nginx server PID value = 31070

NGINX error.logol| EA|El CES Al

OIEM EIZEl Hu|a oM 2 XHd BH
LICt.

jo

A28t 202 2 I = TZHoAM =olE & g

2019/ 03/05 12:31:21 [info] 31067#0: login_to_certsrv_ca: Secure connection to MS CertServ
conpl eted successfully using the follow ng URL
https://1ab-dc. m chamen. com 443/ certsrv

CA QIEM Holo] ZMe kg A= A Ztol A Helg + AaLICH

2019/ 03/05 12:31:21 [info] 31067#0: retrieve_cacerts: Secure connection to MS CertServ conpl et ed
successfully using the foll ow ng URL

https://1ab-dc. m chamen. com 443/ certsrv/certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

[-]

2019/ 03/05 12:31:21 [info] 31067#0: ra_certsrv_ca_plugin_postconf: CA Cert chain retrieved from
CA wll be passed to EST

fjo

F URLE AF2 3504

rr

== e}
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rok

20| HEstH certnew.p7b T LS 7IMSLICHRESR A4 5FO0| U
H 2t MO M certnew.p7b IHHE 7HX{E &= U&LICH.

CES AlZH IS 2a0M 8 £ Q&= 0|

NGINX error.log0i| EA|El 40t S Ust CES A% OHIEE IS EO0ME BHEFEILICH L NS
230 ¢ Mo 401 SEHES Sall 3 Hmf 2 ®2I5H7| E0i 27HL| HTTP GET 2% 0|
] E%*E'LII:P 2|0 918 £ 8 £AI2 301 SE2 AF85t0q 2|C|=MEL|Ct.

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv - 443 - 14.48.31.128 CiscoRA+1.0 - 401 1
2148074254 0

2019-03-05 17:31:15 14.48.31.152 CET /certsrv - 443 M CHAMEN\ ci scora 14.48.31.128 C scoRA+1.0 -
301 0 0 16

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv/certnew. p7b Reql D=CACert &Renewal =0&Enc=bi n 443

M CHAMEM ci scora 14.48.31.128 Ci scoRA+1.0 - 200 0 0 2

CAPF 2110 EA|E! CAPF A|%E}



2ol U2 OE 2o M &5t Wt Z&L
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CES A|2HE 2|8t CAPF 20| A gtAist= Ci &8
Ct. 2L} CAPF MH|A 7} 22F2l CA°| Hheq gl

CH.

12: 31: 03. 354 CServiceParaneters::Init() Certificate Generati on Met hod=Onli neCA: 4

12: 31: 03. 358 CServiceParaneters::Init() TAM password al ready exists, no need to create
12: 31: 03. 358 | -->CServi ceParaneters::OnlineCAlnit()

|
|
|
12: 31: 03. 388 | CServiceParaneters::OnlineCAlnit() Online CA hostnane is |ab-dc. nm chanen.com
|
|
|

12: 31: 03. 389 CServiceParaneters::OnlineCAlnit() Online CA Port : 443

12: 31: 03. 390 CServiceParaneters::OnlineCAlnit() Online CA Tenplate is Ci scoRA

12: 31: 03. 546 CServiceParaneters::OnlineCAlnit() nginx.conf Updated and Credential .txt file
is created

12: 31: 03. 546 | CServiceParaneters::OnlineCAlnit() Reading CAPF Service Paraneters done

12: 31: 03. 546 | <--CServiceParaneters::OnlineCAlnit()

12: 31: 03. 547 | CServiceParaneters::Init() OnlineCA Initialized

12:32:09. 172 | CServiceParaneters::Init() Csco RA Service Start Initiated. Please check NG NX

logs for further details

E270|M Ct30l|l 28 2E 2 CAPF MH|ATHEST 22I0|MEE X 7(|3He M Lct

ro

12:32: 09. 231 | debug cA Type is Online CA, setting up EST Connection
12: 32: 09. 231 | <--debug
12:32: 09. 231 | -->debug

12:32: 09. 231 | debug I nside set UpESTC i ent

[-]

12:32: 09. 231 | -->debug

12:32: 09. 231 | debug cacert read success. cacert length : 1367
12: 32: 09. 231 | <--debug

12: 32: 09. 232 | -->debug

12: 32: 09. 232 | debug EST context ectx initialized

12: 32: 09. 232 | <--debug

12:32: 09. 661 | -->debug

12: 32: 09. 661 | debug CA Credentials retrieved
12:32: 09. 661 | <--debug

12:32: 09. 661 | -->debug

12: 32: 09. 661 | debug est_client_set_auth() Successful!!
12:32: 09. 661 | <--debug

12:32: 09. 661 | -->debug

12: 32: 09. 661 | debug EST set server details success!!
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14: 05: 04. 628 | - - >debug
14:05: 04. 628 | debug 2: SEP74A02FCOA675: CA Mode is OnlineCA, Initiating Automatic Certificate
Enrollment



14: 05: 04. 628 | <--debug

14: 05: 04. 628 | - - >debug

14: 05: 04. 628 | debug 2: SEP74A02FCOA675: Calling enrollCertUsingEST ()
csr_file=/tmp/capf/csr/SEP74A02FC0A675.csr

14: 05: 04. 628 | <--debug

14: 05: 04. 628 | - - >debug

14: 05: 04. 628 | debug 2: SEP74A02FCOA675: I nside X509 _REQ *read_csr ()
14: 05: 04. 628 | <--debug

14: 05: 04. 628 | - - >debug

14: 05: 04. 628 | debug 2: SEP74A02FCO0A675: Conpl eted action in X509_REQ *read_csr()
14: 05: 04. 628 | <--debug

CESOIA & 7|o] MBE QB ME AMStH S M7 HEH 7|0 MS 7] ol DER Aoz H
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14: 05: 05. 236 | - - >debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Enrol I ment rv = 0 (EST_ERR NONE) wi th pkcs7 length =
1963

14: 05: 05. 236 | <--debug

14: 05: 05. 236 | - - >debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Si gned Cert witten to /tnp/capf/cert/ location...
14: 05: 05. 236 | <--debug

14: 05: 05. 236 | - - >debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: I nside wite_binary_file()

14: 05: 05. 236 | <--debug

14: 05: 05. 236 | - - >debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Conpl eted action in wite_binary file()

14: 05: 05. 236 | <--debug

14: 05: 05. 236 | - - >debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Converting PKCS7 file to PEM format and PEM to DER
14: 05: 05. 236 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCO0A675: Return val ue fromenroll CertUsi ngeST() : O

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: Online Cert Signing successful

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | -->fi ndAndPost

14: 05: 05. 289 | fi ndAndPost Device found in the cache map SEP74A02FCOA675

CAPF AMH|AE CHA| QIAEOF 9]9] ZE Z Zf(ftmp/capf/cert/)of| 7| F &l ?|%[0M CSRE ZE=& L
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14: 05: 05. 289 | <--fi ndAndPost

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug addded 6 to readset

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug Recd event

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: CA CERT RES certificate ready
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCO0A675: CAPF CORE: Rcvd Event: CAPF_EV_CA CERT_REP in State
CAPF_STATE_AWAI T_CA CERT_RESP

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug



14: 05: 05. 289 | debug 2: SEP74A02FCOA675: CAPF got device certificate

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug loadFile('/tmp/capf/cert/SEP74A02FCO0A675.der")

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug | oadFil e() successfully loaded file: '/tnp/capf/cert/SEP74A02FCOA675. der'
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: Read certificate for device

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug LsSCc is verified. removing CSR at /tmp/capf/csr/SEP74A02FCOA675.csr
14: 05: 05. 289 | <--debug

14: 05: 05. 290 | - - >debug

14: 05: 05. 290 | debug 2: SEP74A02FCO0A675: Sendi ng STORE_CERT_REQ nsg

14: 05: 05. 419 | <-- Sel ect ( SEP74A02FCOA675)
14: 05: 05. 419 | -->Set Operati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status Value is '0'

14: 05: 05. 419 | - - >CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
14: 05: 05. 419 | CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
=>DbSt at us=CERT_STATUS_UPGRADE_SUCCESS

14: 05: 05. 419 | <- - CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc

14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status is set to 1
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0 Operation status is set to
Success:CAPF_OP_SUCCESS

14: 05: 05. 419 | Set Qper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 sql query - (UPDATE Devi ce SET

tkCertificateOperation=1, tkcertificatestatus="3" WHERE

ny_| ower (nane) =y _I| ower (' SEP74A02FCOA675' ) )

14: 05: 05. 503 | <-- Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: I n capf _ui _set _ph_public_key()
14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: pubKey: O,

[.]

14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCO0A675: pubKey | ength: 270

14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >Sel ect ( SEP74A02FCOA675)

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) devi ce exists

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) BEFORE DB query Aut hentication Mbde=AUTH BY _STR 1
14:05: 05. 511 Sel ect ( SEP74A02FC0A675) KeySi ze=KEY_SI ZE 2048: 3

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) ECKeySi ze=I NVALI D: 0

I
I
I
I
I
14:05:05.511 |  Sel ect ( SEP74A02FCOA675) KeyOr der =KEYORDER_RSA_ONLY: 1
I
I
I
I

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) Oper ati on=0OPERATI ON_NONE: 1

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operation Status =CERT_STATUS_UPGRADE_SUCCESS:3
14:05: 05. 511 Sel ect (SEP74A02FC0A675) Aut henticati on Mbode=AUTH BY_NULL_STR: 2

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operati on Shoul d Fini sh By=2019: 01: 20: 12: 00

[.]
14: 05: 05. 971 | - - >debug
14: 05: 05. 971 | debug MsgType ! CAPF_MSG_END_SESSION
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2019-01-16 1
2148074254 0
2019-01-16 1
301000

2019-01-16 1
Ci scoRA+1. 0
2019-01-16 1
2148074254 0
2019-01-16 1
301000

2019-01-16 1
Ci scoRA+1. 0
2019-01-16 1
14.48. 31. 125

4:05:02 14.48.31.152 GET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1
4:05:02 14.48.31.152 GET /certsrv - 443 M CHAMEN\ ci scora 14.48.31.125 Ci scoRA+1.0 -

4:05: 02 14.48.31.152 CGET /certsrv/certrqgxt.asp - 443 M CHAMEN ci scora 14.48. 31. 125
- 200 0 0 220
4:05: 02 14.48.31.152 GET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1

4:05:02 14.48.31.152 GET /certsrv - 443 M CHAMEN\ ci scora 14.48.31.125 Ci scoRA+1.0 -

4:05:02 14.48. 31. 152 POST /certsrv/certfnsh.asp - 443 M CHAMEN\ ci scora 14.48.31.125
https:/ /1 ab-dc. m chamen. com 443/ certsrv/certrgxt.asp 200 0 0 15

4:05:02 14.48.31. 152 GET /certsrv/certnew.cer Reql D=10&ENC=b64 443 M CHAMEN ci scor a
CiscoRA+1.0 - 200 0 0 O

Qutx{0l 2]
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12:37:54. 741
12:37:54. 741
Enrol | nent

12:37:54. 741
12:37:54. 741
12:37:54. 741

ﬂa e otct CAPF 210 of2fe| T = xZtut Z2 £330 EA|ELICHOHE
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| - - >debug
| debug 2: SEPOO1F6C81118B: CA Mode is OnlineCA, Initiating Automatic Certificate
| <--debug
| - - >debug

| debug 2: SEPO01F6C81118B: Cal I'i ng enrol | Cert Usi ngEST()

csr_file=/tnp/capf/csr/ SEPO0O1F6C81118B. csr

12: 37:54. 741
12: 37:54. 741
12: 37:54. 742
12: 37:54. 742
12: 37:54. 742
12: 37:54. 742
12: 37:54. 742
12:38:04.779
12:38:04.779
=0

12:38:04.779
12:38:04.779
12:38:04.779
certificate.
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779
12:38:04.779

| <--debug

| - - >debug

| debug 2: SEPOO01F6C81118B: I nside X509 _REQ *read_csr()

| <--debug

| - - >debug

| debug 2: SEPO01F6C81118B: Conpl eted action in X509_REQ *read_csr()

| <--debug

| - - >debug

| debug 2: SEPO01F6C81118B: Enrol I ment rv = 35 (EST_ERR SSL_READ) with pkcs7 |ength

| <--debug

| - - >debug

| debug 2: SEPOO1F6C81118B: est _client_enroll _csr() Failed! Could not obtain new
Aborting.

| <--debug

| - - >debug

| debug 2: SEPO01F6C81118B: Return val ue fromenrol | CertUsi ngeST() : 35
| <--debug

| - - >debug

| debug 2: SEPO01F6C81118B: Online Cert Signing Failed

| <--debug

| - - >debug

| debug addded 10 to readset

| <--debug
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ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

RHA M Q1B ME MBste H M

NSO Rt ME QB M A2 X|HE|X| &toH CUCMOIA CAPF-trust2 U2 E = Ao =
=5t clolg) ZE =AL ngmx EJOHH 71X Z30|H IISHIM AHA| ME QIS ME P%Q I
J_|-xl-5| |_|.|9.° .u.A||=| Ll |.

nginx: [warn] login_to _certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

nginx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc. m chamen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

URL 2AE O|& X it O|BEX YRIetX| ef&LICt
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ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 51 (SSL:
certificate subject nanme 'l ab-dc' does not match target host nane 'l ab-dc.ni chamen. com)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl

DNS &2l 24
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ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 6 (Could
not resolve: |ab-dcc.m chanmen.com (Donai n nane not found))

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dcc. m chanen. com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

USM F& Xt L™



NTP(Network Time Protocol)7t Q15 M f & Mol CHsl M2 2 S6tX| o ZR0| HALE AR
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nginx: [warn] login_to _certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem certificate is not yet valid)

nginx: [warn] login_to certsrv_ca: URL used: https://lab-dc-iis.m chanmen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

IEM HER 71d 27
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***EST [INFQ [ est _enrol | _aut h: 356] --> TLS: no peer certificate
2019/ 02/ 27 16:53: 28 [warn] 3187#0: *2 ossl_init_cert_store: Adding cert to store
(/ DC=coni DC=mi chanmen/ CN=LAB- DC- RTP) whil e SSL EST handshaking, client: 14.48.31.128, server:
0.0.0.0: 8084
2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_ch: Rcvd data |l en: 163
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
2019/ 02/ 27 16:53: 28 [info] 3187#0: *2 login_to_certsrv_ca: Secure connection to M5 Cert Serv
conpl eted successfully using the follow ng URL
https://1ab-dc-iis.mchamen. com 443/ certsrv
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_ch: Rcvd data len: 11771
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
2019/ 02/ 27 16:53:28 [info] 3187#0: *2 navigate_to_certsrv_page: Secure connection to M5 CertServ
conpl eted successfully using the follow ng URL
https://1ab-dc-iis. mchanen.com 443/ certsrv/certrqxt.asp
whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
***EST [WARNING] [est_enroll_auth:394]--> HTTP authentication failed. Auth type=1
***EST [WARNING] [est_http request:1435]--> Enrollment failed with rc=22 (EST_ERR_AUTH FAIL)

***EST [INFO] [mg send http_error:389]--> [Error 401l: Unauthorized
The server was unable to authorize the request.
]

***EST [ERROR] [est_mg handler:1234]--> EST error response code: 22 (EST_ERR_AUTH_FAIL)

***EST [ WARNI NG [ handl e_r equest: 1267] --> I nconi ng request failed rv=22 (EST_ERR_AUTH FAI L)
***EST [INFO [| og_access: 1298] - - > 14. 48. 31. 128 [ 27/ Feb/ 2019: 16: 53: 28 -0500] "POCST /. wel | -
known/ est/simpl eenrol | HTTP/1.1" 401 O

***EST [INFQ| [l og_header: 1276]--> -

***EST [INFQ| [l og_header: 1278]--> "Cisco EST client 1.0"

***EST [ WARNI NG [ est _server _handl e_request: 1716]--> SSL_shut down fail ed

CES 2I& Alzh =1t
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nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 28
(Operation tined out after 10000 milliseconds with 0 bytes received)



ngi nx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA
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ngi nx: [warn] retrieve_cacerts: Curl request failed with return code 28 (Qperation tined out
after 10001 milliseconds with O bytes received)

ngi nx: [warn] retrieve_cacerts: URL used: https://I|ab-
dc. m chanmen. com 443/ certsrv/ certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA
Tl Fo| ALY
CSCv028048 CAPF A{H|AZ} RTMT Collect Files 701l H O|& EA|Z|X| &t
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