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show cert list own
show cert own tomcat

set csr gen CallManager
show csr list own
show csr own CallManager

show cert list trust
set cert import trust CallManager
set cert import own CallManager CallManager-trust/allevich-DCl2-CA.pem
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admin:show cert list own

tomcat/tomcat.pem: Self-signed certificate generated by system
ipsec/ipsec.pem: Self-signed certificate generated by system
CallManager/CallManager.pem: Certificate Signed by allevich-DC12-CA
CAPF/CAPF.pem: Self-signed certificate generated by system
TVS/TVS.pem: Self-signed certificate generated by system
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admin:show cert own tomcat

Version: V3
Serial Number: 85997832470554521102366324519859436690
SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: L=Krakow, ST=Malopolskie, CN=ucml-l.allevich.local, OU=TAC, 0O=Cisco, C=PL
Validity From: Sun Jul 31 11:37:17 CEST 2016
To: Fri Jul 30 11:37:16 CEST 2021
Subject Name: L=Krakow, ST=Malopolskie, CN=ucml-l.allevich.local, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key value: 3082010a0282010100a2
<output omited>
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CSR(Certificate Sign Request) A4

CSR A

admin:set csr gen tomcat
Successfully Generated CSR for tomcat

QIEM MY 0| MZ™Mo 2 MME|UE=X| &olgtLct.

admin:show csr list own
tomcat/tomcat.csr

melg dn E8s HAE n ol SAFELICHtac_tomeat.csr T2 K& & LICTH

admin:show csr own tomcat

MIIDSJjCCAJICAQAwWgbOxCzATBgNVBAYTALBMMRQWEGYDVQQIEWtNYWxvcGIsc2tp
ZTEPMAOGA1UEBxMGS3Jha293MQ4wDAYDVQQKEWVDaXNjbzEMMAOGA1UECXMDVEFD
MR4AWHAYDVQQDExV1Y20xXLTEUYWxSZXZpY2gubG9 jYWwxSTBHBgNVBAUTQD1 hMWJIk
NDA5M2V3jOGYxN]1ljODhmNGUyZTYwZTYzM2RJNj LhZmFkNDY 1YTgzMDhkNjRhNGU1
MzEx0GQ0YJzkZjcwggEiMAOGCSgGSIb3DOEBAQUAALIBDWAWGgEKAOIBAQCVO53h
1MgTUNYbHQUNYPt00PTf1Wb]j7hi6PSYI7pVCbGUZBpIZ5PKwTD560Z8Sgp]jYX5PE
19D09H2gtQITMVVv1GmleGd1IsbuABRKN61Wk06b706MiGSggel+41vnItjn3Y3kU
7h51nrudye3HpPQzvXXpOKJ/Jedc8InEvQcC/UQmFMKn0ulO0veFBHNG7TLDwDaQ
W1lAllrwrezN9Lwn2a/XZQR1P65sjmnkFFF2/FON4BmooeiiNJDOG+F4bKiglymlR
84faF27plwHjcw8WAN2HWIT607TaE6EOJA0sgLU+HFATI3 txKycSONVLUMZYQHS81s
/C74CIRWibEWT2gLAGMBAAGGRZBFBgkahkiGIw0BCQ4xODA2MCcGA1UATQQgMBAG
CCsGAQUFBwWMBBggrBgEFBQcDAGY IKwYBBQUHAWUwCWYDVROPBAQDAGOAMAOGCSAG
SIb3DQEBBQUAA4IBAQBUUlFhKuyQ1lX58A6+7KPkYsWtioS0PoycltuQsVolaavs?2
PiJkCvzWTeE0o6vIgGOnnal53el5+RPpWxpEgAIPPhtt6asDuW30SgSx4eCl fgmKH
ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNoduPZ0/fo4d1QoJPwjE184U64WXB
gCzhIHfsV5DzYp3IR5C13hEa5fDgpD2ubQWja2L.Id85NGHEIqyiWgwmt 0 7pTkBc+
7ZKa6fKnpACehrtVgEn02j0i+sanfQKGQQHSVYMFsW2uYFj9pf /Wn4aDGuJogdOH
StV2EhOafxPEq/1rQP3/rzgdNMY1J7glyNFGPUVP
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http://dc12.allevich.local/certsrv/

Microsoft Active Directory Cerlificate Services — allevich-DC12-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using
a certificate, you can verify your identity to people you communicate with over the Web, sign and

encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

CA R E 25 ME CI2ZEEL|CE.Download a CA certificate, certificate chain == CRL M|+ &
MEASHLICHOHS OlFel S0 2 CAE MEIFLICH I Y BEd2 Base 64040k & LICIH

CA RIS ME CIRZE 504 24 AKX 0 ca.cerctE O|EL 2 XEFHAAIL.

Request a Certificate(21& A 2%)2} Advanced Certificate Request(ZLZ Q&AM LH)E &2 F+
ELclola M HESI2 ¢ MHE MXstn HAE 1Y tac_tomcat.csr0fl M CSR LI & Ct21t
Z 0| 2o{gd&Lct.


http://dc12.allevich.local/certsrv/

Microsoft Active Directory Certificate Services - allevich-DC12-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or
PKCS #10 certificate request or PKCS #7 renewal request generated by
an external source (such as a Web server) in the Saved Request box.

Saved Request:

P1JkCvzWTeEob6vIigGinnal53el5+RPpWXPEQAIFPP
Base-64-encoded ak/tTuWmzbfyk2igNFy0YgYTeBkG3AgPWWUCNodu
certificate request gCzhIHfsV5DzYp3IR5C13hEaSfDgpD2ubQWjaZLll

(CMC or 7ZRa6fRnpACehrtVgEn02j0i+s5anfORGQgHBVYME
PKCS #10 or StV2Eh0afxPEq/1rQP3/rzg4NMY1 J?glyHFGPmrpl = |
PKCS#7. | — END CERTIFICATE REQUEST-————-—

f Ui | r

Certificate Template:
Web Server v

Additional Attributes:

Attributes:
El:Lab(E= Cisco VOS AMH & CAZt S st 2| ZH Q! of2iol| UZ )M 2SS ==~ stod

F= Ci
AlZt SAIE Hefstn HI2 2| -HIHO|M CSRE E0{E&LICt

NME8 SELICtBase 64 Q1A S S M2 MEHSI T Tomcat MH|AO| CHE QIS ME CIR2EE 8L
Ct.
005 MMEE CHEFCR £8dle AR 215 A2| 0|EE o|0| Y= O|ES =2 HZASHok
grlct.

Cisco VOS MHE Tomcat 1M 71x{2.7|
CA Q&M 7Ix27|

O|20| ca.cer2 XA E CA QIS ME uLic HX] 7Fx{2toF & LIC}.



" del2 cacer - Notepad - A

File: Edit Format View Help

- BEGIN CERTIFICATE-----
MIIDczCCAlugAwIBAgQIQEZglrT9TAL9B6HYKkXM1kITANBgkghk1GI9WOBAQUFADEM
MRUWEWYKCZIm1ZPyLGQBGRYFbG9]jYwWwxGDAWBgolkialk/IsZAEZFghhbGx1dm1j
aDEZMBCGALUEAXMQYWXSZXZpY2gtREMxMi 1DQTAe FWOXNJAIMDEXNZUXNT1aFwOy
MTA1MDEXODAXNT laMEwxFTATBgoJkialk/IsZAEZFgvsb2NhbDEYMBYGCgmSJomT
81xkARkWCGFsbGv2awNoMRkwFwYDVQQDExBhbGx1dm1jaClEQzEyYLUNBMIIBIJAN
Bgkghk1G9w0BAQEFAAOCAQ8AMIIBCOKCAQEAOL2ublJOogyTX2X4zhmzs+f0zz7SF
03GReUavF916uz/CcsP49egHcuYw58846uxZwbbcjgwsaE+OMQD2EYHKZmMQAALWXV
ERVFycS5kS6EM70oRECWONKSpiZ0OUORZq/Y7teinF91lwtosIOR6ap8aEC3Bfr23sInN
bDIXMB5KYw68MtoebhiDYXExVY+XYRE0OQSFC4KeRrpTmuy7VvFGPjvOc iwmfmO/Ir
MzYtkAILcfvEVduz+KgZzdehuwyWAIQBhvDszQGW5aUEX]j+07GKR1IT9vaPOt6TBZ
g78IKQoXebaB8uge/1+FIVIFvQiG3AeqkIvD/UHrZACfAySp8t+csGnr3vQIDAQAB
01lEwTZALBgNVHQB8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUrlsv
rSHPbDhDGOSN5EeU7upVv9iQWEAY JKWYBBAGCNXUBBAMCAQAWDQYJK0oZIhvCcNAQEF
BQAD?_gEBAB'Fguqa6swmmXpStxdgl]mPquanquin:(glSSl(yyY3+'icHaU1xgw,f9
wppSftMajzKouewelzDOwsBk17CYEA1T6SGnak8/+Yz5NCy4foowl70vRz9jP1100
Zd9eowHb6TgYw6+M5zsLVBB3SFGatKgurpBIreExawotsZHCF5mrd13v1+BmpBXxDCz
FuzsFfyxuMmzoxkIPmHOLBYBUW90h4s6wIgIHp9BO0f615d9ES7PkzHUKVTIXVioHa
uflg9jqogoeluxqQh+09uzKo0i62gfkBczZziwkHaP0OmjoQCbSQCcSLLMTIORVLXZKNX
jzqAoy 1 rPEYgvQFrkHlyvo8fotXywSA=

————— END CERTIFICATE-----

A LIS HI{o| S ALt CUCM CLIO| CHE BHEE =gt

admin:set cert import trust tomcat

Paste the Certificate and Hit Enter

CAQBAE Soddecte ZEZETI EAIELICEol2Ho| ZAIE CHz Eoig&LICH

MIIDczCCAlugAwIBAgIQEZglrT9fALIB6HYKXMikITANBgkghkiGO9w0OBAQUFADBM
MRUwEwYKCZImiZPyLGOBGRYFbGOjYWwxGDAWBgoJkiadk/IsZAEZFghhbGx1dml j
aDEZMBcGALlUEAXMQYWxSZXZpY2gtREMxM1 1DQTAeFwOxNjA1IMDEXNZUXNT1aFw0y
MTA1MDEXODAXNT1aMEwxFTATBgoJdkiadk/IsZAEZFgVsb2NhbDEYMBYGCgmSJomT
81xKkARKWCGFsbGV2aWNoMRKkwFwYDVQQDExBhbGx1dml jaClEQzEyYLUNBMIIBIjAN
BgkghkiG9w0BAQEFAAOCAQ8AMITIBCgKCAQEAOL2ubJJOgyTX2X4zhmZs+£0Zz7SF
03GReUavF916UzZ/CSP49EgHcuUYw58846uxZwbbcjgwsaE+oMQD2EYHKZMQAALWXYV
ERVEyc5kS6EM70R6cwONK5piZ0UORzg/Y7teinF91wtOSJOR6ap8aEC3Bfr23SIN
bDJIXMB5KYw68MtoebhiDYXEXVY+XYREOQSFC4KeRrpTmuy7VEGPjvOclwmfm0/Ir
MzYtkAILcfvEVdAuz+KgZdehuwYWAIQBhvDszQGW5aUEXj+07GKRiIT9vaPOt6TBZ
g78IKQoXeba8Uge/1+FI9V1FvQiG3AeqgkIvD/UHrZACfAYSp8t+csGnr3vQIDAQAB
O01lEwTzALBgNVHQ8EBAMCAYYWDWYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUrlsv
r5HPbDhDGOSN5EeU7upV9 iQwEAYJKwYBBAGCNXUBBAMCAQAWDQYJK0oZIhvcNAQEF
BQADggEBABfguga b swmmXpStXdgO0mPugEImnWQTPnWx91SSKyyY3+icHaUlXgW/9
WppSfMajzKOueWelzDOwsBk17CYEAIT6SGnak8/+Yz5NCY4£f0owl70vRz9jP1i00
Zd9eowH6 fgYw6+M5zsLvBB3 SFGatKgUrpB9rExaWOtsZHCF5mrdl3v1+BmpBxDCz
FuzSF{fyxuMz0OXkJPmHOLByBUwI0h4s6wIJgJHp9B0£6J5d9ES7PkzHUKVt IxvioHa
Uf1g9jg0goelUXQh+09uzK0i62gfkBcZiWkHaP0OmjOQChbSQcSLLMTJIORVLXZKNX
jzgAOylrPEYgVQFrkH1Yvo8fotXYw5A=

Import of trust certificate is successful

CA Q15 A E Tomcat-trust QIS MZ HBXo 2 Jtxig=
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admin:show cert list trust

tomcat-trust/ucml-1.pem: Trust Certificate
tomcat-trust/allevich-win-CA.pem: w2008r2 139
<output omited for brevity>

Tomcat IS M 71K 27|

CtS EHE= Tomcat CA HE B ME 71X 2= A/ULICHO| 242 tomcat-trust cert@t & 5|
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set cert import own tomcat tomcat-trust/allevich-DC1l2-CA.pem

MH|A CFA| AlEf

OFR|2© 2 Tomcat MH|AE CHA| A|ZFEFLCE

utils service restart Cisco Tomcat
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admin:show cert own tomcat

Version: V3
Serial Number: 2765292404730765620225406600715421425487314965
SignatureAlgorithm: SHAlwithRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=allevich-DC1l2-CA, DC=allevich, DC=local
Validity From: Sun Jul 31 12:17:46 CEST 2016
To: Tue Jul 31 12:17:46 CEST 2018
Subject Name: CN=ucml-l.allevich.local, OU=TAC, O=Cisco, L=Krakow, ST=Malopolskie, C=PL
Key: RSA (1.2.840.113549.1.1.1)
Key value: 3082010a028201010095a
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EME Tomcat 15 M7t M Y-S E LT

admin:set cert regen tomcat
WARNING: This operation will overwrite any CA signed certificate previously imported for tomcat

Proceed with regeneration (yes|no)? yes
Successfully Regenerated Certificate for tomcat.

You must restart services related to tomcat for the regenerated certificates to become active.

M 2B ME ®M2352{™ Tomcat AHH|AE CHA| A|ZHSHOF g LCt.

admin:utils service restart Cisco Tomcat

Don't press Ctrl-c while the service is getting RESTARTED.If Service has not Restarted
Properly, execute the same Command Again

Service Manager is running
Cisco Tomcat [STOPPING]
Cisco Tomcat [STOPPING]
Commanded Out of Service
Cisco Tomcat [NOTRUNNING]
Service Manager is running
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTING]
Cisco Tomcat [STARTED]
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Windows Server Xtxl| A3 EE = CA(Certificate Authority)E 71X 210 (2 E5= ™AL,
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