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+ Cisco Catalyst SD-WAN(Software-Defined Wide Area Network)
* IPSec(Internet Protocol Security)
« BFD(Bidirectional Forwarding Detection).
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Jan 8 15:00:23.723 EDT: : %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
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Jan 10 12:18:43.404 EDT: : %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for

0|28t 2= FP(Forwarding Processor)0il &8t QFP(Quantum Flow Processor)lA E &1+ &7
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<#root>
Router#

show pl atform hardware qf p active feature ipsec datapath drops

1 IN_V4_PKT_HIT_INVALID_SA 1

4 IN_US V4 _PKT_SA NOT_FOUND_SPI 9393888 <-- sub code error

19 IN_OCT_ANTI_REPLAY_FAIL 342
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Router#

clear crypto sa peer 10.20.20.1
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clear crypto sa peer EXEC @2 IKE(Internet Key Exchange)7t /222 7|E IPSec E{Z 0|2
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<tfroot>

Router#

request platform software sdwan security ipsec-rekey
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Router#clear crypto sa peer 10.20.20.1

Router#show crypto ipsec sa peer 10.20.20.1

interface: Tunnel10001

Crypto map tag: Tunnel1l0001l-vesen-head-0, local addr 10.10.10.1

protected vrf: (none)

local ident (addr/mask/prot/port): (10.10.10.1/255.255.255.255/0/12346)
remote ident (addr/mask/prot/port): (10.20.20.1/255.255.255.255/0/12366)
current_peer 10.20.20.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0



#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
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<#root>
Router#

cl ear sdwan onp al

clear sdwan omp all @2 C|HIO|A0| = ZE BFD MlMS Z3§hLCH
<#root>
Router#

request platfornms software sdwan port_hop

clear sdwan control connections W2 A6t TLOCHIA R|HEE 2 MAro| M AFR 7t 8 Tt
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<tfroot>
Router#

cl ear sdwan control connections
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