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#E|0|L{= 10S® XE H|0|E{ AR oM UTD ZAbe] ¥ znt2 mjof&tict.

Intrusion Prevention - Diversion control by the

container
il S e i @)
a1 el Wl GRS DO SHED _\_{
TEARCIng 10 THE COrIEnG
Il:-ll-.l'lr: TreT
. GARE reer WP ifeitac i Fraiures

m A Ill-fl ||HI TH# -|I H IIJI-I

H ingrens Interface QFF Packet processing e B

=

=m
0E E04, HTTPS EZ2°| A2 ZZ|ZZMHME TLS 84 0| ZEE MB Hello/Client Hello THZ!
S =ols mAF BHLC} TLS 2 §§+E 2HElS ZAMSHE O 2tol 72l gie o2 LEo| B2t 2
C|™ME|X| o &LICt
Clo|E| B2 A& BA
IHZ F=2{7|9| B0l A ol24Et 2hd R0l EAIELICH192.168.16.2542 & SEtO[AE).

debug platformcondition ipv4d 192.168. 16. 254/ 32 both
debug platformcondition start
debug pl atform packet-trace packet 256 fia-trace data-size 3000

LAN EE= WAN Fol M ZE|o|H{ & et 2lasia 3!

227} LAN EE

[Il||=I
_|
kA
rr

O] EX AlLt2|0oHE F=E T{Z!0| LANMA SLict. 2|c|2Mo| ol A
WAN01IA‘| LEX| iR E BT r |&0| U&LICt.

Z2lo|HE 7} HTTPSO| A www.cisco.comOi| YA AStE{T A|Z&FL|CE

cedge6b#show pl at f orm packet-trace packet 14

Packet: 14 CBUG | D: 3849209
Sunmmary
I nput . G gabitEthernet2
Qut put : internal 0/0/svc_eng: 0
State : PUNT 64 (Service Engine packet)
Ti mest anp
Start : 1196238208743284 ns (05/08/2019 10: 50: 36. 836575 UTC)
St op : 1196238208842625 ns (05/08/2019 10: 50: 36. 836675 UTC)
Pat h Trace
Feature: |PVA4(Input)
I nput . G gabitEthernet2
CQut put : <unknown>
Sour ce : 192.168. 16. 254
Destination : 203.0.113. 67
Pr ot ocol 1 6 (TCP)

SrcPort . 35568


http://www.cnn.com

Dst Por t © 443

Feat ur e:
Entry
I nput
Cut put

DEBUG_COND_| NPUT_PKT
: Input - 0x8177c67c
G gabi t Et her net 2
<unknown>

Lapsed time : 2933 ns

<sni p>
el

x|otE ECiE2 QIE{m| 0|A GigabitEthernet20ll A 2118 A(ingress)E& FX g LICtH

Feature: UTD Policy (First FlIA)
Acti on : Divert
Input interface : G gabitEthernet?2

Egress interface: G gabitEthernet3

Feat ure:
Entry
I nput
Qut put

OUTPUT_UTD_FI RST_| NSPECT
Qut put - 0x817cc5b8
G gabi t Et hernet 2
G gabi t Et hernet 3

Lapsed time : 136260 ns

Feat ur e:

Action . Divert

| nput

UTD | nspection

interface : G gabitEthernet2

Egress interface: G gabitEthernet3

Feat ure:
Entry
I nput
Qut put

OUTPUT_UTD_FI NAL_| NSPECT
Qut put - 0x817cc5e8
G gabi t Et her net 2
G gabi t Et hernet 3

Lapsed time : 43546 ns

<sni p>

<LLLLLL L L L L L L L L Ll

o|zB4 QB oA 2| o|aBA VIS & 01El0l(FIA)0AM UTD FIAE O] iZ!E ZE|o|z

get7|=2

Feat ur e:
Entry

I nput
Cut put

<r enoved>
Feat ur e:
Entry

I nput

Cut put

<r enoved>
Feat ur e:
Entry

I nput

Cut put

ZARMAL|CH

= O AAH

| PV4_QOUTPUT_LOOKUP_PROCESS_EXT
Qut put - 0x81781bbh4
G gabi t Et her net 2
Tunnel 6000001

| PV4_QOUTPUT_LOOKUP_PROCESS_EXT
Qut put - 0x81781bbh4
G gabi t Et her net 2
Tunnel 6000001

| PV4_| NPUT_LOCOKUP_PROCESS EXT
CQut put - 0x8177c698
Tunnel 6000001
Vi rt ual Port G oupl

Lapsed tinme : 880 ns

<sni p>

m{Z!2 7|2 E{'d Tunnel6000101| BX|=|0H VPG1 QIE{H|O|AE S5l 2t

242f mZ!

Feat ure:
Entry
I nput
Qut put

Ol GREZ = =HElLICH.

OUTPUT_SERVI CE_ENG NE
: Qutput - 0x817c6b10
Tunnel 6000001
internal 0/ 0/ svc_eng: 0

Lapsed time : 15086 ns

<r enoved>
Feat ur e:
Entry

| NTERNAL_TRANSM T_PKT_EXT
Qutput - 0x8177c718

2ELICH of Aol E



I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0
Lapsed time : 43986 ns

mZlo| Lhexdo 2 | oo M&ElL|c}

B3 of MMM = ZE|O|L LHqof| CHEr F7F B2 E Fx=8o28 MSE LT UTD ZiE|
O|L{= Yt CLI QIE{H|O|AE Salf HMAF + gi&LTh

2t E AHA0M O Z10] 2047t EEfZo| B2 Z2MAM QEH O|A eth22] LIS VRFO| T &HE
L|C}.

[cedge6:/]1% chvrf utd ifconfig

et hO Li nk encap: Ethernet HWaddr 54: Oe: 00: Ob: Oc: 02
inet6 addr: fe80::560e:ff:felb:c02/64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MIU: 1500 Metric:1
RX packets: 1375101 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 1366614 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions:0 txqueuel en: 1000
RX bytes: 96520127 (92.0 M B) TX bytes: 96510792 (92.0 M B)

ethl Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: ba
inet addr:192.168.1.2 Bcast:192.168.1.3 Mask: 255. 255. 255. 252
inet6 addr: fe80::2le:ebff:fe6l: 6dba/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MIU. 2000 Metric:1
RX packets: 1069 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 2001 errors: 0 dropped: 0 overruns: 0 carrier:0
col lisions: 0 txqueuel en: 1000
RX bytes: 235093 (229.5 KiB) TX bytes: 193413 (188.8 Ki B)

et h2 Li nk encap: Ethernet HWaddr 00: le: e6: 61: 6d: b9
inet addr:192.0.2.2 Bcast:192.0.2.3 Mask: 255. 255, 255. 252
inet6 addr: fe80::2le:ebff:fe6l: 6db9/ 64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MIU. 2000 Metric:1
RX packets: 2564233 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 2564203 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 210051658 (200.3 M B) TX bytes: 301467970 (287.5 M B)

lo Li nk encap: Local Loopback

inet addr:127.0.0.1 WMask:255.0.0.0

inet6 addr: ::1/128 Scope: Host

UP LOOPBACK RUNNI NG MrU: 65536 Metric:1

RX packets:0 errors: 0 dropped: 0 overruns: 0 frane: 0

TX packets: 0 errors: 0 dropped: 0 overruns:0 carrier:0

collisions:0 txqueuelen:1

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
Eth02 10Sd Z Z M|A0fl 242 El TIPC(Transport Inter Process Communication) @/E{TH O] A L |C}
. OneP Z{'d2 10Sd2t UTD ZIEf|O|L] Zhofl ZAm|aglo|Md & L 2IS HE 57| fI8 0| S8 A
Euct.

edst= AL O M "eth2 [ container interface]"= vManage7t I10S-XE ! ZIE{|O|LH0f| FA|SH =4
2 M "VPG1[192.0.2.1/192.168.2.2 ]"0oi| E 2| & ElL|C}.

tcpdumpE A&stE 22 GRE Z&sHE EciTo| ZAHIO|LZ 0|8 ste [ 2 & YUSLICH
GRE Zi=3loi= VPATH sll{7t =& E/L|C}.



[cedge6:/]$ chvrf ut
tcpdunp: |istening on
06: 46: 56. 350725 I P (t
121)

192.0.2.1 > 192.0
gr e- prot o- 0x8921

0x0000: 4500 0079 8c
0x0010: c000 0202 00
0x0020: 0000 0000 03
0x0030: 0004 0800 el
0x0040: 4500 0039 25
0x0050: ad26 c864 87
0x0060: 0001 0000 00
0x0070: 0363 6f6d 00

d tcpdunp -nNvvvXi eth2
et h2,
os 0x0, tt

255, id 35903

.2.2: CGREVO, Flags [none],
3f
00
00
03
42
81
00

00

0000
8921
0001
0004
4000
0035
0000
0100

ff2f
4089
0000
0008
4011
0025
0377
01

ab12
2102
0000
0000
ce40
fe8l
7777

c000
0000
0000
0001
c0a8
cf a8
0363

0000
10f e
0100
6ebe

not udp
Iink-type EN1OMB ( Et hernet),
of fset O,

capture size 262144 bytes
flags [none],

length 101

E .9%0@.@...
.& d...5.

Z4ei|o|L{oll A LAN &= WAN ZFo 2 Qlag|A mZ!

i

=2
=

Snort *{2|(EH

cedge6b#show pl atform

Packet: 15

Sunmmary
I nput Tunnel 6
Qut put G gabi t
State FWD

AP K| sEK|

Ls =2 A —

ofe 7do gz 7}5;)3}

packet-trace packet 15

CBUG | D: 3849210

000001
Et her net 3

¥ CHAl QFP Z2/E

Tunnel600012 Z4E(O|L{ 2| 0|18l 4& QIE{m|OfA &IL|CH.

OUTPUT_UTD_FI RST_I NSPECT_EXT

put - 0x817cc5b8
abi t Et hernet 2
abi t Et hernet 3

0 ns

Rei nj ect

Feat ure:
Entry CQut
I nput Gg
Qut put Gg
Lapsed time : 268
Feature: UTD I nspection
Acti on
Input interface

Egress interface
Feat ure:
Entry
| nput
Cut put
Lapsed tinme :

Qut

Ezf=io| o|O] HAtE]

Feat ure: NAT
Direction
Acti on
St eps
Match id
A d Address : 192
New Address : 172

EDfZI2 NATE 2t

1

Feat ur e:

G gabi t Et her net 2
G gabi t Et hernet 3

OUTPUT_UTD_FI NAL_| NSPECT_EXT

put - Ox817cc5e8

G gabi t Et her net 2
G gabi t Et hernet 3
12933 ns

Roo 2 BIRE{= OIE RF

INto QUT
Transl at e Source

. 168. 16. 254 35568
.16. 16. 254 05062

QIEE all olSELICH

MARMOT _SPA_D_TRANSM T_PKT

ol
=

proto GRE (47),

ZHAEZ CIA|

= =)
s

I ength

L|ct.



Entry CQut put - 0x8177c838
I nput G gabi t Et her net 2
Qut put G gabi t Et hernet 3
Lapsed time : 91733 ns

2! =X UTD 222 2Z 8§

|OS-XE 17.5.12 packet-trace2t2| UTD E2 2 S FIIFH&LICH 047|M path-trace &2
ol UTD B’go| Z&ELICE o|§ Sof, THEH2 g & stLtY = /U&LCH
- UTDOI| A Snortod| CH3H AtEHZE 157 |2 A e A
- URLF &{&/4A|
. AMP /&S
UTD BH &7} ol mi2lo| 2 B2 22 gurt 22wk ghalch £3t RHHOl Mo
I 0E = ?J__E IPS/I s S5 HEE 2LsHK| ek&LCH
E292 27 S ¥485l24% CLI Add-On HE3/S O3 75T B AL ELICH
utd engi ne standard nulti-tenancy
utd gl obal
flow 1 ogging al
Cte o Cit Z;--’-—. of:
URL Z=3| AlZt =1}
show pl at form packet-trace pack all | sec Packet: | Feature: UTD Inspection
Packet: 31 CBUG I D: 12640
Feature: UTD I nspection
Action Rei nj ect
I nput interface G gabi t Et hernet 2

Egress interface

FI ow Loggi ng I nformation :

URLF Policy ID
URLF Action
URLF Reason

URLF H& 2 oy

Packet: 21
Feat ur e:
Acti on
Input interface
Egress interface
Fl ow Loggi ng I nf
URLF Policy ID
URLF Action
URLF Reason
URLF Cat egory
URLF Reputation

UTD | nspe

G gabi t Et hernet 3

1
Al'l oM 1)
URL Lookup Ti meout (8)

518!

CBUG | D: 13859
ction
Rei nj ect
G gabi t Et hernet 3
. G gabitEthernet2
ormation :
1
Al ow 1)
No Policy Match(4)
News and Medi a(63)
81

URLF .u.=|.u.|- |:|I .u.|-X-i %

Packet: 26
Feat ur e:
Action

I nput

UTD | nspe

interface

CBUG | D: 15107
ction
Rei nj ect
G gabi t Et hernet 3



Egress interface : G gabitEthernet?2
Fl ow Loggi ng I nformation :

URLF Policy ID 1

URLF Action : Bl ock(2)

URLF Reason : Category/ Reputation(3)
URLF Cat egory : Soci al Network(14)
URLF Reputation : 81

M 2H:

UTD HZ0| 10S XES & &tx|=X]| &l

cedge7#sh utd eng sta ver

UTD Virtual -service Nane: utd

| 0S- XE Reconmmended UTD Version: 1.10.33_SV2.9.16.1_XEmain

| OS- XE Supported UTD Regex: ~1\.10\.([0-9]+)_SV(.*)_XEnmin$
UTD Installed Version: 1.0.2_SV2.9.16.1_XE17.5 ( UNSUPPORTED)

"UNSUPPORTED(X|HEIX| &£ 2)"7t ZAIZIH X sHAS AlEFSH7| o & ¥iml EHAHIZ Z4E(| O]
H ¥4aslol=7t 2ot

ZiE|o|L{o M # & 2 WM im0l &l

AMP 2! URLFQ} Ze UE Hot MH|AMH= UTD ZdE|0|L7F 28R E MH|A 22X 0|2
Eolgt 4= olo{of 5t=2 2 UTD ZiE|o|L{olle § &5 8 WM F440| Qlo{of &hL|ct. A|AE] M o}
22| ZHEl|O|L{0d| CHEF resolv.conf TS & QI5t0{ &QIE &~ U&LICE.

cedge: / harddi sk/virtual -i nstance/utd/rootfs/etc]$ nore resol v. conf
naneserver 208.67.222.222

naneserver 208.67.220.220

naneserver 8.8.8.8

2 1

A 7A|ofl 2t DIA(Direct Internet Access Use Case)E AF85t01 S8 ABIE Yo{E 25 F45Hot
gt s ol4E= URL B 2 7HE|n2lE F2l5t7| 98l api.beti.brightcloud.com2 & Ql5tEd
AEgLICt o] oo M= SHHE ZHI|aslo|Mo| M8 E|C2t T HAAHE URLO| RHEHE| K| Sf& Lt

22X 4
g4 ZH ol 2 ntUS EelgtLct.
cedge6#app- hosting nove appid utd | og to bootfl ash:

Successful ly noved tracel og to bootfl ash:
i ox_utd_R0-0_R0-0.18629_0.20190501005829. bi n. gz

£ 23 mtUs ZeiAl RiAlofl SAFELICH

S BEE AM8stod 28 EAE + J&LICH

cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz
23 EA:



2019- 04-29 16:12: 12 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04-29 16:17: 52 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16: 23: 32 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:29: 12 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16: 34: 52 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution
2019- 04- 29 16:40: 27 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution

7|22 E vManage= OpenDNS AMHHE A& 5t= ZiH|O|LHE Z 2 H|X{'J & LICH208.67.222.222
2! 208.67.220.220]

=& el

[wH)
j]
rlo
rﬁ
E
_'1
to
4o
:

api.bcti.brightcloud.com2 2215} 7| 2|8 DNS(Domain Name System) E
DNS ME{ AtO|e| BE ofEl7tof| U&LICH &4 5 DNSO| 25 18 = JU=X| & °|°*L—IEP

A 2

AFE L QIR HE HF @ ALO|EE Xt oF 5t AlLEI20M HTTPS 2&0| gi= S¢t
www.cisco.comOi| CH8t http 20| 2HF2 A AKX EILICH.

X 4
oM MHE WXH, EC=E2 ZAE|o|L{of| MY EILIC}H 0] 80| GRE &l &St E|H A
A

E fllo1= VPATH sl ot 74 F£IHEILICH O] SIHE A&5HH AlABIAM CIH =742 ZE| O]
L RbAMlofl T E = QJ&LICH &, UTD ZHIO|LHE MH|A JHsEH & Ef7t ElLICH

I0I'

0| AlL}E2|20|AHE Z2I0|HE IP TA7F192.168,16.2542L|C}t. ZEI0|MENAM 2= EB=Zlof
CHal Z1Ef|o|L] RF&|2] snort * 2| 2EXE s 25t & LCt.

debug platformcondition ipv4 192. 168. 16. 254/ 32 both

debug platformcondition feature utd control pl ane subnode servi cepl ane-web-filtering | eve
ver bose

debug platformcondition start

O| 3 ZE2 10S-XE7I 192.168.16.25401 M 2= ECHES EAISHZE X|AgLICH J8{™
| o

debug-me Z2427} VPATH 3|lHE &3l Z4E o|L_-| o Mgt 23
LSMPI punt Outer IP header (e.g. GRE header vPath header (conditional debug Inner (original) IP packet
header 192.0.2.x) flag is here)

Snorts CHE 2227 HAMO 2 MalEls Sotolph siY 298 ClHZELIC

o| EtAHIMHE At KtolH Z2H0|AE 0| A www.cisco.com@ 2 &5t EREIE EEHSIEE 2
Heg = U&Lch

CtE BHAlE 238 AMste ALt


http://www.cnn.com

app- hosting nmove appid utd | og to bootfl ash:

HTTP E2fZlo| Z

2019- 04- 26
= 80
2019- 04- 26
39540
2019- 04- 26
= 80
2019- 04- 26
= 80
2019- 04- 26
2019- 04- 26

13:

13:

13:

13:
13:

2019- 04- 26
2019- 04- 26
2019- 04- 26
12 url:

13:
13:
13:

WWW. ci sco. cont

2019- 04- 26 13: 04:
2019- 04- 26 13: 04:

39540

2019- 04- 26 13: 04:

0000000a

2019- 04- 26 13: 04:

13: 04:

04:

04:

04:

04
04

04
04
04

A% snort HTTP Z2|Z 2 M M= get LEOAM URLE &

27.
27.
27.
27.

27.
27.

27.
27.
27.
27.
27.
27.

27.
27.

27.

27.

773:

793:

794:

794:

794:
794:

795:
795:
795:
795:
795:
795:

795:
816:

816:

816:

(#1)
(#1)
(#1)
(#1)

(#1):
(#1):

(#1):
(#1):
(#1):
WWW. Ci SCO. conl <<<<<<<
2019- 04- 26 13: 04:
2019- 04- 26 13: 04:
2019- 04- 26 13: 04:

(#1):
(#1):
(#1):

(#1):
(#1):

(#1):

(#1):

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI
SPP- URL- FI

SPP- URL- FI
SPP- URL- FI
SPP- URL- FI
SPP- URL- FI
SPP- URL- FI
SPP- URL- FI

SPP- URL- FI
SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

sScore 81 <<

2019-04- 26 13:04:27.816: (#1): SPP- URL- FI
<<LLLLLLLLLLLLLLLLLLLLLLLLLLL L LKL LKL L L LKL LKL LLLL L LLL LKL L LKL L LKL LKL

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG i ndex

JAEFLICE.

LTERI NG UTM pr epr ocessor

p->src_port 39540, p->dst_port

LTERI NG UTM pr epr ocessor

p->src_port 80, p->dst_port =

LTERI NG UTM pr eprocessor p->src_port = 39540, p->dst_port
LTERI NG UTM pr eprocessor p->src_port = 39540, p->dst_port
LTERI NG got utndata_p

LTERI NG HTTP Cal | back, direction = 00000080

LTERI NG White |ist regex match not enabl ed
LTERI NG Bl ack |ist regex match not enabl ed
LTERI NG URL dat abase Request: url _len = 12, nsg over head

LTERI NG Send to URL dat abase: req_i d=0x10480047
LTERI NG Sent to URL dat abase 24 bytes

LTERI NG Send to URL dat abase done, idx: 71, URL:
LTERI NG Recei ved from URL dat abase 24 bytes
LTERI NG UTM pr eprocessor p->src_port = 80, p->dst_port =

LTERI NG Found UTMDat a at 0x007f 8d9ee80878, action =

LTERI NG Ut m verdi ct Process: vrf_id 1, category 0x63

LTERI NG Cat egory Ox3f

= 63, action =1

<LLLLLLLLLLL L L L L <

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG Bl ocki ng category =

0ox3f

<LLLLLLLLLLL L L L L L <

https EZi=lo| &

2019-05-01
= 443
2019-05-01
35322
2019-05-01
= 443
2019-05-01
= 443
2019-05-01
35322
2019-05-01
35322
2019-05-01
= 443
2019-05-01
35322
2019-05-01
35322
2019-05-01
35322

00:

00:

00:

00:

00:

00:

00:

00:

00:

00: 56:

56:

56:

56:

56:

56:

56:

56:

56:

56:

18.

18.

18.

18.

18.

18.

18.

18.

18.

18.

S HTTPS Z2|Z 2 M Mof 2|8 M hello0lA] CHAF DNS7} =& E|Q9i& LT},

870:

886:

887:

887:

903:

906:

906:

907:

907:

907:

(#1):
(#1):
(#1):
(#1):
(#1):
(#1):
(#1):
(#1):
(#1):

(#1):

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

SPP- URL- FI

LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 35322, p->dst_port
LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =



2019- 05- 01 00: 56: 18. 908: (#1) : SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
35322

2019- 05- 01 00: 56: 18. 908: (#1) : SPP- URL- FI LTERI NG ut m ssl| LookupCal | back

2019- 05-01 00: 56: 18. 908: (#1) : SPP- URL- FI LTERI NG got utndata_p

2019- 05- 01 00: 56: 18. 909: (#1): SPP- URL- FI LTERI NG White |ist regex match not enabl ed

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Bl ack |ist regex match not enabl ed

2019- 05- 01 00: 56: 18. 909: (#1): SPP- URL- FI LTERI NG URL dat abase Request: url_len = 11, msg over head
12 url: www Ci SCO. com <<<<<<<<

2019- 05-01 00: 56: 18. 909: (#1): SPP- URL- FI LTERI NG Send to URL dat abase: req_i d=0x10130012

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Sent to URL dat abase 23 bytes

2019- 05- 01 00: 56: 18. 909: (#1): SPP- URL- FI LTERI NG Send to URL dat abase done, idx: 18, URL:

WWW. Ci SCO. com

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG UTM preprocessor p->src_port = 443, p->dst_port
35322

2019- 05-01 00: 56: 18. 910: (#1): SPP- URL- FI LTERI NG Found UTMData at 0x007f 1d9c479640, action =
00000008

2019- 05- 01 00: 56: 18.910: (#1): SPP- URL- FI LTERI NG Verdict very late, in queryig state 2, idx=18
2019- 05-01 00: 56: 18. 910: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 443, p->dst_port =
35322

2019- 05-01 00: 56: 18. 910: (#1): SPP- URL- FI LTERI NG Found UTMData at 0x007f 1d9c479640, action =
00000009

2019- 05- 01 00: 56: 18.910: (#1): SPP- URL- FI LTERI NG Verdict very late, in queryig state 2, idx=18
<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Recei ved from URL dat abase 24 bytes

2 ZEQf0{0l M webroot #2[2| ZME E1stX| o2z AHE HO|X|7F EE|HEE RE 2 =
o-IAL_||:|.

HA EH .

=& el

CSCvo77664 "Webroot Z3| AT Z #4F ZE 3|0 CHSt UTD URL ZiEEo| A& LICt"E AX
E9o{7} o URL Y 2o 8HSHX| &2 | ECiE 0| RE&l= A2 olOlguct.

A 3

Ol AILIZ|20iAHE URL-Filtering [ 257 ME]0IM 512 5H0kF st o A Ml4do| ZHalx{o 2 AlK|
ElLICH o & £01, www.google.com0i| M| ASHE 42 " AM AEI" FLE| D 2|7 SR EIHEIE
OIO|§ §7|'_°|'|—||:|'

24 si4d

187 et SHE =&ste B

24
=3

& o] Y S5E0tct ZHEEELICH

M
ro
E

cedge7#show utd engine standard statistics internal

*************Engi ne #l*************

<r enoved> HTTP

I nspect - encodings (Note: streamreassenbl ed packets included): <<<<<<<<<< generic |layer7 HITP
statistics POST nethods: 0 GET methods: 7 HITP Request Headers extracted: 7 HTTP Request Cookies
extracted: O Post paraneters extracted: O HTTP response Headers extracted: 6 HTTP Response

Cooki es extracted: O Unicode: O Double unicode: O Non-ASClI| representable: O Directory
traversals: O Extra slashes ("//"): 0 Self-referencing paths ("./"): O HITP Response &zip



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo77664
http://www.google.com

packets extracted: 0 Gzip Conpressed Data Processed: n/a Gzip Deconpressed Data Processed: n/a
Http/ 2 Rebuilt Packets: O Total packets processed: 13 <renobved>

SSL
Preprocessor: <<<<<<<<<< generic layer7 SSL statistics SSL packets decoded: 38 Client Hello: 8
Server Hello: 8 Certificate: 2 Server Done: 6 Client Key Exchange: 2 Server Key Exchange: 2
Change Cipher: 10 Finished: 0 Client Application: 2 Server Application: 11 Alert: 0 Unrecognized
records: 11 Conpl et ed handshakes: 0 Bad handshakes: O Sessions ignored: 4 Detection disabled: 1

<renpved> UTM Preprocessor Statistics < URL filtering statistics including ---------------------
------ URL Filter Requests Sent: 11 URL Filter Response Received: 5 Blacklist Hit Count: O
Whitelist Hit Count: O Reputation Lookup Count: 5 Reputation Action Block: O Reputation Action
Pass: 5 Reputation Action Default Pass: 0 Reputation Action Default Bl ock: O Reputation Score
None: O Reputation Score Qut of Range: 0 Category Lookup Count: 5 Category Action Block: 0
Category Action Pass: 5 Category Action Default Pass: 0 Category None: 0 UTM Preprocessor
Internal Statistics ------------------“------“------------ Total Packets Received: 193 SSL Packet
Count: 4 Action Drop Flow. O Action Reset Session: 0 Action Block: 0 Action Pass: 85 Action
Ofload Session: 0 Invalid Action: 0 No UTM Tenant Persona: 0 No UTM Tenant Config: O URL Lookup
Response Late: 4 <<<<< Expl anation bel ow URL Lookup Response Very Late: 64 <<<<< Expl anation

bel ow URL Lookup Response Extrenely Late: 2 <<<<< Expl anation bel ow Response Does Not Match
Session: 2 <<<<< Expl anation bel ow No Response Wen Freeing Session: 1 First Packet Not From
Initiator: 0 Fail Open Count: 0 Fail Cl ose Count : 0 UTM Preprocessor |Internal d obal Statistics
------------------------------------------- Domain Filter Wiitelist Count: O utndata Used Count:
11 utndata Free Count: 11 utndata Unavailable: 0 URL Filter Response Error: 0 No UTM Tenant WMap:
0 No URL Filter Configuration : O Packet NULL Error : 0O URL Database Internal Statistics -------
------------------------- URL Dat abase Not Ready: O Query Successful: 11 Query Successful from
Cloud: 6 <<< 11 queries were succesful but 6 only are queried via brightcloud. 5 (11-6) queries
are cached Query Returned No Data: 0 <<<<<< errors Query Bad Argument: 0 <<<<<< errors Query
Network Error: 0 <<<<<< errors URL Dat abase UTM di sconnected: 0 URL Database request failed: O
URL Dat abase reconnect failed: 0O URL Database request blocked: 0 URL Database control nsg
response: 0 URL Dat abase Error Response: 0

Fil es processed:

none
- "late request" - HTTP GET EE= HTTPS 22I0|HE/AMH QIS MHE LIEFHLICE [ 047|M
SNI/DNE FE35t0{ Z3[& 5= JU&LICH =2 2F0o| MEELICH.
- "very late requests" - ?E{7} Brightcloud0l Al URL & E & E W7t X| &2l F71 2! 0
AR E|= UEo| MM AKX ZHR2E{E o|O|ghL|ct. CHA| 2&l, %% HTTP GET O|%
S5O LHHX| ZE LHIE2 EEE B2 7HK] A E L Ct
EEE S22 % - BHE AMEEHK| &E 1 Brightcloudol CHEF Al 2217 RHME M E 2 BT
<17.2.10] Chsll MlAd0] 60F = Alzh Z1HELICH 17.2.15F E{ Brightcloudoi| CHEF #{2| Al 0|
2% & AZh Z=oELICE [ CSCvr987232 &35l UTD: 2% ¥ URL 27 AlZh =1
Ol AlLtE|R0ME HIEY 42 x5t 22 72671 ZAIFLICH

26t7: o &F2[F| 0| 21 mel H7|

Unified Thread Detection 2 ZE9|0{7} oHE2|70|M 21 ulUof O|[HIEE 7|SELICE.

cedge6#app- hosting nove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_R0-0_R0-0.18629_0.20190501005829. bi n. gz

ZE[o|L{ ofZEE|FH 0| =21 mtUE FEsto] EEiA| Atal|of KZELICH

CHS BEE A8st0d 28 EAE + J&LICH

cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz

21 I0S-XE AZE 9|01 HHT1 20.6.1 O|& 0= UTD OHEE|FHO|M E1E 822 0|3


https://tools.cisco.com/bugsearch/bug/CSCvr98723

il

Ze7t al& L—IEP O|X| ZZ& H& show logging process vman module utd® A& 3}04 0|24

ok ok

2 EA

2020-04-14 17:47:57.504: (#1): SPP- URL- FI LTERING txn_id miss match verdict txn_id 245 , utndata
txn_id 0 2020-04-14 17:47:57.504: (#1): SPP-URL- FILTERING txn_id miss natch verdict txn_id 248 ,
utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP- URL- FI LTERING txn_id nmiss match verdict txn_id
249 , utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP- URL- FI LTERI NG txn_i d nmiss match verdict
txn_id 250 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP-URL-FI LTERING txn_id m ss match
verdict txn_id 251 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERING txn_i d m ss
match verdict txn_id 254 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERI NG
txn_id mss match verdict txn_id 255 , utndata txn_id O 2020-04-14 17: 48: 05. 725: (#1) : SPP- URL-
FILTERING txn_id miss match verdict txn_id 192 , utndata txn_id O 2020-04-14

17:48:37.629: (#1): SPP- URL- FI LTERING txn_id miss match verdict txn_id 208 , utndata txn_id O
2020-04- 14 17:49:55.421: (#1): SPP-URL- FI LTERING txn_id miss match verdict txn_id 211 , utndata
txn_id 0 2020-04-14 17:51: 40 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:53:56 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:28 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:29 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:37 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out

E api.bcti.brightcloud.com0i] 2 4= 8" - Brightcloud01| CHEt 2 2| Mo AlZt
£ o|0|&LICH 60% < 17.2.1 /2% >=17.2.1]. Ol Brightcloud®}2| 10| Z X &
RS2 LIEHHLICE

Ol EXME Al9d5t7| 2I31 EPC [ Embedded Packet Capture](EPC [ Embedded Packet
Capture])& At835tH 4 EME AlAstE = UA&LICt

- "SPP-URL-FILTERING txn_id miss match verdict" - O| 25&F X740 CiF RtM[EF MHo| 2§t
L|C}. Brightcloud #2l&= 2tE{0IM F 2 IDE 4 45t= POSTE S5l =& ELICH

2 4

O| AlLt2|20 M= IPS7FUTDOIAM & dstE et 2oF 7|50/H 122 TCP o E2|7{0|Md 2
ZZIE Sdlol| 2A7F gL

2H s
O|tlo|e B2 EXE silAstcd™ HA EX7t Qe TCP ZAENM IHZ! HME s eLICH A

e HAZHQI TCP 3-way $H=EM0|3 & E AISHX|BH TCP IO|E{7} &
cEdge 2tRE{0M At X|El 74 Z&LICH CHE enable packet-trace(Ct&

edge#show pl at f orm packet-trace summ

Pkt I nput Qut put State Reason

0 Go/0/1 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engine packet)
1 Tu2000000001 G 0/0/2 FWD

2 G o/0/2 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engine packet)
3 Tu2000000001 Go/0/1 FWD

4 Go/0/1 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engine packet)
5 Tu2000000001 G 0/0/2 FWD



6 G 0/0/1 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
7 Tu2000000001 G 0/0/2 FWD

8 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
9 G 0/0/2 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)

?lo| Z30 M THZ! HE 8 & 97t UTD RIS 2 MEHE|IRX|BH HE B2 of CHA| & UE|X| it &
LICH UTD AT 22 O|HIE S QIS Snort A|ZLIX AfKE EAIZIX| SE&LICH CHE 2= TCP
L HEO|M=z Qs Y7 mZ! AFKM|E LIELHE UTD LIF SHIE g elgfLict

edge#show utd engi ne standard statistics interna
<sni p>

Nor mal i zer drops:

OUTSI DE_PAWS:

AHEAD PAWS:

NO_TI MESTAMP:

BAD RST:

REPEAT_SYN:

WN TOO BI G

W N_SHUT

BAD_ACK:

DATA CLOSE:

DATA NO _FLAGS:

FI N_BEYOND:
=& ¥

Exo 2 & 2ole T 2IE{ofM TCP ABH0| 2 2 536t7| MELICH TCP 3-way $HEM O[T &
0f| Timestamp 40| 4 E F<2 RFC73232 TCP7I 2 & HI|<RST> IZ/0{ M TSopt SME ™S
afiof BtCt LIEFLICE THZ) A E KtAMIS| HASHH AFA|El TCP Ol Ol miZ!o o|248t S MOl
st X| f2 WAoo 2 EAIELICEH 10S-XE UTD 230 ME IPS EE= IDSOf| 2HH[Qi0| 8 SM
£ AH& 3= Snort TCP = =HEHO|X 7 & AHsHElLICtH

A=

- 2oF 7d 710|=: ST 23 o

OO0 O0OO0OO0OO0OO0OOoOhMOOo



/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book/snort-ips.html
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