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= Cisco SD-WAN

Monitor - Overview

m Devices Tunnels Security VPN Logs Multicloud

COMTROLLERS
2 2
vEond wSmart

1

vManage

WAN Edges CERTIFICATE STATUS LICENSING REBOOT
3 5 0 0
Reachable Warning Assigned Last 24 hrs

3 Unassigned

WANM Edge Health

Site BFD Connectivity (3) Transport Interface Di

BFD Connectivity Site < 10 Mbps

Q@ Ful 3 10 Mbps - 100 Mbps
A Partial 0 100 Mbps - 500 Mbps
B Unavallable 0 > 500 Mbps
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Device Templates(C|HFO|A B ZE!) > From Template(RlZ2/0AM)2 22/&fLICH EECI2 HIF
E Q=dstn 7|24t S MENELICE,

Create Template

Template Type £ |

MName Al Type Device Model Device Role Resource Group Feature Templates Draft Mode Devices Attache
vEdge_Base_5i Non-Default Feature vEdge Cloud SDWAN Edge global 16 Disabled 0

A ol AWS 2 C8000vE 23gfL|Ct. a7 CHE Default AWS_TGW_C8000V_Template_V01
B Z 21 Qdof Q= 3712 X(...) 2 2IELICt EECHR M50l M Attach DevicesS MEAEHL|CE

cosmern o oo roves (Y v e

ame Drescriphian Troe Device Model ... Device Roke Risource Groun Feature Templates Draft Moge Gevices Attached Ugsdabed By Last Updated Tempiate States

WA EdigH o 1" Disatiee y syriem 16 2 2024 115,

C8000v C|HIO|A & 27HE MEEILICH @B YWE stAE & Z 2§t CFS AttachE Z =& LICH.

Attach Devices

Anach device from the list below 0 ltems Selected

Available Devices [C) Select All Selected Devices

All - 1 Search AT All - O, Search v
Maria Device IP Name Device IP
CBE-DFOINEIN-5271-6458-AEFB-682C995D0EFA
CAK-C67BEG2B-D921-9439-27EA-TF130EABBBAL

CHK-ACAS5CEA-6618-0D18-8F50- ACE4REA48238
CBK-830CC9C0OT-94EF-DA1E-SBTE-BIBF5245C68A
GBK-722023231-333F-9AED-BDCI-2C9050238939
CHK-S8FE 1000-A941- 1F56-EEBE-3DA18747708C

CHK-4F46FIE1-2530-58E5-95A7-TA3T3BC27E34

CBK-19E2D860-D5CC-6709-7A72-DOS0E2ICA07
CHE-1390A34D-EF3C-DTAB-1AE1 -7TFACEFSOASER

CIHFO|AOIA 3 &(...)& £2l3t 1 Edit Device Template(C|HIO|A &

M|k

Sl )z o|SELICH

Stanss Chassts Bumber Syavem B Hestname Coloelvpn_i_tunnel_csior_vabee) Hesname{noss name] Sysem sy sem-ip) Sitg ID{se-id)

EECIR HFE Z2/6t1 ColorE ME{SH T Hostname(EAE O|&), System IP(A|AE IP), Site



ID(ALOIE ID)E I=d&FLICt o248t MIE HEE Q2ist &

Zt 7§ ClHio|A Q| gt 2 @I23EF CI 2 Update(C0|E)E
of:

<#root>

On

Device 1

Color: Select biz-internet from Dropdown
Hostname: C8kvl-aws

System IP: 10.2.2.1

Site: ID 2

<tfroot>
On

Devi ce 2

Color: biz-internet Color: biz-internet
Hostname: C8kv2-aws

System IP: 10.2.2.2

Site: ID 2



() Select Resource Groupw Configuration - Templates

upadle vevice lernpidle

Variable List (Hover over each field for more information)

Status in_complete

Chassis Numbser CAK-1390A34D-EF3C-D7AS- 1AE1-7F4CBFS9ASER

System IP -

Hostname -

Color(vpn_if_tunnel_color_value) biz-intemet v
Hostname(host-name) CBkv1-aws.

System IP(system-ip) 2221

Site ID{site-id) 2

= C|HIO|AE 2F ASFH oM Next(CHS)E S 2IFLICEH

Total Rows: 7
Seatus Chasais Numbar Syitem P Hontname Colorlvon_if_tunsel_color_ value) Hostnamelhout-name) Syitem IP{yitem:ip] Site ID{unes i)
@ CEK-CETBEGZE-DI21-9439-2TEA-TF13.. - - bir-intemet w  Chovi-aws 222 2
L] CBK-DFO39EI0-527 1-6458-AEFE- 68200, - - bir-intemet ~ CHOZ-aws 2222 2

ClHtO|A & stLHE Z2l6t 74| aelo|M0| 2-tE K| &Rl LICt. Configure Devices& 2 2!
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Default_AWS_TGW_C8... 1

Device list (Total: 2 devices) system
rtp=status in=progress
Filter/Search device-model vedge-CERBBV
system-ip 2.2.2.1
averlay-id 1
CBK-CETBEGZB-DI21-9439-27EA- site-id 2
TF130EABEBAL no transport-gateway enable
port-offset 1

control-session-pps 3080
admin-tech-on-failure
sp-organization-name
organization-name
* port-hep
track=transport
track-default-gateway
console-baud-rate 19288
no on-demand enable
on=-demand idle-timeout 18
vbond
logging

disk

enable

!

GBK-DFO39E30-5271-6458-AEF&-
682CO99DOEFA

'

!

bfd color lte
hello-interval 1008
no patu-discovery
multiplier 1

'

bfd default-dscp 48
bfd app-route multiplier 2
bfd app-route poll-interval 123499

security
ipsec
rekey 86400
replay-window 512
authentication-type ah-shal=hmac shal=hmac
integrity-type ip-udp-esp esp

Configure Device Rollback Timer

B FolM 271e] CldHtolAof CHE x| Teyo|M HE &l &olets 28t CfE &elg 22
C

r

Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

ﬁ i Confirm configuration changes on 2 devices.
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Cisco SD-WAN

B Device Model Hostname Sys
Policies B-D921-9439-27... CBO0Ov
SRR _AWS_TGW_C8000V_Template_Ve1l
zhy
Communications

platc_h‘al scheduled to be attached when device comes omline. To check the synced sta

-5271-6458-AEF... CBOOOv
onRamp for Multicloud _AWS_TGW_CEQ0aV_Template Vol
onRam

plate_We@l scheduled to be attached when device comes online:. To check the synced sta

Workflows(H 3 ZZ) > Setup(d)0ll M Associate Cloud Account(22H2E HH HAZ)E Z 28t
Ct.

Add a cloud provider to your network

Manage Intent Management

Prerequisites Setup

Deploy and manage Cloud Specify the Branch to Clol
Gatewayl(s s 2

WORKFLOWS

S5 sETUR ¢ DISCOVER (=3+) MANAGE D INTENT MANAGEMENT

M ey

o

« Cloud Provider(22t2E AIYA) ZHEO| EECHR S50)M Amazon Web ServicesE 1&4
L|C}.
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Provide Cloud Account Detalls
Cloud Provider WS Amaron Web Services

Cloud Account Name

Desesiption (optical)

Use for Clowd Gateway O ves O Mo
Legin in to AWS with O Eey O WAMRsle
AP Key

Secret Key

gelec ©od dEg 7
ste= Fof ME)E 2B
16"5, SETUP () oiscover

S MANAGE

3 NTENT MAMAGEMENT

Add(F7)E& £2!5t1 Cloud Gateway Solution(22HE HO|EH 0| £&FM)o| EECIR HFE

325}
= 1

St C}H2 Transit Gateway - VPN Base(TVPC Alg)

E MEHistL|C},

=2 - 14

UL EEE TR interconnect Global Setiings

o {3k

Cloud Global Settings - View

Cloud Provider NS fpazen Wb Sendces

Clsud Gatewsy Saluticn

Reference Account Nams

Roference Region

Enable Periodic Audi Enabiled Disabled

Erable Auta Corect Enabled Disabled

)



Cloud Global Settings Interconnect Global Settings

» Clowd Global Seings

Cloud Global Settings - Create

Cloud Provider aws

Cloud Gateway Solution

Reference Account Name

Transit Gateway - Branch-connect

Reference Region
Enable Periodic Audit © Enabled (O Disabled

Enable Auto Correct © Enabled () Disabled

- Reference Account Name(& = 0172 E 0|§)2e| EECHR HwE& 226t o7IREE MY
grLct.

- X H(Reference Region)2| EELCHE HFE E2/5t1T EECHR HiFolMH FdS MHEHF
LICH

« Software Image(AZE o] 0|0|X|) =0l M

a. BYOLZ2 Z#2!5t04 Bring Your Own License 2 Z E9||0{ O|O|X|& A& 3t7HLt PAYGE
2 2/5l04 Pay as You Go 2AZE¢Q|o{ 0|O|X|E AL EfLCt.

b. EELI2 SF0|M AZE 0] O|0|X|E MEHEFLICE.

- Instance Size(2IAEHA I 7|) EECHR HFE 28 CHZ Transit VPCOHAM A~ 521 1A
E1A0f CHBt C5n.large(2 CPU) 27|18 ME4SHLICY.
o IP MEH £ x.x.x/248 =gLCt.
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0 FoL PG

% CFE Cloud OnRamp For Multicloud 7|& CHA|2 E2 =07} Discover click Host Private
NetworksOl A EAE VPCE T35l ofF &LCt.
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1 » Dizcover Host Private Networks

Claud Provider aWs  Amazon Web Senvices -

Available host private networks have been discovered

Q, Search

1 Rows Selected

[] cCloud Region ] Host VPG Name Host VPG Tag Interconnect Enabled
[ eu-west-2

[ ap-northeast-1

us-west-2 -‘——— rip-infrastructure

[0 ap-southeast-1

EiZ1 O|F (B O|§2 F0]

rn
Lt
=la
30
Il
mjo
°
1
ro
o
0jo
>
o
o
-
N
P
Mju
Ju
o
r
[ul

Add New Tag

Tag Narré Hoat-WPT

Region from—

Selected VPCs Vet~ 006 FFHTCT Sasbac

Enabie for SDGI partner Intercannect
Connections (WOTE: this cannot be edited
once enabled]

Stabes Chassis Number Message Stan Time Systam 1P

th 1 Hest- VP i e corglatiod 18 Jul 2024 250:15 PM COT

{18-3ul-2024 19:59:15 UTC] Started the tagging of Host¥pe with tag: Most-WPC
28 824 19:59:16 UTC) Done tagging MostVpc with tag: Most=WPC. Checking if mapping is reguired...
24 19:59:16 UTCH Taggirg HostWp< with tag: Most-WPC is completed.

Cloud onRamp for Multicloud2 £ 07t MANAGE(# 2l) ot2i0{| A Create Cloud Gateway(Z2 =
7Ho|Efo] dH)E =T LICE.



Add a cloud provider to your network
N
&£ e
Prerequisites Setup Discover & Tag Manage Intent Management

its for Discover and associate Tags to

Deg and manage Claud

WORKFLOWS

{5:‘ SETUP /) DISCOVER (+3) MANAGE ) INTENT MANAGEMENT
O i . ) o

« Cloud Provider(22tE M3 AHe| EECHR HFE Z2I5t1 AWSE MEdELICEH

- 22IRE AHO|ES 0| O|FS YU=FLIC

« O|Fof 248t A& MHE Il Q& Account Name EELCHR HFE Z2gLCt.

« Region EECI2 HFE 285t SAE VPCH E|7t X|HE Y MESEHL|CH

« AZEQR|0{ 0|OlK|, QIAEHA FT7| 2P MEL E2 O|Ho AT 22 E2IRE HOIE
Ao|ofIM Rt S22 R EIL|CH.

- UUID EECI2E SEELICH o|T™of C|uto|A EE ol @dZAE C8000ve| UUID 2707t E A
ElLct MEds O =7+ E=IFLICH
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ol

ol 1 Bac .
i) Select Resource Group=

= Cisco SD-WAN

way Management » Create Cloud Gataway

Manage Cloud Gateway - Create

Cloud Provider A5 Amazon Web Services -

Cloud Gateway Name CoR-AWS

Description (optional)

Account Name =

Region us-west-2 -

SSH Key (optional) Choos

Settings ()
Note: * represents the settings fields that have been customized.

Saoftware Image () © BYOL () PAYG
CBO0Ov 17.09.04a -
Instance Size (1) c5n.large (2 vCPU) -

IP Subnet Pool (1)

UUID (specify 2) () C8-DF0IFEI0-5271 -6458-AEF8-6B2CHD9D0EFA x

Car-CETRES 2B-DO21-9439-2TEA-TF130EABBEAL x

Configuration - Cloud onRamp for Multicloud

Cancel -

M 22t = HolEQ 0|7t YEE AlEE ChE EEt2E HO|EH 0] of 50| §3E Wtx| 7|
CHEILICH

Mulicbird - Croats Qtewy

Etatus Chaveis Humber Message

Py — - Sucoemahlly craated CEW. Colt-A%S

[18-Jul-2008 30:08:38 UTC) Cresting Multillsed Catewiy: Col-ANS

[38-Jul-2004 10:96:38 UIC| Croating TGW; CoM-AMS in the clowd

[18-Jul-2008 UTC] TOM: Col-AWS with Gd: npu-SSSS1888552 18054 created swceessfully 1A the ¢lsud
[18=Jul 2024 53 WTC| Creating TWC: ColehllS in the cloud

WTC] VFC wpc-SdaddS) TPMbCSETD Created

WTC] Creating CSks==1his will take several minles...

Iahisted By: adinis  Frose 129831

Fomsl Rows: 1

Start Tome

18 i 3504 30636 P COT
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Metwork Snapshot

O Sesch
Total R
Cioud Tree Begion Account Name Clowd Gatemay Nama [Arsre Virtusl WAN Mol Foaith, Buvices Tumnel to Tranue Gateway PN Tags Hont Private Metworks Cloud Provider Management Beieence Lant Mag
ANE us-west-2  CALO c (-] [ b o o o N Success
WORKFLOWS
() wiscover (52 mamace ) INTENT MANAGEMENT

ED) s

5 lnBerd Mansgement - Conmec

Cloud Provider WS Amacon Web Senices
[TI——— — P o] - Foul] - bl
SOURTL b £
e I
Ca
Blicioud - Gonemethity Mapping Instiatod By admin
L Search
Total
< Suas Chassis Humier ssiage S1ar1 Tiema Symtem i
Syatem Mgy wtenhs 18 Jal 2024 35743 P COT

@ Sutenns

2 UTC] Started Maltifleud Cormectivity Happing for A5
UTC] Magping started in the cloud

UTC] Reguest Basic Validatisn Complete

VTE] Clsud State Ress

UTC] Migping Changen Tdentified

1 Applying these charges will take several mimutes...

3EtAH|. E2RE HO|EHNOIE M5l &



222 = HO|EH0|E A A|5t2{H Manage(& El)HIl M Gateway Management(H|0|E 90| ZE))E
MEHEELICH

i setue %) DISCOVER =t namsmGe HTENT MANAGEMENT

Come)
a2 Ohg fste 222 AHO|ES0|0IAM 37H2] &(..)2 22/5tT Delete(AH X)) S S2&fLIC}.

.
CtS S =elghuct.

Ol MMolAs ZE SHS 913 Zntol Chs M eLIC

OHE % VPN 1 AMH|A VPN(VRF)O| AWSS| & C8000v 250l Q= X| &QlgtL|CH.

<{froot>

C8kvl-aws#show ip vrf
Name

1

65528
65529
Mgmt-intf

C8kv2-aws#show ip vrf
Name

65528
65529

Default RD

1.1

<not set>
<not set>
1:512

Default RD

<not set>
<not set>

Interfaces

Tul00001

Tul00002

Lo65528
Lo65529
Gil

Interfaces

Tul00001

Tul00002

Lo65528
Lo65529



Mgmt-intf 1:512 Gil

st 2z 0jA H3X| Bl RE{0MH & E OMP B2 &l SAE VPCO|BGP B2 &

C8kvl-aws#show ip route vrf 1
Routing Table: 1

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + © O

Gateway of Tast resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.50.64/26 [251/0] via 10.1.1.231, 02:55:52, Sdwan-system-intf
B 10.2.0.0/16 [20/100] via 169.254.0.17, 02:55:22
[20/100] via 169.254.0.13, 02:55:22

E

m 10.2.112.192/26 [251/0] via 10.1.1.221, 02:55:52, Sdwan-system-intf

m 10.2.193.0/26 [251/0] via 10.1.1.101, 02:55:52, Sdwan-system-intf
169.254.0.0/16 is variably subnetted, 4 subnets, 2 masks

C 169.254.0.12/30 is directly connected, Tunnel1100001

L 169.254.0.14/32 is directly connected, Tunnel1100001

C 169.254.0.16/30 is directly connected, Tunne1100002

L 169.254.0.18/32 is directly connected, Tunne1100002

B 172.31.0.0/16 [20/100] via 169.254.0.17, 02:55:22

[20/100] via 169.254.0.13, 02:55:22

C8kv2-aws#show ip route vrf 1
Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
m 10.1.50.64/26 [251/0] via 10.1.1.231, 02:57:17, Sdwan-system-intf
B 10.2.0.0/16 [20/100] via 169.254.0.9, 02:57:08
[20/100] via 169.254.0.5, 02:57:08



Ei

10.2.112.192/26 [251/0] via 10.1.1.221, 02:57:17, Sdwan-system-intf
10.2.193.0/26 [251/0] via 10.1.1.101, 02:57:17, Sdwan-system-intf
169.254.0.0/16 is variably subnetted, 4 subnets, 2 masks

Ei

C 169.254.0.4/30 is directly connected, Tunnel100001

L 169.254.0.6/32 is directly connected, Tunnel100001

C 169.254.0.8/30 is directly connected, Tunnel1100002

L 169.254.0.10/32 is directly connected, Tunne1100002

B 172.31.0.0/16 [20/100] via 169.254.0.9, 02:57:08
[20/100] via 169.254.0.5, 02:57:08

B e
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-aws.html#concept_ikd_qsm_gmb
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-aws.html#concept_ikd_qsm_gmb
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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