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Understand what Umbrella licensing has been purchased for your organization and your overall utilization of the service.

Umbrella Package

Current Package License Start Date License End Date Number Of Seats
Umbrella SIG Advantage + June 30, 2021 June 30, 2031 1

Multi-Org + RBI L3
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Additional Templates

Global Template * Factory_Defauly_Global_CISC0_Template
Cisco Banner Choose...

Cisco SHMP Choase...

CLI Add-On Template Chopai.,,

Policy apg-flow-visibdity

Probes Chooge,

Security Policy Choase. ..

Cigcd SIG Cradentials * S¥G-Credentials



X CONFIGURATION | TEMPLATES

Device Feature
Feature Template Cisco SIG Credentials SI1G-Credentials
Device Type C1117-4PW*

Template Name

Description

Basic Details

SIG Provider @ Umbrella

Organization ID

Secret

7l HEZCE 0|58 ChF MM of2H0oll M Transport & Management v Cisco Secure Internet
Gateway 7|5 HIZ3!g MEfsHL|C)

Transport & Management VPN

Cisco VPN O * VPNO-C1117 - Additional Cisco VPN 0 Templates

© Cisco BGP
@ Cisco OSPF

S$IG-IPSEC-TUNNELS © Cisco OSPFv3
Ciseo VPN Interface Ethernet YPNO-INTERFACE-GI-0-0-0-C1117 - @

Cisco Secure Internet Gateway SIG-IPSEC-TUNNELS - @

Cisco VPN Interface Ethernet
Cisco VPN Interface GRE

Cisco VPN Interface IPsec

VPN Interface Multilink Controller
VPN Interface Ethernet PPPoE
VPN Interface DSL IPGE

VPN Interface DSL PPPoA

VPN Interface DSL PPPoE

VPH Interface SVI
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2 2! Add Tunnel.



£% CONFIGURATION | TEMPLATES

Device Feature

Feature Template - Cisco Secure Internet Gateway (SIG) SIG-IPSEC-TUNMNELS

P fva

Description SIG-IPSEC-TUNMELS

Configuration

SIG Provider (@)

© Add Tunnel

™
(-

718 ME HEE 745l 10 fX| pata-center CFHE 2 E primaryS 2218 CHE Add.

Update Tunnel

Basic Settings

Tunnel Type IPsec

Interface Name (1..255)

Description o~
Tunnel Source Interface *  GigabitEthernetD/0/0
Data-Center @ Primary O Secondary

Advanced Options v

General

Shutdown <@~ Yes ® No
TCP MSS S~

IP MTU o -~
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Configuration

516G Provider @ Umbrella O Third Party

© Add Tunnel
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13 CONFIGURATION | TEMPLATES

Device Feature

Feature Template Cisco VPN VPN10-C1117-TEMPLATE

Basie Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service GRE Route IPSEC Route

NAT Global Route Leak
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B TASK VIEW

Push Feature Template Configuration | & Validation Success ~ Iinitiated By: admin  From: 128.107.241.174

Total Tasgk: 1| In Progress : 1

(o1=

Search Opticns Total Rows: 1
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o In progress Pushing configuration t... C1117-4PWE-FGL2149 C111T7-4PwW* C1117-4PWE-FGL2149... 10.10.10.10 1.1.1.2

[19-Jul-2821 14:85:83 UTC] Configuring device with feature template: C1117-4PW-Original-Tesplate
[19-Jul-2821 14:@5:83 UTC] Generating configuration from template

[18-Ju1-2821 14:05:@3 UTC] Checking and creating device in vManage

[19-Jul-2821 14:85:84 UTC] Device is online

[19-Jul-2821 14:@5:84 UTC] Updating device configuration in wManage

[19-Ju1-2821 14:85:18 UTC] Pushing configuration to device.
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system
host-name <HOSTNAME>
system-ip <SYSTEM-IP>
overlay-id 1
site-id <SITE-ID>
sp-organization-name <ORG-NAME>
organization-name <SP-ORG-NAME>

vbond <VBOND-IP> port 12346

!
secure-internet-gateway

umbrella org-id <UMBRELLA-ORG-ID>
umbrella api-key <UMBRELLA-API-KEY-INFO>



umbrella api-secret <UMBRELLA-SECRET-INFO>
I
sdwan
service sig vrf global
ha-pairs
interface-pair Tunnell00001 active-interface-weight 1 Tunnel100002 backup-interface-weight 1
I
!
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec weight 1
no border
color biz-internet
no last-resort-circuit
no low-bandwidth-Tink
no vbond-as-stun-server
vmanage-connection-preference 5

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Tunnel100001
tunnel-options tunnel-set secure-internet-gateway-umbrella tunnel-dc-preference primary-dc source-i
exit
interface Tunnel1100002
tunnel-options tunnel-set secure-internet-gateway-umbrella tunnel-dc-preference secondary-dc source
exit
appqgoe

no tcpopt enable
|

security

ipsec
rekey 86400
replay-window 512

authentication-type shal-hmac ah-shal-hmac
1
!
service tcp-keepalives-in
service tcp-keepalives-out
no service tcp-small-servers
no service udp-small-servers
hostname <DEVICE-HOSTNAME>
username admin privilege 15 secret 9 <SECRET-PASSWORD>
vrf definition 10
rd 1:10
address-family ipv4



route-target export 1:10
route-target import 1:10
exit-address-family
|
address-family 1ipv6
exit-address-family
|
!
vrf definition Mgmt-intf
description Transport VPN
rd 1:512
address-family ipv4
route-target export 1:512
route-target import 1:512
exit-address-family
|
address-family 1ipv6
exit-address-family
|
!
ip sdwan route vrf 10 0.0.0.0/0 service sig
no ip http server
no ip http secure-server
no ip http ctc authentication
ip nat settings central-policy
vlan 10
exit
interface GigabitEthernet0/0/0
no shutdown
arp timeout 1200
ip address dhcp client-id GigabitEthernet0/0/0
no ip redirects
ip dhcp client default-router distance 1
ip mtu 1500
Toad-interval 30
mtu 1500
exit
interface GigabitEthernet0/1/0
switchport access vlan 10
switchport mode access
no shutdown
exit
interface GigabitEthernet0/1/1
switchport mode access
no shutdown
exit
interface V1anl0
no shutdown
arp timeout 1200
vrf forwarding 10
ip address <VLAN-IP-ADDRESS> <MASK>

ip mtu 1500
ip nbar protocol-discovery
exit

interface TunnelO

no shutdown

ip unnumbered GigabitEthernet0/0/0
no ip redirects

ipv6 unnumbered GigabitEthernet0/0/0
no ipv6 redirects

tunnel source GigabitEthernet0/0/0
tunnel mode sdwan



exit
interface Tunnel1100001
no shutdown
ip unnumbered GigabitEthernet0/0/0
ip mtu 1400
tunnel source GigabitEthernet0/0/0
tunnel destination dynamic
tunnel mode ipsec 1ipv4d
tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing
exit
interface Tunnel1100002
no shutdown
ip unnumbered GigabitEthernet0/0/0
ip mtu 1400
tunnel source GigabitEthernet0/0/0
tunnel destination dynamic
tunnel mode ipsec ipv4d
tunnel protection ipsec profile if-ipsec2-ipsec-profile
tunnel vrf multiplexing
exit
clock timezone UTC 0 O
logging persistent size 104857600 filesize 10485760
logging buffered 512000
logging console
no logging rate-limit
aaa authentication log in default local
aaa authorization exec default local
aaa session-id common
mac address-table aging-time 300
no crypto ikev2 diagnose error
crypto ikev2 policy policyl-global
proposal pl-global
|
crypto ikev2 profile if-ipsecl-ikev2-profile
no config-exchange request
dpd 10 3 on-demand
dynamic
Tifetime 86400
|
crypto ikev2 profile if-ipsec2-ikev2-profile
no config-exchange request
dpd 10 3 on-demand
dynamic
Tifetime 86400
|
crypto ikev2 proposal pl-global
encryption aes-cbc-128 aes-cbc-256
group 14 15 16
integrity shal sha256 sha384 sha512
|
crypto ipsec transform-set if-ipsecl-ikev2-transform esp-gcm 256
mode tunnel
|
crypto ipsec transform-set if-ipsec2-ikev2-transform esp-gcm 256
mode tunnel
|
crypto ipsec profile if-ipsecl-ipsec-profile
set ikev2-profile if-ipsecl-ikev2-profile
set transform-set if-ipsecl-ikev2-transform
set security-association Tifetime kilobytes disable
set security-association lifetime seconds 3600



set security-association replay window-size 512
!
crypto ipsec profile if-ipsec2-ipsec-profile

set ikev2-profile if-ipsec2-ikev2-profile

set transform-set if-ipsec2-ikev2-transform

set security-association Tifetime kilobytes disable
set security-association lifetime seconds 3600
set security-association replay window-size 512
!

no crypto isakmp diagnose error

no network-clock revertive
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Additional Templates

Global Template * Factory_Defauly_Global_CISC0_Template
Cisco Banner Choose...

Cisco SHMP Choase...

CLI Add-On Template Chopai.,,

Policy apg-flow-visibdity

Probes Chooge,

Security Policy Choase. ..
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X CONFIGURATION | TEMPLATES

Device Feature

Feature Template Cisco 516G Credentials SIG-Credentials

Device Type C1117-4PW*
Template Name

Description

Basic Details

SIG Provider (® umbrella

Organization ID

2CHA|. 27Ho| R U OIE{H|O|AE 4d5t0{ SIG EH'dE HAZFLIC.

N 2T EIE DEoM TAIE ZF SIG Eof CHal S OIEIH 0| A S MAISHL|CH ZF Bl
ole 1R IKE D7l 223522 0| QIE{Ho|AT ERE



ﬂ COMFIGURATION | TEMPLATES

Featura

D Tyt C1117-4FR*
Templaie Hama V-G,

Dhrn nptacn

Basic Configuration Tunmnel AT VREP ACLIQoS IKRP TrustSec Audvanced

Shutdown - Yes & Mo
Interiace Name =
Deescription & -
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IPvd Address! prefix-length -
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Transport & Management VPN

Cisco VPN O * VRND-C1117 - Additional Cisco VPN 0 Templates

Cisco BGP

Cisco VPN Interface Ethemet 5, ¥ G000+ J

VPNOHNTERFACE-GI-D-0-0-CTTTIT_WITH_.NAT = 0 Cisco OSPF

Cisco OSPFv3

Cisco VPN Interface Ethermnet VPNO-INTERFACE-LOOPBACKT-C1117 - @ Cisco Secure Internet Gateway
Cisco VPN Interface Ethernet

Cisco VPN Interface Ethemet VPNOHNTERFACE-LOOPBACKZ-C1117 - @ Cisco VPN Interface GRE
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@ Cisco VPN Interface IPsec
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L CONFIGURATION | TEMPLATES

Device Feature

Feature Template - Cisco Secure Internet Gateway (SIG) SIG-IPSEC-TUNMNELS

P fva

Description SIG-IPSEC-TUNMELS

Configuration

SIG Provider (@) Umbrella (O) Third Party
© Add Tunnel

718 N HEE 74351 || patacenter CHZ2E Primary.

~ & 11: Tunnel Source Interface Oi7H#H = F Z (0| E A A= Loopback1)O|Z Tunnel
Route-via Interface= = 2% QIE{H| 0|A (0| & A0l M= GigabitEthernet0/0/0) & L|C}
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Tunmsel Type
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Ddcription
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Tunmed Roarte-via Inerfacs o Lag et b e LTS

Advansed Optione >

save Changes
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SIG Provider (@)

e

LHE High Availability 41, 271 243 High Availability %4,
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« 3 HA B olM ipsec12 Active(Z4)E E4SHT None BHQ
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ofr II

P ALk

r

off CHEt vManage ZAE| 224 O| M High Availability CHSIF 20| LIEFELICH,

High Availability

Active Active Weight Backup Backup Weight
Pair-1 ipsec - 1 Maone v e
Pair-2 psec? - 1 o v (-]

ClHiolA HEESloE & 7o Rz HZ 2N SIG 7|5 HIES T MR Elo{ &L/t
Transport & Management VPN
Cisco VPN O # VPNO-G1117 - Additional Cisco VPN 0 Templates

© Cisco BGP
Cisco Secure Internet Gateway SIGAPSEC-TUNMELS-2-ACTIVE - @ © Cisco OSPF
O Cisco OSPFv3
Cisco VPN Interface Ethernet VPNOANTERFACEGIO-0.0-CT117_WITH MAT = @
Ciseo VPN Interface Ethernet
Cisca VPN Interface Ethernaet VPNOHINTERFACE-LOOPBACKT-CI117 - @ Cisco VPN Imterface GRE
Cisco VPN Interface IPsec
VPN Interface Multilink Controller
¥PM Interface Ethernet PPPoE
VEM Interface DSL IPoE
VPN Interface DSL PPPoA
VPN Interface DSL PPPoE
VPN Interface SVI

Cisco VPN Interface Ethernet VPNOIMTERFACE-LOOPBACKZ-C1117 - 2

000000000

Cisco VPN 512 * Factory_Dafaull_Ciseo_VPN_512_Template - Additional Cisco VPN 512 Templates

@ Ciseo VPN Interface Ethernet
© VPN Interface SVI
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BF M- serviceven Al 21 MH|A BEIZ 319 VPNOIM MM 2 0|S & LICH service Route SIGE AFE 5t
04 0.0.0.02 F7}&LIC} service Route

Prefix : 0.0.0.0/0

Service

Save Changes Cancel
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system
host-name <HOSTNAME>
system-ip <SYSTEM-IP>
overlay-id 1
site-id <SITE-ID>
sp-organization-name <ORG-NAME>
organization-name <SP-ORG-NAME>
vbond <VBOND-IP> port 12346
|
secure-internet-gateway
umbrella org-id <UMBRELLA-ORG-ID>
umbrella api-key <UMBRELLA-API-KEY-INFO>
umbrella api-secret <UMBRELLA-SECRET-INFO>
|
sdwan
service sig vrf global
ha-pairs
interface-pair Tunnell00001 active-interface-weight 1 None backup-interface-weight 1
interface-pair Tunnell00002 active-interface-weight 1 None backup-interface-weight 1
|
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec weight 1
no border
color biz-internet
no last-resort-circuit
no Tow-bandwidth-Tink
no vbond-as-stun-server
vmanage-connection-preference 5
port-hop
carrier default
nat-refresh-interval 5



hello-interval 1000
hello-tolerance 12
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Tunnel1100001
tunnel-options tunnel-set secure-internet-gateway-umbrella tunnel-dc-preference primary-dc source-inte
exit
interface Tunnel100002
tunnel-options tunnel-set secure-internet-gateway-umbrella tunnel-dc-preference primary-dc source-inte
exit
appqgoe
no tcpopt enable
|
security
ipsec
rekey 86400
replay-window 512
authentication-type shal-hmac ah-shal-hmac
|
1
service tcp-keepalives-in
service tcp-keepalives-out
no service tcp-small-servers
no service udp-small-servers
hostname <DEVICE HOSTNAME>
username admin privilege 15 secret 9 <secret-password>
vrf definition 10
rd 1:10
address-family ipv4
route-target export 1:10
route-target import 1:10
exit-address-family
|
address-family ipv6
exit-address-family
|
1
vrf definition Mgmt-intf
description Transport VPN
rd 1:512
address-family ipv4
route-target export 1:512
route-target import 1:512
exit-address-family
|
address-family ipv6
exit-address-family
|

no ip source-route



ip sdwan route vrf 10 0.0.0.0/0 service sig
ip nat inside source 1list nat-dia-vpn-hop-access-1list interface GigabitEthernet0/0/0 overload
ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60
ip nat settings central-policy
vlan 10
exit
interface GigabitEthernet0/0/0
no shutdown
arp timeout 1200
ip address dhcp client-id GigabitEthernet0/0/0
no ip redirects
ip dhcp client default-router distance 1
ip mtu 1500
ip nat outside
Toad-interval 30
mtu 1500
exit
interface GigabitEthernet0/1/0
switchport access vlan 10
switchport mode access
no shutdown
exit
interface Loopbackl
no shutdown
arp timeout 1200
ip address 10.20.20.1 255.255.255.255
ip mtu 1500
exit
interface Loopback?
no shutdown
arp timeout 1200
ip address 10.10.10.1 255.255.255.255
ip mtu 1500
exit
interface Vl1anl0
no shutdown
arp timeout 1200
vrf forwarding 10
ip address 10.1.1.1 255.255.255.252

ip mtu 1500
ip nbar protocol-discovery
exit

interface TunnelO

no shutdown

ip unnumbered GigabitEthernet0/0/0

no ip redirects

ipv6 unnumbered GigabitEthernet0/0/0

no ipvé6 redirects

tunnel source GigabitEthernet0/0/0

tunnel mode sdwan

exit

interface Tunnel1100001

no shutdown

ip unnumbered Loopbackl

ip mtu 1400

tunnel source Loopbackl

tunnel destination dynamic

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

tunnel route-via GigabitEthernet0/0/0 mandatory



exit
interface Tunnel100002

no shutdown

ip unnumbered Loopback?2

ip mtu 1400

tunnel source Loopback2

tunnel destination dynamic

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile if-ipsec2-ipsec-profile
tunnel vrf multiplexing

tunnel route-via GigabitEthernet0/0/0 mandatory
exit
clock timezone UTC 0 O
Togging persistent size 104857600 filesize 10485760
logging buffered 512000
logging console
no logging rate-limit
aaa authentication log in default Tocal
aaa authorization exec default local
aaa session-id common
mac address-table aging-time 300
no crypto ikev2 diagnose error
crypto ikev2 policy policyl-global
proposal pl-global

|
crypto ikev2 profile if-ipsecl-ikev2-profile

no config-exchange request

dpd 10 3 on-demand

dynamic

Tifetime 86400

|
crypto ikev2 profile if-ipsec2-ikev2-profile

no config-exchange request

dpd 10 3 on-demand

dynamic

Tifetime 86400

|

crypto ikev2 proposal pl-global

encryption aes-cbc-128 aes-cbc-256

group 14 15 16

integrity shal sha256 sha384 sha512

|

crypto ipsec transform-set if-ipsecl-ikev2-transform esp-gcm 256
mode tunnel

|

crypto ipsec transform-set if-ipsec2-ikev2-transform esp-gcm 256
mode tunnel

|

crypto ipsec profile if-ipsecl-ipsec-profile

set ikev2-profile if-ipsecl-ikev2-profile

set transform-set if-ipsecl-ikev2-transform

set security-association Tifetime kilobytes disable
set security-association Tifetime seconds 3600
set security-association replay window-size 512
|

crypto ipsec profile if-ipsec2-ipsec-profile

set ikev2-profile if-ipsec2-ikev2-profile

set transform-set if-ipsec2-ikev2-transform

set security-association Tifetime kilobytes disable
set security-association Tifetime seconds 3600
set security-association replay window-size 512
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Network Tunnels o

Ta create a tunnel, you must choose a Tunsel ID and Passphrase. A uhigue sel of ciedentials must be used for each tunnel. For Mmode iIRfaimation, see

Active Tunneis Inactive Tunmels Unestablished Tunnels Data Center Locations

0 2
Furred hame v
I oo © A - [ :
N oo cie © Acte < ..

0| show sdwan secur e-inter net-gateway tunnels %‘%‘% ’é‘%ékﬁ E‘|"é-| 785'_% _1‘._"|_A|%.=.|'L—||:|'.

C1117-4PWE-FGL21499499#show sdwan secure-internet-gateway tunnels

API LAST
TUNNEL IF HTTP SUCCESSFUL
NAME TUNNEL ID TUNNEL NAME FSM STATE CODE REQ

Tunne1100001 540798313 SITE10SYS10x10x10x10IFTunne11l00001 st-tun-create-notif 200 create-tunnel
Tunne1100002 540798314 SITE10SYS10x10x10x10IFTunne11l00002 st-tun-create-notif 200 create-tunnel

0| show endpoint-tracker ey show ip sla summary A

E AIELICE

fjo

MBstod AHS MAE 57| U SLAO CHE HEE

cEdge_Sitel_East_0l#show endpoint-tracker

Interface Record Name Status RTT in msecs Probe ID Next Hop
Tunne1100001 #SIGL7#AUTO#TRACKER Up 8 14 None
Tunne1100002 #SIGL7#AUTO#TRACKER Up 2 12 None

cEdge_Sitel_East_0l#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*12 http 10.10.10.10 RTT=6 OK 8 seconds ago

*14 http 10.10.10.10 RTT=17 OK 3 seconds ago
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O| show sdwan secure-inter net gateway tunnels 12 AlSHStod B MEE E A|EL|CH
API LAST
HTTP SUCCESSFUL
FSM STATE CODE REQ
st-tun-create-notif 200 create-tunnel
i create-tunnel

C1117-4PWE-FGL21499499#show sdwan secure-internet-gateway tunnels
st-tun-create-notif 200

TUNNEL IF
NAME TUNNEL ID TUNNEL NAME
Tunne1100001 540798313 SITE10SYS10x10x10x10IFTunnel1100001
Tunne1100002 540798314 SITE10SYS10x10x10x10IFTunnel100002
0| show endpoint-tracker show ip slasummary %'35'% I%'I%FO# 7§|‘ H '|E|_| -775 '|7| = SLAO‘" EH?_ Me 2E
E A LCH
cEdge_Sitel_East_0l#show endpoint-tracker
Record Name Status RTT in msecs Probe ID
#SIGL7#AUTO#TRACKER Up 8 14
#SIGL7#AUTO#TRACKER Up 2 12
Last

Interface
Tunne1100001
Tunne1100002
cEdge_Sitel_East_Ol#show ip sla summary
~ pending
Stats with u are in microseconds
Return

IPSLAs Latest Operation Summary
Codes: * active, A inactive
ATl Stats are in milliseconds.
Type Destination Stats

ID

Next Hop

None
None



*12 http 10.10.10.10 RTT=6 OK 8 seconds ago
*14 http 10.10.10.10 RTT=17 OK 3 seconds ago
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