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vrf definition private-vrf
rd 65000:7

address-family ipv4
exit-address-family

vrf definition public-vrf



address-family ipv4
exit-address-family

interface GigabitEthernetl

description Public-Facing Interface

vrf forwarding public-vrf

ip address 10.88.247.84 255.255.255.224

interface Loopback1001

description Tunnel Loopback

vrf forwarding private-vrf

ip address 166.34.121.112 255.255.255.255

interface Loopback80

description Route Announced Loopback
vrf forwarding private-vrf

ip address 81.81.81.1 255.255.255.255

interface GigabitEthernet3

description Route Announced Physical Interface
vrf forwarding private-vrf

ip address 91.91.91.1 255.255.255.0

NFVISS| 22 WAN % 22| QIE{H|O|AE MASHA & LICH

system settings mgmt ip address 192.168.1.1 255.255.255.0
system settings wan ip address 10.88.247.89 255.255.255.224
system settings default-gw 10.88.247.65

system settings ip-receive-acl 0.0.0.0/0

service [ ssh https netconf scpd ]

action accept

priority 10
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crypto ikev2 proposal uCPE-proposal
encryption aes-cbc-256

integrity sha512

group 16 14
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crypto ikev2 policy uCPE-policy
match fvrf public-vrf
proposal uCPE-proposal
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crypto ikev2 authorization policy uCPE-author-pol
pfs
route set interface Loopbackl001
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crypto ikev2 profile uCPE-profile

description uCPE profile

match fvrf public-vrf

match identity remote any

authentication remote pre-share key ciscociscociscol23
authentication local pre-share key ciscociscociscol23

dpd 60 2 on-demand

aaa authorization group psk Tist default uCPE-author-pol Tlocal
virtual-template 1 mode auto
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fvrf public-vrf & X| z 2 ZE vrf Q1 A(vrf-aware)2 2 BHELICH.
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aaa authorization group psk
list default uCPE-author-pol |[@Z X|H.
local
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crypto ipsec transform-set tset_aes_256_sha512 esp-aes 256 esp-sha512-hmac




mode tunnel
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set transform-set
<transform-set-name>
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no crypto ipsec profile default
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crypto ipsec profile uCPE-ips-prof

set security-association lifetime seconds 28800
set security-association idle-time 1800

set transform-set tset_aes_256_sha512

set pfs groupl4

set ikev2-profile uCPE-profile
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interface Virtual-Templatel type tunnel

vrf forwarding private-vrf

ip unnumbered Loopbackl001

ip mtu 1400

ip tcp adjust-mss 1380

tunnel mode 1ipsec 1ipv4d

tunnel vrf public-vrf

tunnel protection ipsec profile uCPE-ips-prof

NFVIS E ¢t 21{ef|o] 4 Au|Tzfo|M

secure-overlay myconn local-bridge wan-br Tocal-system-ip-addr 10.122.144.146 local-system-ip-subnet 10
ike-cipher aes256-sha512-modp4096 esp-cipher aes256-sha512-modp4096

psk Tocal-psk ciscociscociscol23 remote-psk ciscociscociscol23

commit
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10.122.144.146 local-system-ip-subnet 10.122.144.128/27
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show secure-overlay
secure-overlay myconn

state up
active-local-bridge wan-br
selected-local-bridge wan-br
active-local-system-ip-addr 10.122.144.146

active-remote-interface-ip-addr 10.88.247.84
active-remote-system-ip-addr 166.34.121.112
active-remote-system-ip-subnet 166.34.121.112/32
active-remote-id 10.88.247.84
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router bgp 65000

bgp router-id 166.34.121.112
bgp always-compare-med

bgp log-neighbor-changes

bgp deterministic-med

bgp
bgp Tlisten Timit 255

no bgp default ipv4-unicast
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Tisten range 10.122.144.0/24 peer-group uCPEs

address-family ipv4 vrf private-vrf

redistribute connected
redistribute static

neighbor uCPEs peer-group
neighbor uCPEs remote-as 200

neighbor uCPEs ebgp-multihop 10
neighbor uCPEs timers 610 1835

exit-address-family
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router bgp 200
router-id 10.122.144.146
neighbor 166.34.121.112 remote-as 65000
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nfvis# support show bgp
BIRD 1.6.8 ready.

name proto table state since info
bgp_166_34_121_112 BGP bgp_table_166_34_121_ 112 up 09:54:14 Established
Preference: 100

Input filter: ACCEPT
Output filter: ACCEPT
Import 1imit: 15

Action: disable
Routes: 4 dimported, 0 exported, 8 preferred
Route change stats: received rejected filtered ignored accepted
Import updates: 4 0 0 0 4
Import withdraws: 0 0 -—- 0 0
Export updates: 4 4 0 -—- 0
Export withdraws: 0 -—- -—- -—- 0
BGP state: Established
Neighbor address: 166.34.121.112
Neighbor AS: 65000
Neighbor ID: 166.34.121.112
Neighbor caps: refresh enhanced-refresh AS4
Session: external multihop AS4
Source address: 10.122.144.146
Route Timit: 4/15
Hold timer: 191/240

Keepalive timer: 38/80

BGP B2 ZX|E #HE M 7+ 7tsdt T4 US| E= TS T2 ipv4 unicastfor IPSect &
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LICt. BGP & EHE E24H IPSecof CHEt 74 7t58t FAZE & TE0| vpnvd RLIFHAE LICE.
nfvis# show bgp vpnv4 unicast
Family Transmission Router ID Local AS Number

vpnv4 unicast 10.122.144.146 200

show bgp vpnv4 unicast route HHE A2 3H BGP ZZ M40 2247 VPNv4 RLIFIAE B2
of CHet HEE AME =~ Q&L

nfvis# show bgp vpnv4 unicast route

Network Next-Hop Metric LocPrf Path
81.81.81.1/32 166.34.121.112 O 100 65000 ?
91.91.91.0/24 166.34.121.112 O 100 65000 ?



10.122.144.128/27 166.34.121.112 O 100 65000 ?
166.34.121.112/32 166.34.121.112 O 100 65000 ?

SIS VPN A2l Z9 BGP MAtol A8 & Zm|aslol&e A&stH Bt SIs BOP 2
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c8000v# show ip bgp summary
Number of dynamically created neighbors in vrf private-vrf: 1/(100 max)
Total dynamically created neighbors: 1/(255 max), Subnet ranges: 1

3t BGPOIIM BHEI5HS VPNV4(VPN over IPv4) BH2El Ell0]E &= of CHE RtAIEH MEE EAIE
£ Q&LICH o7|0l= B2 HF AL next-hop IP T4, & °4EH AS 35 24 7|2 M, MED(Multi-
Exit Discriminator), AR LIE| 2} S2| Ct &5t BGP St 22 ZF VPNv4 Z22| § E40| X3§
T|o{of fLCt.

c8000v# show ip bgp vpnv4 all

BGP table version is 5, local router ID 1is 166.34.121.112

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 65000:7 (default for vrf private-vrf)
*> 10.122.144.128/27

0.0.0.0 0 32768 ?
*>  81.81.81.1/32 0.0.0.0 0 32768 7?
*> 91.91.91.0/24 0.0.0.0 0 32768 7?

*>  166.34.121.112/32
0.0.0.0 0 32768 ?
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nfvis# show log charon.log

Feb 5 07:55:36.771 00[JOB] spawning 16 worker threads
Feb 5 07:55:36.786 O5[CFG] received stroke: add connection 'myconn'



Feb 5 07:55:36.
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Feb 5 07:55:37.
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342
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05[CFC]
06 [CFC]
06 [IKE]
06 [ENC]
06 [NET]
09[NET]
09[ENC]
09[IKE]
09[ENC]
09[ENC]
09[IKE]
09[CFC]
09[IKE]
09[IKE]
09[IKE]
09[ENC]
09[NET]
10[NET]
10[ENC]
10[IKE]
10[IKE]
10[IKE]
10[IKE]
10[IKE]
10[CFC]
10[IKE]
11[NET]
11[ENC]
11[IKE]
11[IKE]
11[IKE]
11[ENC]
11[NET]
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added configuration
received stroke:

<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>
<myconn|1>

nfvis# support show route 220
10.122.144.128/27 dev ipsecO proto bird scope Tink
81.81.81.1 dev ipsecO proto bird scope Tink
91.91.91.0/24 dev ipsecO proto bird scope Tink
166.34.121.112 dev 1ipsecO scope 1link

IPsecO Q/E{H|O|A AE} HE

ifconfigE AtS

5t0q ipsecO 7t& QIE{H|O[A0f CHEF REMIEH LIS

nfvis# support show ifconfig ipsecO

"myconn'

initiate 'myconn'

initiating IKE_SA myconn[1l] to 10.88.247.84

generating IKE_SA_INIT request O [ SA KE No N(NATD_S_IP) N(NATD_
sending packet: from 10.88.247.89[500] to 10.88.247.84[500] (741
received packet: from 10.88.247.84[500] to 10.88.247.89[500] (80
parsed IKE_SA_INIT response O [ SA KE No V V V V N(NATD_S_IP) N(
received Cisco Delete Reason vendor ID

received unknown vendor ID: 43:49:53:43:4f:56:50:4e:2d:52:45:56:
received unknown vendor ID: 43:49:53:43:4f:2d:44:59:4e:41:4d:49:
received Cisco FlexVPN Supported vendor ID

selected proposal: IKE:AES_CBC_256/HMAC_SHA2_512_256/PRF_HMAC_SH
cert payload ANY not supported - <ignored

authentication of '10.88.247.89' (myself) with pre-shared key
establishing CHILD_SA myconn{l}

generating IKE_AUTH request 1 [ IDi N(INIT_CONTACT) IDr AUTH SA
sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (4
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed IKE_AUTH response 1 [ V IDr AUTH SA TSi TSr N(SET_WINSIZE
authentication of '10.88.247.84' with pre-shared key successful
IKE_SA myconn[1l] established between 10.88.247.89[10.88.247.89].
scheduling rekeying in 86190s

maximum IKE_SA Tifetime 86370s

received ESP_TFC_PADDING_NOT_SUPPORTED, not using ESPv3 TFC padd
selected proposal: ESP:AES_CBC_256/HMAC_SHA2_512_256/NO_EXT_SEQ
CHILD_SA myconn{l} established with SPIs cfc15900_1i 49f5e23c_o a
received packet: from 10.88.247.84[4500] to 10.88.247.89[4500] (
parsed INFORMATIONAL request O [ CPS(SUBNET VER U_PFS) ]
Processing informational configuration payload CONFIGURATION
Processing information configuration payload of type CFG_SET
Processing attribute INTERNAL_IP4_SUBNET

generating INFORMATIONAL response 0 [ ]

sending packet: from 10.88.247.89[4500] to 10.88.247.84[4500] (9
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ipsec0: flags=209<UP,POINTOPOINT,RUNNING,NOARP> mtu 9196
inet 10.122.144.146 netmask 255.255.255.255 destination 10.122.144.146
tunnel txqueuelen 1000 (IPIP Tunnel)
RX packets 5105 bytes 388266 (379.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 5105 bytes 389269 (380.1 KiB)
TX errors 1 dropped 0 overruns 0 carrier 1 collisions 0

Head-End(FlexVPN AH)

I|0q Zto| IPsec SA ElE AE

Ol

otefel 20| & 3HE E{'E 2 Virtual-Access1 QIE{H|O|AE &3l 10.88.247.842F 0.0.0.0/02t
10.122.144.128/27 W E 23 7tol 0|Sst= EcHZlof CHaH 10.88.247.89 AtO|of| £ E LICH &, 2!
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c8000v# show crypto ipsec sa

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 10.88.247.84

protected vrf: private-vrf
Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.122.144.128/255.255.255.224/0/0)
current_peer 10.88.247.89 port 4500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 218, #pkts encrypt: 218, #pkts digest: 218
#pkts decaps: 218, #pkts decrypt: 218, #pkts verify: 218
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.88.247.84, remote crypto endpt.: 10.88.247.89
plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxC91BCDE0(3374042592)

PFS (Y/N): Y, DH group: groupl6

inbound esp sas:
spi: OxB80E6942(3087952194)
transform: esp-256-aes esp-sha512-hmac ,
in use settings ={Tunnel, }
conn 1id: 2123, flow_id: CSR:123, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he
sa timing: remaining key Tifetime (k/sec): (4607969/27078)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:
outbound esp sas:

spi: 0xC91BCDE0(3374042592)
transform: esp-256-aes esp-sha512-hmac ,



in use settings ={Tunnel, }

conn 1id: 2124, flow_id: CSR:124, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-he

sa timing: remaining key Tifetime (k/sec): (4607983/27078)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

utok
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c8000v# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual-Accessl
Profile: uCPE-profile
Uptime: 11:39:46
Session status: UP-ACTIVE
Peer: 10.88.247.89 port 4500 fvrf: public-vrf ivrf: private-vrf
Desc: uCPE profile
Phasel_id: 10.88.247.89
Session ID: 1235
IKEv2 SA: local 10.88.247.84/4500 remote 10.88.247.89/4500 Active
Capabilities:D connid:2 Tifetime:12:20:14
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 10.122.144.128/255.255.255.224
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 296 drop 0 Tife (KB/Sec) 4607958/7 hours, 20 mins
Outbound: #pkts enc'ed 296 drop 0 1ife (KB/Sec) 4607977/7 hours, 20 mins

VPN 4 " A

clear cryptocommands= | C|HIO|AE AR EE ER gl0| VPN HAE =52 = RS
L} SA(Security Association)& X|?£ Ol APQ |L|Ct.

« clear crypto ikev2E IKEv2 2ot ¢1Z3(IKEv2 SA)2 R[S LICt.
« clear crypto session2 IKEv1(isakmp)/IKEv2 & IPSec SAE X|ZLILC}.



« clear crypto saE IPSec SARH X|SLIC}.

« crypto ipsec saZ X|2H &4 IPSec E ot 40| At ElLICH
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c8000v# terminal no monitor
c8000v(config)# logging buffer 1000000
c8000v(config)# logging buffered debugging
c8000v# debug crypto ikev2 error

c8000v# debug crypto ikev2 internal
c8000v# debug crypto ikev2 client flexvpn
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https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-secure-overlay-and-single-ip-config.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-secure-overlay-and-single-ip-config.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-secure-overlay-and-single-ip-config.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/config/nfvis-4/nfvis-config-guide-4/m-bgp-support-on-nfvis.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html
https://www.cisco.com/c/en/us/td/docs/routers/nfvis/command/b-nfvis-command-ref/m-secure-overlay-and-bgp-commands.html
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