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VPC - 10.1.0.01&

Route Table - Public
ca-central-1a R '5 / ca-central-1b
Public Interface : - Public Interface
eth0: 10.1.0.10/24 : ' | eth0: 10.1.0.11/24

|

|
@ VPN Tunnel / BFD Peering ' @ |
W Tunnelt - 192.168.1.0/24 ! W |
' |

I

|

|

Privae niorace - [ Private Interface

eth1: 10.1.1. 10024 eth1: 10.1.1.11/24
Route Table - Private

ca-central-1¢ |

Private Instances |

CSR1000v 2}E 74
Fol9C S7XQI 1A



=% IOX HSAE QI HAE A TM6HH HAE Aoj| IP AZAME MEELICE o] BAlE

vrf definition GS ! iox app-hosting appid guestshell app-vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.102 netmask 255.255.255.0 app-default-gateway 192.168.35.101 guest-interface 0 name-server0 8.8.8.8 ! interface
VirtualPortGroupO vrf forwarding GS ip address 192.168.35.101 255.255.255.0 ip nat inside ! interface GigabitEthernetl ip nat
outside ! ip access-list standard GS_NAT_ACL permit 192.168.35.0 0.0.0.255 ! ip nat inside source list GS_NAT_ACL interface
GigabitEthernetl vrf GS overload ! ! The static route points to the G1 ip address's gateway ip route vrf GS 0.0.0.0 0.0.0.0
GigabitEthernetl 10.1.0.1 global

2EHA HAE dg gdstetn 2aQlgfLCh

Device#iguestshell enable

Interface will be selected if configured in app-hosting
Pl ease wait for conpletion
guestshel | installed successfully

Current state is: DEPLOYED
guestshel | activated successfully
Current state is: ACTIVATED
guestshel| started successfully
Current state is: RUNNI NG
Guestshel | enabl ed successfully

Devi ce#fguestshell
[ guest shel | @uestshell ~]$

FIAAE Mof CHEt XEME 82 - Z2 a2 7|5 Z4u[Td|o|M 7t0|EE FIERSHAIA
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[guestshell@guestshell ~]$ ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from8.8.8.8: icnp_seq=1 ttl=109 tinme=1.74 ns
64 bytes from8.8.8.8: icnp_seq=2 ttl=109 tinme=2.19 ns
64 bytes from8.8.8.8: icnp_seq=3 ttl=109 tinme=2.49 ns
64 bytes from8.8.8.8: icnp_seq=4 ttl=109 tinme=1.41 ns
64 bytes from8.8.8.8: icnp_ seq5tt|-109t|ne304ms

ATHA|. (ME4 AR I|o Zolf B X|E 28l E{'oil BFD(Bi-Directional Forwarding Detection) 2 2t
f & T2 EZ 2 EIGRP(Enhanced Interior Gateway Routing Protocol) & = BGP(Border Gateway
ProtocoI)E g M3tgHLICt.Cisco CSR 1000v 2 E 7H0i VXLAN EE= IPsec E{E2 T+ & LICtH

. Cisco CSR 1000v 2t<E{ Zt IPsec E{&

crypto isakmp policy 1 encr aes 256 authentication pre-share crypto isakmp key cisco address crypto ipsec transform-set uni-perf
esp-aes 256 esp-sha-hmac mode tunnel crypto ipsec profile vti-1 set security-association lifetime kilobytes disable set security-
association lifetime seconds 86400 set transform-set uni-perf set pfs group2 interface Tunnell ip address 192.168.1.1
255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source GigabitEthernetl tunnel destination redundancy cloud-ha bfd
peer Example - #CSR1 ! interface Tunnell ip address 192.168.1.1 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel
source GigabitEthernetl tunnel destination 10.1.0.11 ! redundancy cloud-ha bfd peer 192.168.1.2 #CSR2 ! interface Tunnell ip
address 192.168.1.2 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source GigabitEthernetl tunnel destination
10.1.0.10 ! redundancy cloud-ha bfd peer 192.168.1.1

. Cisco CSR 1000v 2+ E{ 22| VxLAN E{&d
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Example: interface Tunnel100 ip address 192.168.1.1 255.255.255.0 bfd interval 500 min_rx 500 multiplier 3 tunnel source
GigabitEthernetl tunnel mode vxlan-gpe ipv4 tunnel destination tunnel vxlan vni 10000 redundancy cloud-ha bfd peer

41EA. (ME AHY) B QIE{H| 0| A& Sall EIGRPE & LICH

router eigrp 1 bfd interface Tunnell network 192.168.1.0 0.0.0.255
- MEXXIH AJEEE AE5t0d Holl =X|E EE[HE = U&LICH of:

event manager applet Interface_GigabitEthernet2 event syslog pattern “Interface GigabitEthernet2, changed state to
administratively down” action 1 cli command “enable” action 2 cli command “guestshell run node_event.py -i 10 -e peerFail” exit
exit

AWS B 74

. AWS HA O{7HeH %
Parameter Switch Description

Node Index =i Index that is used to uniguely identify this node. Valid
values: 1-1023.
Region Name -rg Name of the region that contains the route table.

For example, us-west-2.

Route Table Name -t Name of the route table to be updated. The name of
the route table must begin with the substring rtb-.

For example, rtb-001333c29%ef2aechf

Route -r If a route is unspecified, then the redundancy node is
considered to apply to all routes in the routing table.
The CSR cannot change routes which are of type
local or gateway.

Next Hop Interface -n Name of the interface to which packets should be
forwarded in order to reach the destination route.
The name of the interface must begin with the
substring eni-.

For example, eni-07160c7e740ac8ef4.

Mode -m Indicates whether this router is the primary or
secondary router for servicing this route. Valid values
are primary or secondary. This is an optional
parameter. The default value is secondary.

1EHA| IAMC 2 Q158 &L Ct.
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{"Version": "2012-10-17", "Statement": [ { "Sid": "VisualEditor0", "Effect": "Allow", "Action": [ "logs:CreateLogStream",
"cloudwatch:", "s3:", "ec2:AssociateRouteTable", "ec2:CreateRoute", "ec2:CreateRouteTable", "ec2:DeleteRoute",
"ec2:DeleteRouteTable", "ec2:DescribeRouteTables", "ec2:DescribeVpcs", "ec2:ReplaceRoute"”, "ec2:DescribeRegions",
"ec2:DescribeNetworkinterfaces", "ec2:DisassociateRouteTable", "ec2:ReplaceRouteTableAssociation", "logs:CreateLogGroup",
"logs:PutLogEvents" ], "Resource": "*" }]}

1AM BHAE 1AM 2GS 2 Policy@t &H7H & X310 VPCO|| ed8ErL|Ct.
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[guestshell@guestshell ~]$ pip install csr_aws_ha --user
[ guest shel | @uest shel| ~]$ source ~/.bashrc

3&tA. 7|2 2tRE{0MH HA o7+ & F gLt

[guestshell@guestshell ~]$ create_node.py -i 10 -t rtb-01c5b0633a3422575 -rg ca-central-1 -n eni-0bc1912748614df2a -r 0.0.0.0/0
-m primary

ATHA| EX Bt RE{0l| M HA D78 ALt

[guestshell@guestshell ~]$ create_node.py -i 10 -t rtb-01c5b0633a3422575 -rg ca-central-1 -n eni-0e351ab1b8f416728 -r 0.0.0.0/0
-m secondary

AL

create_node.py -i n -t rth-private-route-table-id -rg region-id -n eni-CSR-id -r route(X.X.X.x/X) -m

Azure Y 7

. Azure HA OH7H g4

The following table specifies the redundancy parameters that are specific to Microsoft Azure:

Parameter Switch Switch Description

Node Index =i The index that is used to uniquely identify this node.
Valid values: 1-255.

Cloud Provider -p Specifies the type of Azure cloud: azure, azusgov, or
azchina.

Subscription ID -5 The Azure subscription id.

Resource Group Name -9 The name of the route table to be updated.

Route Table Mame -t The name of the route table to be updated.

Route -r IP address of the route to be updated in CIDR format.

Can be IPv4 or IPv6 address.

If a route is unspecified, then the redundancy node is
considered to apply to all routes in the routing table
of type “virtual appliance”.

Next Hop Address -n The IP address of the next hop router. Use the IP
address that is assigned to this CSR 1000v on the
subnet which utilizes this route table. Can be an |Pv4
or |IPv6 address.

Mode -m Indicates whether this router is the primary or
secondary router for servicing this route, Default
value is secondary.

ghL|Ct. Azure APIO|| 4Z25HE
SR &LICEAHAE A LY
FOIBHLICE.
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[guestshell@guestshell ~]$ curl -H "Metadata:true" http://169.254.169.254/metadata/instance?api-version=2020-06-01

1EtA|. CSR1000v APl £ &0i| CHEF 2152 Azure AAD(Active Directory) &£ = MSI(Managed
Service Identity) 2 AFE 5t =5 M&5HOF & LICE XAE EAHI= CSR1000V APIZEE Q53 74
£ HASUAIQ. Of EIE S #sfx| 0B CSR1000v 2t {0l 2 E0IE S clol= T Tt
o| ei&LCh.
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https://www.cisco.com/c/ko_kr/support/docs/routers/cloud-services-router-1000v-series/213930-csr1000v-hav2-configuration-guide-on-mic.html#anc8

Parameter Name Switch Description

Cloud Provider -p Specifies which Azure cloud is
in use {azure | azusgov |
azchina}

Tenant ID -d Identifies the AAD instance.

Application 1D -a Identifies the application in
AsD,

Application Key -k Access key that is created for

the application. Key should be
specified in unencoded URL
format,

2EHA|. HA Python T 7| X|& A X[&FLC.

[guestshell@guestshell ~]$ pip install csr_azure_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

3EHAL 71&2 EFREAM HA D7+ & T JELICHO| Bt A0IA MSI EE= AADE AL E + RUS).

. MSI 215 ALEELC}.

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.10 -m primary

- AAD 215 M &(F7}-a, -d, -k B ER)

[guestshell@guestshell ~]$ create_node -i 10 -p azure -5 XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -g ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.10 -m primary -a 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxx -d ae49849¢-2622-4d45-b95e-XXXXXXXXX -k
bDEN1k8batJqpegjAuUvaUCzZn5Md6rWEi=

ACHA| E X Bt RE{0| M HA O 7448 A8 C}

- MSI 2l

Ol

[guestshell@guestshell ~]$ create_node -i 10 -p azure -S XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX -§ ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.1.0.11 -m secondary

- AAD 215 At&(F7t -a, -d, -k ET ER)

[guestshell@guestshell ~]$ create_node -i 10 -p azure -5 XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXXXX --g ResourceGroup -t Private-
RouteTable -r 0.0.0.0/0 -n 10.0.0.11 -m secondary -a 1e0f69c3-b6aa-46cf-b5f9-xxxxxxxxx -d ae49849c-2622-4d45-b95e-XXXXXXXXX
-k bDEN1k8batJgpegjAuUvaUCZn5Md6rWEi=

GCP &% #um|adolH

. GCP HA D7



Parameter Is this parameter required?
Node Index Yes
Cloud Provider Yes
Project Yes
routeName Yes
peerRouteName Yes
Route yes
Next hop address Yes
hopPriority Yes
VPC Yes

£ 1:CSR 1000v 2HRE{2F 1AE MH|A Ao
OF gfuct.

Command or Action Purpose

Ensure that the service account associated with Create service account

the CSR 1000v routers at least have a Compute
Network Admin permission. & Service account details

Service account permissions (optional)

© Grant this service account access to project (opt

Switch Description

=i The index that is used to uniquely
identify this node. Valid values: 1-255.

-p Specify gep for this parameter.

-9 Specify the Google Project ID.

The route name for which this CSR is
next hop. For example from Fig. 2, if
we are configuring node on CSR 1, this
would be route-vpc2-csrl.

-a

The route name for which the BFD peer
CSR is next hop. For example from Fig.
2, if we are configuring node on CSR 1,
this would be route-vpc2-csr2.

The IP address of the route to be
updated in CIDR format. Can be IPv4
or IPv6 address.

If a route is unspecified, then the
redundancy node is considered to
apply to all routes in the routing table
of type virtual appliance.

Note: Currently Google cloud does not
have IPv6 support in VPC.

-n The IP address of the next hop router.
Use the IP address that is assigned to
this CSR 1000v on the subnet which

utilizes this route table. The value can

be an IPv4 or IPv6 address.
Note: Currently Google cloud does not
have IPv6 support in VPC.

The route priority for the route for
which the current CSR is the next hop.

-0

The VPC network name where the
route with the current CSR as the next
hop exists.

=V

Hoi: AFE HEXHZT 22| HEHo| 2.0

€ Grant users access 1o this service account (optional)

(Grant this Sefvice SO0OUNT BCORSS B0 Project-avryds So that it has permission 1o
complete specific Scione on the IELOUNSEE I your project. Lesm mane

Sebect a Iﬂle—‘
[ "
T Typeto fiter
Compute Admin
Clowd TPU
Compute Image User
Clowd Trace
Compute Inatance Admin (betn
" Codulab AP Keys f '
Compute Instance Admin (v1)
Compute Engirs
Compute Losd Balancer Admin
Conainer Anatysis
Compuie Netwark Admin . P :
Custom Full control of Compeste Engine retworking resounces.
Compute Network User
Datafow
[ —
MANAGE ROLES

369487

You can also provide the required permissions in a credentials file with name 'credentials.json’ and place it
under the /home/guestshell directory. The credentials file overrides the permissions supplied through the
service account associated with the CSR 1000v instance.

1EHA|. HA Python I 7|X| & A x|EL|CH.

[guestshell@guestshell ~]$ pip install csr_gcp_ha --user
[ guest shel | @uestshell ~]$ source ~/.bashrc

2EHA|. 7|& etREo|M HA Oi7i#H 8 F g 'LICH



[guestshell@guestshell ~]$ create_node -i 1 -g -r dest_network -0 200 -n nexthop_ip_addr -a route-vpc2-csrl -b route-vpc2-csr2 -p
gcp -v vpc_name

3EtAl. EX 2t RE{0|MH HA o7+ & F gLt

[guestshell@guestshell ~]$ create_node -i 1 -g -r dest_network -0 200 -n nexthop_ip_addr -a route-vpc2-csr2 -b route-vpc2-csrl -p
gcp -v vpc_hame

CtES &l

ol MM AtEstod Zm|aefol4do] McHz & SstE x| & gLt

157, node_event.py peerFail Z2{1 & At&35t04 ol =XIE EE|HELICEH

[guestshell@guestshell ~]$ node_event.py -i 10 -e peerFail 200: Node_event processed successfully
267 2212 E S 2Xk2| Private Route Table(Z 208! ZZ E|0|E)Z 0|5 5l01 B2 M IP F
22 next-hop2 YOHIO|ERR =X & QIgLICt.

=S e e
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. Azure HAv2 Z1I| 80| M2 pip x| ZHZ|X| 2 10S 0|F 3t Zdm|adio|Me| AtA xt0|
Mo 2 Qls HAv3T I A SAFELICH. & A& Microsoft Azure 2| CSR1000v HA H{T 2 7
M 710|EAM &2 = U&LCH.

. CLIZ AF2 8= Azure HAV1 7142 AzureCLI 2.02 AL 8= Microsoft Azure 2|
CSR1000v HA O|& 3} HiZ 7}O0[E0M &2 == JU&LIC

- AWS HAv1 Z1I|180|M2 Amazon AWS2| CSR1000v HA EIEEIA| £5 70|20 A &
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/content/en/us/support/docs/routers/cloud-services-router-1000v-series/213687-csr1000v-ha-redundancy-deployment-guide.html
/content/en/us/support/docs/routers/cloud-services-router-1000v-series/213687-csr1000v-ha-redundancy-deployment-guide.html
/content/en/us/support/docs/cloud-systems-management/prime-access-registrar/213601-csr1000v-ha-redundancy-deployment-guide.html
https://www.cisco.com/c/ko_kr/support/index.html
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