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Xist AHg
. 9|8 2 & QIE{H|0|AE GigabitEthernet10i sHE 5H= eth00ll 44510k & LICH Azure MIEHD|
O|E{ MEHol| CHEF HMA = 7Het AFE Q| 7|2 QIEH 0|AE SHMBH 7S & LICY.

- HAv1 10S ZAx|Jg|0|M0| /e B HAE oM HAv2 Z4x| e o] Fofl & 7{sHofF &rL|ct
HAv1 74| 12/ 0|42 redundancy %! cloud provider 3E S 2 F4E L|C}.

T
1EHA. ol E2IFH 0144 EARIS 9B IOXE FAIBILIC

1. 10X Y EAEIS & M3H8L|Ct VirtualPortGroup00i| 7HQ! IP FAE &S giLICH 28 4 2l
E{H O|A 7} Q= NAT VirtualPortGroup02 A& 35t HAE Mo| QlE{Hlof HAZE £+ U&L

C}.0| oflo| A GigabitEthernet12| ip= 10.3.0.4JL|C}.

vrf definition GS

!

iox

app-hosting appid guestshell

app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.102 netmask 255.255.255.0
app-default-gateway 192.168.35.101 guest-interface 0
name-server(0 8.8.8.8

!

interface VirtualPortGroupO

vrf forwarding GS

ip address 192.168.35.101 255.255.255.0

ip nat inside

!

interface GigabitEthernetl

ip nat outside

!

ip access-1list standard GS_NAT ACL

permit 192.168.35.0 0.0.0.255

!

ip nat inside source list GS_NAT ACL interface GigabitEthernetl vrf GS overload
1

! The static route points to the gigl private ip address gateway
ip route vrf GS 0.0.0.0 0.0.0.0 GigabitEthernetl 10.1.0.1 global

& 1:Azure MarketplaceOll A HfZ El A QIAEA M= iox7} Ol2] FHEl0] U2 £ USLIC.

2EHA|. GuestShellol| Python IH7|X|& A x[&fLIC}.

1. HAE Mg gdststn 2aQIgLC.
csr-1l#guestshell enable
csr-1l#guestshell



2. www.google.comE pingsto] HAERO| QUE{Ho HAZE = JU=X| HIFLICLHAZEEY =
e B2 H ZAER0S A1 0|0l M name-server ZAZ|12Y|0| S & QIS HLE HAE

A O| resolv.confoi| M ME{E F7}EHLICE

[guestshell@guestshell ~]$ ping www.google.com

PING www.google.com (172.217.14.228) 56(84) bytes of data.

64 bytes from sea30s02-in-f4.1el100.net (172.217.14.228): icmp_seqg=1 ttl=51 time=4.89 ms

64 bytes from sea30s02-in-f4.1el100.net (172.217.14.228): icmp_seqg=2 ttl=51 time=5.02 ms

curlg Al&5to4 HEIC|O|E{7t RfFME|=X| & IgfL|Ct Q| F @44 CIE{H0|AE

Gig1(eth0)O|0{0oF EL|CH 2 X| gt o™ Azure 29t 1 &, 2R S EEE 169.254.169.2542 &}
Ete = e 7IEH 7|2 EQISHAAIL. 169.254.169.2542 pingE = U= FA7F ot LCt

[guestshell@guestshell ~]$ curl -H Metadata:true

"http://169.254.169.254/metadata/instance?api-version=2018-04-02"

{"compute":{"location":"westus2", "name": "csr-david-2", "offer":"cisco-csr-

1000v", "osType": "Linux", "placementGroupId":"", "plan":{"name":"16_7", "product":"cisco-csr-

1000v", "publisher":"cisco"}, "platformFaultDomain":"0", "platformUpdateDomain":"0", "publicKey

s":[],"publisher":"cisco", "resourceGroupName" : "RG-David-

2", "sku":"16_7", "subscriptionId":"09el3fd4-def2-46aa-a056-

XXXXKXXXXXXX" ,"tags":"", "version":"16.7.120171201", "vmmId":"£8£f32b48-daa0-4053-8bad-

XXXXKXXXKXKXXXXX" , "vmScaleSetName" :"", "vmSize": "Standard_DS2_v2","zone":""}, "network": {"interf

ace":[{"ipv4d":{"ipAddress": [{"privateIpAddress":"10.3.0.5", "publicIpAddress":"21.53.135.210

"}],"subnet":[{"address":"10.3.0.0", "prefix":"24"}]},"ipv6e":{"ipAddress":[]}, "macAddress":"

000D3A93F"}, {"ipv4d":{"ipAddress": [{"privateIpAddress":"10.3.1.5", "publicIpAddress":""}], "su

bnet":[{"address":"10.3.1.0", "prefix":"24"}1},"ipv6":{"ipAddress":[]}, "macAddress" :"000D3A9

61"}131}I(

3. python TH7|X|E Mx|&LICt & T:sudo REE AFE36t0{ THF|X|E MR|6HK| O A2 —user
SME MEdHok ELICHM EHE 2F —f—%‘okxl ofo JTLH5’|7<|7P ZRE ZCo dxIELCH
.O|2 @I&H ImportErrors7t &&= Q&LICHE R MXIE 7 |XIE +HtE4H 10S HH
guestshell destroyS A5t CHA| A|ZfSHOF & = & LICH.

[guestshell@guestshell ~]$ pip install csr_azure_guestshell~=1.1 --user
[guestshell@guestshell ~]$ pip install csr_azure_ha~=1.0 --user
[guestshell@guestshell ~]$ source ~/.bashrc

4. 7| X|7} /home/guestshell/.local/lib/python2.7/site-packagesOll SHI2H| Mx| =R = X| &2l
grct.

[guestshell@guestshell ~]$ which show_node.py
~/.local/lib/python2.7/site-packages/csr_azure_ha/client_api/show_node.py

3EtAH|. CSR1000v API &0 CH8t 215 & 7 H&LCt.
CSR1000v0 M AzureOl CHEH API S £ 2 ™E = U E st= 271K 20| /U&LICt

1. Azure Active Directory(AAD) - HAV20I M= AFEE = /= E& HAv1 HAM=ELCY.
create_node.py 23 ZE0M AL E H|'HE ID, app-id, app-keyE 7|1S 5l FAA|2 . KFA|E
LH& 2 Microsoft Azure Active Directory0ilM S T2 38 HEJ|E FXSHAAIL. .’5]'
HAVIO| AL ElE & 71 QIZEE 7|LICHAV20] AFBElE & 7= CIFYE|X| et 7|
ULICHRIFHEIX| A2 7|E 7IBSIX| 2 B2 7|18 57 = G2 E M 7|& BHE040f

g+ A&LICH

2. Microsoft= 7+ Ao CHEt 88 Z2 13 M S AtS&st= MSI(Managed Service
Identity) MH|AE E&35tD U&LICHMSIO CHE REAIEH LIS 2
https://docs.microsoft.com/en- us/azure/active directory/managed-service-identity/overview=
2 ZSHAAI2. HA HT 2 MSI MH|AZE AF8 38104 Cisco CSR 1000vE Q15 & £ Q&LCH.
HA H& 12 MSIE AI2E £ gigLct

1B, ZF CSR1000v 7+H&h t&lofl CHSH MSIE & A&t L|Ct Azure ZEHO|A VM2 ZE O|SEfL
E}.Identlty(ID)E O|& 3t System Assigned(AlAE &) > On(7{7]) > Save(XM%)E F=2E



http://www.google.comto
/content/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html#id_76848
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LCt.

Home » Virtual machines > david-test-csr-1 - ldentity (Preview)

david-test-csr-1 - Identity (Preview)

=1

Virtw 2 |-

4%
System assigned : User assigned

D Security
U Refresh
Extensions

i% Continuous delivery (Preview)
Status §

¢ Availability set M

& Configuration Object ID @

Identity (Preview)
Properties

n Locks . This resource is registered with Azure Active Directory. You can control its access to services like Azure Resource
Manager, Azure Key Vault, etc, Learn more

& Automation script

2EH7|. Subnet Route Table(A 2 Z 2 E|O|&)0{ A CSR1000v 2t RE{0|A API ZE2 &
524 Access Control(IAM)(4 M| A K[o{(IAM)) 2 MEHSI T Add(F7HE 22!gLCt

3E7|. Role - Network Contributor@ ME{EfL|CH HM|A HEH &S - 71 HAFEIE M= EfLICH
. 2HHE 52 ME{ELICH S S0l M MSIZFH ™ E VME MEIELICH

Home »* Resource groups > RG-Dawvid * subnet2-david-CSR-RouteTable - Access control (lAM) Add pgrmissions by
.5 sybnet2-david-CSR-RouteTable - Access control (IAM)
bd Route 1able Role @
Metwork Contribut
= + Add ks Roles C} Refresh ER oA =
Assign access to i
Wirtual Machene L
. Overview Mame 6 Type @ * Subscription
. All Microsoft Azure Enterprise W
H Activity log scope @ Group by @
s Access control (IAM) All scopes o Role
4 Tags 19 items (16 Users, 1 Service Principals, 2 Virtual Machines) csr-legit-16-9-david-1
- = fsubscriptions/
#% Diagnose and solve problems NAME TYPE
Settings Selected members:
METWORK CONTRIBUTOR
& Configuration
david-test-csr-1 e
LBMOve
s Routes - Ssubscnptions)

Subnets

Propertes s [N
4EtAH|. Guestshelloll A HAV2E T EFLICE.

& 215t 24™ Microsoft Azure& Cisco CSR 1000v HiE 710|E9| & 3 Bl 48 EZFHAMAIL.
O ool M= app-id(a), tenant-id(d) &' app-key(k) Zci27} 225t AAD Q152 AMS &Lt
MSI Q&S At&st= A oledst 7t E2ei27t E26HX| e &L|Chnode [] Eci2= &2l
o| HE LIt o2 B H|O|E0i CiEt YOO|E7I ERet 49 nRet E HSE AEF
0 042 =EE M JELct.

create_node.py -i 100 -p azure -s 09el3fd4-def2-46aa-al56-xxxxxxxxxX -g RG-David -t

subnet2-david-CSR-RouteTable -r 8.8.8.8/32 -n 10.3.1.4 -a 1e0f69c3-bbaa-46cf-b5f9-
XXXXXXXXX -d aed9849c-2622-4d45-b95e-xxxxxXxXxXxxXx -k bDENlk8batJgpeqgjAuUvaUCzZn5Md6rWEi=

2. set_params.py® AF&3t0{ 7HH OH7HH~ & F 7ot 7L @ = LIC.

1. create_node.py 23 EEE At&5I0{ HA 72 FIIELICE. ZE Eei2 o7l He HolE
A
I.
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set_params.py -1 100 [optionl] [option2]

3. clear_params.py@ At&3t04 7HH Of7H#H~E X|ZLICH.
clear_params.py -i 100 [optionl] [option2]

4. delete_node.py® AI&3t04 ==& AMX|ELICEH
delete_node.py -i 100

5EtA. &o Zx|& EE|HF =5 EEME FEgLCt

peerFail 2M0| 2= node_event.py AT EE = HAv27t Eoll ZX|E E2|7H35t1 Azure B2 E|O|
E 2 UO|o|Est= WHRULICE047[|0| M Rtalo] =2[& FstH Z2 a2 YUE = AU&LICHIOS
LHO{ A EEM2 AFE 3104 node_event.pyB A 5t7HLE HAE A LHOIM python AR EE EH &
A °|4=LJEL

T AAHE

gt 7t x| o= EEME Ar&36t01 QIE{H|O|A Ct2 A EfE Z 25104 node_event.pyE EE|HSE R
lLct.

event manager applet HAv2_interface_flap

event syslog pattern "Interface GigabitEthernet2, changed state to down"
action 1 cli command "enable"

action 2 cli command "guestshell run node_event.py -i 100 -e peerFail"

Al Zoff ZXIE E|AESHY| 23 HAE oA node_event.py® =822 AME &= Ql&LICH

[guestshell@guestshell ~]$ node_event.py -i 100 -e peerFail

HAV2E revert M2 ALE36t01 2 E 2o EHREE CHA| E[E3 =& UGLICHO= MHE Al
Zoo|Mot= MEIA 741|380 M L|Ct create_node.pyll -m 7|2 ZE2iOE 7|2 2tREo0| M
sfiof LIt BFDE At&5t04 QIE{H|0|A HEfE T LIE|Z5tE o A|JLICEH

event manager applet bfd_session_up

event syslog pattern ".*BFD_SESS_UP.*"

action 1 cli command "enable"

action 2 cli command "guestshell run node_event.py -i 100 -e revert"

[guestshell@guestshell ~]$ set_params.py -i 100 -m

Cte& &QlgLic

1. Ml 7HX| Z2MAT 25 2o SEfRIX] Zelgtlct
systemctl status auth-token
systemctl status azure-ha
systemctl status waagent
2. Auligt E =2 CHA] AFFEFLICEH
sudo systemctl start waagent
sudo systemctl start azure-ha
sudo systemctl start auth-token
3. create_node.py0ll 2|5 F7IE 7Am|agio|ME &QlstE F 7HX| g o| U&LICH.
show_node.py -1 100

[guestshell@guestshell ~]$ cat azure/HA/node_file

{'appKey': 'bDEN1k8batJgWEiGXAxSR4Y=', 'index': '100', 'routeTableName': 'subnet2-david-
CSR-RouteTable', 'route': '8.8.8.8/32', 'mextHop': '10.3.1.4', 'tenantId': 'ae49849c-2622-
4d45-b95e-XXXXXXXXXX ', 'resourceGroup': 'RG-David', 'appId': 'le0f69c3-bbaa-46¢cf-b5f9-
XXXXXXXXXX', 'subscriptionId': '09el3fd4-def2-46aa-al056-xXxXXXXXXXXxx', 'cloud': 'azure'}

4. AT E = ABRHIO| 2FRE{O|M ol ZX[E AlZd|0|MHELICH o] B2 AXIZ Tof =X|7}



dhdstE W2 otLIX[EH 0| R & EHX| EQIELICH6EAOIM 22 & & lgfLct

—_ ANl
node_event.py -i 100 -e verify

5. AEHH}O| BFRE{0|A] AN Zroj = x| O|HIEE E2|7{ELICtAzure0lA Z2 EH|O|E0| M &
o2 ZZE Ylo|EFMEX| FHlgtL|ch 6EtAl0IAM 238 =l

node_event.py -i 100 -e peerFail

6. node_eventpy= EC|HE [ F 7tX| e 208 HMELICH Ol o ZX|7t S3Me=
x| 2Qlst ALt SRS siZsHe Ol KB LICHIIY A O[HIE Thlo| MAElLich. aaLt
routeTableGetRsp= O EHo{Ar7|E[2 2 LMo = 5tLto| mto| /JU&LCH
[guestshell@guestshell ~]$ 1ls -latr /home/guestshell/azure/HA/events/
total 5

drwxr-xr-x 3 guestshell root 1024 Sep 18 23:01

drwxr-xr-x 2 guestshell root 1024 Sep 19 19:40

-rw-r--r-- 1 guestshell guestshell 144 Sep 19 19:40 routeTableGetRsp

-rw-r--r-- 1 guestshell guestshell 390 Sep 19 19:40 event.2018-09-19 19:40:28.341616
-rw-r--r-- 1 guestshell guestshell 541 Sep 18 23:09 event.2018-09-18 23:09:58.413523

X &

1EtA|. Python IH 7| X| &= fusr/lib/python2.7/site-packages/0oil &% M x|ELICH HAE Mg M7t
1 7 HAE ™St AMAIR.

[guestshell@guestshell ~]$ create_node.py -h
bash: create_node.py: command not found

[guestshell@guestshell ~]$ 1ls /usr/lib/python2.7/site-packages/

2HtE M x| B2 £ ~/.localllib/python2.7/site-packages/ & LIC}.

[guestshell@guestshell ~]$ which show_node.py
~/.local/lib/python2.7/site-packages/csr_azure_ha/client_api/show_node.py

2CHAL 3T A0 Q1B 0| FHE[X]| iYL R FHE FR EE 277 dHE = A&Lit
AAD 215 9| A2 ALEEl app-keyZl 2R E|}7HLE URLE °._|:_r’_%'5._| <2 node_event. py7|- E 2|7
% o5 277 EAE £ JUsLict

[guestshell@guestshell ~]$ cat /home/guestshell/azure/HA/events/routeTableGetRsp
{"error":{"code":"AuthenticationFailedMissingToken", "message":"Authentication failed. The

'Authorization' header is missing the access token."}}

[guestshell@guestshell ~]$ cat /home/guestshell/azure/HA/events/event.2018-09-19\
23\:02\:55.581684

Event type is verify

appKey zGuYMyXQha5Kge8xdufhUJ9eX%$2BlzIhLsuw%3D
index 100

routeTableName subnet2-david-CSR-RouteTable
route 8.8.8.8/32

nextHop 10.3.1.4

tenantId aed9849c-2622-4d45-D95e-XXXXXXXXXX
resourceGroup RG-David

appId 1e0f69c3-bbaa-46cf-b5f9I-XXXXXXXKXKKXX
subscriptionId 09el3fd4-def2-46aa-a056-XXXXXXXXXX
cloud azure

All required parameters have been provided



Requesting token using Azure Active Directory
Token=

Failed to obtain token

Reading route table

Route GET request failed with code 401

3EHA|. EHIIFE ID = app-id7+ 2R E E<

[guestshell@guestshell ~]$ cat azure/tools/TokenMgr/token_get_rsp

{"error":"invalid_request", "error_description":"AADSTS90002: Tenant 1e0f69c3-b6aa-46cf-b5f9-
xXXXXXXxxXx not found. This may happen if there are no active subscriptions for the tenant. Check
with your subscription administrator.\r\nTrace ID: 8bc80efc-f086-46ec-83b9-
xxxxxxxxxxx\r\nCorrelation ID: 2c6062f8-3a40-4b0e-83ec-xxxxxxxxxXxx\r\nTimestamp: 2018-09-19
23:58:02Z", "error_codes":[90002], "timestamp":"2018-09-19 23:58:02Z", "trace_id":"8bc80efc-£f086-
46ec-83Dh9 -XXXXXXXXXXXX", "correlation_id":"2c6062f8-3a40-4b0e-83eC-XXXXXXXXXXX" }

AEHA|. IF7|K|E MX|SHE SO sudo ZET} AFE LIRS &= A&SLICH MAR7F 2 x| b 7Lt
AN ~/ bashre7t A E|X| LA ELICEHO|Z QI5H create_node.py?t ATt 7HLt ImportError7} 244
ElLC}.

[guestshell@guestshell ~]$ create_node.py -i 1 -p azure -s d91490ec -g RG -t RT -r 10.12.0.0/11
-n 10.2.0.31 -m secondary
/usr/1ib64/python2.7/site-packages/cryptography/hazmat/primitives/constant_time.py:26:
CryptographyDeprecationWarning: Support for your Python version is deprecated. The next version
of cryptography will remove support. Please upgrade to a 2.7.x release that supports
hmac.compare_digest as soon as possible.

utils.DeprecatedIn23,

create_node -i 1 -p azure -s d91490ec -g RG -t RT -r 10.12.0.0/11 -n 10.2.0.31 -m secondary
failed

[guestshell@guestshell ~]$ create_node.py -i 1 -p azure -s d91490ec -g RG -t RT -r 10.1.0.0/18 -
n 10.2.0.31 -m secondary
Traceback (most recent call last):
File "/usr/bin/create_node.py", line 5, in
import ha_api
ImportError: No module named ha_api

5EF7Al m7|X| DRl LH{S &lghL|ct

[guestshell@guestshell ~]$ cat azure/HA/install.log

Installing the Azure high availability package

Show the current PATH

/usr/local/bin: /usr/bin:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_ha/client_api

Show the current PYTHONPATH

: /home/guestshell/.local/lib/python2.7/site-

packages/csr_azure_guestshell: /home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell/TokenMgr: /home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell/MetadataMgr:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_guestshell/bin:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_ha/client_api:/home/guestshell/.local/lib/python2.7/site-
packages/csr_azure_ha/server

6EtAH. HA ZI|adlo|lM 22 E &QlghL|Ct

[guestshell@guestshell ~]$ cat azure/HA/azha.log

2018-09-24 16:56:29.215743 High availability server started with pid=7279
2018-09-24 17:03:20.602579 Server processing create_node command
2018-09-24 17:03:20.602729 Created new node with index 100

67l debug_ha.sh A3 BIEE A&S0d ZE 20 1} U2 EH tar THUZ £ FIEFLICH.



[guestshell@guestshell ~]$ bash ~/azure/HA/debug_ha.sh
o2 HAAE At 10S 2F 0| HMAE = = bootflashod| B &|E LICH

[guestshell@guestshell ~]$ 1ls /bootflash/ha_debug.tar
/bootflash/ha_debug.tar

csr-david-2#dir | i debug
28 -—rw- 92160 Sep 27 2018 22:42:54 +00:00 ha_debug.tar
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