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ospf ZEM|ANM ABE0| 4EHE & QI5+24™ show process ospf HES AZMELICE.

RP/ 0/ RP1/ CPUO: CWDCRS#show process ospf
Job Id: 250
PID: 110795
Execut abl e path: /di skO/hfr-rout-3.2.3/bin/ospf
Instance # 1
Version |1 D 00.00.0000
Respawn: ON
Respawn count: 1
Max. spawns per mnute: 12
Last started: Tue Jul 18 13:10:06 2006
Process state: Run
Package state: Nornal
Started on config: cfg/gl/ipv4-ospf/proc/101/ord_al/routerid
core: TEXT SHAREDVEM NAI NVEM
Max. core: O
Pl acement: ON
startup_path: /pkg/startup/ospf.startup
Ready: 1.591s
Avai |l abl e: 5.595s
Process cpu tine: 89.051 user, 0.254 kernel, 89.305 total

JID TID Stack pri state HR MMV SS: MSEC NAME
250 1 40K 10 Receive 0: 00: 11: 0509 ospf
250 2 40K 10 Receive 0: 01: 08: 0937 ospf
250 3 40K 10 Receive 0: 00: 03: 0380 ospf
250 4 40K 10 Condvar 0: 00: 00: 0003 ospf
250 5 40K 10 Receive 0: 00: 05: 0222 ospf
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- 2E2tO|AHET} 3[4l HEHE O|SFLICEH
. MH{7} RUNNING & E{Z O|S & LCt.
- MM HAIXIE ®EIFLIc
- M7t E2t0|iE0l| SEFLICH.
- E2t0|AHE R SHA
Z20|E U M & EfE = 215+24™ show process BES AT LICH.

RP/ 0/ RP1/ CPUO: CWDCRS#show processes

JID TID Stack pri state HR: MM SS: MSEC NAME

1 1 OK 0 Ready 320: 04: 04: 0649 procnt o- 600- snp-ci sco-instr
1 3 OK 10 Nanosl eep 0: 00: 00: 0043 procnt o- 600- snp-ci sco-instr
1 5 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 7 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 8 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 11 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 12 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 13 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 14 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 15 OK 19 Receive 0: 00: 00: 0000 procnt o- 600- snp-ci sco-instr
1 16 OK 10 Receive 0: 02: 01: 0207 procnt o- 600- snp-ci sco-instr
1 17 OK 10 Receive 0: 00: 00: 0015 procnt o- 600- snp-ci sco-instr
1 21 OK 10 Receive 0: 00: 00: 0000 procnt o- 600-snp-ci sco-instr
1 23 OK 10 Running 0: 07: 34: 0799 procnt o- 600- snp-ci sco-instr
1 26 OK 10 Receive 0: 00: 00: 0001 procnt o- 600-snp-ci sco-instr
1 31 OK 10 Receive 0: 00: 00: 0001 procnt o- 600-snp-ci sco-instr
1 33 OK 10 Receive 0: 00: 00: 0000 pr ocnt o0- 600- snp- ci sco-i nstr
1 39 OK 10 Receive 0: 13: 36: 0166 procnt o- 600- snp-ci sco-instr
1 46 OK 10 Receive 0: 06: 32: 0015 procnt 0- 600- snp-ci sco-i nstr
1 47 OK 56 Receive 0: 00: 00: 0029 procnt o- 600- snp-ci sco-instr
1 48 OK 10 Receive 0: 00: 00: 0001 procnt o- 600- snp-ci sco-instr
1 72 OK 10 Receive 0: 00: 00: 0691 procnt o- 600- snp- ci sco-instr
1 73 OK 10 Receive 0: 00: 00: 0016 procnt o- 600-snp-ci sco-instr
1 78 OK 10 Receive 0: 09: 18: 0334 procnt 0- 600- snp- ci sco-instr
1 91 OK 10 Receive 0: 09: 42: 0972 procnt 0- 600- snp- ci sco-instr
1 95 OK 10 Receive 0: 00: 00: 0011 procnt o- 600- snp-ci sco-i nstr
1 103 OK 10 Receive 0: 00: 00: 0008 procnt o- 600- snp-ci sco-instr
74 1 8K 63 Nanosl eep 0: 00: 00: 0001 wd- nbi

53 1 28K 10 Receive 0: 00: 08: 0904 dI | ngr

53 2 28K 10 Nanosl eep 0: 00: 00: 0155 dI | ngr

53 3 28K 10 Receive 0: 00: 03: 0026 dI | ngr

53 4 28K 10 Receive 0: 00: 09: 0066 dlI | mgr

53 5 28K 10 Receive 0: 00: 01: 0199 d! | ngr



270 1 36K 10 Receive 0: 00: 36: 0091 gsm

270 2 36K 10 Receive 0: 00: 13: 0533 gsm

270 5 36K 10 Receive 0:01: 01: 0619 gsm

270 7 36K 10 Nanosl eep 0: 00: 22: 0439 gsm

270 8 36K 10 Receive 0: 00: 32: 0577 gsm

67 1 52K 19 Receive 0: 00: 35: 0047 pkgfs

67 2 52K 10 Sigwaitinfo 0: 00: 00: 0000 pkgfs

67 3 52K 19 Receive 0: 00: 30: 0526 pkgfs

67 4 52K 10 Receive 0: 00: 30: 0161 pkgfs

67 5 52K 10 Receive 0: 00: 25: 0976 pkgfs

68 1 8K 10 Receive 0: 00: 00: 0003 devc-pty

52 1 40K 16 Receive 0: 00: 00: 0844 devc- conaux
52 2 40K 16 Sigwaitinfo 0: 00: 00: 0000 devc- conaux
52 3 40K 16 Receive 0: 00: 02: 0981 devc- conaux
52 4 40K 16 Sigwaitinfo 0: 00: 00: 0000 devc- conaux
52 5 40K 21 Receive 0: 00: 03: 0159 devc- conaux
65545 2 24K 10 Receive 0: 00: 00: 0487 pkgfs

65546 1 12K 16 Reply 0: 00: 00: 0008 ksh

66 1 8K 10 Sigwaitinfo 0: 00: 00: 0005 pi pe

66 3 8K 10 Receive 0: 00: 00: 0000 pi pe

66 4 8K 16 Receive 0: 00: 00: 0059 pi pe

66 5 8K 10 Receive 0: 00: 00: 0149 pi pe

66 6 8K 10 Receive 0: 00: 00: 0136 pi pe

71 1 16K 10 Receive 0: 00: 09: 0250 shmai n_svr
71 2 16K 10 Receive 0: 00: 09: 0940 shmni n_svr
61 1 8K 10 Receive 0: 00: 00: 0006 mgueue

AEE Z=MA S T2 MA HEY

REHE MEjo] T2 MAE E 4™ show process blocked B S Al&stLIC}.

RP/ 0/ RP1/ CPUO: CWDCRS#show processes blocked
Jid Pid Tid Name State Bl ocked-on

65546 4106 1 ksh Reply 4104 devc-conaux
105 61495 2 attachd Reply 24597 eth_server
105 61495 3 attachd Reply 8205 ngueue
316 65606 1 tftp_server Reply 8205 ngueue
233 90269 2 | pts_ fmReply 90223 Ipts_pa
325 110790 1 udp_snnpd Reply 90257 udp
253 110797 4 ospfv3 Reply 90254 raw.ip
337 245977 2 fdiagd Reply 24597 eth_server
337 245977 3 fdiagd Reply 8205 ngueue

65762 5996770 1 exec Reply 1 kerne

65774 6029550 1 nore Reply 8203 pi pe

65778 6029554 1 show_processes Reply 1 kerne

RP/ 0/ RP1/ CPUD: CADCRS#
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RP/ 0/ RP1/ CPUO: C\DCRS#show processes wdsysmon
Job Id: 331
PI D. 36908
Execut abl e path: /di sk0/ hfr-base-3. 2.3/ sbi n/wdsysnon
Instance #: 1
Version | D 00.00.0000
Respawn: ON
Respawn count: 1
Max. spawns per mnute: 12
Last started: Tue Jul 18 13:07:36 2006
Process state: Run
Package state: Nornma
core: SPARSE
Max. core: O
Level : 40
Mandat ory: ON
startup_path: /pkg/startup/wdsysnon. startup
menmory limt: 10240
Ready: 0.705s
Process cpu tine: 4988.295 user, 991.503 kernel, 5979.798 tota

JID TID Stack pri state HR MVt SS: MSEC NAME

331 1 84K 19 Receive 0: 00: 00: 0029 wdsysnon
331 2 84K 10 Receive 0:17: 34: 0212 wdsysnon
331 3 84K 10 Receive 0: 00: 00: 0110 wdsysnon
331 4 84K 10 Receive 1: 05: 26: 0803 wdsysnobn
331 5 84K 19 Receive 0: 00: 06: 0722 wdsysnon
331 6 84K 10 Receive 0: 00: 00: 0110 wdsysnon
331 7 84K 63 Receive 0: 00: 00: 0002 wdsysnon
331 8 84K 11 Receive 0: 00: 00: 0305 wdsysnon
331 9 84K 20 Sem 0: 00: 00: 0000 wdsysnon

WDSysmon ZE2AM|A0= 9742 AB=E7}F U&LICHESM =2 100 49, LFHX| 47H= 11, 19,
20, 6301 A&LICH Z2EMAT HAEH Z2 O HE Z2AMA LS| ZF AR =0 CHE M e 2
E MBS Do Lch 2 MEE CHE AT EHE M =RE 7IHCE SIEE M =27t
=2 AfEE Y H2 M =2 & 5tLIE M LICH Priority 632 ABE0M ARE £
M =2 M ._-r|0|E|=| 0| 42 AB|E 74LICEH /\Eﬂ': 72 CPU HHX|E FXdt= A|=Q A
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Cisco I0SOl= & AR L T2 MA AQEO| JHHO| U&LICt T4 AQE2 CEF ZEE A
835t QE{HE A|7+01| dhMBH|CH Z 2 MA AQIA2 IP AR FEQip_input2 AFE ST of| 2t
El T2 MAYLICHA S e ZESHEo| M CEF A2 2 FEH{0M - E|H ip_input CPUO|
M of| 2FElL|Ct.Cisco 10S XR2| ip_inputtl| SHE 5H= 22 Netio®ILICH.

P/ 0/ RP1/ CPUD: CWDCRS#show processes netio
Job Id: 241
PI D. 65602
Execut abl e path: /diskO/ hfr-base-3.2.3/sbhin/netio
Instance #: 1
Args: d
Version I D 00.00.0000
Respawn: ON
Respawn count: 1
Max. spawns per mnute: 12
Last started: Tue Jul 18 13:07:53 2006
Process state: Run
Package state: Nornal
core: DUMPFALLBACK COPY SPARSE
Max. core: O
Level : 56
Mandat ory: ON
startup_path: /pkg/startup/netio.startup
Ready: 17.094s
Process cpu tine: 188.659 user, 5.436 kernel, 194.095 tota

JID TID Stack pri state HR MM SS: MSEC NAME
241 1 152K 10 Receive 0: 00: 13: 0757 netio
241 2 152K 10 Receive 0: 00: 10: 0756 netio
241 3 152K 10 Condvar 0: 00: 08: 0094 netio
241 4 152K 10 Receive 0: 00: 22: 0016 netio
241 5 152K 10 Receive 0: 00: 00: 0001 netio
241 6 152K 10 Receive 0: 00: 04: 0920 netio
241 7 152K 10 Receive 0: 00: 03: 0507 netio
241 8 152K 10 Receive 0: 00: 02: 0139 netio
241 9 152K 10 Receive 0: 01: 44: 0654 netio
241 10 152K 10 Receive 0: 00: 00: 0310 netio
241 11 152K 10 Receive 0: 00: 13: 0241 netio
241 12 152K 10 Receive 0: 00: 05: 0258 netio

GSP(1 2 MHIA Z2MHA)
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RP/ 0/ RP1/ CPUO: CWDCRS#show processes gsp
Job 1d: 171
PI D. 65604
Execut abl e path: /di skO/ hfr-base-3.2.3/bin/gsp
Instance #: 1
Version | D: 00.00. 0000
Respawn: ON



Respawn count: 1
Max. spawns per minute: 12
Last started: Tue Jul 18 13:07:53 2006
Process state: Run
Package state: Nornma
core: TEXT SHAREDVEM MAI NVEM
Max. core: O
Level : 80
Mandat ory: ON
startup_path: /pkg/startup/gsp-rp.startup
Ready: 5.259s
Avai | abl e: 16. 613s
Process cpu tine: 988.265 user, 0.792 kernel, 989.057 tota

JID TID Stack pri state HR MVt SS: MSEC NAME
171 1 152K 30 Receive 0: 00: 51: 0815 gsp
171 3 152K 10 Condvar :00: 00: 0025 gsp
171 4 152K 10 Receive :00: 08: 0594 gsp
171 5 152K 10 Condvar :01: 33: 0274 gsp
171 6 152K 10 Condvar :00: 55: 0051 gsp
171 7 152K 10 Receive :02: 24: 0894 gsp
171 8 152K 10 Receive :00: 09: 0561 gsp

171 9 152K 10 Condvar
171 10 152K 10 Condvar
171 11 152K 10 Condvar
171 12 152K 30 Receive
171 13 152K 30 Receive
171 14 152K 30 Receive
171 15 152K 30 Receive
171 16 152K 10 Receive

BCDL CiEF 2EI= ClIR 2

:02: 33: 0815 gsp
:02:20: 0794 gsp
:02:27: 0880 gsp
:00: 46: 0276 gsp
:00: 45: 0727 gsp
:00: 49: 0596 gsp
:00: 38: 0276 gsp
:00: 02: 0774 gsp

OO O0OO0OO0OO0O0OO0O00OO0OO0OOoOOo
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adm n show controller fabric plane all
adm n show controller fabric connectivity all detail
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adm n show controllers fabric plane all statistics
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admin show controllers fabric plane <0-7> statistics detail
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CHE2 #tel #4829 oo,

#In-band management connectivity

interface G gabitEthernet2/1

description *CRS Multi-chassis Managenent Ethernet - DO NOT TOUCH*
ip address [ip address] [netnask]
i p access-group control _only in

|

!

ip access-list extended control _only
pernmit udp [ip address] [netnask] any eq snnp
pernmit udp [ip address] [netnmask] eq ntp any
pernmit tcp [ip address] [netnask] any eq tel net

#NTP

nt p updat e- cal endar
ntp server [ip address]

#Syslog

| oggi ng source-interface LoopbackO
I ogging [ip address]

| oggi ng buffered 4096000 debuggi ng
no | oggi ng consol e

#RADIUS

aaa new node

aaa authentication login default radius enable

enabl e password {password}

radi us-server host [ip address] auth-port 1645 acct-port 1646
radi us-server key {key}

#Telnet and console access
!
access-list 3 permt [ip address]
!
line con O
exec-tinmeout 30 O
password {password}
line vty 0 4
access-class 3 in
exec-tinmeout 0 O
password {password}

ROMMON 5! Monlib
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Cisco monlib= E|HFO|A0]| K4ZE £|TT ROMMONOIAM Al&st7| /I8 RAMO| 2EEL|= A 220
E.=+.*<.>=.'L|E+.R0MM0N° C|uto|A Q| mt o HAMASHT| 2|81 monlibE +2°*LIE+.ROMMON 7
2 Cisco 7|& K| HE Atgof et dasol=Ed &= U2 0| & sHok gfL|ch = Al
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1. Cisco CRS-1 ROMMONO{|A<{ ROMMON HtO|L{Z2|E Ct2 2
S E C|HEEZ|of SAHELICH

2. TAR I}lo| et£ & £ 171 6712] BIN It (2 Disk02| CRS
RP/ 0/ RPO/ Rout er #dir di sk0:/*. bin

L=
E

Directory of diskO:

65920 -rwx 360464 Fri Oct 28 12:58:02 2005 rommon-hfr-ppc7450-sc-dsnp-A. bin
66112 -rwx 360464 Fri Oct 28 12:58:03 2005 rommon-hfr-ppc7450-sc-dsnp-B.bin
66240 -rwx 376848 Fri Oct 28 12:58:05 2005 rommon-hfr-ppc7455-asnp-A. bin
66368 -rwx 376848 Fri Oct 28 12:58:06 2005 rommon-hfr-ppc7455-asnp-B.bin
66976 -rwx 253904 Fri Oct 28 12:58:08 2005 ronmon-hfr-ppc8255-sp-A. bin
67104 -rwx 253492 Fri Oct 28 12:58:08 2005 ronmon-hfr-ppc8255-sp-B. bin

3. show diag AFE 34&l rommon HH™E E24™ | inc ROM|NODE|PLIM @& A& &LCt.
RP/ 0/ RPO/ CPUO: ROUTER( admi n) #show diag | inc ROM|NODE |PLIM
NODE 0/ 0/ SP : MSC( SP)
ROVMON: Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
PLI M 0/ 0/ CPUO : 40C192- POS/ DPT
ROVMON: Version 1.19b(20050216: 033559) [ CRS-1 ROMMON]
NODE 0/ 2/ SP : MSC( SP)
ROVMON: Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
PLIM O/ 2/ CPUO : 8-10CGHE
ROVMON: Version 1.19b(20050216: 033559) [ CRS-1 ROMMON]
NODE 0/ 4/ SP : Unknown Card Type
NODE 0/ 6/ SP : MSC( SP)
ROVMON: Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
PLI M O/ 6/ CPUO : 160C48- POS/ DPT
ROVMON: Version 1.19b(20050216: 033559) [ CRS-1 ROMMON]
NODE 0/ RPO/ CPW : RP
ROVMON: Version 1.19b(20050216: 033559) [ CRS-1 ROMMON]
NODE 0/ RP1/CPW : RP
ROVMON: Version 1.19b(20050216: 033559) [ CRS-1 ROMMON]
NODE 0/ SM)/ SP : FC/' S
ROVMON: Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
NODE 0/ SML/ SP : FC/' S
ROVMON: Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
NODE 0/ SM2/ SP : FC/' S
ROVMON: Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
NODE 0/ SMB/ SP : FC/' S
ROVMON:  Version 1.19b(20050216: 033352) [ CRS-1 ROMMON]
4, ROMMONE agio|=3t242 ADMIN 2ZE2 0|&S 3t upgrade rommon a all disk0 HHES
A LT
RP/ 0/ RPO/ CPUO: ROUTER#admin
RP/ 0/ RPO/ CPUO: ROUTER( admni n) #upgrade rommon a all disk0
Pl ease do not power cycle, reload the router or reset any nodes unti
al | upgrades are conpl et ed.
Pl ease check the syslog to make sure that all nodes are upgraded successfully.
If you need to performnultiple upgrades, please wait for current upgrade
to be conpl eted before proceeding to another upgrade.
Failure to do so may render the cards under upgrade to be unusabl e.

5. ADMIN ModeE Z 251 show logB 2#LICt. | inc "OK, ROMMON A"E Ql2i5t1 2 £
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L7 HBHMo R UOB0|EEREXR] &g ch = E7t StLEZtE AuistH 4EH 2 Sof
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RP/ 0/ RPO/ CPUO: ROUTER#show logging | inc "OK, ROMMON A"

RP/ 0/ RPO/ CPUO: Cct 28 14:40:57. 223 PST8: upgrade_daenon[ 380][360]: OK ROWON A is
progranmed successfully. SP/0/0/SP: OCct 28 14:40:58.249 PST8: upgrade_daenon[125][121]: K,
ROVMON A is programmed successfully. SP/0/2/SP: Cct 28 14:40:58.251 PSTS8:

upgrade_daenon[ 125][ 121]: OK, ROMMON A is programed successfully. LC/ 0/6/CPUD: Oct 28

14: 40: 58. 336 PST8: upgrade_daenon[ 244][233]: OK ROMMON A is programed successfully.

LC/ 0/ 2/ CPUO: Cct 28 14:40: 58. 365 PST8: upgrade_daenon[ 244][233]: OK, ROWDON A is progranmed
successful ly. SP/0/SM)/ SP: Cct 28 14:40:58.439 PST8: upgrade_daenon[ 125][121]: OK, ROWVMON A
is progranmmred successfully. SP/0/SML/SP: Cct 28 14:40:58. 524 PST8: upgrade_daenon[ 125][ 121]:
OK, ROWON A is programed successfully. LC 0/0/CPUD: Cct 28 14:40:58. 530 PSTS8:

upgr ade_daenon[ 244][233]: OK, ROMMON A is programed successfully. RP/0/RP1/CPUO: Cct 28

14: 40: 58. 593 PST8: upgrade_daenon[ 380][360]: OK, ROMMON A is programed successfully.

SP/ 0/ 6/ SP: Cct 28 14:40:58. 822 PST8: upgrade_daenon[125][121]: OK, ROMMON A is programed
successful ly. SP/0/SM2/ SP: Cct 28 14:40:58.890 PST8: upgrade_daenon[ 125][121]: OK, ROWVMON A
is programmred successfully. SP/0/SM3/SP: Cct 28 14:40:59.519 PST8: upgrade_daenon[ 125][ 121]:
OK, ROWON A is programed successfully.

6. ROMMONE 12{|0|=35t2{™ ADMIN 2E 2 0|5 3+04 upgrade rommon b all disk0 B&E2

At Erct.

RP/ 0/ RPO/ CPUO: ROUTER#admin

RP/ 0/ RPO/ CPUO: ROUTER( admi n) #upgrade rommon b all disk0

Pl ease do not power cycle, reload the router or reset any nodes until

al | upgrades are conpl et ed.

Pl ease check the syslog to make sure that all nodes are upgraded successfully.
If you need to performnultiple upgrades, please wait for current upgrade

to be conpl eted before proceeding to another upgrade.

Failure to do so may render the cards under upgrade to be unusabl e.

7. ADMIN Mode& & =5t show log& =& LICt. | inc "OK, ROMMON B"E &5t Z&
L7 HBMo R HOB0|EEREXR] &l ot =7t stLtEtE AuistHE 4EH 2 Zot
JFCHAl Z2 e gLt
RP/ 0/ RPO/ CPUO: Rout er #show logging | inc "OK, ROVWON B"

RP/ 0/ RPO/ CPU0: Oct 28 13:27:00. 783 PST8: upgrade_daenon[ 380] [ 360] : K,
ROMMON B i s progranmed successfully.

LG/ 0/ 6/ CPUO: Cct 28 13:27:01.720 PST8: upgrade_daenon[ 244] [ 233]: K,
ROMMON B i s progranmed successfully.

SP/ 0/ 2/ SP: Cct 28 13:27:01.755 PST8: upgrade_daenon[ 125] [ 121]: K
ROMMON B i s progranmed successful ly.

LG 0/ 2/ CPUO: Cct 28 13:27:01.775 PST8: upgrade_daenon[ 244] [ 233]: K,
ROMMON B i s progranmed successfully.

SP/ 0/ 0/ SP: Cct 28 13:27:01.792 PST8: upgrade_daenon[ 125][ 121]: K
ROMMON B i s progranmed successfully.

SP/ 0/ SMD/ SP: Cct 28 13:27:01. 955 PST8: upgrade_daenon[125][121]: OK,
ROMMON B i s progranmed successfully.

LG 0/ 0/ CPUO: Cct 28 13:27:01.975 PST8: upgrade_daenon[ 244] [ 233]: K,
ROMMON B i s progranmed successful ly.

SP/ 0/ 6/ SP: Cct 28 13:27:01.989 PST8: upgrade_daenon[ 125][ 121]: K
ROMMON B i s progranmmed successful ly.

SP/ 0/ SML/ SP: Cct 28 13:27:02.087 PST8: upgrade_daenon[125][121]: OK,
ROMMON B i s progranmmed successful ly.

RP/ 0/ RP1/ CPU0: Oct 28 13:27:02.106 PST8: upgrade_daenon[ 380] [ 360] : K,
ROMMON B i s progranmmed successful ly.

SP/ 0/ SMB/ SP: Cct 28 13:27:02.695 PST8: upgrade_daenon[ 125][121]: OK,
ROMMON B i s progranmmed successful ly.

SP/ 0/ SM2/ SP: Cct 28 13:27:02.821 PST8: upgrade_daenon[125][121]: OK,
ROMMON B i s progranmmed successful ly.

8. upgrade BH2 AMZ2 ROMMONZ A& 3104 bootflashQ| 88t of of MME AFSFLICEO
2Lt Af ROMMONR 7tEE CHA| ZEEE [7HK| ngg MENZE SX|ELICHEIM 7IEE C}
Al 2E35HH M ROMMONO| Mt ElL(CH 2 =& B B0l StLb RHA X 5HHLE A 2t
E{& A A& 5tE FELICh.



Rel oad Router:

RP/ 0/ RPO/ CPUO: ROUTER#hw-module node 0/RP0/CPUO or 0/RP1/CPUO reload (depends on which on is
in Standby Mode.

RP/ 0/ RPO/ CPUO: ROUTER#reload

!--- Issue right after the first command. Updating Commit Database. Please wait...[CK]
Proceed with reload? [confirn] !--- Reload each Node. For Fan Controllers (FCx), !--- Alarm
Modules (AMx), Fabric Cards (SMx), and RPs (RPx), !--- you must wait until the reloaded
node is fully reloaded !--- before you reset the next node of the pair. But non-pairs !---
can be reloaded without waiting. RP/ 0/ RPO/ CPUO: ROUTER#hw-module node 0/RP0/CPU0 or
0/RP1/CPUO reload

!--- This depends on which on is in Standby Mode. RP/ 0/ RPO/ CPUO: ROUTER#hw-module node
0/FCO/SP

RP/ 0/ RPO/ CPUO: ROUTER#hw-module node 0/AMO/SP

RP/ 0/ RPO/ CPUO: ROUTER#hw-module node 0/SM0/SP

!--- Do not reset the MSC and Fabric Cards at the same time. RP/ 0/ RP0O/ CPU0: ROUTER#hw-module
node 0/0/CPU

]

9. show diag AtE TR ROMMON HZ & & Q15t2{™ | inc ROM|NODE|PLIM EE 2 AS&fL

Ct.
RP/ 0/ RP1/ CPUO: CRS- B( adni n) #show diag | inc ROM NODE| PLI M
NODE 0/ 0/ SP : MBC( SP)

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMMVON]
PLI M 0/ 0/ CPUO : 40C192- POS/ DPT

ROMMON: Ver si on 1.32(20050525: 193559) [ CRS-1 ROMMVON]
NODE 0/ 2/ SP : MBC( SP)

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMMVON]
PLIM 0/ 2/ CPUO : 8- 10GbE

ROMMON: Ver si on 1.32(20050525: 193559) [ CRS-1 ROMMVON]
NODE 0/ 6/ SP : MBC( SP)

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMMVON]
PLI M 0/ 6/ CPUO : 160C48- POS/ DPT

ROMMON: Ver si on 1.32(20050525: 193559) [ CRS-1 ROMMVON]
NODE 0/ RPO/ CPUO : RP

ROMMON: Ver si on 1.32(20050525: 193559) [ CRS-1 ROMMVON]
NODE 0/ RP1/ CPUO : RP

ROVMMON: Ver si on 1.32(20050525: 193559) [ CRS-1 ROMMON] |
NODE 0/ SM/ SP : FC/'S

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMVON]
NODE 0/ SML/ SP : FC/'S

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMVON]
NODE 0/ SM2/ SP : FC/'S

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMMVON]
NODE 0/ SMB/ SP : FC/ S

ROMMON: Ver si on 1.32(20050525: 193402) [CRS-1 ROMMVON]

At1: CRS-8 2 m{E 2! AHA|0lA{ ROMMONS T £ & 7|2 &£ 4000RPME A& L
Ct.

PLIM 2! MSC 7i&

Ol CRS-1 2t?Ee| HZ! & LIEHLH, O|2E 0= etz ALSELICH

IngressQ ASIC Sprlayer ASICE2t LT EFL|C}.
FabricQ ASIC2 AEX| ASICELE &fL|ch.
EgressQ ASICE Sharq ASIC2tL T &LIC}.

SPP& PSE(Packet Switch Engine) ASICEtL = gfL]C}.



Rx PLIM > Rx SPP > Ingress Q > Fabric(Il| £ 2]) > Fabric Q > Tx SPP > Egress Q > Tx PLIM
(Sprayer) (Sponge) (Sharq)

FAERIC SHELF

The packet flow from
one LC to another is
as follows:
+ Port to Sprayer
* {via iIPSE ASIC)
+ Sprayer to 51
* (via midplane)
+S51to 52
* (via fiber)
+S52to S3
* (via fiber)
+ 53 to Sponge
* (via midplane)
« Sponge to Port
* (via ePSE and sharaq)

I Z!2 PLIM(Physical Layer Interface Module)0ll A ==& LIC}.

PLIMO|= 4Z2El MSCof| CHet 2 2|3 QeI O|A 7t X8 [0 U&LICHPLIM & MSC= MA| #HE
diel2 Sl (A E Hr ol st=lLct .2t £ MSCoi CHEt QIE{H| 0|A -2 sHE MSC7t
HAFE S PLIMS| &0 2|5l HolELICPLIM f&0 2l ZtE0|= QIE{H| o|A 0| CHE 2 2[~
ojclo{ & Z=gjo|YE AMB3st= CrEet ASIC7F L& k|0 U&ELICHPLIM ASICL| 532 MSCet =
2™ o144 7to| QIE{H|O|AE MBS 5te JAULICLEMHNRE S5+, TS MY HEt e 2 MeEHs|
M, 0/C|o] Z&0|2S SDH/Sonet/Ethernet/HDLC/PPPE £235t 1, CRCE &9QI5t 1, I 5|zt
= o= Hlo{ MEE Fytstm, MSCol ot 9= HIEE MEELICHPLIME HDLC & PPP
keepaliveE AA/43SHX| et&LICHOl= MSCL| CPUO 2lal ®2|& LICt

PLIM2 CtE2t 22 7|5t MS&LIch

. 1/10 7|7HH|E ol <8t MAC ZEZ

- 110 Z|7HH|E Ol «I8t 21382 /0|28|A MAC o{7t2E
. 1/10 7|7HH|E o|{4 € |8t VLAN ZE{&

- 1/10 Z|7tHIE O|HA'E 2|8t VLAN 0{7| 2E
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PLIM =31 MEAF B|M

10GE PLIM

8 X 10G PLIM2 2F 80Gbps2| ECHEIS
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28 £+ e 7IsE MBSHXIBE MSCel ZITE 232
Z|CH 40Gbps & I—IEP PLIMOIM At 7ts8t 2 E ZEJ AYX|H Tt MEAFZ|Mo| ehMstT
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Fabricty 0

Fabric 1

Line card

FHY0 Optic= 0
PLA 0 P Hi"1 Optics 1
PH'2 Optics 2
FHY'3 Optics 3
el PHYY | Optics
PLA1 —
—

2x10GE PLIM

2Z|A 3.2.20{H ZE OfZ




FHYD Optics 0

PHY Optics 1
. PLAD
FabricQ 0 PHYZ Optics 2

\ PHi'2 Optics 2

el FHYA

Optics 4

PLA1

Fabric 1

Yyy

Lire card 2x10GE PLIM

ok HO

Meigst th2 E2IX ZE = 2749| FabricQ ASIC & StLHE S35l MHIAELICLASICH ZE
2 Mo Yoz HEE = & LIChEE 8 X 10G PLIMO|= 27H2| PLA ASIC7t Rl&U
A M PLA MH|A ZE 0~3, & M AMH|2 4~7. 87H2| 10G PLIMOIA EHYU PLAS| CHA = &
2 9f 24GbpsLICHE Y FabricQ ASICS| A& &2 F 62Mpps LIt

[Url

E
E

0

ZE 0~32 MR ZTE 4~72 A2 PLAL| CHAZE S (24Gbps)0| T&|| X2 Aetet=
4719| ZTE D0l A E%E.'I—IELOIH%F B2E ZEJ} +9_| FabricQ ASICO 2|3l| MH|AE[22
ZE 0,24 2 6(ZICH 3.2.1) E=0,1,4 2 53.2.2 0|4HE A2 HE2, 222 70| 62Mpps !

FabricQ AS|C7+ CtAl M2 % I%_E. I—IEP

X|™Mo| M52 Uor{H PLASR} FabricQ ASICS| %]/ E8ME8 s £ Qe Ao TEE &8
st= 20| 7H& E&LCH
SIP-800/SPA

SIP-800 PLIM2 SPA(Service Port Adapters)2t 1 st ZEE QIE{HO|A FIEZ ZHEE £ Q)
7|52 M3 gLct SIP-8002 0|2 Q! QIE{H[0]A REFOI 60Gbps 2! 67H2| SPA H+|0|E MNSE
LIELMSC_QI Z T 2 £ICH 40GbpsILICHSIP-8002| ZE HIO|E A0k 5t= B SPA R
of| ket =t HHAHE'MOI dh e = oM QoS 2 20| i 2310 MEIDI°* Eei=o|
AL AN E|R| OEE 2 S0} °H,||:}_

A QHMEATZEM2 POS QE{H O|ANM X|HE|X| Sb&LICH 2L SHIE XMEIZ 8F S
XMZ35t248 10Gb POS SPAE Hi%|5l= Zd0| =& 3l ok °H—II:+ 10Gb 0|4 SPAE I0S-XR 22|
A 3.40 MBH X|HEILICE O] SPAE =1} Hgaaaﬁ 75 A28t



U 2 =1 7t S40| otL|2 2 Ex|soF FLICHOIE fISiAM= 67H2] 0] S 47HEH ALE
= X PLIM LHO| Z|M 0| CHAZE S 47 ZE ZtZfof ALSE 5= UTS 8ok EL

SPA H|o| Oj&!

L J

FabricQ 0 PLA O

FabricQ 1 PLA 1

Hinr cand SIF [SPAacked F1INM

=2 h2 S 21X ZE & 2719| FabricQ ASIC & 3tLHE &3l MHIAELICLASICH ZE
Y2 Mo 2 Yolk|H HEE + gI&LICHES SIP-800 PLIMOIE 2712| PLA ASIC7t A& L
b5 Bm PLA MH|& ZE 0,1 & 3, & M MH|2 2,4 5.

SIP-800 PLIMS| Bt PLAS| CHYZE &2 2F 24Gbps I LICHEFY FabricQ ASICS| A2 872
oF 62Mpps &L |C}.

ZEQ1U3IEEZE2 4252 MS R PLAQ CHHEZE 2(24Gbps)2 Al x2IZS gt
st Ml ZE RS0 2 ELICHZ FabricQ7t sliiE £ E 228 MH|ASEE TE J29| =|Cl
7! £ = 62Mpps ALICH (%19 CHIZ S 17| 2/ PLAS| 2|1 2 848 P W42 ZE
E &83st= Aol 71 E4LIC
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FIEE 47l O|& 9| SPAR A<24H O|™of LI¥E S & 5tLIE 2t25l0{ F LE 185(0,1& 3
& 2,4 & 5) 7tof QIE{H|O|AE 24ttt WOl E&LCH JH S 0,1 2 3,2,4 Y5 ZE 1§09
H2l ZE F StLtol| CH2 SPA 2 &2 Hix|3HoF & LICt.

DWDM XENPACK

5t

2 2|4 3.2.2 R E{= DWDM XENPACK

ok |0

MRlsto ZH 7ls8t 2RI ZE2 M3E = UEL
.0|2{8F XENPACK 2 E2| dZl 2F A& 2 &Fste{™ Mx|El Z& Atolof gl &€& 0] Qlo{ok
L|Ct EE 8 EF2) DWDM XENPACK 2 & 0| Ax|E ZF<S XENPACK 2 & 0| DWDM LC|HIO|A T} OF i
A0l Z|CH 472 ZEE A& £ U&LICHIOEIAM FabricQolM PLAZ EZ E O{ZEof Z&{%{Ql
W& O0|ZLCcol 27 AHE | Fo|E 7|2040F 5t O] Eoil LIet Q& LICEH
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SE X SE X SEH X SE=X
EHZ EHS |[EHE EHS
SMH1EE
DWDM 0 2 5 7
XENPACK
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3.2.2 O|& EE= 3.3 AX| A| FabricQ OHE HZE 2 Y X[EL|CHOEIM B 2 =3 DWDM
XENPACK 2 & 250 . ZtEHst i x| THEAS A

SElZE |2E/ZE [SE/ZE |SHZ

HE HE HE E HE
SM1]0 2 4 6
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47l o|4to| Hl DWDM XENPACK ZEZ FIEE #Rc{H LI =
J&(0-3 2 4-7) Z+oll SE|Z E{Ho|A RES &&= WOl £

sifok &f LICH.

KEAIEH LI 2 DWDM XENPAK ZE2 2 X5 A AIL.

Zmazfo[4 e

10S-XRe| AI|go]4d2 28 A HI|aso|ME Sl ==, X Hm EAH M AFS AT T
agfloldg =g LICH o EEAIMMHE CLIolAM | el o] S 2B #lgf LIk o] B0 3
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//www.cisco.com/en/US/docs/routers/crs/crs1/plim/installation/guide/eth6437.html

EESE 1EHA|QF 2B SF o] AL AEIE E}—.—E—IQI el J/ieEs A Sl Hu|agolME e
= UELICHIEIAM 1B A M I g o] J/EE 28 JEiE diste etRE L HAE
mzejolMo] Ax=z HAU k= 2B A0 M 7 &5t K]

T el AAE

CFS(Configuration File System)= 2t E{2| ZAI|T8(0[ME MEst= Ol AHSEl= T & C|=
2| &g LICt.CFSE RPUMIM A E[= 7|2 O|c|0{2! disk0:/config/ CIRE 2|01 X% E!LIEF
CFso| mted Y CIHEZ|= 2t REQ| LT ThUOo|0 AFERI7F =™ S HLE MHE = Ct.
2 Qs Hu|aso|Mo] &A K7L &4 Ko MH[A0 &S O|F == UA&LICH
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using the “-a” option with the boot command. This option forces
the use of the specified file only for this boot.

romon>boot <i mage> —a <config-fil e-path>
setting the value of “IOX CONFI G FILE" boot variable to the
path of configuration file. This forces the use of the specified file

for all boots while this variable is set.

ronMmodnN>I0X_CONFIG_FILE=

r onmmon>boot <i nage>
2t E Zu|ago|lMg St S¢ StLt o|4o| Zu|adolMd &Fo| MEEX| A2 &= U&L
Ch At 2 & Zu|as)ol2 CFSo| ME &l ChS ChA| 2= WK & X[ LICH.
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IOX0lME CHE Z2 M 7tX| ol 2 ZI|aefolde Amigt HI|agojMez BRYE = U&
LICt.

1. 72 2R -IAME & 2FE 44ELUO 78 2F = LMoz CLI B3 3 & =lX| &
=3 LPEPE'.*L—IEP TE LFE +Yotn AI|do[ME CHA| X Est{ok gfLICH
2900l 27 -+4

BEI 2268 NSishE 82 ATaBoltE = -&% mf #l= T @
E 2FL|C.cfgmgr2 &1™ Sl Zu|ag|o|Me| YR 2 M Zu(aso|M

0| 22IE 8 BHY Hl0| YSLIChclgmore Ex| LI #ojn) Hols 74 247} 4

Ml ol0|2E™M =0t HEnshL|Ct. 2 HHollE M O A ALKIE RO AFRE EMSIT

Tj 2101 Ttotsio} BLICLAFSRHE i oIS T4 24 HOIxte| £ARKHE 7 &7 T|oH E

A 2 E0{ A describe <CLI commands>E A&e = QU&LICHHEE S04, 2H*E bgp 2170|

ATst A a3 0|[MoE EA|l= A2 describe BE2 74 24 HB X ipva-bgp T4

LAYE EAIRLICH

RP/ 0/ 0/ CPUWO: r out er #configure terminal

RP/ 0/ 0/ CPUO: r out er (confi g) #describe router bgp 217

The comrand is defined in bgpv4_cnds. parser

Node 0/0/CPUW has file bgpv4_cnds. parser for boot package /gsr-os-nbi-3.3.87/ mbi 12000-rp. vm
from gsr-rout
Package:
gsr-rout
gsr-rout V3.3.87[Default] Routing Package
Vendor : Cisco Systens
Desc : Routing Package
Build : Built on Mon Apr 3 16:17:28 UTC 2006
Source : By ena-view3d in /vws/vpr/metchwo/ cfgngr_33_bugfix for c2.95.3-p8
Card(s): RP, DRP, DRPSC
Restart information:
Def aul t:
paral l el inpacted processes restart
Component :
i pv4d-bgp V[fwd-33/66] |Pv4 Border Gateway Protocol (BGP)

Fil e: bgpv4_cnds. parser

User needs ALL of the follow ng taskids:
bgp (READ WRI TE)

It will take the follow ng actions:
Create/ Set the configuration item
Path: gl /i p-bgp/ 0xd9/ gbl/ednf ord_a/runni ng
Val ue: 0x1
Enter the subnode:

bgp
RP/ 0/ 0/ CPUO: rout er (confi g) #

3. Apply errors(27F X&) - ZdI|ago|MHo| A™ Sl Z4m|aeo|M 9-| URZ Fol gl &£2lx
X|OF sHOllE 1 R_/.\_ﬂ O-IEE‘I O|f 2 &5 4EIE UOIO|EE = iaLICh. 70| SHIEA
Eolz|Qiooz MY = 7T’_‘|1L|:LE1IO|JK=|J'1F ol 2P o /2 OI;H Auidt Ax|agolMe
2 EAELCLTY 24 M8 ARKE 37| 25 ME5HX| K& CLIOIA describe B S Ct
Al e = AELICHAIZ 28K Sofl ’“'MHEF ZAm| o] E Bot CHA| M ste{™ CHS
CHHE 225t AAI2.R3.2 2UAtS| B2 O HAE AF&36tod Alufet ZAm| a2 o[ME CHA| A
& £ &LICH 2YXH= show configuration failed startup W2 AF& 5104 2HRE| ARF &
of M&E Almet ZHu[aso|ME HotE = UELICH 2B A= show configuration failed
startup noerrorg AI&3HoF & LICt. | I+ myfailed.cfg BE S Ar& 35104 A Aol M4 S uot



Uofl MEELICH2PHA = #Hu|ado|M ZEZ 0|5 35104 load/commit WS AH& 35104 O] A
migh ZAm|aso|ME ChA| 2&3Hok gfLich.

RP/ 0/ 0/ CPUO: r out er (confi g) #1oad myfailed.cfg

Loadi ng.

197 bytes parsed in 1 sec (191)bytes/sec

RP/ 0/ 0/ CPUO: r out er (confi g) #commit

R3.3 O|0|X| @d4txt= O HOIO|EE HALE MEE + U&LICHR2YXt= show
configuration failed startup &3 %! load configuration failed startup &2 AL&35t04 Aluft
Zdu|ag|o|ME Frot CHA| & 3Hok g LCt,

RP/ 0/ 0/ CPUO: r out er #show configuration failed startup

1l CONFI GURATI ON FAI LED DUE TO SYNTAX/ AUTHORI ZATI ON ERRORS

telnet vrf default ipv4

server max-servers 5 interface POSO/7/0/3 router static

address-fanily ipv4 unicast
0.0.0.0/0 172.18.189.1

'l CONFI GURATI ON FAI LED DUE TO SEMANTI C ERRORS
router bgp 217 !'!'%

Process did not respond to sysngr !

RP/ 0/ 0/ CPUO: r out er #

RP/ 0/ 0/ CPUO: r out er (confi g) #1load configuration failed startup noerror
Loadi ng.
263 bytes parsed in 1 sec (259)bytes/sec
RP/ 0/ 0/ CPUO: mi ke3(confi g- bgp) #show configuration
Bui | di ng configuration...
telnet vrf default ipv4 server max-servers 5 router static
address-fanily ipv4 unicast

0.0.0.0/0 172.18.189.1

!

1
router bgp 217
1
end

RP/ 0/ 0/ CPUO: r out er (conf i g- bgp) #commit

74 EH1H

7|BH2 2 |0S-XRE ZZ2MA SEO| LU AR = C|AT0 20| HEZE MX|BH 7D XA
7t BE5tH MO|X| St ELICHEIS MA| A|ARIS] B2 Of I 2 $M 22l 7FE A A| 00| A EF K|
HELICH CIE MAlE & AT EQo] 22|A0M X[ HELICEH

(o |

RP 3! MSCo CHet 74 &
A&stod gd=stst= 20
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EZF U gl BE HIjasolM 2SRl M o2 Hujaslol&e

=
=
&Lch.

o|+)|

exception kernel menory kernel filepath harddi sk:
exception dunp-tftp-route port 0 host-address 10.0.2.1/16 destination 10.0.2.1 next-hop 10.0.2.1
tftp-srvr-addr 10.0.2.1

7€ = Hu|agfo|M
O|2 Qlslf 7d S=0| L gfLch.

1.RP7} SEsln HE=rCl|lAa9o FE CIHEZ Q= sliE RPO| stE Cl|AZ 0| 7|2 =L},



2.MSC7| S85tM HEZ = C|A3 ol RE C|HEZ|0of )= RP0S| 3tE ClAT 0| 7|SELICH
Ol 2t & Z 2 E Z0f CidH NSF(Non-stop Forwarding)7} 4 Elo] Qle2 2 RP Mol =% | Alzt
2 crash RP EE= EIQI 7tE7F F0{E M= S 5= F CHA[ AL E = U7
E7IHR 2 2 HE o 22 4 AL

£ A 22l 2= Hu|agolMdo of x| o[ME FItete o= 0{7(of Lt U&LICHEE
E 71x|7e|ol4ol M= DRPE AL&3loF ELCt.

ol £82 74 EHx Zu|azfo|lMd ol & Eo{ELICH

RP/ 0/ RPO/ CPW0: cr sl#configure

RP/ 0/ RPO/ CPUWO: cr s1(confi g) #exception kernel memory kernel filepat$

RP/ 0/ RPO/ CPUWO: cr s1(confi g) #exception dump-tftp-route port 0 host-$

RP/ 0/ RPO/ CPUWO: crs1(confi g) #commit

RP/ 0/ RPO/ CPUO: crsl(config)#

RP/ 0/ RPO/ CPWO: cr s1#admi n

RP/ 0/ RPO/ CPUWO: cr s1(adm n) #configure

Sessi on Li ne User Dat e Lock
00000201- 000bb0db- 00000000 snnp hfr-owne Wed Apr 5 10:14:44 2006
RP/ 0/ RPO/ CPUWO: cr s1(adm n-confi g) #exception kernel memory kernel £$

RP/ 0/ RPO/ CPUWO: cr s1(adm n-confi g) #exception dump-tftp-route port 0%

RP/ 0/ RPO/ CPUO: cr s1(adm n-confi g) #commit

RP/ 0/ RPO/ CPUO: crs1(adm n-confi g) #

RP/ 0/ RPO/ CPUWO: cr s1(adm n) #

5ot
LPTS

LPTS(Local Packet Transport Services)= ZZHZ M &= IS M2|gLICHLPTSE CHY S 7
M Q4 E O|F0{X /AU&LIC.

1.7 ZZMAE ZE SRR T2 MACHD ELICHBGP, IS-IS2t Z 0| MELCIE ZEEE =
EHANM AT FHE At Y TEMAN CHEE 2 E HIQIE HEE FMELICHE
E0{BGP ZE2MATI £Z 5 1790 M =4I CH7|51H PAE BGP Z2AM| A0 M ST HE
£ 71X CF2 IFIBOIM SHE ZZM|A0] HIQIE S &&LICt

2. IFIBE LPTS ZZMAQ| EE CHE 7 QAQLICEE™ ZE HIQYE $£AstE Z2MAT}
AfA= CIHAEZ|IE fXl6t= Ol =&0| ELICHIFIBE ZE SR A Z2MAO| 9_|6H MAME|H

E SMNAe &4 ERtELICEO™ CFS 0| HEO| o] MEMEE HMHFLICHS H 5+

Zlgt2 IFIBe| 8t =zt QlL|C}t o] £E2I0|AE IPv4 Z2EZ S0 ¢1ZEe + QAQI—IEP A}
S MY EZR F—FEIXPOHHI &2l0|A T} Kdé:EID# OO TiZle Mt Z2MAR A
ct5t7] Q50 IFIB £20|AE AL ELICH S My 512 &2 IFIB 0|, LCE §tLtel =2
MATH QAL M8t 55 FEIKPOHHI mfZlg MEE £+ QaLch

3. Z22 HEIXE =3|(0d: BGPO| CHE o] ZZM|A)7H SL8HK| o2 A WAIE FIIZ
HHZ & 4 &LcZ Z22 ZE|XI= IFIBL| £8H0|A & 02 £210|AE 71K QI

FIBO| &2}0lA0 pfrel sialEt Z2 WA= 1718 SEsh HEELC,
4. SMX| LEof CHal &

S0l HolE/x| oo S ¥2 MMt AL 28 BRI MY
3 SIRLIc) B20| o1ge S0l 21 2o HzIo| A B8 Hol HYHLIC HETiS
B2 BRI M MM B2 Yiots o 20| ElLict

LHS mZ2 o LA MEELIZ?
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Layer 2(HDLC, PPP) Z£1} Layer 4 ICMP/PING & I 2R &l
AU&LICE.

ot

8ol 5 7tx| ¥

227}

0
MK

1. Layer 2 HDLC/PPP - O|Bq8t ZI2 Z 2 E 2 A|HX}IZ AlHE|H Sprlayer®| CPU R 2 &Y
**E'L—IEP Mol 2 T2 EZE IHFI2 =2 M &=2[8 U2 CI=S CPU(SquidE &all)0i A M
=H 5104 A 2[E L|Ct. 2k A 21| 0]o] 22| keepalive= CPUE &l COH M 8EguctimelM
8':.;2 2?3l RP2 0|5 35tX| etotr T/ 24+ QIE{H O|A EH2|Q| El|OHE AFS5H0{ A EIL
Ct.
2. ICMP(Layer 4) THZ!2 LCO|M =4IE|H IFBIE 3l AZ2+0|0{Q| CPU CH7|¥oi = 2|50
MSELICHOH Ch2 o248t IZ!2 CPURZ TS E|1(SquidE Sall) ME|gLich.a23 chs
me2lg S8 ME /== Sprlayer O|28|A CH7 (¥ S Sl 80| MEELICE 0| B OHE
OHEZZ|7O|MoMq HEE ERE FLICHIEEIZ Sa =Al). HEE2|Z S1tstH 2 &
ek 0|23 A LCS HE AER| U Klof Ci7|¥e Saf MELICH
3.2t T EE?c IFIBOM Z2|8 Cts &3 Mo|E 7(80007H2] 7)2 MSEIH, 1 & stLt
= Mol 822 ol erEiLic 012 2ol g CH7|20|H 7+S & motch MulAZLICH
-E2 M O OE AR M =97 =2 7€ EEIE Sal ATX[S| CPU
CH71d ZEH(AZEt0l019] Squid CHY |2t RANS 2 TS E ChS Mus L2 M4, B2
ZE|Xt E= AN Z2EMAH o5 Me[EuLch8EH 2 o|adA 2tel 7tE AEX|IE S35l Cf
Al MSE CHE 2tel 7t EE R LICHo[adlA LC 2 EX|= Ao TS AMElsH7] flIs S
7€ M2 SUCLAEXC| CH7|¥2 o| A ZEHEE 2 M, MU EH2 2
M2 e 2 EeEuch
4. PSEO|= Bllo]od 4, Bilolo{ 2 & 2t & IfZlo| K& & I?_F% 2l £ dE Z2IM EHEO| UE
LICH.Ol= AP AEE|H LIS AFEXII7F Y = U E HEE L O
LPTSQ| 7% LEt™Ql 2| & stLt= 2HRE{0f| ping2 A= & [EH AKX E I L|CHLPTS E2IM
= utsioz ofafst 2! MEtsie 4= E MBFLICHo| B9 Chae HolFLich

RP/ 0/ RPO/ CPUW0: ss01-crs-1 Pl#ping 192.168.3.14 size 8000 count 100
Type escape sequence to abort.

Sendi ng 100, 8000-byte |ICMP Echos to 192.168.3.14, tinmeout is 2 seconds:
NEREREERE RN R RN RN RS R R RN RN RN R RN RN RS N RN

Success rate is 97 percent (97/100), round-trip min/avg/ max = 1/2/5 s
RP/ 0/ RPO/ CPW0: ssO1-crs-1_Pl#show lpts pifib hardware entry statistics location 0/5/CPUO0 | excl
0/0

* - Vital; L4 - Layer4 Protocol; Intf - Interface;
Dest Addr - Destination Fabric Address;
na - Not Applicable or Not Available

Local, Renpte Address. Port L4 I ntf Dest Addr Pkt s/ Dr ops
------------------------------------------------------------------- any

any any Punt 100/ 3

224.0.0.5 any any PCO/ 5/ 1/ 0 0x3e 4/ 0

224.0.0.5 any any PCO/ 5/ 1/ 1 0x3e 4/ 0

<further output elided>

IPsec

IPIiZI2 7B Mo 2 oHH5HX| et &LIChIPsec2 IP IZE E& 5 Ol AHSElE YL

.CRS-1 IPsec2 AZE?|o{ MY ZZ20| L2 2 IPsec M|410] RP/DRPOHA‘I SR ELICCRS-
19 & 500702] IPsec MIM0| X|HELICH A= CPU & 2 §E & 2lAA0 et EeFEILch

.o|01| CHet AZ EQo] Bt glo, RPe| 24 AA L 2Z0|AM S2E EB=ZIRH IPsec 2|0
Mt ErLichIPsec 22| Al @QHSIE7H M7| I ZE0l IPsec & ZE F= B ZEE EiE |



IPsec T34 ghedof CHet REMIEH LH2 2 Cisco I0S XR System Security Configuration GuideE & =X
SHAAIL.

21 IPsecHl= crypto pie(0dl: hfr-k9sec-p.pie-3.3.1)0| 2 gHL|C}.
CHe 2

2& % AUX AAHA

CRS-1 RP/SCH|= CH 2| ZE|E IS A8 E += U= 2& L AUX ZEQ}H IPE &8 CHY Q|(out-
of-band) Z2|& /8t &2l O|HR ZEJ 25 /U&LCH

AUELICEF, B MA[ Al

ZI RP/SCGES| 2& L AUX ZE(MA|F 27H)E 2& Ao HAZE =+
X E %} Catalyst 6504-E2|

AHl0E= 4749 & 5’-—’& ;‘tE7|- ZQ5tT, HE| MA| A|AEI0|= 12712]
Supervisor Engine& 271Q| F7} X E7J} e grL|Ct.

AUX ZE Z42 10S-XR 7HLol| CHEt HMHMAE MB5tD 2£ TEE 3l
RE B2 AAEH SRE FHBE =22 R.%.*I—IE} AUX ZEE %?_F
A2 HO|El AL XL AIEH AFEXRI7F R E A|AEI EEE= cisco K| Bt

Z20i Bt AIEE & U&LICHESH AFZ XA A %riﬂ Molx|of Qlo

_,__
g
o 12
A
ful

7t& E O AAA

N 3 Hok A(SSH)E AHE5H0d vy & % Soll CRS-10] AZAE + &LICHI7|IEMez E O
|2 g8t o] A2 ALS AT BAIMHe = &/ d3tsfok §L|Ct

#1: IPsecH= crypto pie(H: hir-k9sec-p.pie-3.3.1)0| Z R &fLIC}

HX{ SSHE &FA45}5t7| QI5H 0] ol 20| RSA & DSA 7|2 AiAdstL|C}.

RP/ 0/ RP1/ CPWO: Cr s- l#crypto key zeroize dsa
% Found no keys in configuration.
RP/ 0/ RP1/ CPWO: Cr s- l#crypto key zeroize rsa
% Found no keys in configuration.

RP/ 0/ RP1/ CPW0: Cr s- 1#crypto key generate rsa general-keys

The name for the keys will be: the_default
Choose the size of the key nodulus in the range of 360 to 2048 for your General Purpose
Keypai r.

Choosi ng a key nmodul us greater than 512 may take a few minutes.

How many bits in the nodul us [1024]:
Generating RSA keys ...
Done W crypto generate keypair

[ K]

RP/ 0/ RP1/ CPWO: Cr s- l#crypto key generate dsa
The name for the keys will be: the_default
Choose the size of your DSA key modul us. Mdul us size can be 512, 768, or 1024 bits. Choosing


//www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.3/security/configuration/guide/sc_c33.html

a key nodul us

How many bits in the nodul us [1024]:
Gener ati ng DSA keys ...

Done w crypto generate keypair

[ K]

!--- VTY access via SSH & telnet can be configured as shown here. vty-pool default O 4 ssh
server ! line default secret cisco users group root-system users group ci sco-support exec-
timeout 30 O transport input telnet ssh ! ! telnet ipv4 server

#ed HE
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