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policy-map type control subscriber WDAAR NOVA PQOLI CY
event exception match-first
class type control subscriber coa-rollback-failure do-all
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i nterface Bundl e- Et her 1. 200
i pv4 point-to-point
i pv4 unnunbered Loopback200



service-policy type control subscriber WDAAR NOVA POLICY
encapsul ati on dot 1g 200
i psubscriber ipv4 |2-connected

initiator dhcp

initiator unclassified-source

CHS Ao HH2 IPoE MME Al&et= o MSE L

policy-map type control subscriber WDAAR_NOVA_ POLICY
event session-start match-first
class type control subscriber DHCP do-until-failure
10 activate dynam c-tenpl at e DT_NOVA_DHCP
20 authorize aaa |ist WDAAR format WDAAR_USERNAME_NOVA password ci sco
1
cl ass type control subscriber WDAAR STATI C do-until-failure
10 activate dynam c-tenpl ate DT_NOVA _STATIC
20 authorize aaa |ist WDAAR fornmat WDAAR | P_STATI C password ci sco
1
!
event authentication-no-response match-first
class type control subscriber class-default do-all
10 activate dynam c-tenpl at e WDAAR_NOVA_ACCT_START
20 activate dynam c-tenpl ate WDAAR _NOVA NET50
1
!
end- pol i cy- map
1

dynami c-tenpl ate

type ipsubscriber DT _NOVA_DHCP
i pv4 unnunbered Loopback201

!

1

interface Loopback201

i pv4 address 199.195. 148.1 255. 255. 255. 0
!

dynami c-tenpl ate
type i psubscri ber WDAAR NOVA_ACCT_START
accounting aaa |list WDAAR type session periodic-interval 5
!
1
dynami c-tenpl ate
type servi ce WDAAR_NOVA NET50
servi ce-policy input WDAAR 10Mps
servi ce-policy output WDAAR Upl oad
!
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dynami c-tenpl ate
type servi ce WDAAR_DAY PACKAGE
servi ce-policy input WDAAR I nternet_Service_10Mps_IN
servi ce-policy output WDAAR I nternet_Service_10Mps_OUT
accounting aaa |list WDAAR type service periodic-interval 10
!
!
dynami c-tenpl ate
type servi ce WDAAR_NIGHT_ PACKAGE
service-policy input WDAAR I nternet_Service 5Mips_IN
servi ce-policy output WDAAR | nternet_Service_5Mps_OUT
accounting aaa |list WDAAR type service periodic-interval 10
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policy-map WDAAR I nternet_Service 5Mips_I N
cl ass cl ass-defaul t
police rate 5486 kbps
1
1
policy-map WDAAR I nternet _Servi ce_5Mps_OUT
cl ass cl ass-defaul t
police rate 5486 kbps
1
!

policy-map WDAAR_ I nternet_Service_10Mps_IN
cl ass cl ass-defaul t
police rate 10486 kbps
1
!
policy-map WDAAR_ I nternet _Servi ce_10Mps_OUT
cl ass cl ass-defaul t
police rate 10486 kbps
1
!
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RP/ 0/ RSPO/ CPUO: acdc- asr 9000- 4#show subscri ber session all detail
Mon Jul 27 11:24:46. 467 UTC

I nterface: Bundle-Ether1.200.ip18010
Crcuit ID Unknown

Renote | D: Unknown

Type: | P: DHCP-trigger

| Pv4 State: Up, Mon Jul 27 11:23:10 2015
| Pv4 Address: 172. 188. 243. 147, VRF. default
Mac Address: 0000. 6602. 0102

Account - Sessi on | d: 00004729

Nas- Port: Unknown

User nane: 0000. 6602. 0102

Formatted User nane: 0000. 6602. 0102



dient User nane:
Quter VLAN ID:
Subscri ber Label :
Cr eat ed:

State:

Aut henti cati on:
Aut hori zati on:
Access-interface:
Pol i cy Execut ed:

policy-map type control su
event Session-Start matc
class type control sub

10 activate dynanmic-
20 authorize aaa lis
Sessi on Accounti ng:
Acct - Sessi on- | d:
Met hod- i st:
Accounting started:
Interimaccounting:
Last successful
Next update in:
Servi ce Accounti ng:
Acct - Sessi on- | d:
Met hod- i st:
Accounting started:
Interimaccounting:

Last successful update:
Next update in:
Last COA request received:

updat e:

unknown

200

0x00000048

Mon Jul 27 11:23:08 2015
Acti vat ed

unaut hent i cat ed

aut hori zed

Bundl e- Et her 1. 200

bscri ber WDAAR_NOVA_POLI CY
h-first [at Mon Jul
scri ber

t WDAAR [ Succeeded]

00004729

WDAAR

Mon Jul 27 11:23:10 2015
On, interval 2 mns
Never

00: 00: 24 (dhns)
WDAAR_ DAY PACKAGE

0000472a

WDAAR

Mon Jul 27 11:23:10 2015
On, interval 10 mins
Never

00: 08: 24 (dhns)
unavai | abl e
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RP/ 0/ RSP0/ CPUO: acdc- asr 900

I = ] WDAAR_DAY_PACKAGE
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0- 4#show subscri ber session all

Mon Jul 27 11:27:10.554 UTC

I nterface: Bundle-Etherl1l.200. ip18010
Crcuit ID Unknown

Renote | D: Unknown

Type: IP: DHCP-trigger

| Pv4 St ate: Up, Mon Jul 27 11:23:10 2015
| Pv4 Address: 172.188.243.147, VRF. default
I Pv4 Up hel pers: 0x00000040 {1 PSuB}

I Pv4 Up requestors: 0x00000040 {1 PSuB}

Mac Address: 0000. 6602. 0102
Account-Session Id: 00004729 Nas-Port:

User name: 0000. 6602. 0102

Formatted User nane: 0000. 6602. 0102

dient User nane: unknown

Outer VLAN ID: 200

Subscriber Label: 0x000000
Cr eat ed:

State:

Aut henti cati on:

Aut hori zati on:

Ifhandle: 0x000abc20 Sess
Access-interface:

SRG Fl ags:

Pol i cy Execut ed:

48

Mon Jul 27 11:23:08 2015
Activated

unaut hent i cat ed
authorized

on History ID:
Bundl e- Et her 1. 200
0x00000000

27 11:23:08 2015]
DHCP do-until-failure [Succeeded]
tenpl at e DT_NOVA _DHCP [ Succeeded]
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event Session-Start match-first [at Mon Jul 27 11:23:08 2015]
class type control subscriber DHCP do-until-failure [Succeeded]
10 activate dynamic-tenplate DT_NOVA DHCP [cerr: No error][aaa:
20 authorize aaa list WDAAR [cerr: No error][aaa: Success]
Sessi on Accounti ng:

Success]

Acct - Sessi on- | d: 00004729
Met hod- i st: WDAAR
Accounting started: Mon Jul 27 11:23:10 2015

Interimaccounting:
Last successful
Next update in:

updat e:

On, interval 2 mns
Mon Jul 27 11:25:10 2015
00: 02: 00 (dhns)

Last update sent: Mon Jul 27 11:25:10 2015
Updat es sent: 1
Updat es accept ed: 1
Updat es rej ect ed: 0
Update send fail ures: 0
Servi ce Accounti ng: WDAAR_ DAY PACKAGE
Acct - Sessi on- | d: 0000472a
Met hod- i st: WDAAR
Accounting started: Mon Jul 27 11:23:10 2015
Interimaccounting: On, interval 10 mns
Last successful update: Never
Next update in: 00: 06: 00 (dhns)
Last update sent: Never
Updat es sent: 0
Updat es accept ed: 0
Updat es rej ect ed: 0
Update send fail ures: 0
Accouting stop state: Final stats available

Last COA request received: unavailable
User Profile received from AAA:
Attribute List: 0x50105e7c
1: acct-interval len= 4 value= 120(78) 2: accounting-list len= 5 value= WDAAR Pendi ng Cal | backs:
I nt eri mAcct >St at sD,

Servi ces:
Nane DT_NOVA_DHCP
Service-1D 0x4000016
Type Tenpl ate
St at us Appl i ed
Nanme WDAAR_DAY PACKAGE
Service-1D 0x400001a
Type Mul ti Tenpl ate
St at us Appl i ed

[ Event History]
Jul 27 11:23:08.672 |Pv4 Start
Jul 27 11:23:10.080 SUBDB produce done
Jul 27 11:23:10.080 IPv4 Up
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RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.706 :
10. 48.88.121: 56777 id 229, len 218
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.706 :
84 - FB 36 5C FB 5C DB 96 FE

radi usd[ 1133]: RADI US: Send Access-Request to

radi usd[ 1133]: RADI US: authenticator DO EF B5 50 DD 9A 1A



RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
addr ess=0000. 6602. 0102

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
VI RTUAL_| POEOVLAN 0]

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:
4

RP/ 0/ RSP0/ CPUO:

08.
08.

706 :
706 :

08.
08.
08.
08.
08.
08.
08.
08.

706 :
706 :
706 :
706 :
706 :
706 :
706 :
706 :

08.
08.
08.
08.

706 :
706 :
706 :
706 :

Jul 27 11:23:08.707 :
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.707 :
00 00 00 00 00 00 00O 00 00 00 00 00
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.707 :
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.707 :
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.707 :
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.707 :
56777 renote_addr 10.48.88.121,
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.707 :
handl er for rctx 0x50258020

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.710 :
0

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.710 :

10. 48. 88.121: 56777, Access-Accept, le

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.710 :
2B - 58 56 08 DF C2 BA 06 28

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.710 :
RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.710 :
RP/0/RSPO/CPUO:Jul 27 11:23:08.710
subscriber:accounting-1ist=WDAAR
RP/0/RSPO/CPUO:Jul 27 11:23:08.710
RP/0/RSPO/CPUO:Jul 27 11:23:08.710
subscriber:sa=WDAAR DAY PACKAGE

RP/ 0/ RSPO/ CPUO: Jul 27 11:23:08.710 :
(3D000000)

CHE T4 249| 7h9

—J 51t: =T<>§% é#%ﬂié-:F Eﬂi%l—lEf.

. TSR 22X sadb EA|

radi usd[ 1133] :
radi usd[ 1133] :

radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :

radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :

radi usd[ 1133] :
radi usd[ 1133] :

radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
socket 1342510940
radi usd[ 1133] :

radi usd[ 1133] :

radi usd[ 1133] :

n 105

radi usd[ 1133] :
radi usd[ 1133] :
radi usd[ 1133] :
radiusd[1133]:

radiusd[1133]:
radiusd[1133]:

radi usd[ 1133] :

2| K}
LICt. SADB= 7FAF ZAx|agfo|MHdE MHESHK]

OF A
Ls H

RADI US:
RADI US:

RADI US:
RADI US:
RADI US:
RADI US:
RADI US:
RADI US:
RADI US:
RADI US:

RADI US:
RADI US:
RADI US:

Vendor, G sco [26] 41
Cisco Avpair [1] 35 client-nac-

Acct-Session-1d [44] 10 00004729
NAS-Port-1d [87] 11 0/0/1/200
Vendor, G sco [26] 17

ci sco-nas-port [2] 11 0/0/1/200
User-Nane [1] 16 0000. 6602. 0102
Servi ce-Type [6] 6 Cutbound[ 0]
User-Password [2] 18 *

NAS- Port - Type [61] 6

Event - Ti mestanp [55] 6 1437996188
Vendor, G sco [26] 23
Cisco Avpair [1] 17 dhcp-client-id=

RADI US: Nas-ldentifier [32] 16 acdc-asr9000-
RADI US: NAS-1P-Address [4] 6 10.48.88.54
RADI US: NAS-1Pv6- Address [95] 22 la 10 00 00
RADI US: 00 00 00 00

Got gl obal deadtinme O

Usi ng gl obal deadtime = 0 sec

Start timer thread rad_i dent 229 renote_port

Radi us packet

RADI US:
RADI US:
RADI US:
RADI US:

RADIUS:

RADIUS:
RADIUS:

Fr eei ng

RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber nmanager sadb

VLAN

Mon Jul 27 12:13:36.273 UTC

Subl abel : 0x00000048 Node_I| D: 00000001 Signature:
Lengt h: 297

Attribute list: 1343184692

1: protocol -type len= 4 dhcp

2: dhcp-client-id len= 15

3: port-type len= 4 Virtual |IP over

4: outer-vlan-id len= 4 200(c8)

5: client-mac-address | en= 14 0000.6602. 0102
6: parent-if-handle len= 4 1568(620)

7: string-session-id len= 8 00004729

8:

interface | en=

9 0/0/1/200

Oxabcdef 12 Ver si on:

rctx 0x50258020
Successful ly sent

packet and started timeout
decryption conplete with rc =
Received fromid 229

authenticator 9D 27 8C A5 28 C8 AE
Acct-InterimliInterval [85] 6 120
Vendor, G sco [26] 40

Cisco AvVpair [1] 34

Vendor,Cisco [26] 39
Cisco AvVpair [1] 33

server group transaction_id

ID & RtZd ZH AAA E42 SADB(7} A A of|o|E{H|0]| &) ol X{ZE
LIC}. C}2 show HHS

A&3tod s M

1 Rev: 21



9: formatted-usernane | en= 14 0000.6602. 0102

10: usernane len= 14 0000.6602.0102

11: author_status len= 1 true

12: addr len= 4 172.188.243. 147

13: if-handle len= 4 703520(abc20)

14: wvrf-id len= 4 1610612736(60000000)

15: ipv4-session-state len= 1 true

16: accounting-list len= 5 WDAAR

17: start_tine len= 4 MNon Jul 27 11:23:10 2015

SubDB(Subscriber Database)2t= & CtE G| O|E{H| 0| AT} Q1o ZAx|TE|o|4 & Zm[ e oMzt
Mg o4 L|ct. SubDB(Subscriber Database)._ BNGO| 7}lxtE 9|8t S Hu|apo|Me
2|5t 7| @8k Zolct 7HURE A|asolM2 Oz HelE 7ls U aie &4 ghel EEluct,

RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber dat abase associ ati on
Mon Jul 27 12:26:38.186 UTC

Locati on 0/ RSPO/ CPUO

Bundl e- Et her 1. 200. i p18010, subscriber | abel 0x48

Narre Tenpl ate Type
uo0000048 User profile
WDAAR_ DAY PACKAGE Service DT_NOVA_DHCP IP subscriber

et ZE LR} BllolE& A8 stod B FtlRtol CHE HEE 2 & J&LICH

. show subscriber database association subscriber-label <SUBSCRIBER-LABEL>

MA-CoA El|AE

MHIAE o|0| 8% o= 2 WDAAR_DAY_PACKAGEHX] E|AE 2 M|M0i A
WDAAR_DAY_PACKAGE MH|AZ |7{&fL|ct. o|&| AH|A WDAAR_DAY_PACKAGE7}
2018 4= Ql&Lct MlMoi A g AdstELICt

o
0|0
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RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber session all detail internal
Mon Jul 27 13:47:55.881 UTC

Interface: Bundl e- Et her 1. 200. i p18012
Crcuit ID Unknown

Renote | D: Unknown

Type: | P: DHCP-trigger

| Pv4 State: Up, Mon Jul 27 13:33:22 2015
| Pv4 Address: 172. 188. 243. 147, VRF. defaul t
I Pv4 Up hel pers: 0x00000040 {I PSUB}

I Pv4 Up requestors: 0x00000040 {1 PSuUB}

Mac Address: 0000. 6602. 0102

Account - Sessi on | d: 0000472d

Nas- Port: Unknown

User nane: 0000. 6602. 0102

Formatted User nane: 0000. 6602. 0102

Cient User nane: unknown

Quter VLAN | D: 200

Subscri ber Label: 0x0000004a

Creat ed: Mon Jul 27 13:33:21 2015
State: Acti vat ed

Aut henti cati on: unaut henti cat ed

Aut hori zati on: aut hori zed

| f handl e: 0x000abcal



Session History ID: 1
Access-interface: Bundl e- Et her 1. 200
SRG Fl ags: 0x00000000

Pol i cy Execut ed:

event Session-Start match-first [at Mon Jul 27 13:33:21 2015]
class type control subscriber DHCP do-until-failure [Succeeded]
10 activate dynamic-tenplate DT_NOVA DHCP [cerr: No error][aaa: Success]
20 authorize aaa list WDAAR [cerr: No error][aaa: Success]
Sessi on Accounti ng:

Acct - Sessi on- 1 d: 0000472d
Met hod- i st: WDAAR
Accounting started: Mon Jul 27 13:33:22 2015
Interimaccounting: On, interval 2 mns
Last successful update: Mon Jul 27 13:47:24 2015
Next update in: 00: 01: 27 (dhns)
Last update sent: Mon Jul 27 13:47:24 2015
Updat es sent: 7
Updat es accept ed: 7
Updat es rej ect ed: 0
Update send fail ures: 0
Accouting stop state: Final stats available

Last COA request: Mn Jul 27 13:47:50 2015

CQOA Request Attribute List: 0x50105f70

1: sd len= 17 value= WDAAR DAY PACKAGE 2: command len= 18 value= deactivate-service 3: service-
info len= 17 value= WDAAR DAY PACKAGE 4: service-name len= 17 value= WDAAR_DAY PACKAGE Last COA
response: Result ACK

COA Response Attribute List: 0x50106180

1: sd len= 17 val ue= WDAAR DAY_PACKAGE

User Profile received from AAA:

Attribute List: 0x50106390

1: acct-interval len= 4 value= 120(78)
2: accounting-list len= 5 value= WAAR
Servi ces:

Nane : DT_NOVA_DHCP

Service-1D : 0x4000016

Type : Tenpl ate

St at us : Applied

[ Event History]
Jul 27 13:33:21.152 | Pv4 Start
Jul 27 13:33:22.560 | Pv4 Up
Jul 27 13:47:50.528 CoA request
Jul 27 13:47:50. 784 SUBDB produce done [ nany]

M CHE MH|A7F HAZAE| K| 2o ASRIKO| radius Z2AM[A 7 A 22| 5 X|E radius A
2 MEELcH a2|o di#EfMHE oleE s & QlFELICH

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Send Accounting-Request to

10. 48.88.121: 56778 id 48, len 391

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: authenticator 6C E1 D2 2B 49 1A EE
E4 - 6D 36 FD FA 7A 84 26 50

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Acct-Interimlnterval][85] 6
10

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Acct-Session-Tine [46] 6
868

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Acct-Term nate-Cause[49] 6

adm n-reset [ 0]

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Acct-Status-Type [40] 6
Stopl[0]

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Event-Ti nestanp [ 55] 6
1438004870

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Vendor, C sco [ 26] 23



RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADI US: Cisco AVpair
dhcp-client-id=

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: NAS-Port-Type
VI RTUAL_| PCEOVLAN 0]

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADI US: Cisco AVpair
client-mac-address=0000. 6602. 0102

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: NAS-Port-1d
0/ 0/ 1/ 200

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: ci sco-nas- port
0/ 0/ 1/ 200

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: User-Nanme
0000. 6602. 0102

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Framned-|P-Address
172.188. 243. 147

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADI US: Cisco AVpair
vrf-id=default

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.687 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Cisco AVpair
accounti ng-1i st =WwDAAR

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: AAA Unsupported Attr:

maxl i nks [ 196] 6

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Cisco AVpair
connect - progress=Cal I Up

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Cisco AVpair
par ent - sessi on-i d=00004724

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Vendor, C sco
RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADI US: Cisco AVpair
Servi ce- nane=WDAAR_DAY PACKAGE

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Acct-Session-Id
0000472e

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Nas-ldentifier
acdc- asr9000- 4

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: NAS-IP-Address
10. 48. 88. 54

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: NAS-|Pv6-Address
la 10 00 00 00 OO OO OO OO OO OO OO OO OO OO 0O

RP/ 0/ RSPO/ CPW0: Jul 27 13:47:50.688 : radiusd[1133]: RADI US:

00 00 00 00

RP/ 0/ RSPO/ CPUO: Jul 27 13:47:50.688 : radiusd[1133]: RADIUS: Acct-Del ay-Tine
0

O| show BH2 HSH 2l CoAo] CHet SH = EAIRLICH

RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber manager statistics AAA COA
Mon Jul 27 13:53:49.627 UTC

[ CHANGE OF AUTHORI ZATI ON STATI STI CS ]
Locati on: 0/ RSP0/ CPUO

CoA Requests:
Type Recei ved Acked NAKed

Account Logon
Account Logof f
Account Update

Account - Query

Di sconnect

O O o oo
O O O oo
O O o oo

[1]
[61]

[ 26]
[1]

[87]

[ 26]
[2]

[1]
[8]

[ 26]
[1]

[ 26]
[1]

[ 26]
[1]

[ 26]
[1]

[ 26]
[1]

[ 44]
[32]
[4]

[ 95]

[41]

user -

17

41
35

11

17
11

16

22
16

29
23

32
26

34
28

38
32

10

16

22



Singl e Service Logon 0 0
Single Service Logoff 1 1 0 Single Service Mdify
Mul tiple Service 0 0

Errors:
Responses to COA with unknown session identifier

[ CHANGE OF AUTHORI ZATI ON STATI STI CS ]

Locati on: 0/ 0/ CPUO
CoA Requests:

Type Recei ved

Account Logon

Account Logof f
Account Updat e
Account - Query

Di sconnect

Singl e Service Logon
Si ngl e Service Logof f
Single Service Mdify
Mul tiple Service

O OO O0OO0OO0OO0OOoOOo
OO OO0 O0OOo0OOoOOo

Errors:
None

3

O OO OO0 O0OOoOOo

O|X| 7FUAF M|Ad0f AH|A WDAAR_NIGHT PACKAGEE X&35t1

Last COA request: Mn Jul 27 13:57:48 2015

CQA Request Attribute List: 0x501060c8

1. sa len= 19 val ue= WDAAR NI GHT_PACKACE
2:  command len= 16 val ue= activate-service

3: service-info len= 19 val ue= WDAAR NI GHT_PACKACE
4: service-name len= 19 val ue= WDAAR NI GHT_PACKACE
Last COA response: Result ACK

CQOA Response Attribute List: 0x501062d8

1. sa len= 19 val ue= WDAAR NI GHT_PACKACE
User Profile received from AAA
Attribute List: 0x501064e8
1. acct-interval len= 4 value= 120(78)
2: accounting-list len= 5 value= WAAR
Servi ces:
Nanme DT_NOVA_DHCP
Service-I1D 0x4000016
Type Tenpl ate
St at us Appl i ed
Nanme WDAAR_NI GHT_PACKAGE
Service-1D 0x4000019
Type Mul ti Tenpl ate
St at us Appl i ed
[ Event History]
Jul 27 13:33:21.152 I Pv4 Start
Jul 27 13:33:22.560 | Pv4 Up
Jul 27 13:57:48.800 CoA request [nany]
Jul 27 13:57:48.928 SUBDB produce done [ nany]
Service Logon 7}2E{7} B7IFS 2 &g = UALS MH[A
Service Logon 7I2E{7} M LIRSS &g = A&LICH

SHE CtHA|



RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber manager statistics AAA COA
Mon Jul 27 13:58:00.410 UTC

[ CHANGE OF AUTHORI ZATI ON STATI STI CS ]

Locati on: 0/ RSP0/ CPUO

CoA Requests:
Type

Account Logon
Account Logof f
Account Updat e

Account - Query

Di sconnect

Single Service Logon 1 1 0

Si ngl e Service Logof f
Single Service Mdify
Mul tiple Service

Errors:

Recei ved Acked NAKed
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
1 1 0
0 0 0
0 0 0

Responses to COA with unknown session identifier = 3

[ CHANGE OF AUTHORI ZATI ON STATI STI CS ]

Location: 0/0/CPUO

CoA Requests:
Type

Recei ved Acked NAKed

Account Logon

Account Logof f
Account Updat e
Account - Query

Di sconnect

Singl e Service Logon
Si ngl e Service Logof f
Single Service Mdify
Mul tiple Service

Errors:
None

X|Z7HX|= B CoA HZI2 = B gHof| stLtof AMH|ARH 7"'9-0}1
=N

AE MHEHE MH|AE MHSED T2 CoA THZIS 2 MH|A

O OO O0OO0OO0OO0OOoOOo
OO OO0 O0OOo0OOoOOo
O OO OO0 O0OOoOOo

C}o
|_
%ﬁf

RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber session all detail internal
Mon Jul 27 14:03:40.255 UTC

I nterface:

Circuit ID

Renote | D:

Type:

| Pv4 State:

| Pv4 Address:

| Pv4 Up hel pers:

I Pv4 Up requestors:
Mac Address:
Account - Sessi on | d:
Nas- Port :

User nane:
Formatted User nane:
Client User nane:
Quter VLAN ID:

Bundl e- Et her 1. 200. i p18012
Unknown

Unknown

| P: DHCP-trigger

Up, Mon Jul 27 13:33:22 2015
172. 188. 243. 147, VRF. defaul t
0x00000040 {1 PSuUB}
0x00000040 {1 PSuB}

0000. 6602. 0102

0000472d

Unknown

0000. 6602. 0102

0000. 6602. 0102

unknown

200



Subscri ber Label : 0x
Cr eat ed: Mo
State: Ac
Aut henti cati on: un
Aut hori zati on: au
| f handl e: 0x
Session History ID: 1
Access-interface: Bu
SRG Fl ags: 0x
Pol i cy Execut ed:
event Session-Start natch-
class type control subsc

10 activate dynanmic-te

0000004a

n Jul 27 13:33:21 2015

tivated

aut hent i cat ed

t hori zed

000abcal

ndl e- Et her 1. 200

00000000

first [at Mon Jul 27 13:33:21 2015]

ri ber DHCP do-until-failure [Succeeded]

npl ate DT_NOVA DHCP [cerr:

No error][aaa:

Success]

20 authorize aaa list WDAAR [cerr: No error][aaa: Success]
Sessi on Accounti ng:
Acct - Sessi on- | d: 0000472d
Met hod- i st: WDAAR
Accounting started: Mon Jul 27 13:33:22 2015
Interimaccounting: On, interval 2 mns
Last successful update: Mon Jul 27 14:03:24 2015
Next update in: 00: 01: 43 (dhns)
Last update sent: Mon Jul 27 14:03:24 2015
Updat es sent: 15
Updat es accept ed: 15
Updat es rej ect ed: 0
Update send fail ures: 0
Accouting stop state: Final stats available
Servi ce Accounti ng: WDAAR _DAY_PACKAGE
Acct - Sessi on- | d: 00004730
Met hod- i st: WDAAR
Accounting started: Mon Jul 27 14:03:35 2015
Interimaccounting: On, interval 10 mns
Last successful update: Never
Next update in: 00: 09: 56 (dhns)
Last update sent: Never
Updat es sent: 0
Updat es accept ed: 0
Updat es rej ect ed: 0
Updat e send fail ures: 0
Accouting stop state: Final stats available
Last COA request: Mn Jul 27 14:03:35 2015
CQOA Request Attribute List: 0x50106248
1: sd len= 19 value= WDAAR NIGHT_ PACKAGE 2: command len= 18 value= deactivate-service 3:

service-info len= 19 value= WDAAR_ NIGHT PACKAGE 4: service-name len= 19 value=
WDAAR_NIGHT_PACKAGE 5: sa len= 17 value= WDAAR DAY PACKAGE 6: command len=
17 value= WDAAR DAY PACKAGE 8:
WDAAR DAY PACKAGE Last COA response: Result ACK

COA Response Attribute List: 0x50106458

16 value= activate-

service 7: service-info len= service-name len= 17 value=

1: sd len= 19 val ue= WDAAR NI GHT_PACKAGE
2: sa len= 17 val ue= WDAAR DAY_PACKAGE
User Profile received from AAA:
Attribute List: 0x50106668
1: acct-interval len= 4 value= 120(78)
2: accounting-list len= 5 value= WAAR
Servi ces:
Nane DT_NOVA_DHCP
Service-1D 0x4000016
Type Tenpl ate
St at us Appl i ed
Nane WDAAR_ DAY PACKAGE
Service-1D 0x400001a
Type Mul ti Tenpl ate



[ Event History]
Jul 27 13:33:21.152 |Pv4 Start
Jul 27 13:33:22.560 | Pv4 Up
Jul 27 14:03:35.296 CoA request [nany]
Jul 27 14:03:35.680 SUBDB produce done [ nany]

MA-CoAE Al 35 Multi-Service 7} 2E{ & 04 L|C}.

RP/ 0/ RSP0/ CPUO: acdc- asr 9000- 4#show subscri ber manager statistics AAA CQOA
Mon Jul 27 14:05:04.724 UTC

[ CHANGE OF AUTHORI ZATI ON STATI STI CS ]
Locati on: 0/ RSP0/ CPUO

CoA Requests:

Type Recei ved Acked NAKed
Account Logon 0 0 0
Account Logof f 0 0 0
Account Updat e 0 0 0
Account - Query 0 0 0
Di sconnect 0 0 0
Singl e Service Logon 1 1 0
Si ngl e Service Logof f 1 1 0
Single Service Mdify 0 0 0
Multiple Service 1 1 0
Errors:
Responses to COA with unknown session identifier = 3
[ CHANGE OF AUTHORI ZATI ON STATI STI CS ]
Locati on: 0/0/ CPW
CoA Requests:
Type Recei ved Acked NAKed
Account Logon 0 0 0
Account Logof f 0 0 0
Account Updat e 0 0 0
Account - Query 0 0 0
Di sconnect 0 0 0
Singl e Service Logon 0 0 0
Si ngl e Service Logof f 0 0 0
Single Service Mdify 0 0 0
Mul tiple Service 0 0 0
Errors:
None

ASROK7Z} 7HURE M|Mof| CHEE 2fdE =35 7| 2I5H CoA IS
ASROK7} =415t AlEXE7F & 7HURE MlMof| £5HK| b= 4
5t CF2 HIA|R|7F 220 EA|EL|C}.

2= A5t X|BF CoA THZI0f A
2 2ol MAIE ClHIE A5

RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Received fromid 159 , CoA Request,
len 69

RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: authenticator 0D 52 11 54 BO B7 37
07 - E1 9A 1D AF FA 1A 1A 09



RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Acct-Session-Id [ 44] 10
00004723

RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: RADIUS: Vendor, C sco [ 26] 39
RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: RADI US: Cisco AVpair [1] 33
subscri ber: sd=WDAAR_DAY_PACKAGCE

RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: Processing Dynami c authorization request
RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.133 : radiusd[1133]: COA: Service-Nanme attribute is present in
service profile push

RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.134 : radiusd[1133]: COA/ POD: request processing underway.

RP/ 0/ RSPO/ CPUO: Jul 27 13:41:39.135 : iedged[245]: [|EDGE: TP83: COMWAND- HANDLER ERROR: 0x0] 0
matching session found for CoA request, rc 0

LC/ 0/ 0/ CPUO: Jul 27 13:41:39.137 : iedged[209]: [I|EDGE: TP83: COMVAND- HANDLER: ERROR: 0x0] 0 matching
session found for CoA request, rc 0

= e e
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