ASR2| VRF 14| gtg| 4|3 8|o]|M o
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0
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5‘%Emnlo
2 e e Mo

HTTP
BT HAA

o] EMoME 22| 21E{H 0| A(GigabitEthernet0) 2+ &7 Cisco Aggregation Services Router
1000 Series(ASR1K)0llA VRF 2l4l(Virtual Routing and Forwarding-Aware) Zt2|1& A5t &
of CHaH AHEELICH O] HE= BAIMoZE XIH™E[X| i 2 §t VRFO| CHE QIEH O|AME HEFH
L|Ct.to-the-box Z! from-the-box 9372 AlLt2|201 CHEF CHFSH HMA T2 EZ o CHEH B ELICH.



AN T ALY

QT ALY
che Fxlof CHEt x|Alg 2Retn 2o K8 ELICH

. SSH, & HTTP So| HE| Z2EZ
. SCP(Secure Copy Protocol), TFTP, FTP So| Il M& Z2EZ

- VRF
MEBEIE FE 24
ol BMol HEE otg AZES o X 3= o] KT 7Igte 2 st

. Cisco 10S® XE H{™ 3.55(15.2(1)S) Ol Cisco I0S-XE %
& I:VRF Q14 SCPOi|= X0{x O| H{7T0| 8t g, ol EA0| MYHEICIE Z2EEZE2 0|
M HHAME B SELIC.
- ASR1K
O| EMo| HEE= &Y 3 2+4o| C|Hlo|AE ECHE R HE[URELICEHO| EAM0] AL E 2 & Clut
OlaE Z7|3tEl(Z7|2) Zu|ado|Me 2 AR ERELICLUERXITL 28 2 2 MAEE B
O FHrHMQ & e 0|

Hi 3 EE

22| QIEJH|0]A: 2 E| QIE{H|0|A 0| SES AFSAIT} BHREIM BE| Bl £ 4 AUTS 3
£ ZielLict. 7|2 522 of QIEfuolA L HOlE] EailQl EHTS MTstR| gfotof 5tn, BB &

Ehat 4+ iaLIch O x| otom CH7H 2Lt SSH(Secure Shell)E SaH 2 E{0]] CHEH 2129 Al

A9 EIREOIM CHEE Q| ZtE| Y2 +st= Ol AFSE &= U&LICHO| QIEH 0|A = EHRE{ 7t
Bt &2 A|ZH5E7| T O|LE SPA(Shared Port Adapter) QIE{H| O| A7} HIE A AEf T 2| 312 Al
LIZ|0M 7HE & LICHASRIKOIM & E| IEFH 0| A= Mgmt-intf2l= 7|2 VRFOI| U{4&LICE.

ip <protocol> source-interface &2 0| & A0l A F | 5tH A ELICH0{7|M <protocol> 7|94
E = SSH, FTP, TFTPY = US). 0| B™HE2 ASRO| ¢1Z29| 20| E C|HO|A Q! BL(o: o1&
O] ASR EE = from-the-box EEHEI0IM AZHE) AA FAZ A2 E QIE{HO|AQ] IP FAE X|HF
= Ol Ar&ElLICt. ol= ASRO| 242 2| JH AR} 7} o=l B ip <protocol> source-interface W&
MBe = i1 ASRE E|A EBiEof O] IP =AE AI83HX| &2 2|0lFLIctoci 4l SAX|of 7+
& 712 CIEHo|A Q| IP FAE ALSELICHO| BHEE AFE5HH VRF 214 QIE{H 0| A0 M (K|
HEl= Z2EEZO[ ER) EBlEHE oA MElgd = /}U&LC.

Ao Z2EZE



//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

SCP

VRF X|& CIE{H| 0| A 0| A ASRO|A SCP ECI0|HE MHH|AE AF5tE{H O] 7S AFRELICH

74

SCP&= SSHE AI23t2 2 SSH 2! SCP Z2H0|HE MH|A0| CHEH 22| QIE{H|O|AE Mgmt-intf
VRFZ 7t2|7| =% ip ssh source-interface W& 2 AFE & LICH copy scp BE0 VRFE X|Hst=
CHE S M2 gl&LICh Il O ip ssh source-interface WE 2 AFE5HOF B LICHCHE VRF X[ 2
Elmo|AE: St =27 MEELICH

ASR (config) #ip ssh source-interface GigabitEthernet0

#1:ASR1k E2EE 0 M VRF 214 SCPE BT XE3.55(15.2(1)S)7} Zlo{ok ZH&§hL|Ct.

Ct&& &elgfuch

T

Zu|aefoldE #eletedH O S B-EE AEFLICH

ASR#show vrf

Name Default RD Protocols Interfaces
Mgmt-intf <not set> ipv4,ipvée GiO
ASR#

SCPE At&36t0 ASROIAM A ClHtO|AZ WAUS FAste{H CHS BHES =g LICH.

[T

ASR#copy running-config scp://guest@10.76.76.160/router.cfg
Address or name of remote host [10.76.76.160]17?

Destination username [guest]?

Destination filename [router.cfg]?

Writing router.cfg Password:

1

Sink: C0644 2574 router.cfg

2574 bytes copied in 20.852 secs (123 bytes/sec)

ASR#

SCPE Ar&5tod 3 C|HtO|A0MH ASRE IHUE SAtSHE

2
jul
mjo
02
o
jo
e
il
o
-
[u]l

ASR#copy scp://guest@l0.76.76.160/router.cfg bootflash:
Destination filename [router.cfg]?

Password:

Sending file modes: C0644 2574 router.cfg

2574 bytes copied in 17.975 secs (143 bytes/sec)

TFTP

VRF X|& QIE{H| 0| A 0| A ASR1kOIAM TFTP 22} 0|HE MH|AE AFE5lE4H o] HI|ag|o|ME
AFEEHLCH



74

ip tftp source-interface S M2 22| 21E{H 0|AE Mgmt-intf VRFZ 7+2[7| =5 AF& ElLICH.copy
titp B0l VRFE X|H3st7| {8t CtE gM2 ?uﬂQL—IEP [h2kA O ip tftp source-interface WS
Ar&3atiof B LICHCHE VRF X QIEHIO|A L ST =2|7F 8 ELICH.

ASR (config) #ip tftp source-interface GigabitEthernet0

Ct&& &elgfuch

T

Zu|aefoldE FeletedH oS B-EE AEFLICH

ASR#show vrf

Name Default RD Protocols Interfaces
Mgmt-intf <not set> ipv4,ipve GiO
ASR#

ASRO|M TFTP MHHZ Tl Y S SAtste{™ Ch @@ S =g ct

ASR#copy running-config tftp

Address or name of remote host [10.76.76.160]17?
Destination filename [ASRconfig.cfg]?

[

2658 bytes copied in 0.335 secs (7934 bytes/sec)
ASR#

TFTP MO A ASR bootflashZ Tt UE SAtstedH CHS BES U=ELIc

0

ASR#copy tftp://10.76.76.160/ASRconfig.cfg bootflash:

Destination filename [ASRconfig.cfg]?

Accessing tftp://10.76.76.160/ASRconfig.cfg...

Loading ASRconfig.cfg from 10.76.76.160 (via GigabitEthernetO): !
[OK - 2658 bytes]

2658 bytes copied in 0.064 secs (41531 bytes/sec)
ASR#

FTP

VRF x| QIE{H| 0| A0 A ASRM|A FTP 20| E MH|AE ALE5tE{™ O] & AFEEHLICH

T4
ip ftp source-interface SM2 e °|E-|TH|0| AE Mgmt-intf VRFE 72|72 5 AL ElLIC}.copy ftp
HHPo| VRFE X|™5t7| 98t Ct

|

B SM2 Oi*I—IEP [tk2t M ip ftp source- mterface 18 E AHE 5ok
AT

#LICECHE VRF I QIE{HOlAE St =27t MR ELIC

ASR (config) #ip ftp source-interface GigabitEthernet0

CtE= Felgch



T

mzefolME FelstedH Chs BB E AASELICH

ASR#show vrf
Name Default RD Protocols Interfaces
Mgmt-intf <not set> ipv4,ipve GiO

ASROIM FTP MHZ TS SAtstzd® CHE FHES U™ELIct

ASR#copy running-config ftp://username:password@10.76.76.160/ASRconfig.cfg
Address or name of remote host [10.76.76.160]17?

Destination filename [ASRconfig.cfg]?

Writing ASRconfig.cfg !

2616 bytes copied in 0.576 secs (4542 bytes/sec)

ASR#

FTP MEH0{A ASR bootflashZ Tt LS FAletedH CHE BFS LU= ELICH

ASR#copy ftp://username:password@10.76.76.160/ASRconfig.cfg bootflash:
Destination filename [ASRconfig.cfg]?

Accessing ftp://****x.;*****Q@10.76.76.160/ASRconfig.cfg...

Loading ASRconfig.cfg !

[OK - 2616/4096 bytes]

2616 bytes copied in 0.069 secs (37913 bytes/sec)
ASR#

e HHA Z2EF
IR IES

SSH

F9|:ASR1ks0ll LIEtLEE LA QI 22X & stLtE EHIEEI7P oy
2L|ct.of 2x[oi| CHE XPMI?J LI& 2 Ciscol| HZE| EFo =2
HzstaAIR.

5104 SSH7} Almfstche %
QI8 SSH QI Almj 2ME

ASRO{| A SSH Z2}0|1E MH|A(SSH from-the- box)% Adst7| {sl = 7t x| SM0| Ar&ELCt.

=
3t 71X S M2 ssh W AHA|0 M VRF O|E S X|AX5l04 EX VRFOA SSH EBHEIS AA X|XHE

£ S st ZeLic

ASR#ssh -vrf Mgmt-intf -1 cisco 10.76.76.161
Password:

Router>en

Password:

Router#

CHE S M2 5 VRF K| QE{H O|A0M SSH EBEE AAR X|H35t2{™ ip ssh source-
interface S M& AI&35t= ZdLICtH

ASR (config) #ip ssh source-interface GigabitEthernet0


/content/en/us/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html
/content/en/us/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html
/content/en/us/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html

ASR#

ASR#ssh -1 cisco 10.76.76.161
Password:

Router>en

Password:

Router#

SSH A AH|A(SSH to-the- box) A& 3tE{™ CFHE Cisco 10S 2HRE{0|A SSHE & &3t st=
Mz E seistL|CHAIMI B LH2 2 Cisco ASR 1000 Series Aggregation Services Routers Software
Configuration Guide2| Cisco ASR 1000 Series Routers A0 CHst B4 21 SSH TR E & T35
Al2.

Telnet

ASR(Telnet from-the-box)ol| A & Z2}O|HE MH|AE A=-H5HT| {5 = 7+
Ch. 8t 7kX| S MHE Ct2 3 20| telnet WA AHA|0| A & A CIET
L|Ct.

ASR#itelnet 10.76.76.160 /source-interface GigabitEthernet 0 /vrf Mgmt-intf
Trying 10.76.76.160 ... Open

User Access Verification

Username: cisco
Password:

Router>en
Password:
Router#

CHE S M2 ip telnet source-interface W& 2 A& St= W LICHtelnet Bt B 7| CHS ThHA[of A
VRF O|§& X|HaHof &LIct. O|l= CtZot Z &Lt

ASR (config) #ip telnet source-interface GigabitEthernetO

ASR#
ASR#telnet 10.76.76.160 /vrf Mgmt-intf
Trying 50.50.50.3 ... Open

User Access Verification

Username: cisco
Password:

Router>en
password:
Router#

=l M AH|A(Telnet to-the-box) & AF&5t24™ CHS M&tol 2l CHE EHREM &g &Y
SteFLICH REM B LH® 2 Cisco ASR 1000 Serles Agareqgation Services Routers Software
Configuration Guide2| Cisco ASR 1000 Series Routers Al4d0] CH$t EllL Ol SSH 7HR & &F =54
Al2.

HTTP

DE BH2E{0f AFBE £ QU= BIHAl H ALS A QIEIH0]A S ASRIKOIME AR
ol MMofl EAIE 2 ASROIA] HTTP At = BeoIE MUIAE & AsherLIct


//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016
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7|& HTTP HMHIAE 7[& MH|A (MBI d3tst & 7|8 GUI HMIAE AFEstE{H 24
2 A83stE o] AI|azio|M2 AFS ELICH RS AAA(Authentication, Authorization, and
Accounting) MHHE AMEE =& US).

ASR (config) #ip http
ASR (config) #ip http authentication local
ASR (config) #username <> password <>

CHS 2 HTTP 2ot MB(HTTPS)E &Adstste Hu|zalol4 L},

ASR (config
ASR (config
ASR (config) #username <> password <>

ASROIA QIE{H|O|A S| IP FAE &0t et MEX AE2Z ZaQlF LIt AT B

#ip http secure-server

#ip http authentication local

8 OO /" ask Home Page x \§

|ZS
S

& > O [ 10.106.47.122

Cisco Systems

Accessing Cisco ASR1002 "ASR"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML. access o the command ling interface at level 0.1.23 4567 89.10,11.12.13,14.15

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO ar www cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2. @@ cisco.com - ¢-mail the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML. interface development group.

HTTP 2ZI0[AE MH[AE AHEstEd™ VRF x| QIE{H 0| A0 M HTTP %EFOI‘?_"E E HE'Oil CH

8t ip http 20|21 E source-interface <interface name> B2 AAE C}S 1t 20| =48t

(config) #ip http client source-interface GigabitEthernetO

22 HE HTTP MM ECHAIZ O|O|X|E SAISH7| 5 HTTP 22t0|1E MH[AE Al
=]

ASR
Ct
£ Y8E 2oiF = o Lot

ASR#

ASR#copy http://username:password@10.76.76.160/image.bin flash:
Destination filename [image.bin]?

Accessing http://10.106.72.62/image.bin. ..

Loading http://10.106.72.62/image.bin

1778218 bytes copied in 20.038 secs (465819 bytes/sec)

ASR#

&t



AT YA A

0| MME to-the-box Telnet/SSH/HTTP 9172048t 2 E|L|C}.

PET SSH 2 g+ Hulg Sl E 2| O|HY! QIE{H|O|A M =41 SSH EE= R EEfZo| ®{2|E
Holste Ma M FAHE 4 USLICHITEIM Cisco I0S Z2 M AL 431 E|X| gt BRAE
FIEt R EE Sdll 2t E| HMA" = A&LICHEIE 2=of CHE X 'll?_F LH&2 Cisco ASR
1000 Series Aggregation Services Routers 2L E Q|0 7+4 MHBEMO| FIEt ZE O MME & E
SHAAIL.

FH0:P8F SSH E= G7 U2 22| QIEH 0|A Rl GigabitEthernet 00| MBH FHE = U&

LICE.

& 1:Cisco HH1 ID CSCuj3751501 CHEF =% At 0| i HT M= T & x| A A0f
g oIE Y2 2RI VTYOM A El= o et AEELICH YT HMAE fHME
50| 2Z0|0{0} St2 2 Q|F Q50| MufE ZFRo T TITt 2= HMATL A% ESELC
Ol H4™0ol ssH & & OHMIAEEE'E4 2152 At&sHof &2 olO|&Lct,

ZF9|:Cisco H{1 ID CSCug7765401 CHEr =& At2F0| gi= HEMMHE 7|2 AAA HEE A
ot °='-_r" SSHE AtEE [ SSH “%EEE UHE = U= AEX 7|S0| MBHELICHA

=
SR 4 T ZRZES @l2isiof BLICHOI2{3 HFIO| HL 0B 2B WS A8
7Lt 2t SSH 2 =ulio] ZAdEtE|of QU= X| Belsts o] EALICH

n
0jo
1z
End
(=)
=5]

AlE CHE ¥ SSHE &85t & W pHELCh

ASR (config) #crypto key generate rsa label ssh-keys modulus 1024
The name for the keys will be: ssh-keys

oe

The key modulus size is 1024 bits

oe

Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)

ASR#

ASR (config) #transport-map type persistent ssh
persistent-ssh-map

ASR (config-tmap) #rsa keypair-name ssh-keys

ASR (config-tmap) #transport interface GigabitEthernet0
ASR (config-tmap) #banner wait X

Enter TEXT message. End with the character 'X'.
--Waiting for vty line--

X

ASR (config-tmap) #

ASR (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.
--Welcome to Diagnostic Mode--

c

ASR (config-tmap) #connection wait allow interruptible
ASR (config-tmap) #exit


//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Using_CLI.html#wpxref17710

ASR(config) #transport type persistent ssh input persistent-ssh
*Jul 10 15:31:57.102: SUICFGEXP-6-SERVER_NOTIFIED_START: R0/0:
Server persistent ssh has been notified to start

O|| ‘25'-7‘ SSHol| Ciet =& 215 S & g&dlioF & LICH Ol aaa new-model BB E AtE5H7{LE Al

psd:

Sotx| pf1 Y + JY&LICHF ALIE[R 25 097[of BB E[o] UELICH(F B 25 2t H
of 22 AR O|B/HILH S HHo| YU=X| EHlgfLCt)

=F A4
=

ASROIM AAAE & d3tl=X] o{F ol et o Hm|Tefo|ME

ASR (config) #aaa new-model

ASR (config) #aaa authentication login default local
ASR (

ASR (c

. AAATL &8 & TR

config)#line vty 0 4
onfig-line)#login authentication default

o o.
EIL_ Zé-r

ASR(config)#line vty 0 4

ASR (config-1line) #login local
oo
Cl== &olgrct.

VRF x| Gigabitethernet0 QIE{H|O|A Q| IP A E A& 504 ASROY| CHEF SSHH|XHS E 21235}
M =E8|0|3 A|FEHA(Ctrl-C EE= Ctrl-Shift-6)& I=35HoF & L|Ct
management-station$ ssh -1 cisco 10.106.47.139
cisco@10.106.47.139's password:
--Waiting for vty line--
--Welcome to Diagnostic Mode--
ASR(diag) #
Fo:rIc REE AESHY| {8 Ol E2llo|3 A[RHA(Ctrl-C EE= Ctrl-Shift-6)& EAIE

[H(Waiting for vty line) 7} E A|EILICE

YT
24

SSHoHl CHEH 0|7t Aol M 2Tt QAISH 2312 AL stod CHaTH 20| YT Wullof Chet o
N EE

ASR (config) #transport-map type persistent telnet persistent-telnet

ASR (config-tmap) #banner
End
--Welcome to Diagnostic
X

ASR (config-tmap) #banner
End

Enter TEXT message.

Enter TEXT message.

diagnostic X

with the character 'X'.
Mode--
wait X
with the character 'X'.

--Waiting for IOS Process--

X

ASR (config-tmap) #connection wait allow interruptible
ASR (config-tmap) #transport interface gigabitEthernet 0
ASR (config-tmap) #exit



ASR(config) #transport type persistent telnet input persistent-telnet
*Jul 10 15:26:56.441: SUICFGEXP-6-SERVER_NOTIFIED_START: R0/0: psd:
Server persistent telnet has been notified to start

SSHOI| CHEH OFR|SF M Aol M AHEH 4513, CHS 5 7HR| o2 22 958 74
=

et
1
30
Ii»
C

1. AAATL EHd3HE E2

ASR (config) #aaa new-model

ASR (config) #aaa authentication login default local
ASR (config)#line vty 0 4

ASR (config-line) #login authentication default

2. AAA7} Qe 42

ASR (config)#line vty 0 4
ASR(config-line) #login local

CHe &QlfLC

GigabitEthernet 0 QIE{H[O|A S| IP A0 RS LICHAIZE ZHE =2dst = SH A|HAE =™
ot Rt 2Eof 23015 7| Mol 2 X(MHE= AlZto| Z& = /JUZ)E 7|

Management-station$ telnet 10.106.47.139
Trying 10.106.47.139...

Connected to 10.106.47.139.

Escape character is '"]°'.

Username: cisco

Password:

--Waiting for IOS Process--

--Welcome to Diagnostic Mode--
ASR (diag) #

#1:=e0|3 ARHA Ctri+C EE = Ctri+Shift+62 /235t 34 X S0 7|CHRILIC Waltlng for
IOS Process(I0S Z2M|A CH7| )7t E{0|20ll EAIZ/™ RIEF REE AZHE = U&LCH

P HTTP

Persistent HTTP access to-the-box(HTTP from-the-box = HTTP Z2}0[1E MHHIAE ASE
= H2)E gdstetn M & 7[g GUI AMAE A}R%}Eitﬂ 2Z 152 A83ste of x| o]
ME2 ASELICHRIE AAA AHHHE AISE = ‘BAS)

74

Ol248t Z1x|2 2y 0| Mol M= http-webui 2! https-webui”} transport-map2| 0|5 IL|C}.

ASR (config) #ip http serverASR(config)#ip http authentication local
ASR(config) #username <> password <>

ASR
ASR
ASR(config-tmap) #exit

ASR (config) #transport type persistent webui input http-webui

config) #transport-map type persistent webui http-webui
config-tmap) #server

(
(
(
(
(
(



CHE2 HTTP E ot ME(HTTPS)E & 435t ol A Iz I/ olMluict.

ASR (config) #ip http secure-serverASR(config)#ip http authentication local
ASR (config) #username <> password <>

ASR (config) #transport-map type persistent webui https-webui

ASR (config-tmap) #secure-server

ASR (config-tmap) #exit

ASR(config)#transport type persistent webuli input https-webui

Ct&& Felgfuch

ASROIM QIE{HIO|A 0] 1P FAE S &LICHE HO|XKIS AISHSHEAH MM ALK O
2 2 2018LICH BYS XS Y + 2/E 108 WeblISH 870 HEf W 2 LIEIY B2 827t EAIE
Lick.ohg 2 & mlolx|el Az RIsrelLIct



8 OO0 / glhvome: hops:1/10.106.47. % \\ |

€& = C [Y https://10.106.47.139/home/

1:55 pm
|I|I|I|I- Router Apout | Halp
cli:n llr LTRLIALIR e LTRLTALIRTARTARIARIRRARIETTRIARIADTI IARTALTa TN L il SR

Home
Configuration - %
[_| Refresh overy 3 minutes = Start... 3.
Stals, role and atarm Temparature (SIP 0)
Conieni Aarms [Active RIF) Left 28 *C
FRU Siaie Roe Severity Ausdible Visual
o seo [ criscal [[(D] (T3] E e |
esro [ ¢ mae I W Center 31 °C

reo [ 7% e [ W

Agicl 41 °C
History
i - @
Right 27 *C
Mamory and Process [Acthae RP)
Mamory Sumimary Process summany
ID Usages kB Braakup ID Sals  Coum Breakup
1 Used 3307112 Running
—_— 2 From 567384 Seaping 1
g Manager 2 (18%)

6 Pagng O
185%)
Legend: _
State :- 0 nNomaiiok, [ Disabied, [} : Faied, Jll : Bocting, [} - Shutdown, (¥ : Unknown
Role - M Active, 4% Sandby
Alarm - B mermais ok [[[] : Enables

Temperature - _:Mmmmmm-ﬁriﬂummmmm

& 2004-300 Osco Systams. Inc. All ighis essrvad
05034 AM Wesd Jul 10 2013 GMT

HTTPSE &3l WebUIE MEF = i A< @& M L RSA(Rivest-Shamir-Adleman) 7|7t & XY
5t &3 7hsEHR| EelgLIct WebUI7H MCHE AR E|X| 2f= O|RE & Ql5tE{™ CFS debug &
P2 M8 = JU&LIC

ASR#debug platform software configuration notify webui



ASR#config t

ASR(config) #no transport type persistent webui input https-webui
SUICFGEXP-6-SERVER_NOTIFIED _STOP: SIPO: psd: Server wui has been notified to stop
ASR(config) #transport type persistent webui input https-webui

CNOTIFY-UI: Setting transport map

CNOTIFY-UI: Transport map https-webuili input being processed
CNOTIFY-UI: Processing map association
CNOTIFY-UI: Attempting to send config
CNOTIFY-UI: Preparing to send config

CNOTIFY-UI: server cache: false, tm: false
CNOTIFY-UI: secure-server cache: true, tm: true
CNOTIFY-UI: Validating server config

CNOTIFY-UI: Validating secure server config
CNOTIFY-UI: Checking if secure server config is ok
CNOTIFY-UI: Secure server is enabled in map
CNOTIFY-UI: Getting trust point

CNOTIFY-UI: Getting self-signed trust point
CNOTIFY-UI: Could not get self-signed trustpoint
CNOTIFY-UI: A certificate for does not exist
CNOTIFY-UI: Getting rsa key-pair name
CNOTIFY-UI: Failed to get rsa key pair name
CNOTIFY-UI: Key needed to generate the pem file
CNOTIFY-UI: Secure-server config invalid
CNOTIFY-UI: Config analysis indicates no change
CNOTIFY-UI: Failed to prepare config

RSA 7|

RSA 7|7t =X| #lstedH Chg BB S UHFLICH

ASR#show crypto key mypubkey rsa

% Key pair was generated at: XX:XX:XX XXX XXX XX XXXX

Key name: ASR.ASR

Key type: RSA KEYS

Storage Device: not specified

Usage: General Purpose Key

Key is not exportable. Redundancy enabled.

Key Data&colon;

XXXXXXKXKX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX XKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

AXXXKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX XKXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXXXKXKXKK XXXXXXXX XXXXXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXKXXXX XXXXXXXX
XXXXXXXX XXXX

% Key pair was generated at: XX:XX:XX XXX XXX XX XXXX

Key name: ASR.ASR.server

Key type: RSA KEYS

Temporary key

Usage: Encryption Key
Key is not exportable. Redundancy enabled.
Key Data&colon;
XXXXXKXX KXXXKXXXX XXXKXXXXK XXXXXXKXX XXXXXKXXX KXXXKXXXX XXXXXXXX XXXXXXXX

XXX AXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX KXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXKXXX XXXXXXXX XXXXXXXX XXXXXXXX

XXX KXXXXX XXXXXXXX XXXXXXXX KXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXX
ASR#
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ASR (config) #ip domain-name Router

ASR (config) #crypto key generate rsa

The name for the keys will be: Router.Router

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

ASR (config) #
*Dec 22 10:57:11.453: $SSH-5-ENABLED: SSH 1.99 has been enabled
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ASR#show crypto pki certificates

ASR Self-Signed Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: General Purpose
Issuer:
serialNumber=XXXXXXXXXXX+ipaddress=XXX.XXX.XXX.XXX+hostname=ASR
cn=XXX.XXX.XXX.XXX

c=US

st=NC

1=Raleigh

Subject:

Name: Router

IP Address: XXX.XXX.XXX.XXX

Serial Number: XXXXXXXXXXX
serialNumber=XXXXXXXXXXX+ipaddress=XXX.XXX.XXX.XXX+hostname=aSR
cn=XXX.XXX.XXX.XXX

c=US

st=NC

1=Raleigh

Validity Date:

start date: XX:XX:XX XXX XXX XX XXXX
end date: XX:XX:XX XXX XXX XX XXXX
Associated Trustpoints: local

SM7t f &KX E7HLE Gl 32 OIS BPE AH85t0d B MHE dde + &Lt

ASR(config) #crypto pki trustpoint local

ASR (ca-trustpoint) #enrollment selfsigned

ASR (ca-trustpoint) #subject-name CN=XXX.XXX.XXX.XXX; C=US; ST=NC; L=Raleigh
ASR (ca-trustpoint) #rsakeypair ASR.ASR 2048

ASR (ca-trustpoint) #crypto pki enroll local

% Include the router serial number in the subject name? [yes/no]l: yes

% Include an IP address in the subject name? [no]: yes

Enter Interface name or IP Address[]: XXX.XXX.XXX.XXX

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

RSA 7| 2 Q15 M7} Y0|E ST R & 51 Q1B M7} HTTPS ZT a2 01T} IHE 4 9



ASR (config) #ip http secure-trustpoint local

3 CHS WebUI7t &S 5H=X| & Q15H7| 231 WebUIE HIE A3H5t 0 ChA| #Aste 4= QlaLct
ASR#conf t

Enter configuration commands, one per line. End with CNTL/Z.

ASR (config) #no transport type persistent webui input https-webui
ASR (config) #

CNOTIFY-UI: Setting transport map

CNOTIFY-UI: Transport map usage being disabled

CNOTIFY-UI: Processing map association

CNOTIFY-UI: Attempting to send config

CNOTIFY-UI: Preparing to send config

CNOTIFY-UI: Persistent webui will be shutdown if running
CNOTIFY-UI: Creating config message

CNOTIFY-UI: Secure-server state actually being set to: disabled
CNOTIFY-UI: Webui server information: changed: true, status: disabled, port: 80
CNOTIFY-UI: Webui secure server information: changed: true, status: disabled, port: 443
CNOTIFY-UI: Webui service (re)start: false. Sending all config
ASR (config) #

ASR (config) #transport type persistent webui input https-webui
ASR (config) #

CNOTIFY-UI: Setting transport map

CNOTIFY-UI: Transport map https-webui input being processed
CNOTIFY-UI: Processing map association

CNOTIFY-UI: Attempting to send config

CNOTIFY-UI: Preparing to send config

CNOTIFY-UI: server cache: false, tm: false

CNOTIFY-UI: secure-server cache: true, tm: true

CNOTIFY-UI: Validating server config

CNOTIFY-UI: Validating secure server config

CNOTIFY-UI: Checking if secure server config is ok

CNOTIFY-UI: Secure server is enabled in map

CNOTIFY-UI: Getting trust point

CNOTIFY-UI: Using issued certificate for identification
CNOTIFY-UI: Getting rsa key-pair name

CNOTIFY-UI: Getting private key

CNOTIFY-UI: Getting certificate

CNOTIFY-UI: Secure server config is ok

CNOTIFY-UI: Secure-server config is valid

CNOTIFY-UI: Creating config message

CNOTIFY-UI: Secure-server state actually being set to: enabled
CNOTIFY-UI: Adding rsa key pair

CNOTIFY-UI: Getting base64 encoded rsa key

CNOTIFY-UI: Getting rsa key-pair name

CNOTIFY-UI: Getting private key

CNOTIFY-UI: Added rsa key

CNOTIFY-UI: Adding certificate

CNOTIFY-UI: Getting base64 encoded certificate

CNOTIFY-UI: Getting certificate

CNOTIFY-UI: Getting certificate for local

CNOTIFY-UI: Certificate added

CNOTIFY-UI: Webui server information: changed: false, status: disabled, port: 80
CNOTIFY-UI: Webui secure server information: changed: true, status: enabled, port: 443
CNOTIFY-UI: Webui service (re)start: true. Sending all config

%UICFGEXP-6-SERVER_NOTIFIED_START: SIPO: psd:

Server wui has been notified to start
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