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B, Cisco ASDM 6.1 Al

Cisco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Apphance from
vour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.

e One deskiop shoricut allows you to connect to multiple Secunty Appliances.

[:i: I Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

# Click Run ASDM to run Cisco ASDM.

» Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your security appliance.

[ Run ASDM [ Run Startup Wizard ]

|
2. ASDM O Z2|#H 0| Mx| =212 CI2 2 = 5l24% Download ASDM Launcher and Start
ASDM(ASDM A|&t AZf AlZhE Z=IFLCH.
3. ASDM Launcher?t Ct22EEE|MH, A X EQ||0{E M %[5t Cisco ASDM LauncherE &&5t7|
P ZEZEo0f o5 X|AIE EHAE 22 LCH



http://www.ietf.org/rfc/rfc1918.txt?number=1918
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4. http - WP Z A8t CIE{H|O|A Q| IP FAE 245l1 AL A} 0|21} HIYHE E X|HE
AL =3rL|CE. 0] ofloll M= cisco1232 AFR A} O|&0i AL 3511 cisco123E H 2 A

B% Cisco ASDM Launcher, ¥1.5(30)

Cisco ASDM Launcher bl

Device IP &ddress | Mame: 10.77.241.111 -
zername: Ciscolz23
Passward: 'H'H****l

[ ] Run in Demo Mode

| o | | Close |

g8t
5. ASDM OHE 2[7|0|M 0] ASAO| 21 E|™ IPsec VPN OFHALE Al&HEFL|CH

g8 Cisco ASDM 6.1 for ASA - 10.77.241.111 =1

Wizards | Window  Hep Lock For; | T
o o | Startup Wiesrd... | ) Back () Formera | .?Hsb| cisco
| tpsec vpN wizard. . . :
5L WPN Wizard. .. il -
High Awailability and Scalablicy Wizard. .. E

- A
Packet Capture Wiard. .. F Interface Status

General | License [ricerface 1P address Masck Line Li
dmz 10.77.241.111)26 O uwp [+]
Host Nare:  ciscoasa. default , domain.invalid P 10.10.10.1/24 O w o

ASO Wersion: 6. 1{3) Dievice Type:  ASA 5510
Firgwwal Mode: Roubed  Context Mode: Single
Total Flash: 64 MB Totd Memory: 256 ME

Ealect aninterface bo view inpot and autpok Kbps

Traffic Status

IKE: @ IPSec: 0 Clentless SSLYWPM: O SSLYPM Clent: 0 Debsis Zonnechons Per Second Usage

Sysbem Hesources Status

CPU R Lisage (pescent) a
oD
% 50 20:41 20:42 20:43 20044
WUor: 0 ETOR 0 B Tota: 0 W
distol23 15 a3 (B 4si09 :45:42 PMUTC

6. Site-to-Site IPsec VPN E{d 82 M=5t1 07|9} ZH0| Next(CHS)E 2=ITHLICt



= YPN Wizard
4 VPN Wizard WPN Tunnel Type (5tep 1 of .

ved

Lise Hhis wizard bo configure new ste-bo-site VPR bunnels or niew remoke access VPN tunnels. A
tunnel between two devices |5 called 2 site-to-site tunnel and s Bidirectional, & tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creates basic tunnel corfigurations that you can edit Ister using the ASDM,

WEN Tunnel Type:

® bite-to-Site

Sita-ta-Site VPN

Local ﬁ .HH'I'E"“

() Remote Acoess

VRN Tunnel Interface:

WPMN Remabe Access

Local ‘f Fiemote
Bz g,
oukside w

Enable inbound IPsac sessions to bypass nkerface acoess lisks. Group policy and par-user
authorization sccess lisks il apply to Ehe braffic,

7. ¥4 Moo QIR IP FAE KIHELICLO| oM A B3R 7|0 A E 015 HEE o2dg
LICk.o| ofloll A AFEEl AP B3 71E cisco123RILICH L2L VPNE 7 45HE B2 7|8Xe
Z E'd 28 o|&2 22 IP A7} ELICHNext(CHS) B 28| &HCtH




= YPH Wizard |E|
. VPN Wizard Remole Site Peer (Step 2 of 6)

Configure the IP address of the peer device, authentication method and the bunmel group For this
site-to-sibe bunned,

Peer 1P Address: | 172.17.1.1
Authertication Method
(%) Pre-shared key

Fre-Shared Key: | cscol 23
() Certificabs

Certificate Sigring Algorithm:  rsa-sig
Certificate Name: | |

(") challenge/response authentication (CRACK)

~Tunnel Group

For gbe-to-site connections with pre-shared key authentication, e bunrel group names must
be the same as either e peer IP address or the peer hostniame, whichever is used as the
peer's identity,

Tunnel Group Mame: | 172.17,1.1

8. 1EtHIEt I = St= IKEO| AH8E S XI'EELICH O[2{E S42 ASASHI0S 2t E 250
M Sl of B LICHNext(CHS)E &=IELICH




B VPN Wizard B

¥ VPN Wizard IKE Policy {5tep 3 of &)

Select the encryplion slgorithen, authertication slgarithen, and Diffie-Helman group For the
desdces ko use to negotiate an Intermet Key Exchange (IKE) seourity association betwesn
them. Configurations on bath sides of the connection must match sxacty,

Entryplion; DES A |

#uithentication: SHA '-* |

DH Group: [ B

9. IPsec(2ttHlZt T )0l AL E S92 XIGELICH olz{8t S42 ASAQHI0S BHRE 25
ol M & x|3HoF & LICH Next(CHZ) & &2/eLiCt



= YPH Wizard

r . .
VPN Wizard IPsec Encryption and suthentication {Step 4 of 6)

By

Select the encriyption and authenkication slgarithims far this IPsec YPN tunnel. Configurations
on both sides of the connaction muskt match exactyy,

Encrypion; S -

#uithentication: SHA A |

|~:Ea:h[hl§t=- Finish

10. VPN E{E 2 S5t & ECEES 83 SAEE X|HELICE 0| BAH0|MH= VPN B0
2 Y A HERIE ME&loF ELICLESCIR SS0MH ZH HEQT FTAE MEIE
244 047| E A|E! CHZ Local Networks(2Z LHIEQ|3) ol = HES E=IFLCt



B YPN Wizord ]

r =
VPN Wirzard Hosts and Retworks (Step 5 of 6)

&n IPsec tunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackicn; (=) Protect () Do nok Probect
Local Mebwarks: |an5,.-
|
Remaote Metworks: |un-.r
Exempt ASA side host/retwork From address translation: inside "

[:Elal:h ][ Next = ] Finish

MEfE CHS OK(B Q) E 22 LIC




0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fier|clec

_ﬂl dmz-netwark. 10,77.241 .64

C< inside-network  {10.10,10,0
-k oukside-network 172.16.1.0

Fiker:
Hame “1 1p address Metmask Descripkion
[=-Metwark Objects
o 0.0.0.0 0.0.0.0

255,255,255, 192

0.295.255.0

255.2595.255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

':ID“_H Cance| ]




= YPH Wizard
¥ VPN Wizard

13. ¥4 UERa F

Hosts amd Networks  (Step 5 of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and netwaorks to be used in the [Psec bunnel

fckion:

Local Metwarks: |r5|-:le-natwnr|-c,l'24

Remobe Nebworks: |un-.r

B

4]

Exempt ASA side bost/retwork From address translation inside

[:Elal:h ][ Next = ] Finish

Network(&4 HE
Lict

AE MEHSHCHS 047(|2F 20| &Holg Z=2IgL|Ch &t o S E0f Remote
3 4)7 AHeE d2 Add("7|‘)§ £ 235104

L|E°-|ELE S50l F7laHok &



% Browse Remote Metworks

nf

10.20,10.0 10.20.10.0

i add |- Cf Edt [ Delete Q
Fiker;
| Name “1 1p address Metmask Descripkion
=-Network Objects
- gy any 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192
- mh inside-network 10.10,10.0 255,295.295.0
- oukside-network 172.16.1.0 25K ,255.255.0

Selected Remote Nebworks

[ Remote Metworks - ] | any

| :E: |[ Cance| ]

14. E{'d E2i=0| Network Address Translation(|E@|3 F4 HEHE S5HX| RS 5t
™ Exempt ASA side host/network from address translation(F4 HE A ASA & ZAE
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= YPH Wizard
¥ VPN Wizard

Hosts amnd Networks  (Step S of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

e o=

Local Metwarks: |r5|-:le-natwnr|-c,l'24

Remote Networks: |1n.zu.1n.mzq

L&

Exempt ASA side host/retwork From address translation: inside

—

| < Back [Ne:r::— | Finish
15. VPN O A0 M & 9|8t

Ed

E40| o] 2oof ZAIELICHAEHO| SHI2H 742 CHA| &olst
T Finish(OHE) & S =2/8LIct



Ed

= YPH Wizard
4 VPN Wizard Summary (Step 6 of 6)

Yo have cresbed & She-to-5ite WEN tunnel with the Folowing sttribiibes:

PN Tunnel Interface: outside
Pesr IP Address: 172.17.1.1
IPSsec authentication uses pre-shared keyioscol 23
Turired Group Mame: 172,17.1.1
IKE Policy Encryphion | Suthentication f DHGrown: DES | SH& [ Group 1
IPsec ESP Encryption | ESP Authenbication: DES [ SHA
Traffic Flow to be protected By this tunnel:
{local) 10.10.10.0/24
{remote) 10,20.10.0/24

< Back | Mexl = Firik Canced Help
|Fing | | Cancel | [ Hep |

2} 2E| SDM #Hm|a g oM

Cisco I0S 2 E{0] M Site-to-Site VPN E{'E T/ d5tE{™ CHE HAE 225 AI2.

1. HEIRXE Q1 SDM Accessoll CHaH FAIE 2t E| QIE{HE|0|A 9] https://<IP_Address>E
25t0{ 2} LE| 0| SDMO|| M| A FLICH HEH L Kol M SSL QIEAM Al=IMT} BiEl ZDE &
OlsfoF BHLICH 7|2 AFZ At 0|8 HIUHS = 25 H|o{ QIALICHEIRE/E SDM 28 =2
IS CeRes 4 QIEE ol &2 EAIELICLO| doME 88 Z2a3g 27 HFE
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Cisco Router and Security Device Manager (SDM)

N1
All nghts reserved. CISCO

Copynght @ 2002 - 2007 Cisco Sysiems, Inc.

2. SDM CHR 2 E7} X|Z& A|EHEL|CE.SDM Launcher 7} I:++§|:£|D=| AZEQ0|E Mx|stT
Cisco SDM Launcherg &&st7| 2ls ZEZ Eo0f 2|5 X|AIE HHE 2= & LICt

3. ALSA O|F Y HIRHE E X|H8t B2 =45t #elg =28 Lct. o] oo M= cisco1232

AMEXt O|F0il AFE3H cisco1232 IE AE g LCH

3
_I_

Authentication Required

Enter login details to access level 15 or view_access on
N0,77.241,109;

User name: ciscol23

Password: |[ssssssss

[ ] 5ave this password in your password list

| Ol | | Zancel
Mg

Authentication scheme: Basic

N[y 7S

4. Configuration(Z41| 1.2 0|d)->VPN->Site-to-Site VPN= A1E#5t 11 SDM & H|0
2 28 E. Lict a3

Create a Site-to-Site VPN(AFO|E CH AO|E VPN d4d) %io| 2iC|2 HE



CHS 047|QF ZHo| MEqBt =t A|Zf2 2 =§hLct

9i=1E3

& Claco Router and Security Device Manager (SOW): 10.77.241.109

File Edil Wiew Tools Help

@ Home (< 3 = a 2 min

Refresh Sawe Search Help CISCO

Creale SI'EtnSI'IEUFH\l Ei Glte to Site VPR

S0M can guida you trough Sde to Sile VRN cordiguration fasks. Selact a task, then chick

Irkeiizces z2rd L
- 4GB E53U VPN Sener
Cerreckions =
L8 Dynamle MUltipoint VN Launch the salected fask buton,
31 L@ 55L VPN

& L8 vFr Componants

Use Case Scanario
- VPN
Eﬂ I.Dﬁf.la Remiobe
. : 'Pnf-
Secunty Audi T
N,
- = Crigat iz @ Sitee o Site VPH,
wouling
- Lize 1hiz cgfion to canfigrs @ WP hunnel Tram ths romer 10 @ndtkes VoK de i usng ciher
r:fl e a pra-shanad ke o wsEng dighal cafitcabes. To complele this condiguralion, youd mus] oy
A Ihe remobs devics's P addrsss. i s pre-shared bey = wesd for sutbsrtcstion, © mest msich
HAT Ihe pre-shared key confioured on the remcte device.
tr I Creale a secune GRE tuniel (GRE oer IPSEC).
Trkiwsnn Plevertion Liza 1hie Getion bo configure & proleched GRE funned from This rouber Lo anothar VPR desice
uzred slber & pre-shared kay or usig diptal cediicabes. To comabels s conligarabon, you
= muist krows the remate dewios's P address. & pre-shared key 15 us=d for suthemicabon, &
mutst match e gre-sharend ke configuesd on the remaes dewics.

Launch tha selecied task |

Howe dio | |-||:|-.u' Do I Configure & Backug for an Easy WP Rermode connection? :I Go

0E:56:47 LITC Wed Apr OB 2009 E

Configure iha muter setings

5. Step by step wizard(ZHAHIE OPHANHE M=5t04 Zdm|Tefo|ME TI-gLICH




Site-to-Site VPN Wizard X

She-to-Site VPN

This wizard will guide yvou through the necessary steps o configure one and of a
site-fo-site VPN unnel on this roufer. The peer device must be configured with identical
WP configuration for the tunnel to work. Please select one of the following setup and
click on the next bution to bagin.

" Ouick setup
Quick setup asks for minimal information and uses S0OM defaulis. This is
recommended if you are creating a VPN tunnel between teo Cisco routers using S0OM

B‘tep by step wizard allows vou 1o specify either the SOM defauli configuration or your
OWn cuStorm configuration.

|Nwr| nis I Cancell Help I
L

6. Ct= FollA ZF Sztol VPN 2dd HEE NS ELICLEEOR S50lM VPN 29| QI |
O|AE {MEHE LI Ct.07| XM FastEthernet0= MEHEL|C}.Peer Identity 4401 A Peer with

static IP address®& MEHS T 73 I|0of IP A E KB EHL|C 2 CFS Authentication A
oM A B 71(0l of|X| 2] cisco123)E MBELIct 1 CfS ctg2 Z2Ighct



Site-to-Site YPH Wiz

arid

VPN Connection Information
Select the inarface for this VPR connection:

Peer ldetitity

Eelect the fype of peers) used for this YPH
connection:

Enter the IP address of the remote peer;

Authentication

FastethernetD =) Detalls.. |

|F'EEr1.-'-'ith static IP address ;J

(1721611

Autnentication ensures that each end of the VPN connection wses the same secret key.

* Pra-shared Keys

pre-shared key |=-A-m-t-rr

Re-enter Key: |H~H—'-H+

O Digital Camicates

iBauk| ngtr| nist I Cancell Help I

Lar

7. Add(F7HE 28
ME FIbghc

stof k&8t A NE|F, 215 HnelF U 7| w#t WS XIYstes IKE Mgt




Site-to-Site YPH Wizard

IKE Proposals
IKE proposals specify the encryption algonthm, authentication algorithm and key exchange

method thatl i= used by his router whien negotiating a Y& connaction with the remole
device. Forthe WYPN cannection ta be established with the remote device, the remote
cevice should be configured with st least one of the policies listed below.

Click the Add_._ budion to add more policies and the Edit.. bution to edit an existing palicy.

| F'rlnrrt',ll Encryption Hash D-H Group | Authentication| Type
A?{:I | Edit... |
I-".z
-rl':'lauk| et = | I Cancell Help I

8. 4=2& &nalF, 215 dneld X 7| m#t S oiV|et Zo| MSE ChE &l & =8

Ct.Encryption Algorithm, Authentication Algorithm 2! Key Exchange HIME Zf2 ASA0| M3
Zl C|o|E{eF x| oF & LICt

Add IKE Palicy Ed

— Caonfigure IKE Policy

Friarity: Authentication:

1 \PRE_SHARE |
Encryption: D-H Group:

|DEE ﬂ |grnup2 j

Lifetirme:
24 |0 |0 HHMM:SS

Cancel ‘ Help ‘

¢

Wy

9. 047(2 Z 0| NextE E=IELICt



Site-to-Site YPN Wizard X

IKE Proposals

IKE proposals specify the encryption algontam, authentication algorithm and key exchange
rnethod thal 1= used by this router when negoliating a PN connection with the remote
device. For the YPN connection to be esiablished with the remole device, the remote
cevice should be configured with st least one of the policies listed below.

Click the Add_._ budion to add more policies and the Edit.. bution to edit an existing palicy.

Priority| Encryption | Hash D-H Group | Authentication| Type

group PRE SHARE User Defined
2 CES SHA 1 group 1 PRE_SH&RE User Defined

iBauk| Ngrtr| fist I Cancell Help I

10. O| A ZrollM S =8t MI—'T‘—AP*" XNlZsfiof & LICt Transform SetE VPN E{'&0i A{ Cl|O|E{
E35ts ol A 8Els ¢%38 2 Q& YnEl&E XI™eILch1H ChE Add(F7HE 2
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Site-to-Site YPH Wizard

Transform Set
Afransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN wnnel. Since the o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the

ohe selected below.

Clickthe Add.. button to add a new fransform sel and the Edit. bution to edit the specified
fransform set.

Select Transform Set

|EDr-.l Default Transform Set ;l

Details of the specified transformn set
ESP Encryplion | ESP Integrity AH Integrify

ESP-3DES-SHA ESP_3DES ESP_SHA_HMALC

I Cancell Help I

«Back | Mexdt>

11. Transform Set M5 % = (Encryption and Authentication Algorithm)E X335t ZA|E CHE
OK(32hE Z=IgfLIct

Add Transform Set

Marme: ASA-IPSEC

v Data integrity with encryption (ESP)

Integrity Algarithim: |EEF‘_5HA_HMAC: -

Encryption Algarithm:

Show Advanced ==

Ik Q Cancel Help |
!

12. CEELCIR E20|M A28 HEY Z|ES MENEHLICH




Site-lo-Site YPH Wizard

Transform Set
Atransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN wnnel, Since the o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the

ohe selected below.

Click the Add.. button to add a new fransform sel and the Edit. bution to edit the specified
fransform sef.

Select Transform Set

SOM Defautt Transform Set =)
S0M Default Transform Set

{ ASA-IPSEC

ESF Encryplion| ESP Integrity AH Integrity
ESF_3DES ESP_SH4 HMAC

I I Cancell Help I

«Back | Mext>

13. Next(CH&)E & =ErLct



Site-to-Site YPH Wizard

Transform Set
Afransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN wnnel. Since the o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the

ohe selected below.

Click the Add. . button to add a new fransform sel and the Edit.. bution to edit the specified
fransform sef.

Select Transform Set

- A IPSEC
Details of the specified transfomn set
Mame ESP Encryplion | ESP Integrity AH Integrity

ASo-IPSEC ESP_DES ESF_SHA HWMAC

Add.. | Edit... |

I I Cancell Help I

«Back | Nex>

14. OtS oM VPN E{d 2 Soll 228 EBi=ol CHEr AT BEE MSHLICHXIEE 24 |
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Site-to-Site YPH Wizard

Traffic to protect

IPSac rulas define the traffic, such as file transfars (FTP) and e-mail (SMTP) that will ba
protected by this VPN connection, Other data trafic will be sent unprolected to the remote
device. You can protect all traffic between a particular source and destination subnet, or
gpecily an IPSec rule that defines the irafiic types o be protected.

= Protect all traffic between the following subnets
- J : Local Metwaork Remote Metwiork

Enter the IP address and subnet mask of Enter the IP Address and Subnet Mask of
the network where [PSec traffic originates. the destinagtion Metwark

IP Address: IF Address
[10.20.10.0 [10.10.10.0

Subnet Mask Subnat Mask
|255 265 2550 or[24 @ |255 255 2560 or[24

CreatesSelect an access-listfor IPSec raffic | - '-'|

«Back | Megt>
M=

I I Cancell Help I

. 0| #oi= 2t2Fl Site-to-Site VPN Z1I|22i|0|MHo| @2f0| EA|ELICIVPN 424
5t24™ Test VPN Connectivity after configuring(4d ¥ VPN 914 E|AE) =0l
LICt 047 | M= A S MEiSHof st2 2 & QIEto| MEHELICH O CHS OHEE 2
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Site-to-Site YPH Wizard

Summary of the Configuratiomn

Click Finish to delrer the configuration o the router.

Interface FasiEthernell
Fear Davice17216.1.1

pre-shared key =
IKE Falicies:

Authentication Type | Pre-shared Key

Hash DHGroup

Authentication

Encryption

SHA_T oroupt
SHA 1 group2

FRE_SHARE
PRE_SHARE

DES
3DES

Transform Sels;
MameASA-IPEEC
ESF EnciyplioinESF_DES

Mode TUMNMEL

ESF Integrity ESP_SHA_HMAC

-tBan:k|

Help I

| Firkjg;u Cancel |
5%




¥YPN Troubleshooting

Tunnal Details
Interface: FastEthernetl Peer. 172.16.1.1
= e Pe, Detais
Artivity Status
Failure Reason(s) Fecommended Actian(s)
Start | Zlose | Help |
17. Ct= oA VPN 44 HIAE 2207t M| SELICH0{7|AM E{E0| Up == DownQ!IX| & QlEt

% QlaLct.ol AmagolMuME S

M Zto| E{dol| &S SQlLCt



YPN Troubleshooting

Tunnal Details

Interface; FastEthernetl Peer. 172.16.1.1

@ Summary (&) Detais
Artity Status
Checking the tunnel status.. & Up
Failure Reason(s) Fecommended Actian(s)

Start | Save Report | Close | Help

O|= | 5t™H Cisco I0S 2t E{0l|l M Zd x| 8i|o|4d0] 2= ElL|Ct.

ASA CLI Zix|a g o]

ASA

ASA#show run

: Saved

ASA Version 8.0(2)

!

hostname ASA

enable password 8Ry2YjIyt7RRXU24 encrypted

names

!

!--- Configure the outside interface. ! interface
Ethernet0/1 nameif outside security-level 0 ip address
172.16.1.1 255.255.255.0 !--- Configure the inside
interface. ! interface Ethernet0/2 nameif inside
security-level 100 ip address 10.10.10.1 255.255.255.0
!I-— Output suppressed ! passwd 2KFQnbNIdI.2KYOU




encrypted ftp mode passive dns server-group DefaultDNS
domain-name default.domain.invalid access-list 100
extended permit ip any any access-list
inside_nat0_outbound extended permit ip 10.10.10.0
255.255.255.0

10.20.10.0 255.255.255.0

!--- This access list (inside_natO0_outbound) is used !--
- with the nat zero command. This prevents traffic which
!-—- matches the access list from undergoing network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the same as (outside_1_cryptomap). !--- Two separate
access lists should always be used in this
configuration.

access-list outside_1_cryptomap extended permit ip
10.10.10.0 255.255.255.0

10.20.10.0 255.255.255.0

!--- This access list (outside_cryptomap) is used !---
with the crypto map outside_map !--- to determine which
traffic should be encrypted and sent !--- across the
tunnel. !--- This ACL is intentionally the same as
(inside_nat0_outbound). !--- Two separate access lists
should always be used in this configuration.

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

asdm image disk0:/asdm-613.bin

asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 10.10.10.0 255.255.255.0

nat (inside) 0 access-list inside_natO_outbound
!--- NAT 0 prevents NAT for networks specified in !---
the ACL inside_nat0_outbound.

access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

http server enable

http 0.0.0.0 0.0.0.0 dmz

no snmp-server location

no snmp-server contact

!--- PHASE 2 CONFIGURATION ---! !--- The encryption
types for Phase 2 are defined here. crypto ipsec
transform-set ESP-DES-SHA esp-des esp-sha-hmac

!--- Define the transform set for Phase 2. crypto map
outside_map 1 match address outside_1_cryptomap

!--- Define which traffic should be sent to the IPsec
peer. crypto map outside_map 1 set peer 172.17.1.1
!--- Sets the IPsec peer crypto map outside_map 1 set




transform-set ESP-DES-SHA

!--- Sets the IPsec transform set "ESP-AES-256-SHA" !---
to be used with the crypto map entry "outside map".
crypto map outside_map interface outside

!--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. crypto
isakmp enable outside

crypto isakmp policy 10

authentication pre-share

encryption des

hash sha

group 1

lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-1list
1

tunnel-group 172.17.1.1 type ipsec-121

!--- In order to create and manage the database of
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration mode. !--- For L2L connections
the name of the tunnel group MUST be the IP !--- address
of the IPsec peer.

tunnel-group 172.17.1.1 ipsec-attributes

pre-shared-key *

!--- Enter the pre-shared-key in order to configure the
!--- authentication method. telnet timeout 5 ssh timeout
5 console timeout 0 threat-detection basic-threat
threat-detection statistics access-list ! class-map
inspection_default match default-inspection-traffic ! !
!I'-- Output suppressed! username ciscol23 password
ffIRPGPDSOJh9YLg encrypted privilege 15
Cryptochecksum:be38dfaef777a339b9e1c89202572a7d : end

ct<E CLI ZI|ago|M

ol E

Building configuration...

Current configuration : 2403 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

1

hostname R3
1




boot-start-marker
boot-end-marker

!

no logging buffered

!

username ciscol23 privilege 15 password 7
1511021F07257A767B

no aaa new-model

ip subnet-zero

!

!

ip cef

!

!

ip ips po max-events 100

no ftp-server write-enable
1

!--- Configuration for IKE policies. !--- Enables the
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. Encryption and Policy
details are hidden as the default values are chosen.
crypto isakmp policy 2

authentication pre-share

!--- Specifies the pre-shared key "ciscol23" which
should !--- be identical at both peers. This is a global
!-—-- configuration mode command. crypto isakmp key
ciscol23 address 172.16.1.1

1

!--- Configuration for IPsec policies. !--- Enables the
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ASA-IPSEC
esp-des esp-sha-hmac

!--- !-—- Indicates that IKE is used to establish !---
the IPsec Security Assocliation for protecting the !---
traffic specified by this crypto map entry. crypto map
SDM_CMAP_1 1 ipsec-isakmp

description Tunnel tol72.16.1.1

!--- !--- Sets the IP address of the remote end. set
peer 172.16.1.1

!--- I-—- Configures IPsec to use the transform-set !---
"ASA-IPSEC" defined earlier 1in this configuration. set
transform-set ASA-IPSEC

!--- I-—-- Specifies the interesting traffic to be
encrypted. match address 100

1

1

!

!--- Configures the interface to use the !--- crypto map
"SDM_CMAP_1" for IPsec. interface FastEthernetO ip
address 172.17.1.1 255.255.255.0 duplex auto speed auto
crypto map SDM_CMAP_ 1

1
interface FastEthernetl

ip address 10.20.10.2 255.255.255.0




duplex auto

speed auto

!
interface FastEthernet2

no ip address

!
interface Vlanl

ip address 10.77.241.109 255.255.255.192

!
ip classless
ip route 10.10.10.0 255.255.255.0 172.17.1.2
ip route 10.77.233.0 255.255.255.0 10.77.241.65
ip route 172.16.1.0 255.255.255.0 172.17.1.2

1

!
ip nat inside source route-map nonat interface
FastEthernet0 overload

!

ip http server

ip http authentication local

ip http secure-server

1

!'--- Configure the access-lists and map them to the
Crypto map configured. access-list 100 remark SDM ACL
Category=4
access-list 100 remark IPSec Rule
access-list 100 permit ip 10.20.10.0 0.0.0.255
10.10.10.0 0.0.0.255

1

1

!

!--— This ACL 110 identifies the traffic flows using
route map access-list 110 deny ip 10.20.10.0 0.0.0.255
10.10.10.0 0.0.0.255
access-list 110 permit ip 10.20.10.0 0.0.0.255 any
route-map nonat permit 10

match ip address 110

!

control-plane

1

!

line con 0

login local

line aux 0

line vty 0 4

privilege level 15

login local

transport input telnet ssh
1

end

Ct= &oIgfLCh
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Output Interpreter TF(SSE T2 ) (OIT)E S show HHES X|HELICLOITE AFE5H0q
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A

show HH £240| &

. PIX Security Appliance - show 2 &
. ¥4 10S 2t 2E - show HEH



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

AL

ASA/PIX Security Appliance - show 2323

- show crypto isakmp sa - L|0{2| 34Xl IKE SAE 25 EA|ELICH.
ASA#show crypto isakmp sa

Active SA:

1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.17.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE
- show crypto ipsec sa - I|0{0]| 2= 2 & TXH IPsec SAE E A& LICH
ASA#show crypto ipsec sa
interface: outside

Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
current_peer: 172.17.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

#send errors: 0, #recv errors: 0
local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.17.1.1

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: 434C4A7F

inbound esp sas:
spi: 0xB7C1948E (3082917006)
transform: esp-des esp-sha-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 12288, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: 0x434C4A7F (1129073279)
transform: esp-des esp-sha-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 12288, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes

replay detection support: Y

#24 10S 2l 2E] - show HH

. show crypto isakmp sa - IL|0{2| 34Xl IKE SAE =5 EAIFLICH

Router#show crypto isakmp sa

dst src state conn-id slot status
172.17.1.1 172.16.1.1 QM_IDLE 3 0 ACTIVE

. show crypto ipsec sa - IZ|0{0]| = 2 E XN IPsec SAE EAIELICEH

0



Router#show crypto ipsec sa
interface: FastEthernetO
Crypto map tag: SDM_CMAP_1, local addr 172.17.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}
#ipkts encaps: 68, #pkts encrypt: 68, #pkts digest: 68

#ipkts decaps: 68, #pkts decrypt: 68, #pkts verify: 68

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 172.17.1.1, remote crypto endpt.: 172.16.1.1
path mtu 1500, ip mtu 1500
current outbound spi: 0xB7C1948E(3082917006)

inbound esp sas:
spi: 0x434C4A7F(1129073279)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: C18XX_MBRD:1, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4578719/3004)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xB7C1948E(3082917006)

transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2002, flow_id: C18XX_MBRD:2, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4578719/3002)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

. show crypto engine connections active(& £ 3} Q%I 044 &4 EAl) - TR HAZ2 L 4S5}

2f3 siSE mZlol cHet HEE EAIELICHEHREof BF 5HT).

Router#show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
3 FastEthernetO 172.17.1.1 set HMAC_SHA+DES_56_CB 0 0
2001 FastEthernetO 172.17.1.1 set DES+SHA 0 59
2002 FastEthernetO 172.17.1.1 set DES+SHA 59 0

=X =
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Output Interpreter T (S S E D0 ) (OIT)= EX show BHE X[ HELICIOITE AFHE 504
show 2] =240/ EMS =}

A1 debug BHEES AH25H7| Tol Debug H&E 2 1P &
debug Commands(Ell:H 1 HE o|al 3 ALE)ol| CiEt 32 MEE HESAAIR.

- debug crypto ipsec 7 - 2Et7H| 2] IPsec & &2 FE AR LICt.debug crypto isakmp 7 - 1EHAH| Q]
ISAKMP & &2 EAIRLICH
- debug crypto ipsec - 2EHH| 2] IPsec ¥ 42 FE A|EFL|C}.debug crypto isakmp - 1EH7| 2
ISAKMP &2 E AlgL|Ch.
ALO|E ALO|E VPN X i 2ol CHE AEM[EH LI 2 7tE LMol 2L & M HAM|A IPSec
VPN =X sd £F M HESHAAI2.

#ed HE

. Cisco PIX 43} 4 2 E9joq

- Cisco Adaptive Security Device Manager

- Cisco ASA 5500 Series Adaptive Security Appliance

. Configuration Professional:ASA/PIX2} 10S 2t E Z4I|72|0|4d 7] AlO|E CH ALOJE IPsec
VPN 04

. Cisco Secure PIX Firewall H&j &=

. Cisco 22 E{ & Hot x| #te2|xt

- RFC(Request for Comments)

. 7|& x| 2 B XM - Cisco Systems
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