Cisco 12000 Series 2IEY! B} EH WZ|E| @ F
T Ef|

GRP(Gigabit Route Processor) HZ|E| 2 F EZ| £
ool st WEE| @7 EE| 4

Cisco 12000 Series Gigabit Route Processorl| THZ|E|/ECC 2 F
CHel H|E @ F(SBE)

MBE(CIS HIE @ F)

Z2 MM HZ2 2| HE|E| 2 F(PMPE)
%GRP-3-PARITYERR 27 H|A|X]
%PRP-3-SBE_DATA:& 2 El O|0|E] [hex] [hex] ECC rec [hex] &t [hex]
Cisco 12000 Series 22! 7= 2| IZ|E|/ECC 2F
SDRAM ECC @&

FHA| THZ|E| 0| 2|

AT 0 7|H IRl FtE @ F HIAIX]

QUZl1 7|8k 2tOl 7tE @ 7 HIA[X]

QIEI 2 7|8t 2Rl 7= @ F HA|X]

ZI3 7|dk 2tOl 7tE @ 7 HIA[X]

ATl 4/4+ 7|8 BIQI FtE @ F HIAIX]

AEI5/5+ 7|8k 291 FtE @ F HA[X]

ATl6 7|8 2IRI FtE @ F HIAIX]

SPA 2 F HIA[X|

Cisco 12000 Series A2|& HEHE!I FtEO| WIE| 2F
e He

[

7

O] EMoiME Ch¥st ThE|E| 27 HIAIX|7} 245t % Cisco 12000 Series Internet Router2| 23t
BEOILt M8 A E EREEet D HElst= ThAlol chsi M>EELICE.

&1 ol EMoME HEIE| 27 2| #QIE CHEX| t&LICHTHE|E| 27 (TH O|HIE Ot -
SEUEt T &) & 7tSE 2ol gt & of ZhEer Holol 20| (e B LERT 7tEE

C
oM AZE EXME 2= X[ol E&LICHL



//www.cisco.com/warp/customer/779/largeent/learn/technologies/ina/

AlEHSEZ| ©of

E7| 7%

2 T =lof CHEF RHMIBH LIS S Cisco 712 Bl E7| FEI8 HEFAAIR.

AH 27 M8

ol EME TIdst7| ™ol Chs EME 2= W0l E&LCH

cIZZ2 MM HEZ ZH2[El 2 F(PMPE)
ct

SE{ 58 EREHE

A8ElE FE 24

Me| HE = ofe AZEQ o & stERo HTE TRtz FfLCH

o

HO

. Cisco 12000 Series 21E{L! 2} 2 E]

. B E HZT9| Cisco I0S® A Z E 9|0
O -'-A'|°| MEE= §Y ¥ 2F9| CIHIOAE ECHE EEEIRISLICHO| EA ASE 2
OlAE Z7ISHEI(ZIR) Hu|adi oMo 2 AR E|F&LICHEIOIE HIERF oM &5t
85t7| ol 2 E HHEo| &RHMOI &2 0|5H3HoF & LICH.

E clbt
ZET

e

CHE £ 9| Cisco 12000 Series Internet Router 42 T2 M A2+ 2121 7t =0{= ECC(Error Code
Correction) 7|s 0| Z&ELIC.a2LI ECC 7|S0| i ZIEL| Et2l =7t B =0 I&LICHECC
7|52 7kE2| RAM EE = SDRAM(Synchronous Dynamic RAM) M2 2|8 = & gtL|Ch LM X|=
ECCOIM ES E|X| et&L|CH.

CHZ 2 Cisco 120002t & 7H AFE El= 22l 7FE9| ECC 7|s€ H|w 8t AlL|Ct.

- 2E Tl 2 0|4 7tE0|= ECC 7|50]| /&L Ct.
. FCS 0|% Q¥ 1 7tE7I ECCE HAE|}&LICEH
. Zl0 9+Eo|'- ECC 7|s0| gi&Lct.
UR FIEE= ECC 7|52 s&ote FALAMZSE YO 0|=EE = /JU&LCh
OPEH #oi= ECC 7|s0| (= MEO| LI U&LCt.

H| ECC A& ECC AMZ

GRP(=) GRP-B(=)
GE-SX/LH-SC(=) GE-GBIC-SC-B(=)
GE-GBIC-SC-A(=) GE-GBIC-SC-B(=)
8FE-FX-SC(=) 8FE-FX-SC-B(=)
8FE-TX-RF45(=) 8FE-TX-RJ45-B(=)
6DS3-SMB(=) 6DS3-SMB-B(=)
12DS3-SBM(=) 12DS3-SMB-B(=)
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OC12/SRP-IR-SC(=) OC12/SRP-IR-SC-B(=)
OC12/SRP-MM-SC(=) OC12/SRP-mm-SC-B(=)
OC12/SRP-LR-SC(=) OC12/SRP-LR-SC-B(=)

#7: B WECCE S2MYLICH-BE XE0| HEO| £ #m £2 75 Fe HHULICZSo
w2t ol ECcel AL

FII'

TMP(Technology Migration Plan)&
g 0| M ELICt.

Cisco= HIECC EEE M ECC EEE2 ¢adol=g £ ¢
AMZgL|chH ECC 229 mEt3tod M ECC EE ?DH 1

GRP(Gigabit Route Processor) H{Z|E| 2 F EE| £4

A
=
FCF

o

T & &3l GRP(Gigabit Route Processor)olM IHE|E|/2F T = =% (ECC) 27 HIAIX|
&= Cisco 12000 Series QIE{ Bt RE{ Q| 71 QLA E &l = U&LICH

_|
ot
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GRP crash

Continue to observe

Mo

Single bit
parity error

Repeat? Replace GRP

Continue to observe

No

Multi-bit

i arit}r arror HE‘PE‘HW H.Ep lace GHP

Continue to observe

No
FI
memory _ _
parity error Yes Yes Parity error in DRAM or
or cache Repeat? cache; replace GRP at the

second occurrence

Other
crashes

More analysis
required

£t show tech-support 21 L 24 215 Z4X{5l1 7|25t 1 MEIEI/ECC 27 O[HE 5S¢t 2
£ crashinfo Tt 2 =&&
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ctel 7= ME|E| 2F EE| EY

oteff =M X = Cisco 12000 Series Internet Router 2121 7t= 2| o{H LA @ A7} THE|E|
JECC(Error Code Correction) 2/ HA|X|E B EFst=X| &Qlst= o =Z0| ELICh.



LC crash

Continue to observe

Mo

Single bit
parity error

Repeat? Replace LC

Continue to observe

No

Multi-bit

i arit}r Brror HE‘PE‘at? HEPI ace LC

Continue to observe

No
memory
parity error Yes Repeat? Yes DRAM or cache error;
or cache P replace LC

Another
crash

More analysis
required

&3 etel 7t=oi WHE|E[/ECC 27F O|HIEJ Y lg Mot 78 B2 HMEE +=&ELCHCisco
12000 Series 2IE{ 2t RE{O| 22l 7IE S = ZA| s & X).

Cisco 12000 Series Q/EH 2t RE{= &= 90| CtE 22l 7t= HZ2|(SDRAM 2 SRAM)2| Il 2|
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el oR2RE STELID

Cisco 12000 Series Gigabit Route Processor2| IZ|E|/ECC 2 &

mi2|E|7} &= El HI0|E{E= Cisco 12000 Series IE{S! EFREO|M 47| EE= A 7| Zfedg 2fsH 0
ol I{2|E| At ClHtO|&0M B0 e &~ QI&LICH

GRP-B & PRPE 28 HZZI(SDRAM)0| EFLU HIE @F X8 L IS HIE 2
2%L|CH SDRAMOIM EHY HIE QJ 7 AISO 2 £XME|T1 A|AEIO| HAKo

Etel HIE 2 §(SBE)

AHEl DRAM(Dynamic RAM) ZAE £
=

7t U
Brig s AELICLEHUHE RE

9diger-3-SBE: Single bit error detected and corrected at <address>

SBEE 2F ™ 3|20 9|5 £ E|H GRP-B EE= PRPO| 7|50{&= 2

04 5F
S o
X|.7< %FAH |.x| Ol-b st o|.|=' XI-O-II: .u.IOo|.x| OI-AI_||:_|. o| 7c=>|_‘-;>_

H|E—l—‘IT|_ Ls =H

ot= Zd0| E&LICH

MBE(CIS HIE 2F)

o

CS HIE @7 B Xz HA 2F 0|2 E= CPU FHA| HE[E| 27F 0 2|& Sall 21 ELCt

Z 2 MA 22| IZ2|E| 27/ (PMPE)

SysAD HHA E= CPU LIS FHA| HZ22|(L1 E&= L2)E Sall Z2AMIM2l 2% FHA|(GRPL| L3)o]
HM|AE M CPUNIM THEIE| LR E %*xlér_ T2 MM HZEl HEE| 2F HIAIRIZF EAIFELICH
E 10z 4 A HEIE| 257F R0l s £2E HAIXIS] of7t Lot }&LCH.

E 1:7{A| H2IE| 27 X

E =

f.(HlE' 2R ¢ F HIAIX|

L1 BZE FHA| C>E'7I% QIAEA FHA| = O|O|E

L1 CllO|E{ FHA ENE PR NEEEE RS

L2 BEE FHA| % SysAD, QIAEIA FHA[ Z=:H0[E]

L2 G| O|E{ ZHA| SysAD HIOE{ FHA|, ZE: EIIOIE-I
dword
R clOo|E] FHA|, EIE 1%

L3 Cll0|Ef 7HA] |2 T :SysAD, EIOIE] FHA], 1%}
dword

ol

7 HAIRISl A Hm 2 HE|E| 27 9| /XIS LIEHLHH E 10 LIHEE 2E /ARI7FE + U

m>



LICF. O] dilof|l M fIx|= L3 B FHAILICE.

Error: SysAD, instr cache, fields: data, 1st dword

Physi cal addr(21:3) 0x000000,

virtual addr 0x6040BF60, vAddr(14:12) 0x3000

virtual address corresponds to nmin:text, cache word 0
Low Dat a Hi gh Data Par Low Data H gh Data Par

L1 Data: 0: 0xAE620068 0x8C830000 0x00 1:0x50400001 0xAC600004 0x01
2: 0xAC800000 0x00000000 0x02 3: 0x1600000B 0x00000000 0x01
Low Dat a Hi gh Data Par Low Data H gh Data Par

DRAM Dat a: 0: OXxAE620068 0x8C830000 0x00 1:0x50400001 0xAC600004 0x01
2: 0xAC800000 0x00000000 0x02 3: 0x1600000B 0x00000000 0x01

show version2| £212 CtS 1 FAFSHOF & LICE.

...Systemwas restarted by processor nmenory parity error at PC 0x602310D0,
address 0x0 at 03:18:21 GMI Sun Cct 27 2002 ...

show context Z2{0{ A FHA| TH2|E[ of| |0l 2| AIAEIO| RHAIZEIRAS S e = U&LICH

Rout er #show context slot 11
CRASH INFO. Slot 11, Index 1, Crash at 19:08:07 CST Thu Nov 14 2002

VERSI O\:

GS Software (GSR-P-M, Version 12.0(22)S1, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)
TAC Support: http://wwm ci sco. conm'tac

Conpi |l ed Mon 16-Sep-02 17: 36 by nmasa

Card Type: Route Processor, S/'N

LC uptine was O m nutes.

System exception: sig=20, code=0xE42F3E4B, context=0x52CF3D44
Systemrestarted by a Cache Parity Exception

STACK TRACE:

- Traceback= 5020453C 500E5E24 5010E6DC 5015F89C 501E9F6C 501E9F58

= Hif AlIi| & GRP EE= PRPE A gfLCt.

%GRP-3-PARITYERR 258 HIA|X]

Z& £3ol oS HAIX|7F LHEHE o= & LICH

SEC 7: 9%CRP-3-PARI TYERR: Parity error detected in the fabric buffers. Data (8)

Ol HIAIX|= GRPL| H{EE] QIE{H|0|A StE 00| HEIE| 27 7t Ef XKIZIURSE 2|0lEfLIC
A6TIE 2F QIE{HE HE{E LIeLc)ols Yo Z GRPOIM 278 B1ste 5t=20]
EME LIEPHLICHO| B2 &R 7). RAE EA7I & Himi2 L e i 2ol A= GRPE 1 A|5H
of &Lt

%PRP-3-SBE_DATA: & ZE! O|0|E| [hex] [hex] ECC rec [hex] Al [hex]

etE{7} HE|E[7F # R E 0| E +4&lstH o] 2F HIAIX|7F EAIELICH



PRP= HU HIE 2R = L CtE HIE 2F &4 X| ECCE AtE5to{ HIZE|(SDRAM)E SR L
CH.SDRAMOIM EtL HIE @J77I KIS E ™D AAHO| HAXMO R A& 2 SELICH

SBE(Single-Bit Errors) = ECC(Error Correction Circuit)0ll 2|5 =HE|H PRPL| 7|50 &S F
K| et& L RHF w5 K| b= Bt EFY HIE @7 0of Cisl o &Y TRStR| ef&Lct

LRI AF YdetsE B Z2MAM EEE nAHsts [o| E&LICH

Cisco 12000 Series 2t2! 7tE 2| W E|E|/ECC 27

SDRAMECC @&

. SDRAM ECC(Single Bit Error-Correcting Code) 2 R &t HIE |0l A ¢42 EHoqo|
2 B ololEf HIEQLICHSBES| e 2% SE glo| 2R E 18 4+ UaLich By
HIE %7+ ZXIE|lD +%E Clo|E{7t EAIELICHLOE S0 S Engine 4/4+0]
M Erg Zol 2 gLt
SLOT 6:Jul 19 07:37:34: 9%X192- 3- SDRAM SBE: Error=0x2 - DI ML Syndr ome=0x7600
Addr =0xBEAQ9 Dat a bit80-Traceback= 401C8C9C 401C9508 401CDEO8 401CDE40 4007F674
4009EDOC 4009ECF8
SBE:= 27 =d 3|20 ol& =X
LRI X wStR| &t = § o] 2R 0l CHal of F A YE LRG| gta
EE nAet= XWol E&LICH

- SDRAM ZE| H|E ECC 2/ LC}3 HIE 27 = S ool = HIE o|o| HZE B
defLIChMBEL| B9 27 7H HXIE[x 2@l 7t=71 SS&LICHSBES MBEE OI? EE 7
L|ChCHS 2 SDRAMOIM CHS HIE ECC 2F ol Cist SE2 2 2&0 QIME[= HIAIX|
o L/t
SLOT 5:Jul 25 16:58:51: 9MCC192- 3- SDRAM SBE: Error=0x808 - DI M\D
Syndr one=0x31000000 Addr=0x81034 Data bit120
- Traceback= 401C8C9C 401C9508 40450018 400BF7D4
SLOT 5:Jul 25 16:58:51: 9MCC192- 3- SDRAM MBE: Error=0x808 - DI M\D

Syndr one=0x18000000 Addr =0x80834

- Traceback= 401C8D88 401C9508 40450018 400BF7D4

MBEE= ECCOlAM =HE = gl 2l 7tE7t SSELICL I CHZ 2t FtETHOHA 2=

Cln Z2 Z2EMMo olall e S ez sotdLIchEE ZIEE AL85tod MBEO| CHEH 22
7tE HEE|E &g = U&LICLMBEE EE Tt HIZE 2F = EX[ELU OS2 E

E ZIEtof Aofet TX SDRAMOIA CHS HIE 277t &gt E= 0| of LCH.

FDI AG_STAT_| N_PROGRESS(5): test #12 TX SDRAM Marching Pattern

FD 5> R M

FD 5> TX Regi sters

FD 5> | NT_CAUSE_REG = 0x00000680

FD 5> Unexpected L3FE Interrupt occured.

FD 5> ERROR TX BMA Asic Interrupt Cccured

FD 5> *** Q- NT: External Interrupt ***

FDI AG_STAT_DONE_FAI L(5) test_num 12, error_code 1

Fi el d Di agnostic: ****TEST FAILURE**** s|lot 5: last test run 12,

TX SDRAM Marching Pattern, error 1

Field Diag eepromvalues: run 5 fail node 1 (TEST FAILURE) slot 5

| ast test failed was 12, error code 1

QOC48 = 0OC192 B2l FIE7} E AR O ZE &S A XA A|2.Q0C48/0C192
SBE/MBEs.:LEgﬂ ofomd = edixl Zol7} et MEt & 2 Hok BFL|C}.

X0
=
rr
o
u

r|r 2

T|H 2tel Ft=9| 7|Sols ¥ FX| & AL—IEP B HIE
ICt.ol 3< 2tel 7t

‘_

o
S
o

FHA| HHE|E] 0f 2
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show context slot [slot#] £330 M sig= ZE=2| gt& & IEL|Ct.

Rout er #show context slot 4
CRASH INFO Slot 4, Index 1, Crash at 04:28:56 EDT Tue Apr 20 1999

VERSI ON

GS Software (GL.C1-LC-M, Version 11.2(15)GSla, EARLY DEPLOYMENT RELEASE
SOFTWARE (fc1)

Conpi |l ed Mon 28-Dec-98 14:53 by tanb

Card Type: 1 Port Packet Over SONET OC-12c/ STM4c, S/ N CAB020500AL

Syst em exception: SIG=20, code=0xA414EF5A,

cont ext =0x40337424

Systemrestarted by a Cache Parity Exception

rr
Jm

Engine 1 ZXY QRIS 7|8t 2 = B 7I= HH U2 ZHAM 2SE m LHE 71
C

Al &4 Mo FefgfLct

CERF(Cache Error Recovery Feature)= 2% CPU FHA|0|AM 2 FE Z2{Al5tT DRAMOIA] FHA|
2RI ME IR FHA| THEIE| LR E B XI5t +=85t= Engine1 Bt2l 7tEo| AZ EQ|0f 7|5 ¢
LICH O] 7|2 CPU FHA| 2| 1 E|&H IR HAE XMEsto{ CPUZE FHA| HIZ 2| THEIE| 2
JRERE 57501 8& X5t gi0| 2tel 7tE S=2 LX([FLC

LICtO| AZEQ|0{ ECC(RT &8 2 L) #E2 show

A 1: CERF= 7|2Xo 2 MXE|0{ &LIC
& £ &LICo| 7|s€ 1184 MH|A cerf @i ™ M

controller cerf HHE Sal| ZLIE{2
H2IS AFEELICH

= o2l 2= -KhMEH LIS GSR1GE 7HEQ| FHA| THEIE| 2 B E & X

a1

FHAAI2.

[e]]]

2iRl 7tE 90| 7|Et0o| £l Z T TS &0l5tE{H o AT 7= 71 Al SOIX| o= EQlst
LI7t?E 2 =5 AIAI2.Cisco 12000 Series QIE{H! B} R2E{:FAQ & A

2IRl ZIETL AT 1E F|He R 5t B ld Y2 Cisco I0S 2AZ EQ||01& CERF(Cache Error

Recovery Feature)7t Z&H &l 2I2|AE ¢8|0|=5t= [YLICE O] Z7|[&2 Cisco I0S Software
Release 12.0(21)S30 A M Z ALE & = U&LICH FHAl THE[E| of Q|0 2|al 0i715]| &HE &2l F<

2tel 7t= & mA|stok g Lict

2tQl ZtETL CHE AT REE J|HIS 2 st= 2 FAIEN S=0| st F i Zof 2tel 7t=
£ mxsof grLict.

Q

’

171 0 7|Et 291 7= @5 HIAIK]

Z& 230f oS HAIXKI7F ZEAE = &L

SLOT 2:Cct 23 17:07:45.531 EST: 9%.C 3-L3FEERRS. L3FE DRAM error 12

address 41E9B9A0

SLOT 2:Oct 23 17:07:45.531 EST: 9%.C 3-L3FEERR: L3FE error: rxbma 0 addr O
txbma 0 addr 0 dram 12 addr 41E9B9A0 io O addr O

SLOT 2:Cct 23 17:07:45.531 EST: %SR- 3-1 NTPROC. Process Traceback= 40080BAC
- Traceback= 40357084 40495D30 40496EE0 400CCF98

O| HIA|X|= CPU DRAM A 7| THE|E| 2 FE ETELICIL3FEE Bi0]0] 3 =& 2 Zl
LICH RALSE X7 & H 2 g As ml 21! =& mA|SHoF & LCt.

fjo
lo
=]
o

RIEIl 1 7|HE B}l 7= 28 HIAIX|
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CHEo 22 % 7FX] 27 HAIX|7H LEHE = /&L

- 1EZE 7|7HHIE BRI 7tEQ| 20 CtS S +-ELICH
SLOT 5: 9.CCE-3-INTR TX G gaTransl ator external interface parity error

HEO| AL, TX GigaTranslator ASICE FPGA(field-programmable gate array) 2 1 A5t
O| & 7Ix| =HEIR&LICH RAE EX7t F HW 2 &g M, 2= & WS ok & Lict,
EHo|M CtSE A LICH

SLOT 6: %.C- 3-ECC. Sal sa ECC. About to handl e ECC single bit error,

ECC status = 2 DRAM error status = = 21

SLOT 6: %.C 3-L3FEERR L3FE error: rxbma O addr O txbma O addr O dram 21

addr 200020 io O addr O

SLOT 6: %.C 3-ECC. Sal sa ECC. Addresses: Sal sa returned =429BFDE8 correcting

on = 429BFDES

SLOT 6: %EM ECC-3-SBE: Single bit error detected and corrected at 0x429BFDE8S

SLOT 6: %EM ECC- 3- SYNDROVE_SBE: 8-bit Syndrone for the detected Single-bit error:

Ox8A

SLOT 4: %EM ECC- 3- SBE HARD: Single bit *hard* error detected at 0x6299FB60

SLOT 1:Jun 10 05:29:47.690 EDT: 9.C 3-ECC. Sal sa ECC. About to handl e ECC single bit

error, ECC status = 0 DRAM error status =12

SLOT 6: Sep 26 15:18:01: %.C 3- SWECC:. L2 event cleared: EPC = 0x40631CCC, CERR = 0xE40BB933,
SysAD Addr = 1, total =1

SLOT 0:Dec 7 13:48:11.480: 9%.C 3- SWECC DATA: L2 event cleared: EPC = 0x400A8040, CERR =
OxAO01DCES8, | 1lv = 0x41E3C20441E3C1C5, dv =0x41E3Cl1C441E3C204, SysAD Addr = 0, total =1

B, |J1|A|7C|= IS BESR LtE & U&LICH%LC-3-ECC:Salsa ECC - 22! 7t E9| L3FE
ASICO F 7 U&LICH%LC-3-L3FERR - 2t21 7HE 9| L3FE ASIC regdll 277+ {{&LICH ™S

X1I+°*LIE+.%MEM_ECC-3-SBE -DRAMOIM 82 B2 DU HIE £ 7t5 QF 7+ ¢ H
EI‘/?i%L—lELshow memory ecc HWHEE A& 5104 XlF:HJPXl EHEIHUHE QFE HZE =
A& LICH%MEM_ECC-3-SBE_LIMIT 27 MIA|X|Q} St 1,||:+ %MEM_ECC- 3-

n:—r—

1

SYNTAX_SBE - #X|&l & HIE _._T,-01| CHst 8H|E = 22lL|Ct. 0| Zte Q= H|E X&tst
fIXIE LIEFLHR] BEX[BH i 2XIE 2AMtEete Ol A8 E & Ql&LICH%MEM_ECC-3-

SYNTAX_SBE_LIMIT @8 HIA|X|9t SEUstLICH7|Exo 2 ol slo e Tl HiE o822 &
15t ASeR —’F’S‘Zﬂél—lq O| 27t At YHMSIX| et= Bt oflHer 2 UT ERSHK| A&
Lcto| 4 212l 7= E mAlsts 20| E&LICH%LC-3-SWECC_DATA - SWECC(Software
Error Correction Code)E SLOT 02| LCOH|A 7HA| O|HIEZ} =HE|IIS S LIEHHLICY.

. &£ CHE HIAIX|= ctgat Z&L ot

SLOT 4: %vEM ECC- 3- SBE_ HARD: Single bit *hard* error detected at
0x6299FB60

0| HIAIX|= DRAMOYIA] 942 CPUOIAM £ E7t53t BHY HIE @[3t 2317t &
£ o|0|&LIct.show memory ecc BE2 X2 K| 2L E EHU HIE @ FE HE S0 B X|E
oP': LF T4 /x|IE LIEFHLICHshow memory ecc B2 AFE 5104 AlA

Olg{et 77 LIF Hfo| 2 Mst= B2 DRAMS wA|gfLct.

|

QUEI 2 7€t BIQl FIE @ F HAX]

Z£ EHolM OZ 2771 EAE = U&LCH

SLOT 6: %.C 6- PSAECC. An TLU SDRAM ECC correctable error occurred

address 19C49FD

SLOT 2:035610: Feb 26 13:09:13.628 UTC. %.C- 6- PSAECC. An PLU SDRAM ECC correctable error
occurred address 1956059

&, PSA(Packet Switching ASIC) ECC £ % SDRAMUIM &= 7}58H 1HIE @F E &olaLIC



O[248H HIAIXI7} AF3E WA8sHR| H= B OJIH3 5QIT TR sHA| & LICHO| B Bl =S8 1
#shs 2ol EaLict,

QT3 7|8t 2t 2l 7tE @ F HAIX]

Z£ EHolM OE 27T E &g + U&LICHL

SLOT 6:00: 03: 53: %°M622- 3- SAR_SRAM PARI TY_ERR: (6/0): Parity error in Reassenbly SAR SRAM
address: 80000000. Resetting the port

SLOT 3:00:00: 53: 9%°M622-3- SAR MULTIBIT_ECC ERR (3/0): Milti-bit ECC Uncorrectable error in SAR
SDRAM addr ess: 80000000. Resseting the port.

SLOT 4:00: 00: 53: 9%°M622-3 SAR SINGLE BIT_ECC ERR (3/0): ECC corrected an error in SAR SDRAM
addr ess: 800000.

SLOT 0:Jun 25 20:45: 53 KST: %EE48-6- ALPHAECC. RX ALPHA: An PLU SDRAM ECC correctabl e error
occured address 1000C254

SLOT 0:Jun 25 20:45: 53 KST: %EE48-6- ALPHAECC2: RX ALPHA: An PLU SDRAM ECC nul tibit error occured
at address 1000E254

SLOT 5:Nov 17 09:46:30.171: %EE48-6- ALPHA PARITY: TX ALPHA: Transi ent SRAMB4 parity corrected
error 3E Data 0 100000 Parity bits O

SLOT 10: Feb 21 16:55:36: % EE48- 3- ALPHA SRAM64_ERR: TX ALPHA: ALPHA PST_RANGE ERR error 11003F
Data O O Parity bits O

SLOT 4:Jan 15 06: 30: 00. 942 UTC. %EE48-2- GULF_TX SRAM ERROR: ASI C GULF: TX SRAM uncorrectabl e
error detected. Detail s=0x0000

SLOT O: Mar 16 19:50: 22. 464 cst: Y&EE48-4- QM ZBT_PARI TY: ToFab Address OxB95E Data Ox1

SLOT 5: May 17 06:17:35.507: 9%EE48-4- QM NON_ZBT_PARI TY: ToFab Error 0x10000028

SLOT 5: May 17 06:17:53.883: 9%EE48-4- QM ZBT_PARI TY_TRANSI ENT: Fr Fab Address 0x0 Data Ox7E

SLOT 5: May 17 06:17:53.883: 9%EE48-4- GULF_RX TB_PARI TY_ERROR. ASIC GULF: RX tel ecom bus parity
error on port O

SLOT 1:Dec 13 00: 27:42: Y%EE48- 3- SRAM PARI TY: SRAM parity: Unable to find shadow 281B9EB4

SLOT 0: Aug 4 08:55:37: %E48-3-QV PARITY: FrFab Address 0x1859E Data 0x10

SLOT 0: Aug 4 08:55:37: Y%EE48-3-QM ERROR FrFab error register 0x80000.

QUEI 4/4+ 7|HF 2191 FtE @ F HIAIX]

- Engine 4/4+ 7|8t 2}@l 7t =0 M Ct& HIA|X[7} LIEHS o= {4&LICH
SLOT 4: 9RX192-3-HI NTR status = 0x4000000, mask = Ox3FFFFFFF -
Parity error on rx_pbc_nmem
- Traceback= 401C37C0 403D8814 400BE1EC
SLOT 4: %AC 3-ERR_INTR Error interrupt occurred
- Traceback= 400CE028 400C8DF0 40010A24

CC —
o

SLOT 3: 9RX192-3-HI NTR status = 0x4000000, mask = Ox3FFFFFFF -
Parity error on rx_pbc_nmem

- Traceback= 406012E0 406972A0 400C555C

%-1 B- 3- FI BDI SABLE: Fatal error, slot 3: IPC failure

CC =
o

SLOT 13:Dec 5 07:30:15.272 cst: Y%ERA- 6- PAM ACL_SBE: PKT CNT MEM Syndr one=0x8 Addr =0x523C
SLOT 2:00: 03:41: 9%vCC192- 6- RED_PARAML_SBE: Paraneter 1 - Single Bit Error detected and
corrected

Syndrone = 0x7, Address = 0x43, sanebit No, diffbit No

SLOT 2:00: 03:41: 9%vCC192- 6- RED_PARAM2_SBE: Parameter 1 - Single Bit Error detected and
corrected

Syndrone = 0x7, Address = 0x43, sanebit No, diffbit No

SLOT 5: Apr 26 11:56:08.160: 9%CC192- 3- SDRAM MBE: Error=0x200 - DI MML Syndr one=0x3000

Addr =0x811C3

SLOT 10: Mar 6 05:05:26. 965: %:X192- 3- ADJ_MEM MBE: phy addr 0x7905E648, offset 0xBCC9, old
ecc 0x0, new ecc 0x0, bit -1, value 0x0O - MBE on Adjacency Menory..



SLOT 13:Dec 5 07:30:15.272 cst: %ERA- 6- PAM ACL_MBE: PKT CNT MEM Syndr one=0x8 Addr =0x523C
SLOT 2:00: 03:41: 9MCC192- 6- RED_PARAML_MBE: Paraneter 1 - Single Bit Error detected and
corrected

Syndrone = 0x7, Address = 0x43, sanebit No, diffbit No

SLOT 2:00:03:41: 9VCC192- 3- RED: Error=0x80000 - RED PARAM 1 ECC SBE Error.

- Traceback= 405AF5E0 405B1CEC 406DFF7C 406E057C 400FC7E

SLOT 2:00: 03:41: 9MCC192- 6- RED_PARAM2_MBE: Paraneter 1 - Single Bit Error detected and
corrected

Syndrone = 0x7, Address = 0x43, sanebit No, diffbit No

Sep 8 14:32:09 jst: %UEM ECC- 3- SYNDROVE_SBE_LIM T:

8-bit Syndrone for the detected Single-bit error: 0xD5

Ol 2xle| BdezE 4
T GELICLAZEE ZET} —.*%/’5. EP°| 7P':7P NSz MA™E + A&LICHER] 7=
7t HEHEX| ot 2 A2 sid W'Y 2 00|22 AL reload <slot> S A™lst= LI
O] HIAIX|= RX192 2 &0i| st=f|o EX7F UAZE T4 LIEFLHX| e &LICH YR Cisco 10S
AZEQJo{ HTI 0] 2F HAIXIE RAS2E W = USLICEHO| HIAIX|Z} B BHEF F A
CH EEE HE ZLIEHZELICHC|HO|A 7 MAHEELICHLEXN T ASEH FtET (IS 22
MM ELICE ol HIAIXIZE A& EA|IZH Cisco 7| X HER0IH E2lst A2,

. SBE O|HE & show controllers mcc192 ecc HEE AL 5104 E4/E4+0{| A & QIE &= QU&LICEH

LC- Sl ot 4#show controllers mccl92 ecc
MCC192 SDRAM ECC Count ers

SBE = 0xO, MBE = 0xO0
TX192 SDRAM ECC Counters
SBE = 0xO, MBE = 0xO0

Ol En M= RX HZ 2|t TX HIZ 2| 250 cHai 2o gfLct,

QI El 5/5+ 7|8t 212l 7t @ F HIA|X]

Z& EHoM OS LRE #2g = A&LICH

SLOT 1:Jun 26 20:45:53 KST: %&E192- 6- WAHOOECC: RX WAHOO An PLU SDRAM ECC correctabl e error
occured address 20000254

SLOT 9:Sep 2 21:27:49.680 GVIT+8: 9%VCC192- 3- PKTMEM SBE: Single bit error detected and corrected
SLOT 14:Jul 18 07:19:24.637: RX_XBMA: 1-bit CPU M ECCERRL error 0x2

SLOT 15:Jan 4 16:53:16.591: TX_XBMA: (1) QSRAM gi nfo SBE detected. info: 0x82605455

SLOT 12: Dec 12 22:34:15: %EE192-4- BM ERRSSS: FrFab BM BADDR ECC ERR info single bit error(s)
corrected, error 8250F63E count: 2

SLOT 1:Nov 22 13:40:02 JST: %EE192-3- QM ERROR RX_XBMA OQLLM error error register Oxl

- Traceback= 40AE71AC 406078C4 405F5ECO

SLOT 7:001113: Oct 24 10:50:28.520 BST: %EE192- 3- WAHOCERRS: RX WAHOO WAHOO_CSRAM CNTRL_I NT

PI PEO error 8

SLOT 6:Cct 4 16:48:00.487: %EE192- 3- WAHOOERRSSS: RX WAHOO, WAHOO _FFCRAM CNTRL_I NT PI PEO error 4
addr 3FBFAB8 agent 94

SLOT 7:001114: Cct 24 10:50:28.520 BST: %EE192- 3- WAHOOERRSSSS: RX WAHOO: WAHOO PPC | NT PI PE1
error pl_ctl 4000226 pl _aa_avl F9F7B pl _aa_end 7FF9 pl _aa_fatal 4800000

SLOT 6: Oct 4 16:48:00.487: %&E192- 3- WAHOCERRS: RX WAHOO WAHOO NFC_SRAM MULTI _ECC ERR multi-bit
CSSRAM err or

SLOT 6:Cct 4 16:48:00.487: %EE192- 3- WAHOOERRS: WAHOO _CTCAM CNTRL_I NT nulti-bit CSRAM error
SLOT 6: Oct 4 16:48:00.487: %&E192- 3- WAHOOERRS: WAHOO _FFCRAM CNTRL_I NT MBE

SLOT 6: Oct 4 16:48: 00.487: %&E192- 3- WAHOOERRS: FSRAM not OK WAHOO FSRAM CNTRL_I NT ECC 1_BI T_EE
| ECC_UNCORR_EE

SLOT 6:Cct 4 16:48:00.487: %EE192- 3- WAHOOERRS:  WAHOO _CTCAM CNTRL_INT nul ti-bit CSRAM error
SLOT 1:00:01: 14: WEEKLY_THROTTLE_SOCKEYE_SBE: SOCKEYE SBE: addr: 0OxC2A007C0, synd: 0xC4
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_CBSRAM SBE_TX+i: CBSRAM SBE TX: 1-bit CBSRAM error.

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_CBSRAM SBE_RX+i: CBSRAM SBE RX: 1-bit CBSRAM error.

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_CSSRAM SBE_TX+i: CSSRAM SBE TX: 1-bit CSSRAM error.

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_CSSRAM SBE_RX+i : CSSRAM SBE RX: 1-bit CSSRAM error.



SLOT 1:00: 01: 14: WEEKLY_THROTTLE_CSRAM SBE_TX+i: CSRAM SBE TX: 1-bit CSRAM error.

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_CSRAM SBE_RX+i: CSRAM SBE RX: 1-bit CSRAM error.

SLOT 1:00: 01: 14: WEEKLY_THROTTLE W FW TCAM PRTY_TX+throttle_i: TX FTCAM PRTY error, status = 0x2
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FW TCAM PRTY_RX+throttle_i: RX FTCAM PRTY error, status = 0x2
SLOT 1:00: 01: 14: WEEKLY_THROTTLE W CL_TCAM PRTY_TX+throttle_i: TX CLTCAM PRTY error, status =
0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE W CL_TCAM PRTY_RX+throttle_i: RX CLTCAM PRTY error, status =
0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE W NF_TCAM PRTY_TX+throttle_i: TX NFTCAM PRTY error, status =
0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE W NF_TCAM PRTY_RX+throttle_i: RX NFTCAM PRTY error, status =
0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W TCAM PRTY_VMR. TCAM PRTY VMR error, status = 0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W TCAM PRTY_NO VMR TCAM PRTY NO- VMR error, status = 0x3

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FCRAM SBE_TX: FCRAM SBE TX error, status = 0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FCRAM SBE_RX: FCRAM SBE TX error, status = 0x3

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FCRAM PER CHI P_SBE TX: FCRAM CHI P SBE error, status = 0x2
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FCRAM PER CHI P_SBE_RX: FCRAM CH P SBE error, status = 0x3
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FSRAM SBE_TX: FSRAM SBE TX error, status = 0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FSRAM SBE_RX: FSRAM SBE RX error, status = 0x3

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FSRAM MBE_TX: FSRAM MBE RX error, status = 0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_W FSRAM MBE_RX: FSRAM MBE RX error, status = 0x3

SLOT 1:00:01: 14: WEEKLY_THROITLE BM I SERR TX: | SERR TX error, status = 0x2

SLOT 1:00:01: 14: WEEKLY_THROTTLE _BM | SERR RX: | SERR RX error, status = 0x3

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_BM FCRAM SBE_TX: FCRAM SBE TX error, status = 0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_BM FCRAM SBE_RX: FCRAM SBE RX error, status = 0x3

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_QM QSRAM LI NK_SBE_TX: QSRAM LINK SBE TX error, status = 0x2
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_QM QSRAM LI NK_SBE_RX: QSRAM LI NK SBE RX error, status = 0x3
SLOT 1:00: 01: 14: WEEKLY_THROTTLE QM QSRAM QEI NFO_SBE_TX: QSRAM queue info sbhe tx error, status =
0x2

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_QM QSRAM QEI NFO_SBE_TX: QSRAM queue info sbhe rx error, status
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_QM QSRAM BADDR SBE TX: gsram bad addr sbe tx error, status =
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_ QM QSRAM BADDR_SBE_RX: gsram bad addr sbe rx error, status =

SLOT 1:00: 01: 14: WEEKLY_THROTTLE_QM OQLLM SBE_TX: oql I m sbe tx error, status = 0x2
SLOT 1:00: 01: 14: WEEKLY_THROTTLE_QM OQLLM SBE_RX: oql I m sbe rx error status = 0x3

QAEl 6 7|8 22 FtE @ B HAX]

Z& EHoM OIS LRE g + U&LIcH

SLOT 0:Jan 14 08:53:44.581 GMI: %l A- 3- RAMECCERR: To Fabric ECC error was detected Single Bit
Error RAM2 status = 0x8000

Syndrone = 0x0 addr = 0xO

SLOT 6: Apr 29 09: 36: 12: %E6LC- 4- ECC_THRESHOLD: HERMES VI D SBE exceeded threshol d, possible
menory failure

SLOT 4:*Mar 13 23:38:19.295: %6_RX192- 3- MIRI E_SBE: Headl Syndrone=0x94 Addr=0xFFF2B

- Traceback= 40544830 40546A90 40688C94 400EDC18

SLOT 7:*Mar 4 1234:19.295: %E6_RX192-3- ADJ_SBE: Syndronme=0x59 Addr=0xFFF2B

- Traceback= 40000830 40036A90 40555D44 400ddd23

SLOT 14:Dec 9 20:02:29: %E6_RX192-6-PBC SBE: Single bit error detected and corrected RLDRAM
Syndr one=0x61 Addr =0xF855

Dec 9 20:02:33: %GRP-4-RSTSLOT: Resetting the card in the slot: 14,Event: linecard error report
SLOT 4:06: 21: 43: %E6_RX192- 3- ACL_SBE: ACTI ON MEM Syndr onme=0x7 Addr =0x0

- Traceback= 40549740 4054A7E0 4068D814 400EE018

SLOT 6: Mar 28 03:30:19: %RX192-3-H NTR status = 0x1000000000000, mask = Ox7FFFFFOFA320F - L3X
SBE error.

- Traceback= 405816DC 406A1010 406A1650 400F70E8

SLOT 6: Mar 28 03:30:19: %6_RX192-6-VID SBE: Single bit error detected and corrected VID nmenory
Syndr one=0x19 Addr =0xE51B



SLOT 6: Nov 27 23:32:36: %IERA-3- PKTMEM SBE: Single bit error detected and corrected Error=0x80 —
Syndr ome=0x5100000000000000 Addr =0x894620 Data bit116

SLOT 7:CQct 2 23:32:36: %ERA-6- MCD SBE: Single bit error detected and corrected Error=0x50 —
Syndr one=0x3100000000000000 Addr=0x331110 Data bit216

SLOT 1:Jun 22 03:32:36: %IERA-6- MRWSBE: Single bit error detected and corrected Error=0x50 —
Syndr one=0x3100000000000000 Addr=0x331110 Data bit216

SLOT 12: May 24 03:03:36: %ERA-6- UPF_SBE: Single bit error detected and corrected Error=0x60 —
Syndr one=0x4100000000000000 Addr =0x451140 Data bit216

SLOT 13:Dec 5 07:30:15.272 cst: 9%ERA- 6- PAM ACL_SBE: PKT CNT MEM Syndr one=0x8 Addr =0x523C
SLOT 9:May 5 18:52:14: %IERA-6-QV FBF_SBE: Free Block FIFO - Single Bit Error detected and
corrected

Syndrom = 0x10, Addr = 0x778, sanebit Yes, diffbit No

SLOT 9: May 5 18:52:14: 9%ERA-3-QMt Error=0x40 - FBF RAM ECC SBE.

- Tr aceback= 405AD4CC 405AF5D0 405F2E80 406DCDB8 406DD434 400FC500

SLOT 3: Aug 16 00: 45: 14: 9MCC192- 6- RED_AQ@D_SBE: Average Queue Depth - Single Bit Error detected
and corrected

Syndrone = 0x7, Address = 0x89, sanebit No, diffbit No

SLOT 2:Jan 23 06:29: 56 KST: 9%MCC192-6- RED_STAT_SBE: Statistics - Single Bit Error detected and
corrected

Syndrone = 0x38, Address = OxFF, sanebit No, diffbit No

SLOT 4:*Mar 13 23:38:19.295: %E6_RX192-3-MIRIE_MBE: Single bit error detected and corrected
Headl

Syndr one=0x94 Addr =OxFFF2B

SLOT 7:*Mar 4 1234:19.295: %E6_RX192- 3- ADJ_MBE: Syndronme=0x59 Addr =0xFFF2B

- Traceback= 40000830 40036A90 40555D44 400ddd23

00: 00: 18: %&E6_RX192- 3- PBC_MBE: ADJ OBANK LO Syndronme=0xE5 Addr=0x142

- Tr aceback= 405BF8B0 405C0F08 406E8D78 406E93B8 400FCCEOQ

SLOT 6: Mar 28 03:30:19: %6 _RX192-6-VID MBE: Single bit error detected and corrected VID nmenory
Syndr one=0x19 Addr =0xE51B

SLOT 0: Apr 18 06:44:53. 751 GMI: %HERA- 3- PKTMEM MBE: Error =0x1010 - Syndr one=0x9900000000

SLOT 7:CQct 2 23:32:36: %ERA-6- MCD MBE: Single bit error detected and corrected Error=0x50 —
Syndr ome=0x3100000000000000 Addr=0x331110 Data bit216

SLOT 1:Jun 22 03:32:36: %IERA-6- MRWME: Single bit error detected and corrected Error=0x50 -
Syndr ome=0x3100000000000000 Addr=0x331110 Data bit216

SLOT 13:Dec 5 07:30:15.272 cst: 9%ERA- 6- PAM ACL_MBE: PKT CNT MEM Syndr one=0x8 Addr =0x523C
SLOT 9:May 5 18:52:14: %IERA-6-QV FBF_MBE: Free Block FIFO - Single Bit Error detected and
corrected

Syndrone = 0x10, Addr = 0x778, sanebit Yes, diffbit No

SLOT 3: Aug 16 00: 45: 14: 9MCC192- 6- RED_AQD_MBE: Average Queue Depth - Single Bit Error detected
and corrected

Syndrone = 0x7, Address = 0x89, sanebit No, diffbit No

SLOT 2:Jan 23 06:29: 56 KST: 9%MCC192-6- RED_STAT_MBE: Statistics - Single Bit Error detected and
corrected

Syndrone = 0x38, Address = OxFF, sanebit No, diffbit No

SPA 27 MIAIX]

Z& EHoM OIS LRE g + U&LIcH

SLOT 7:Jan 4 02: 04: 00. 487: %BPA _CHOC DSX- 3- UNCOR_PARI TY_ERR:  SPA4/0: CHOC SPA parity error(s)
encount er ed

SLOT 7:Jan 4 02: 04: 00. 487: 9CT1E1l- 3- UNCOR _PARI TY_ERR  SPA5/0: T1El SPA parity error(s)
encount er ed

SLOT 3: 00:33:48: 9%CT1EL- 3- UNCOR_MEM ERR: SPA3/0: 1 uncorrectable HDLC SRAM nenory error(S)
encount er ed.

SLOT 1:Oct 3 14:42:45.727: Y%SPA PLI M 4- SBE_ ECC. SPA-4XT3/E3[1/2] reports 2 SBE occurrence at 1
addr esses

SLOT 1: Jul 22 05:26:29.613 UTC. %SPA DATABUS- 3- SPI 4_SI NGLE_DI P4_PARITY: SIP Shslt O Ingress
Sink - Asingle DIP4 parity error has occurred on the data bus.

SLOT 4: Dec 2 22:44:05: %BSPA DATABUS- 3- SPI 4_SI NGLE_DI P2_PARITY: SIP Sbslt 0 Egress Source - A
single DIP 2 parity error on the FIFO status bus has occurred.

SLOT 1:Cct 3 14:42:45.727: %SPA PLI M 4- SBE_OVERFLOW SPA-4XT3/ E3[1/2] reports SBE table (2



el ements) overfl ows
SLOT 1:Cct 3 14:42:45.727: % SPA PLUG N- 3- SPI 4_SETCB: SPA-4XT3/E3[1/2] : | PC SPI 4 set call back
failed(status 2).

Cisco 12000 Series 222 WEZ| 7l = 0| IjZ|E| 2 F
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%-ABRI C- 3- PARI TYERR: To Fabric parity error was detected. Grant parity error
Data = 0x2.

SLOT 1: %-ABRI C- 3- PARI TYERR. To Fabric parity error was detected.

Grant parity error Data = 0Ox1
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